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(57) ABSTRACT 

A server includes a key generator and an authenticator. The 
key generator is configured to receive a request for a first key 
from a worker device, to create the first key that is associated 
with a worker, and to transmit the first key to the worker 
device. The authenticator is in communication with the key 
generator, the authenticator is configured to receive a second 
key and identification details from a customer device, to 
transmit the identification details to the worker device, to 
receive acknowledgment of the identification details from the 
worker device, and to authenticate the second key and the 
identification details with the customer device. 

20 Claims, 5 Drawing Sheets 
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1. 

SYSTEMAND METHOD FOR PROVIDING A 
ONE-TIME KEY FOR DENTIFICATION 

FIELD OF THE DISCLOSURE 

The present disclosure generally relates to communica 
tions networks, and more particularly relates to a system and 
a method for providing a one-time key for identification. 

BACKGROUND 

Companies that provide products or services to a specific 
customer location can have field workers that travel to the 
customer location to install equipment, provide repairs, or 
otherwise maintain the products provided to the customer. 
The field workers may also need to provide identification that 
they are authorized to work at the customer location or the 
like. 

BRIEF DESCRIPTION OF THE DRAWINGS 

It will be appreciated that for simplicity and clarity of 
illustration, elements illustrated in the Figures have not nec 
essarily been drawn to scale. For example, the dimensions of 
Some of the elements are exaggerated relative to other ele 
ments. Embodiments incorporating teachings of the present 
disclosure are shown and described with respect to the draw 
ings presented herein, in which: 

FIG. 1 is a block diagram of a communications network; 
FIG. 2 is an exemplary embodiment of a worker device: 
FIG. 3 is a flow diagram of a method for providing an 

one-time key for identification; 
FIG. 4 is a flow diagram of a method for presenting the 

one-time key for identification; and 
FIG. 5 is an illustrative embodiment of a general computer 

system. 
The use of the same reference symbols in different draw 

ings indicates similar or identical items. 

DETAILED DESCRIPTION OF THE DRAWINGS 

The numerous innovative teachings of the present applica 
tion will be described with particular reference to the pres 
ently preferred exemplary embodiments. However, it should 
be understood that this class of embodiments provides only a 
few examples of the many advantageous uses of the innova 
tive teachings herein. In general, statements made in the 
specification of the present application do not necessarily 
delimit any of the various claimed inventions. Moreover, 
Some statements may apply to some inventive features but not 
to others. 

FIG. 1 shows a communication system 100 including an 
authentication server 102, a worker device 104, a customer 
device 106, a database 108, and a network 110. The authen 
tication server 102 is in communication with the worker 
device 104 and with the customer device 106 via the network 
110, and with the database 108. The worker device 104 is in 
communication with the customer device 106. The authenti 
cation server 102 includes a key generator 112 and an authen 
ticator 114, which can be implemented inhardware, software, 
or any combination thereof. The key generator 112 and the 
authenticator 114 may include one or more computer sys 
tems. When the key generator 112 and the authenticator 114 
include more than one computer system, the functions of the 
key generator and the authenticator can be distributed across 
the multiple computer systems in a symmetric manner. Such 
that each computer system performs the same type of tasks, or 
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2 
in an asymmetric manner, such that two computer systems of 
the authenticator may perform different tasks. 
The worker device 104 can be any device capable of com 

municating via a barcode, a radio frequency identification 
(RFID) via Near Field Communication (NFC), via a wireless 
protocol, or the like. Such as a cellular telephone, a personal 
digital assistant, or the like. The worker device 104 can have 
software installed thereon which is used to perform the iden 
tification. In an embodiment, the worker device 104 is not 
required to have additional hardware components. However 
in an alternate embodiment, the worker device 104 can have 
a hardware component installed therein or a module con 
nected thereto to perform the identification. The customer 
device 106 can be any device capable of communicating via 
a barcode, a RFID via NFC, via a wireless protocol, or the 
like. Such as a cellular telephone, a personal digital assistant, 
or the like. The customer device 106 may also have software 
installed thereon to perform the identification. However, like 
the worker device 104, the customer device 106 may also 
include further hardware and/or modules to perform the iden 
tification. 
The network 110 can enable mobile devices to connect 

thereto so that mobile services may be provided. The network 
110 can include a variety of different such as a Global System 
for Mobile communications (GSM) network, a Virtual Pri 
vate Network (VPN) such as over a tethered network, or the 
like. In another embodiment, the network 110 can be any 
Transmission Control Protocol/Internet Protocol (TCP/IP) 
network, which provides the worker device 104 and other 
component of the system to run the Hypertext Transfer Pro 
tocol Secure (HTTPS) protocol. 
A worker can utilize the worker device 104 to receive a 

one-time key for identification of the worker. The one-time 
key is preferably associated with the worker. The one-time 
key can be a long-enough binary string or the like. Such that 
the one-time key is infeasible to guess, and the one-time key 
is amenable for translation into a graphical representation for 
presentation by the worker device 104. The one-time key can 
be presented by the worker device 104 as a barcode, a RFID 
via NFC, via a wireless protocol, or the like. In an embodi 
ment, the worker can be required to input authenticating 
information into the worker device 104 for transmission to the 
authentication server 102 to activate the retrieval of the one 
time key from the authentication server. The authenticating 
information may include information Such as a username and 
password, biometric information Such as a finger print or 
retinal scan, or the like. The transmission of the authenticat 
ing information can be via a secure protocol to prevent other 
individuals to get the authenticating information of the 
worker during the transmission of the information to the 
authentication server 102. 
When the worker has input the authenticating information, 

the worker device 104 can transmit the authenticating infor 
mation to the authentication server 102 for verification, and 
can then request the one-time key from the authentication 
server. In an embodiment, the worker device 104 can also 
transmit an International Mobile Equipment Identity (IMEI) 
of the worker device, a Mobile Subscriber Integrated Services 
Digital Network (MSISDN) Identification from the GSM 
Subscriber Identity Module (SIM) card, or the like along with 
the authenticating information to further authenticate the 
worker device with the authentication server 102. The addi 
tional identifications of the worker device 104 can add addi 
tional security to the request for the one-time key. The key 
generator 112 can generate the one-time key that is associated 
with the worker and with the worker device 104. 
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The key generator 112 can generate the one-time key by 
utilizing a cryptographically strong pseudo-random number 
generator, or a keyed pseudo-random function applied to a 
Suitable argument, in the key generator to create a number 
sequence. When the one-time key is generated, the key gen 
erator 112 can store the one-time key in the database 108 for 
a limited amount of time, such as five minutes, ten minutes, or 
the like. The authentication server 102 can then transmit the 
one-time key to the worker device 104 over a secure (en 
crypted and authenticated) connection within the network 
110. In an embodiment, the authentication server 102 can also 
transmit a token along with the one-time key to further 
authenticate the one-time key with the worker device 104. 
The token can be held in secret between the authentication 
server 102 and the worker device 104 as an additional level of 
security for the transmission of the one-time key. When the 
worker device 104 receives the one-time key, the worker 
device can present the one-time key on a display 200 as shown 
in FIG. 2. 

FIG. 2 shows an exemplary embodiment of the worker 
device 104 including the display 200. An exemplary output of 
the display 200 can include a barcode 202 and a number 
sequence 204 each associated with the one-time key. The 
barcode 202 can be displayed on the display 200 of the worker 
device 104, such that the resolution of the barcode image can 
allow the barcode to be scanned by the customer device 106. 
The worker can then provide the barcode 202 on the display 
200 to the customer requesting identification of the worker. 
The customer requesting identification of the worker can use 
the customer device 106 to scan the barcode 202, such that the 
one-time key is input into the customer device. However, if 
the customer device 106 cannot scan the barcode 202, the 
number sequence 204 can be manually input into the cus 
tomer device to provide the one-time key to the customer 
device. In another embodiment, the one-time key can be 
presented to the customer device 106 as an RFID via NFC, 
wireless protocol, or the like. 

Referring again to FIG. 1, the customer device 106 can 
initiate communication with the authentication server 102 via 
the network 110. In an embodiment, the customer device 116 
can transmit a authenticating information to the authentica 
tion server 102 to authenticate the customer device with the 
authentication server. In an embodiment, the customer device 
106 can also transmit an IMEI of the customer device, a 
MSISDN Identification from the GSM SIM card of the cus 
tomer device, or the like along with the one-time key to 
further authenticate the customer device with the authentica 
tion server 102. The additional identifications of the customer 
device 106 can add additional security to the transmission of 
the one-time key to the authentication server 102. The cus 
tomer device 106 can then transmit the one-time key and any 
associated information to the authentication server 102 for 
verification by the authenticator 114. The information asso 
ciated with the one-time key can be a type of service to be 
provided or the like. The authenticator 114 can compare the 
one-time key received from the customer device 106 with 
each one-time key stored in the database 108. If the one-time 
key received from the customer device 106 matches one of the 
stored one-time keys, the authenticator 114 can verify the 
one-time key. The authentication server 102 can then deter 
mine what type of information is included in the information 
associated with the one-time key. 

If the authentication server 102 determines that the infor 
mation associated with the one-time key is a type of service, 
the authentication server can send an acknowledgment 
request the to the work device 104. The acknowledgment 
request can be utilized to verify that the worker has the worker 
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4 
device 104 in his or her hand, the location of the worker such 
as at the resident’s address, or the like. The acknowledgment 
request can be displayed on the worker device 104. The 
worker can then either select or not select the acknowledg 
ment request to verify the information received from the 
authentication server 102. When the acknowledgment 
request is selected, the worker device 104 can send an 
acknowledgment to the authentication server 104, which in 
turn can send the verification of the one-time key to the 
customer device 106. The verification of the one-time key 
informs the customer requesting identification of the worker 
that the worker is authorized to perform the type of service. 
However, the verification of the one-time key preferably does 
not reveal the identity of the worker. 
The one-time keys can be deleted from the database 108 

after the specific amount of time. Thus, if the customer device 
106 sends the one-time key for verification after the specific 
amount of time, the authenticator 114 can determine that 
one-time key is invalid. Additionally, the one-time keys are 
preferably not stored at the worker device 104 and are pref 
erably only presented for the specific amount of time. Thus, if 
the worker does not have the one-time key scanned or other 
wise input into the customer device 106 within the specific 
amount of time, the worker preferably has to request a new 
one-time key from the authentication server 102. The removal 
of the one-time key from the database 108 and the specific 
amount of time that the one-time key is available on the 
worker device 104 inhibits an unauthorized person from 
retrieving and utilizing a one-time key from the authentica 
tion server 102. 

FIG.3 shows a flow diagram of a method 300 for providing 
a one-time key for identification. At block 302, a request for 
a first one-time key is received from a worker device at an 
authentication server. Authenticating information is received 
at block 304. At block 306, the authenticating information is 
Verified at the authentication server as being associated with 
a worker. The first one-time key is created at block 308. The 
first one-time key is associated with the worker. At block 310, 
the first one-time key is encrypted. The encrypted first one 
time key is transmitted to the worker device at block 312. At 
block 314, the first one-time key is stored in a database for a 
predetermined amount of time. The predetermined amount of 
time can be five minutes, ten minutes, or the like. 
A second one-time key and identification details are 

received from a customer device at block 316. At block 318, 
a determination is made whether the second one-time key 
matches the first one-time key. If the second one-time key 
does not match the first one-time key, the customer device is 
informed that the second one-time key is invalid at block 320. 
If the second one-time key matches the first one-time key, the 
identification details are transmitted to the worker device at 
block 322. The identification details can include a type of 
service to be performed or the like. At block 324, a determi 
nation is made whether an acknowledgment of the identifica 
tion details is received. If the acknowledgment of the identi 
fication details is not received, the customer device is 
informed that the second one-time key is invalid at block 320. 
If the acknowledgment of the identification details is 
received, an authentication of the second one-time key and 
the identification details are transmitted the customer device 
at block 326. 

FIG. 4 shows a flow diagram of a method 400 for display 
ing the one-time key for identification. At block 402, a request 
for a one-time key is transmitted to an authentication server 
by a worker device. Authenticating information is received at 
block 404. At block 406, the authenticating information is 
sent to the authentication server to be verified as being asso 
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ciated with the worker. At block 408, the one-time key is 
received from the authentication server. The one-time key is 
displayed on a display at block 410. The one-time key can be 
presented as a barcode, a number sequence, a RFID, or the 
like. At block 412, a determination is made whether a prede 
termined amount of time has expired. The predetermined 
amount of time can be five minutes, ten minutes, or the like. 
When the predetermined amount of time has expired, the 
presentation of the one-time key is ended at block 414. 

At block 416, transaction information associated with the 
one-time key is received from the authentication server. The 
transaction information can include a type of service to be 
performed or the like. At block 418, a determination is made 
whether a selection of an acknowledgment that the transac 
tion information is correct is received. If the selection of the 
acknowledgment that the transaction information is correct is 
not received, the server is notified that the transaction infor 
mation is incorrect at block 420. If the selection of the 
acknowledgment that the transaction information is correct is 
received, the transaction information is verified with the 
server at block 422. 

FIG. 5 shows an illustrative embodiment of a general com 
puter system 500. The computer system 500 can include a set 
of instructions that can be executed to cause the computer 
system to perform any one or more of the methods or com 
puter based functions disclosed herein. The computer system 
500 may operate as a standalone device or may be connected, 
Such as by using a network, to other computer systems or 
peripheral devices. 

In a networked deployment, the computer system may 
operate in the capacity of a server or as a client user computer 
in a server-client user network environment, or as a peer 
computer system in a peer-to-peer (or distributed) network 
environment. The computer system 500 can also be imple 
mented as or incorporated into various devices, such as a 
personal computer (PC), a tablet PC, an STB, a personal 
digital assistant (PDA), a mobile device, a palmtop computer, 
a laptop computer, a desktop computer, a communications 
device, a wireless telephone, a land-line telephone, a control 
system, a camera, a scanner, a facsimile machine, a printer, a 
pager, a personal trusted device, a web appliance, a network 
router, Switch or bridge, or any other machine capable of 
executing a set of instructions (sequential or otherwise) that 
specify actions to be taken by that machine. In a particular 
embodiment, the computer system 500 can be implemented 
using electronic devices that provide Voice, video or data 
communication. Further, while a single computer system 500 
is illustrated, the term “system’ shall also be taken to include 
any collection of systems or Sub-systems that individually or 
jointly execute a set, or multiple sets, of instructions to per 
form one or more computer functions. 
The computer system 500 may include a processor 502, 

Such as a central processing unit (CPU), agraphics processing 
unit (GPU), or both. Moreover, the computer system 500 can 
include a main memory 504 and a static memory 506 that can 
communicate with each other via a bus 508. As shown, the 
computer system 500 may further include a video display unit 
510 Such as a liquid crystal display (LCD), an organic light 
emitting diode (OLED), a flat panel display, a solid state 
display, or a cathode ray tube (CRT). Additionally, the com 
puter system 500 may include an input device 512 such as a 
keyboard, and a cursor control device 514 Such as a mouse. 
The computer system 500 can also include a disk drive unit 
516, a signal generation device 518 such as a speaker or 
remote control, and a network interface device 520 to com 
municate with a network526. In a particular embodiment, the 
disk drive unit 516 may include a computer-readable medium 
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6 
522 in which one or more sets of instructions 524, such as 
software, can be embedded. Further, the instructions 524 may 
embody one or more of the methods or logic as described 
herein. In a particular embodiment, the instructions 524 may 
reside completely, or at least partially, within the main 
memory 504, the static memory 506, and/or within the pro 
cessor 502 during execution by the computer system 500. The 
main memory 504 and the processor 502 also may include 
computer-readable media. 
The illustrations of the embodiments described herein are 

intended to provide a general understanding of the structure 
of the various embodiments. The illustrations are not 
intended to serve as a complete description of all of the 
elements and features of apparatus and systems that utilize 
the structures or methods described herein. Many other 
embodiments may be apparent to those of skill in the art upon 
reviewing the disclosure. Other embodiments may be utilized 
and derived from the disclosure, such that structural and 
logical Substitutions and changes may be made without 
departing from the scope of the disclosure. Additionally, the 
illustrations are merely representational and may not be 
drawn to scale. Certain proportions within the illustrations 
may be exaggerated, while other proportions may be mini 
mized. Accordingly, the disclosure and the FIGS. are to be 
regarded as illustrative rather than restrictive. 
The Abstract of the Disclosure is provided to comply with 

37 C.F.R. S1.72(b) and is submitted with the understanding 
that it will not be used to interpret or limit the scope or 
meaning of the claims. In addition, in the foregoing Detailed 
Description of the Drawings, various features may be 
grouped together or described in a single embodiment for the 
purpose of streamlining the disclosure. This disclosure is not 
to be interpreted as reflecting an intention that the claimed 
embodiments require more features than are expressly recited 
in each claim. Rather, as the following claims reflect, inven 
tive subject matter may be directed to less than all of the 
features of any of the disclosed embodiments. Thus, the fol 
lowing claims are incorporated into the Detailed Description 
of the Drawings, with each claim standing on its own as 
defining separately claimed Subject matter. 
The above disclosed subject matter is to be considered 

illustrative, and not restrictive, and the appended claims are 
intended to cover all Such modifications, enhancements, and 
other embodiments which fall within the true spirit and scope 
of the present disclosed Subject matter. Thus, to the maximum 
extent allowed by law, the scope of the present disclosed 
subject matter is to be determined by the broadest permissible 
interpretation of the following claims and their equivalents, 
and shall not be restricted or limited by the foregoing detailed 
description. 

What is claimed is: 
1. A method comprising: 
receiving, at a server, a request for a first key from a worker 

device associated with a worker; 
creating, at the server, the first key, wherein the first key is 

associated with the worker; 
translating the first key into a graphical representation for 

display on the worker device; 
transmitting the first key and the graphical representation 

to the worker device; 
transmitting instructions to cause the worker device to 

present the graphical representation of the first key on 
the worker device with a number sequence associated 
with the first key, wherein the graphical representation 
of the first key expires after a predetermined amount of 
time; 
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receiving a second key and identification details from a 
customer device; 

transmitting the identification details to the worker device: 
receiving, at the server, acknowledgment of the identifica 

tion details from the worker device; and 
authenticating, by utilizing instructions from memory that 

are executed by a processor, the second key and the 
identification details with the customer device. 

2. The method of claim 1 further comprising: 
storing the first key in a database for a predetermined 
amount of time. 

3. The method of claim 2 wherein the method further 
comprises: 

determining, at the server, that the predetermined amount 
of time has not elapsed; 

determining, at the server, that the second key matches the 
first key; and 

Verifying, at the server, the second key based upon the 
determinations that the predetermined amount of time 
has not elapsed and that the second key matches the first 
key. 

4. The method of claim 1 further comprising: 
comparing the second key to the first key. 
5. The method of claim 1 further comprising: 
encrypting the first key prior to transmitting the first key to 

the worker device. 
6. The method of claim 1 wherein the first key is a single 

use key. 
7. The method of claim 1 wherein the worker device is 

Selected from a group consisting of a cellular telephone and a 
personal digital assistant. 

8. The method of claim 1 wherein: 
the method further comprises receiving, at the server, 

authentication information from the worker device; and 
the creating the first key comprises creating the first key 

based upon verifying the authentication information. 
9. A method comprising: 
transmitting, at a worker device, a request for a key to a 

server, wherein the key is translated into a graphical 
representation for display on the worker device: 

receiving, at the worker device, the key and the graphical 
representation of the key from the server; 

displaying the key, a number sequence associated with the 
key, and the graphical representation of the key on a 
display to a customer device: 

receiving transaction information associated with the key: 
receiving an indication that the transaction information is 

correct; and 
Verifying, by utilizing instructions from memory that are 

executed by a processor, the transaction information 
with the server. 

10. A method of claim 9 further comprising: 
determining that a predetermined amount of time has 

expired; and 
ending the displaying of the key to the customer device in 

response to the expiration of the predetermined amount 
of time. 

11. A method of claim 9 further comprising: 
receiving authenticating information; and 
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transmitting the authenticating information to the server 

for Verification that the authenticating information is 
associated with a worker. 

12. The method of claim 9 wherein displaying the key 
comprises displaying a barcode associated with the key on the 
display. 

13. The method of claim 9 wherein displaying the key 
comprises displaying a number sequence associated with the 
key. 

14. The method of claim 9 wherein the displaying the 
receiving the transaction information, the receiving the indi 
cation and the verifying comprise displaying at the worker 
device, receiving the transaction information at the worker 
device, receiving the indication at the worker device and 
verifying at the worker device. 

15. A server comprising: 
a memory that stores instructions; 
a processor that executes the instructions to perform opera 

tions comprising: 
receiving a request for a first key from a worker device; 
creating the first key, wherein the first key is associated 

with a worker; 
translating the first key into a graphical representation 

for display on the worker device: 
transmitting the first key and the graphical representa 

tion to the worker device: 
transmitting instructions to cause the worker device to 

present the graphical representation of the first key on 
the worker device with a number sequence associated 
with the first key: 

receiving a second key and identification details from a 
customer device; 

transmitting the identification details to the worker 
device; 

receiving acknowledgment of the identification details 
from the worker device; and 

authenticating the second key and the identification 
details with the customer device. 

16. The server of claim 15 wherein the operations further 
comprise storing the first key in a database for a specific 
amount of time. 

17. The server of claim 15 wherein the operations further 
comprise comparing the second key to the first key, and 
wherein the authenticating the second key is based upon the 
comparison of the second key to the first key. 

18. The server of claim 15 wherein the wherein the opera 
tions further comprise encrypting the first key prior to trans 
mitting the first key to the worker device. 

19. The server of claim 15 wherein the first key is a single 
use key. 

20. The method of claim 15 wherein the method further 
comprises: 

receiving, at the server, transaction information associated 
with the second key from the customer device: 

receiving, at the server, from the worker device, an indica 
tion that the transaction information is correct; and 

sending, by the server to the customer device, verification 
of the transaction information. 
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