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session for receiving data with the other communication
apparatus is established, acquires an output state of data
transmitted to the other communication apparatus at the
other communication apparatus from the information pro-
cessing apparatus and displays output state information
representing the acquired output state on a display device.
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DESCRIPTION

COMMUNICATION APPARATUS, COMMUNICATION SYSTEM,
COMMUNICATION MANAGEMENT SYSTEM, COMMUNICATION CONTROL
METHOD, AND COMPUTER PROGRAM PRODUCT

TECHNICAL FIELD

The present invention relates to a communication
apparatus, a communication system, a communication
management system, a communication éontrol method, and a

computer program product.

BACKGROUND ART

In a communication system,. such as a television
conference system that realizes a remote conference by
using a communication network, it is essential to know
whether the data transmitted from a local base to another
base is properly output in order to realize smooth
communications. From such a point of view, conventionally,
is known a technology for checking in advance whether the
audio of a local terminal is properly delivered to a
partner terminal by using test signals. This technology
however has a problem in that, because checks and
adjustments before the conference are required, the
conference cannot be started promptly.

On the other hand, Patent Document 1 discloses a
system in which a video image captured at a local base is
synthesized with a video image being received at another
base and the synthesized image is transmitted between the
bases, which makeé it possible to check Whether the video
image at the local base is properly delivered to the other
base. This system makes it possible to check the state of

the video image displayed at the other base during the
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conference.

The technique descried in Patent Document 1 however is
inconvenient in that, because it is required to send back
data received from another base in some way to that other
base, an increase in the number of bases between which data
is transmitted/received increases the network bandwidth
used to take communications with the other bases. For this
reason, a system that makes it possible to know the state

of output of data with more simple method is required.

SUMMARY OF THE INVENTION

A communication apparatus outputs data received from
another communication apparatus. The communication
apparétus includes: a notification unit that notifies an
external information processing apparatus of an output
state of data received from the other communication
apparatus;vand a display processing unit that, while a
session for receiving data with the other communication
apparatus is established, acguires an output state of data
transmitted to the other commuhication apparatus at the
other communication apparatus from the information
processing apparatus and displays output state information

representing the acquired output state on a display device.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a schematic configuration diagram of a
television conference system according to an embodiment.

FIG. 2 is a block diagram showing an exemplary :
hardware configuration of a terminal.

FIG. 3 is a block diagram showing an exemplary
hardware configuration of a relay server.

FIG. 4 is a block diagram showing an exemplary

functional configuration of a terminal.
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FIG. 5 is a diagram showing an exemplary output state

management table.

FIG. 6 1is a block diagram illustrating an exemplary
functional configuration of a relay server.

FIG. 7 is a diagram showing an exemplary all output
state management table.

FIG. 8 is a block diagram showing an exemplary
functional configuration of a management server.

FIG. 9 is a diagram showing an exemplary terminal
authentication management table.

FIG. 10 is a diagram showing an exemplary terminal
management table.

FIG. 11 is a diagram showing an exemplary destination
list management table.

FIG. 12 is a diagram showing an exemplary session
management table.

FIG. 13 is a sequence chart illustrating exemplary
preliminary operations.

FIG. 14 is a sequence chart illustrating exemplary

conference participation operations.

FIG. 15 is a sequence chart illustrating exemplary
data transmission/reception operations between terminals.
FIG. 16 is a flowchart illustrating an exemplary
processing procedure performed by an output state

determination unit and a notification unit.

FIG. 17 is a sequence chart illustrating exemplary
operations including abnormal output notification and
abnormal output recovery notification.

FIGS. 18A and 18B are diagrams showing exemplary
displays of output state information.

FIG. 19 is a sequence chart illustrating exemplary
operations of acquiring and displaying an output state list.

FIG. 20 is a diagram showing an exemplary display of
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output state information.

DESCRIPTION OF EMBODIMENTS

With reference to the accompanying drawings, an
embodiment of a communication apparatus, a communication
system, a communication management system, a communication
control method, and a computer program product according to
the present invention will be described below. As an
exemplary communication system to which the invention is
applied, a television conference system (also referred to
as "video conference system") that realizes a remote
conference between multiple bases by transmitting and
receiving video data and audio data between multiple
television conference terminals {(corresponding to |
"communication devices") will be illustrated.
Communication systems to which the invention can be applied
are however not limited to this example. The invention is
widely applicable to various communication systems that
transmit and receive data between multiple communication
devices and various communication terminals used in those
communication systems.

FIG. 1 is a schematic configuration diagram of a
television conference system 1 according to an embodiment.
The television conference system 1 according to the
embodiment includes, as shown in FIG. 1, a plurality of
television conference terminals (hereinafter, simply
referred to as "terminals") 10 and a plurality of displays
20 that are set at respective bases, a relay server 30, a
management server 40, and a program provision server 50.

| The terminal 10 transmits/receives data with other
terminals 10 by using the television conference system 1
and outputs received data. The data to be dealt with

includes, for example, video data on each base of the
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5
television conference, screen data of a personal computer

(PC) shared between bases (that are generally referred to
as "image data"), and audio data recorded at each base.
The terminal 10 may be a dedicated terminal dedicated to
the television conference system 1 or may be‘a general-
purpose terminal, such as a PC, a smartphone, or a tablet
terminal. By installing a terminal program to be descried
later in such a general-purpose terminal, the functions of
the terminal 10 are implemented as an application.

The display 20 iS wired to or wirelessly connected to
the terminal 10. The display 20 may be integrated with the
terminal 10.

The terminal 10 is, for example, connected to a router
in a local area network (LAN). The router is a network
device that selects a route for data transmission. The
example shown in FIG. 1 illustrates a router 60a in a LAN
2a, a router 60b in a LAN 2b, a router 60c in a LAN 2c, a
router 60d in a LAN 2d, a router 60e that is connected to
the router 60a and the router 60b via a dedicated line 2e
and connected to the internet 2i, and a router 60f that is
connected to the router 60c and the router 60d via a
dedicated line 2f and connected to the Internet 2i.

It is assumed that the LAN 2a and the LAN 2b are

~ constructed in different locations in an area X and the LAN

2c and the LAN 2d are constructed in different locations in
an area Y. For example, the area X is Japan, the area Y is
the United States, the LAN 2a is constructed in an office
in Tokyo, the LAN 2b is constructed in an office in Osaka,
the LAN 2¢ is constructed in an office in New York, and the
LAN 2d is constructed in an office in Washington D.C.
Accordingbto the embodiment, the LAN 2a, the LAN 2b, the
dedicated‘line 2e, the Internet 2i, the dedicated line 2f,

the LAN 2c¢, and the LAN 2d construct a communication
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6
network 2. The communication network 2 may contain a

portion where, in addition to wired communications,
wireless communications are performed by wireless fidelity
(WiFi) or Bluetooth (trademark).

In the television conference system 1 according to the
embodiment, image data and audio data are transmitted and
received via the relay server 30 among multiple terminals
10. A management information session Sei for transmitting
and receiving various types of management information via
the management server 40 is established between the
terminals 10. Furthermore, a data session Sed for
transmitting and receiving video data and audio data via
the relay sefver 30 is established between the terminals 10.

The relay server 30 is a computer that relays
transmission of image data and audio data between the
terminals 10. Any data transmission system can be used.
For example, transmission of image data may be performed by
264/SVC or another system, such as H.264/MPEG4 AVC or H.
265.

The management server 40 is a computer that manages
the whole television conference system 1 according to the
embodiment. For example, the management server 40 performs
authentication management and state management for each
terminal 10, session management, and the like. According
to the embodiment, a terminal ID that is unique
identification information is given to each terminal 10.
The terminal ID is not necessarily identification
information unique to the terminal. It is sufficient if it
is identification information used to identify the terminal
that is a communications partner. For example, it may be
identification information that a user inputs to the
terminal. A relay server ID that is unique identification

information is given to the relay server 30. A session ID
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7
is given to the data session Sed for transmitting and

receiving data between the terminals 10, and a data ID is
given to the data that is transmitted or received in the
data session Sed. The management server 40 performs the
above-described various types of management using these IDs
(identification information).

The program provision server 50 is a computer that
provides various programs to the terminals 10, the relay
server 30, the management server 40, and the like. For
example, the program provision server 50 stores a terminal
program for causing the terminal 10 to implement various
functions and is capable of transmitting the terminal
program to the terminals 10. The program provision server
50 also stores a relay sérver program for causing the relay
server 30 to implement various functions and is capable of
transmitting the relay server program to the relay server
30. The program provision server 50 stores a management
server program for causing the management server 40 to
implement various functions and is capable of transmitting
the management server program to the management server 40.

The hardware configurations of the terminal 10, the
relay server 30, and the management server 40 of the
television conference system 1 according to the embodiment
will be described here. FIG. 2 shows an exemplary hardware
configuration of the terminal 10 and FIG. 3 shows an
exemplary hardware configuration of the relay server 30.
Because it is possible to apply the same hardware
configuration as that of the relay server 30 to the
'management server 40, its hardware configuration is not
shown. '

As shown in FIG. 2, the terminal 10 includes a central
processing unit (CPU)‘101 that controls all operations of

the terminal 10; a read only memory (ROM) 102 that stores a
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8
program, such as an initial program loader (IPL), used to

drive the CPU 101; a random access memory (RAM) 103 used as

a work area of the CPU 101; a flash memory 104 that stores
the terminal program and various types of data including
image data and audio data; a solid state drive (SSD) 105
that controls read/write of various types of data from/in
the flash memory 104 according to the control by the CPU
101; a media drive 107 that controls read/write (store) of
data from/in a recording medium 106, such as a flash
memory; an operation button 108 that is operated to, for
example, select another terminal 10 serving as a
communication partner; a power switch 109 for switching
on/off of the power of the terminal 10; and a network
interface (I/F) 111 that transmits data by using the
communication network 2.

The terminal 10 further includes a built-in camera 112
that acquires image data by capturing an image of a subject
according to the control by the CPU 101; an image capturing
device I/F 113 that controls driving of the camera 112; a
built-in microphone 114 that inputs audio; a built-in

speaker 115 that outputs audio; an audio input/output I/F

116 that processes input/output of audio signals from/to

the microphone 114 and the speaker 115 according to the
control by the CPU 101; a display I/F 117 that transmits'
image data to be displayed on the display 20 according to
the control by the CPU 101; an external device connection
I/F 118 for connecting various external devices; an alarm
lamp 119 that makes a notification indicating abnornality
in various functions of the terminal 10; and a bus line 110,
such as an address bus or a data bus, for electrically
connecting the above-described components.

The camera 112, the microphone 114, and the speaker

115 are not necessarily built in the terminal 10, and they
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9
may be configured to be externally connected. The display

20 may be configured to be built in the terminal 10. A
display device, such as a liquid crystal panel, 1is assumed
as the display 20, but the display 20 is not limited to
this. The display 20 may be a projection device, such as a
projector. The hardware configuration of the terminal 10 ‘
shown in FIG. 2 is an example only, and hardware other than
the above-described hardware may be added.

The terminal program provided by the program provision
server 50 is stored in, for example, the flash memory 104,
is read into the RAM 103 according to the control by the
CPU 101, and is executed. It is sufficient if the memory
that stores the terminal program is a nbn—volatile flash
memory. In place of the flash memory 104, an electrically
erasable and programmable ROM (EEPROM), or the like, may be
used. The terminal program may be recorded as a file in an
installable or executable form in a computer~readable
recording medium, such as the recording medium 106, and
provided. The terminal program may be provided as a built-
in program that is stored in advance in, for example, the
ROM 102.

As shown in FIG. 3, the relay server 30 includes a CPU
201 that controls all operations of the relay server 30; a
ROM 202 that stores a program, such as an IPL, used to
drive the CPU 201; a RAM 203 that is used as a work area of
the CPU 201; a hard disk (HD) 204 that stores various types
of data including the relay server program; a hard disk
drive (HDD) 205 that controls read/write of various types
of data from/in the HD 204; a media drive 207 that controls
read/write (store) of data from/in a recording medium 206,
such as a flash memory; a display 208 that displays various
types of information; a network I/F 209 for transmitting

data by using the communication network 2; a keyboard 211;
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10
a mouse 212; a CD-ROM drive 214 that controls read/write of

various types of data from/in a compact disk read only
memory (CD-ROM) 213 that is an exemplary removable
recording medium; and a bus line 210, such as an address
bus or data bus, for electrically connecting the above-
described components.

The relay server program provided by the program
provision server 50 is stored in, for example, the HD 204,
is read into the RAM 203 according to the control by the
CPU 201, and is executed. The relay server program may be
recorded as a file in an installable or executable form in
a computer-readable recording medium, such as the recording
medium 206 or the CD-ROM 213, and provided. The management
server progrém may be provided as a built-in program that
is stored in advance in, for example, the ROM 202.

Exemplary removable recording media include a
computer-readable recording medium, such as a compact disk
recordable (CD-R), a digital versatile disk (DVD), and a
Blue-ray disc. The above-described various programs may be
recorded in such a recording medium and provided.

The functional configuration of the terminal 10 will
be described here. FIG. 4 is a block diagram showing an
exemplary functional configuration of the terminal 10, and
FIG. 5 is a diagram showing an exemplary output state
management table held by the terminal 10.

As shown in FIG. 4, the terminal 10 includes a
transmission/reception unit 11, an operation input

reception unit 12, a login request unit 13, an image input

~unit 14, an audio input unit 15, a display control unit 16,

an audio output unit 17, a store/read processing unit 18,
an output state determination unit 21, a notification unit
22, and a state display processing unit 23. These units

are the functions implemented by the CPU 101 by executing
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11
the terminal program that is loaded from, for example, the

flash memory 104 shown in FIG. 2 into the RAM 103. The
terminal 10 further includes a storage unit 1000 consisting
of, for éxample, the RAM 103 and the flash memory 104 shown
in FIG. 2.

The storage unit 1000 stores the terminal ID for
identifying the terminal 10, the password, and the like.
The storage unit 1000 is used as a reception buffer for
receiving image data and audio data received when a
television conference is carried out with another terminal
10.

In the storage unit 1000, an output state management
DB 1100 with the output state management table shown in FIG.
5 is also constructed. 1In the output state management
table, a list of data shared with other terminals 10 in the
conference in which the terminal 10 is currently
participating is managed. For example, in the output state
management table, a data ID for identifying data, the last
output time, and the current output state are managed in
association with one another for each data shared with
other terminals 10.

The last output time represents the time at which the
terminal 10 output the data last time. For example, in the
case of image data, the last output time refers to the time
at which the display control unit 16 performed processing
of diSpiaying the image data on the display 20 last time
and, in the case of audio data, the last output time refers
to the time at which the audio output unit 17 performed
processing for outputting the audio to reproduce the audio
from the speaker 115 last time. As for the time, it is
sufficient if the system time counted in the terminal 10 is
used.

The current output state represents the current state
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12
of output of the data by the terminal 10. The current

state represents, about the data, whether the terminal 10
can normally perform output processing (normal output), the
terminal 10 is in an abnormal state where the terminal 10
is trying to output the data but cannot properly perform
the output processing due to some reason (abnormal output),
or the terminal 10 does not output the data is chosen
(output stopped). The normal state here refers to the
state where the output of the data does not stagnate and
the abnormal state refers to the state where the output of
the data stagnates for a given period time or more.

The transmission/reception unit 11 transmits and
receives various types of data to and from the relay server
30 and the management server 40 via the communication
network 2. The transmission/reception unit 11 is realized
with, for example, the network I/F 111 and the CPU 101
shown in FIG. 2.

The operation input reception unit 12 receives various
types of input operations by a user who uses the terminal
10. The operation input reception unit 12 is realized with,
for example, the operation button 108 and the power switch
109 shown in FIG. 2.

‘The login request unit 13 transmits login request
information and the IP address of the local terminal from
the transmission/reception unit li to the management server
40 via the communication network 2 in response to an on
operation on the power switch 109. The login request unit
13 is realized with the CPU 101 shown in FIG. 2.

The image input unit 14 inputs image data, such as
video data of the local base.that is captured by the camera
112 and/or image data, such as the séreen data of the PC
shared with other terminals 10. The image input unit 14 is

realized with, for example, the image capturing device I/F
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113, the external device connection I/F 118, and the CPU

101 shown in FIG. 2.

‘The audio input unit 15 inputs audio data of the local
base acquired by using the microphone 114. The audio input
unit 15 is realized with, for example, the audio
input/output I/F 116 and the CPU 101 shown in FIG. 2.

The display control unit 16 performs drawing
processing and/or the.like for displaying the image data
received by the transmission/reception unit 11 as a
television conference screen and passes the processed data
to the display 20 to cause the display 20 to display the
television conference screen. When the state display
processing unit 23 to be described later issues an output
state information display request, the display control unit
16 performs control to display the output state information
on the display 20. The display control unit 16 is realized
with, for example, the CPU 101 and the display I/F 117
shown in FIG. 2.

The display control unit 16 has a function of a time
management unit 16a. Each fime processing for displaying
data on the display 20 is performed about each image data
received by the transmission/reception unit 11, the time
management unit l6éa performs processing of writing the time
(system time) in the above-described output state
management table as the last output time.

The audio output unit 17 performs processiﬁg of
outputting data of the audio data received by the
transmission/reception unit 11 to reproduce the data from
the speaker 115. The audio output unit 17 is realized with,
for example, the audio input/output I/F 116 and the CPU 101.

The aﬁdio output ﬁnit 17 has a function of a time
management unit l17a. Each time the processing of

outputting data to reproduce the data from the speaker 115
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~1s performed about each audio data received by the

transmission/reception unit 11, the time management unit
17a performs processing of writing the time (system time)
in the above-described output state management table as the
last output time.

The store/read processing unit 18 pérforms processing
of storing various types of data in the storage unit 1000
and reads various types of data from the storage unit 1000.
The store/read processing unit 18 is realized with, for
example, the SSD 105 and the CPU 101 shown in FIG. 2.

As for each image déta and audio data that the
terminal 10 is outputting, the output state determination

unit 21 checks the above-described last output time in the

- output state management table and determines the output

state. The notification unit 22 performs processing of
notifying the relay server 30 of the output state that is
determined by the output state determination unit 21. For
example, when the output state determination unit 21
detects data in an abnormal output state, the notification
unit 22 performs processing of notifying the relay server
30 thereof. When the output state determination unit 2i
detects data that has recovered from an abnormal output
state to a normal output state, the notification unit 22
pefforms processing of notifying the relay server 30
thereof. Specific examples of the processing performed by
the output state determination unit 21 and the notification
unit 22 will be described in detail later. The output
state determinatioﬁ unit 21 is realized with, for example,
the CPU 101 shown in FIG. 2. The notification unit 22 is
realized with, for example, the network I/F 111 and the CPU
101.

The state display processing unit 23 performs

processing for displaying, on the display 20, output state
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information representing the output state, at the other

terminal 10, of the data that the terminal 10 is
transmitting to another terminal 10. For example, upon
receiving an abnormal output notification indicating that
the image data or audio data is in an abnormal output state,
the state display processing unit 23 generates output state
information representing that there is an abnormality at
the other terminal 10. Updn receiving an abnormal output
recovery notification indicating that image data or audio
data that was in an abnormal output state has recovered at
the other terminal 10, the state display processing unit 23
generates output state information representing that there
is a recovery from an abnormal output at the other terminal
10. The state display processing unit 23 passes such
output state information to the display control unit 16 and
issues an output state information display request to
display the output sate information on the display 20 as,
for example, a pop-up screen on the television conference
screen (see FIGS. 18A and 18B).

In response to, for example, an operation on the
operation button 108 by the user, the state display
processing unit 23 requests ‘a.list of output states, at

other terminals 10, of respective data that the terminal 10

is transmitting to those other terminals. Upon receiving

the output state list provided in response to the request
from the relay server 30 via the management server 40, the
state display processing unit 23 generates, using that data,
output state information representing the list of the
output states at the terminals at the respective bases
participating in the television conference. The state
display processing unit 23 passes the output state

information to the display control unit 16 and issues an

- output state information display request to display the
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output state information as a participating base list.

screen on the display 20 (see FIG. 20).

The functional configuration of the relay server 30
will be described here. FIG. 6 is a block diagram
illustrating a functional configuration of the relay server
30. FIG. 7 is a diagram showing an exemplary all output
state management table held by the relay server 30.

As shown in FIG. 6, the relay server 30 includes a
transmission/reception unit 31, a store/read processing
unit 32, and an output state management unit 33. These
units are, for example, the functions implemented by the
CPU 201 by executing the relay server program that is
loaded from the HD 204 shown in FIG. 3 into the RAM 203.
The relay server 30 further includes a storage unit 3000
consisting of, for example, the HD 204 shown in FIG. 2.

In the storage unit 3000, an all outpﬁt state
management DB 3100 including the all output state

management table shown in FIG. 7 is also constructed. 1In

~the all output state management table, a list of output

states of all data relayed by the relay server 30 is
managed. For example, in the all output state management
table, as for each data relayed by the relay server 30, the
data ID for identifying the data and the IP address of the
terminal 10 (abnormal output terminal) at which data is in
an abnormal output state are managed in association with
each other.

The transmiséion/reception unit 31 transmits/receives
various types of data to/from the respective términals 10
and the management server 40 via the communication network
2. The transmission/reception unit 31 is realized with,
for example, the network I/F 209 and the CPU 201 shown in
FIG. 3.

The store/read processing unit 32 performs processing
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of storing/reading various types of data in/from the

storage unit 3000. The store/read processing unit‘32 is
realized with, for example, the HDD 205 and the CPU 201
shown in FIG. 3.

Using the above-described all output state management
table, the output state management unit 33 manages the
output states of all data that the relay server 30 relays.
Specifically, upon receiving, from each terminal 10, a
notification indicating that certain data is in an abnormal
output state or a notification indicating that certain data
has recovered from an abnormal output state to a normal
output state, the output state management unit 33 corrects
the ali éutput state management table according to the
received notification and takes management to know in which
data output an abnormality occurs and at which terminal 10
it occurs.

~Upon receiving an abnormal output notification from a
terminal 10, the output state management unit 33 notifies
the management server 40 of the abnormal output information
to which the IP address of the terminal 10 from which the
data in the abnormal output state is transmitted is added
in order to cause the transmitting terminal 10 to perform
processing of displaying the output state information.
Furthermore,'upon receiving an output state list request
from a terminal 10, the output state management unit 33
creates an output state list using the above-described all
output state management table and passes the output state
list to which the IP address of the terminal 10 requesting
the output state list is added, to the management server 40
in order to cause the terminal 10 to perform processing of
displaying the output state information.

The functional configuration of the management server

40 will be described here. FIG. 8 is a block diagram
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showing an exemplary functional configuration of the

management server 40. FIGS. 9 to 12 are diagrams showing
an exemplary terminal authentication management table, an
exemplary terminal management table, an exemplary
destination list management table, and an exemplary session
management table, respectively, held by the management
server 40.

As shown in FIG. 8, the management server 40 includes
a transmission/reception unit 41, a terminal authentication
unit 42, a status management unit 43, a terminal extraction
unit 44, a terminal status acguisition unit 45, a session
management unit 46, and a store/read processing unit 47.
These units are the functions implemented by the CPU 201 by
executing the management server program that is loaded from,

for example, the HD 204 shown in FIG. 3 into the RAM 203.

" The management server 40 further includes a storage unit

4000 consisting of, for example, the HD 204 shown in FIG. 3.

In the storage unit 4000, a terminal authentication
management DB 4100 including the terminal authentication
management table shown in FIG. 9 is constructed. In the
terminal authentication management table, the terminal IDs
of all terminals 10 managed by the management server 40 are
managed in association with passwords. For example, the
terminal authentication management table shown in FIG. 9
represents that the password of the terminal 10 with the
terminal ID of "0Olaa" is "aaaa".

In the storage unit 4000, a terminal management DB
4200 including the terminal management table shown in FIG.
10 is also constructed. 1In the terminal management table,
the terminal ID of each terminal 10 is managed in
association with the display name of each terminal 10
(hereinafter, "terminal name"), the operation status of

each terminal 10, the date at which a login request
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information for logging in the television conference system

1 was received by the management server 40, and the IP
address of each terminal 10.

For example, the terminal management table shown in
FIG. 10 represents that the terminal name of the terminal
10 with the terminal ID of "0Olaa" is "JP Tokyo Office AA
terminal", the operation status is "On-line (transmission
possible) "™, the date at which login request information is
received is "2009,11.10.13:40", and the IP address is
"1.2.1.3".

' The terminal IDs in the terminal management table are,
for example, allocated uniquely when the terminals 10 are
registered in the television conference system 1. The
terminal names are registered or changed by the management
unit of the management server 40. The terminal names may
be registered or changed according to a request issued from
the terminal 10 to the management server 40.

The operation status of "On-line (transmission
possible)" represents that the terminal 10 has been logged
in the television conference system 1 but is not’
participating in the television conference, the operation
status of "On-line (transmitting)" represents that the
terminal 10 has been logged in the television conference
system 1 and is participating in the television conference
system 1, and the operation status of "Off-line" represents
that the terminal 10 has not logged in the television
conference system 1.

In the storage unit 4000, a destination list
management DB 4300 including the destination list
management table shown in FIG. 11 is also constructed. 1In
the destination list management table, with the terminal ID
of the terminal (requesting terminal) issuing a request for

starting a television conference, all the terminal IDs of
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terminals 10 registered as candidates of other terminals

(destination terminals) to participate in the television
conference are managed in association.

For example, the destination list management table
shown in FIG. 11 represents that, in a case where the
terminal 10 with the terminal ID of "0lab" issues a request
for starting a television conference, destination terminal
candidates are the terminal 10 with the terminal ID éf
"0laa", the terminal 10 with the terminal ID of "Olca", and
the terminal 10 with the terminal ID of "Olcb". The
destination terminal candidates are added to or deleted in
response to a request issued from the terminal 10 to the
management server 40.

In the storage unit 4000, a session management DB 4400
including the session management table shown in FIG. 12 is
also constructed. In the session management table, each
session ID allocated to each data session Sed in which data
is transmitted and received 1is managed in association with
a relay server ID that identifies the relay server 30 to be
used to relay data, a terminal ID of a requesting terminal,
a terminal ID of a destination terminal, and a data ID that
identifies data transmitted/received in the data session
Sed.

‘ For example, the session management table shown in FIG.

12 represents that, in the data session Sed with the

. session ID of "sel", the data with the data ID of "RS100"

and the data with the data ID of "RS101" are transmitted
and received between the requesting terminal with the
terminal ID of "0laa" and the destination terminal with the

terminal ID of "0ldb" via the relay servef 30 with the

- relay server ID of "llla".

The transmission/reception unit 41 transmits and

receives various types of data to and from the respective
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terminals 10 and the relay server 30 via the communication

network 2. The transmission/reception unit 41 is realized
with, for example, the network I/F 209 and the CPU 201
shown in FIG. 3.

The terminal authentication unit 42 performs terminal
authentication by searching the terminal authentication
management DB 4100 using, as search keys, the terminal ID
and the password contained in a login request information
from a terminal 10 that is received via the
transmission/reception unit 41 and by determining whether
the same terminal ID and password are managed in the
terminal authentication management DB 4100. The terminal
authentication unit 42 is realized with, for example, the
CPU 201 shown in FIG. 3.

In order to manage the operation status of the
terminal 10 that has transmit the login request information,
the status management unit 43 stores, in the terminal
management DB 4200 of the storage unit 4000, the terminal
ID of the terminal 10 in association with the operation
status, the date at which the login request information was
received by the management server 40, and the IP address.
Furthermore, based on the power off state information
transmitted from the terminal 10 in response to switching
off the power switch 109 of the terminal 10 from the on
state, the status management unit 43 changes the operation
status of the terminal 10 in the terminal management DB
4200 from on-line to off-line. The status management unit
43 is realized with, for example, the CPU 201 shown in FIG.
3.

Using, as a search key, the terminal ID of the
terminal 10 that has transmitted the login-request
information, the terminal extraction unit 44 searches the

destination list management DB 4300 of the storage unit
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4000 and extracts the terminal IDs of terminals 10 that are

destination terminal candidates in a case where the

terminal 10 is the requesting terminal. Furthermore, using,
as a search key, the terminal ID of the terminal 10 that
has transmitted the login-request information, the terminal
extraction unit 44 searches the destination list management
DB 4300 and extracts the terminal IDs of other terminals 10
for which the terminal ID of the terminal 10 is registered
as a destination terminal candidate. The terminal
extraction unit 44 is realized with, for example, the CPU
201 shown in FIG. 3.

Using, as search keys, the terminal IDs extracted by
the terminal extraction unit 44, the terminal status
acquisition unit 45 searches the terminal management DB
4200 of the storage unit 4000 and reads the operation
status of each detected terminal ID. Accordingly, the
terminal status acquisition unit 45 can acquire the
operation statuses of all terminals 10 that are destination
terminal candidates corresponding to the terminal 10 that
has transmitted the login request information. Furthermore,
using, as a search key, the terminal ID of the terminal 10
that has transmitted the login request information, the
terminal status acquisition unit 45 searches the terminal
management DB 4200 and acquires the operation status of the
terminal 10. The terminal status acquisition unit 45 is
realized with, for example, the CPU 201 shown in FIG. 3.

Upon establishing the data session Sed between
terminals 10 via the relay server 30, the session
management unit 46 allocates a session ID to the data
session Sed. The session management unit 46 stores, in the
session management DB 4400 of the storage unit 4000, the
terminal ID of the requesting terminal, the terminal ID of

the destination terminal, and the data ID of the
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transmitted/received data in association with the session

ID. The session management unit 46 is realized using, for
example, the CPU 201 shown in FIG. 3.

Operations of the television conference system 1
according to the embodiment will be described here. FIG.
13 is a sequence chart illustrating exemplary preliminary
operations until a terminal 10 enters a preliminary state
for participating in a television conference. FIG. 13
illustrates an example where a terminal 10aa is a
requesting terminal, a terminal 10ba and a terminal 10db
are destination terminals, and the terminal 10aa that is a
requesting terminal enters a preliminary state. In the
preliminary operations, various types of information are
transmitted and received in the management information
session Sei among the terminals 10aa, 10ba, and 10db and
the management server 40.

First, in response to an operation on the power switch
109 of the terminal 10aa, the power of the terminal 10aa is
turned on (step S11). 1In response to the power-on, the
login request unit 13 of the terminal 10aa transmits login
request information representing a login request from the
transmission/reception unit 11 to the management server 40
via the communication network 2 (step S12). Login request
information may be transmitted in response to an input of
an instruction from a user of a terminal 10.

The login request information contains the terminal ID
of the terminal 10aa that is a requesting terminal and a
password. The terminal ID and the password are read by the
store/read processing unit 18 from the storage unit 1000.
The terminal ID and the password may be information read
from an external recording medium, such as a subscriber
identity module card (SIM card), connected to the terminal

10. When the login request information transmitted from
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“the terminal 10aa is received by the management server 40,

the management server 40 can know the IP address of the
terminal 10aa that is the tranémitting terminal.

The terminal authentication unit 42 of the management
server 40 performs terminal authentication by searching the
terminal authentication management DB 4100 of the storage
unit 4000, using, as search keys, the terminal ID and the
password contained in the login request information
received via the transmission/reception unit 41, and by
determining whether the same terminal ID and password as
the search keys are managed in the terminal authentication
management DB 4100 (step S13).

When the terminal authentication unit 42 determines
that the same terminal ID and password as the search keys
are not managed, i.e., determines that it is not a login
request from the terminal 10 with valid use authority, the
transmission/reception unit 41 transmits authentication
result information representing the authentication result
obtained by the terminal authentication unit 42 to the
login-requesting terminal 10aa via the communication
network 2 and the preliminary operations end.

On the other hand, when the terminal authentication
unit 42 determines that the same terminal ID and password
as the search keys are managed, i.e., determines that it is
a login request from the terminal 10 with valid use
authority, the status management unit 43 stores the
terminal ID of the terminal 10aa, the operation status, the
date at which the login request information was received,
and the IP address of the terminal 10aa in association with
dne another in the terminal management DB 4200 (step S14).

The transmission/reception unit 41 of the management
server 40 transmits the authentication result information

representing the authentication result obtained by the
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terminal authentication unit 42 to the login-requesting

- terminal 10aa via the communication network 2 (step S15).

The terminal extracting unit 44 of the management
server 40 searches the destination list management DB 4300,
using the terminal ID of the login-requesting terminal 10aa
as a search key, and extracts the terminal IDs of

destination terminal candidates corresponding to the

“terminal l0aa (step S16).

The terminal status acquisition unit 45 of the
management server 40 aéquires the operation status of each
terminal 10 that is a destination terminal candidate by
searching the terminal management DB 4200, using, as search
keys, the terminal IDs of the destination terminal
candidates extracted by the terminal extraction unit 44,
and by reading, per terminal ID extracted by the terminal
extraction unit 44, the operation status of "Off-line",
"On-line (transmission possible)", or "On-line
(transmitting)" (step S17).

The transmission/reception unit 41 of the ménagement

server 40 transmits destinaticon state information

“containing the terminal IDs used as the search keys at step

S17 and their corresponding operation statuses each being
"Off—line", "On-line (transmission possible)", or "On-line

(transmitting)" to the terminal 10aa via the communication

"network 2 (step S18). This allows the terminal 10aa to

know the current operation status of each terminal 10 that
is a destination terminal candidate, the operation status
being "Off-line", "On-line (transmission possible)”, or
"On-line (transmitting)".

The terminal extraction unit 44 of the management
server 40 searches the destination list management DB 4300,
using the terminal ID of the login-requesting terminal 10aa

as a search key, and extracts the terminal IDs of other
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terminals 10 for which the terminal ID of the terminal 1l0aa

is registered as a destination terminal candidate (step
s19).

The status management unit 43 of the management server
40 searches the terminal management DB 4200, using the
terminal ID of the login-requesting terminal 10aa as a
search key, and acquires the operation sfatus of the login-
requesting terminal 10aa being "On-line (transmission
possible)" (step S$20).

The transmission/reception unit 41 of the management
server 40 transmits destination status information
containing the terminal ID and the operation status of the
terminal 10aa being "On-line (transmission possible)"”
acquired at step S20 to the terminals whose operation
statuses are each "On-line" (the terminals 10ba and 10db

here) in the terminal management DB 4200 from among the

~ terminals 10 that are identified by the terminal IDs

extracted at step S19 (step S21~1 and step S$21-2). When
the destination status information is transmitted to the
terminals 10ba and 10db, the transmission/reception unit 41
refers to the IP addresses of the terminals managed in the
terminal management table shown in FIG. 10 according to the
terminal IDs of the terminals 10ba and 10db.

The above-described preliminary operations make it
possible to transmit the terminal ID and the operation
status of the login-requesting terminal 10aa being "On-line
(transmission possible)" to the terminals 10ba and 10db
that can transmit/receive data to/from the login-requesting
terminal 10aa. Furthermore, when step S18 of the
preliminary operations completes, the display control unit
16 of the terminal 10aa, for example, highlights
information on the terminals participating in the

television conference, i.e., the terminals whose operation
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statuses are each "On-line (transmitting)" or "On-line

(transmission possible)", on the display 20 from among the
information of the destination list displayed on the
display 20, which allows the user to know terminals 10
participating in the television conference or terminals 10
that can participate in the television conference.

FIG. .14 is a sequence chart illustrating exemplary
conference participation operations until when a terminal
10 enters a participating state of participating in a
television conference. FIG. 14 illustrates an example
where the terminal 10aa participates in a television
conference with the terminal 10db. In the conference
participation operations, various types of information are
transmitted and received in the management information
session Sei between the terminals 10aa and 10db and the
management server 40.

When the user of the terminal 10aa operates the
operation button 108 to choose to participate in a
television conference, the operation input reception unit
12 of the terminal 1l0aa receives a request for
pérticipating in a television conference with the terminal
10db (step S31). 1In response to the request, the
transmission/reception unit 11 of the terminal 10aa
transmits, to the management server 40, participatioh
request information that contains the terminal ID of the
terminal 10aa and the terminal ID of the terminal 10db and
represents that the terminal 10aa is to participate in the
television conference (step S32). Accordingly, the
transmission/reception unit 41 of the management server 40
receives the participation request information and can
check the IP address of the request-transmitting terminal
10aa.

The status management unit 43 of the management server
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40 searches the terminal management DB 4200, using, as a

search key, the terminal ID of the terminal 10aa contained
in the participation request information, and sets the
operation status of the participation-requesting terminal
10aa to "On-line (transmitting)" (step S$33).

The session management unit 46 of the management
server 40 generates a session ID for identifying the data
session Sed for transmitting/receiving data between the
terminal 10aa and the terminal 10db (step S34). The
session management unit 46 stores, in the session
management DB 4400, the session ID generated at step S34,
the relay server ID of the relay server 30 that is used,
the terminal IDs of the terminals 10aa and 10db, and the
data ID for identifying the data that is transmitted and
received (step S35).

The transmission/reception unit 41 of the management
server 40 transmits start request information containing
the terminal ID of the terminal 10aa to the terminal 10db
via the communication network 2 (step S$36). Accordingly,
the terminal 10db can know which terminal 10 has issued a
reguest to participate in the television conference. The
terminal 10db that has received the start request
information from the management server 40 transmits
reception completion information representing that
reception of the start request information has completed to
the management server 40 from the transmission/reception
unit 11 via the communication network 2 (step $37).

The transmission/reception pnit 41 of the management
server 40 transmits relay start request information
representing a request for starting data relay to the relay
server 30 via the communication network 2 (step S$38). The
relay start request information contains the IP addresses

of the terminal 1l0aa and the terminal 10db. Upon receiving



10

15

20

25

30

WO 2015/190614 | PCT/JP2015/067101

29
the relay start request information, the relay server 30

establishes a data session Sed for transmitting and
receiving data between the terminal 10aa and the terminal

10db (step S39). Accordingly, the terminal 10aa can

" participate in the television conference with the terminal

10db.

The transmission/reception unit 41 of the management
server 40 broadcasts terminal status change information
containing the terminal ID and the operation status of the
terminal 10aa being "On-line (transmitting)" to each

terminal 10 registered in the terminal management DB 4200

" (step S40). Accordingly, each terminal 10 that has

received the terminal status change information can store
and display the operation status of the terminal 10aa as
necessary.

FIG. 15 is a sequence chart illustrating exemplary

" data transmission/reception operations between terminals 10.

FIG. 15 illustrates an example where data is transmitted
between the terminal 10aa and the terminal 10db. In the
data transmission and reception operations, image data or
audio data is transmitted and received in the data session
Sed between the terminal 1l0aa and the terminal 10db..

As described using FIG. 14, once the data session Sed
is established between the terminal 10aa and the terminal
10db, the transmission/reception unit 11 of the terminal
10aa transmits image data input to the image input unit 14
and audio data input to the audio input unit 15 to the
relay.server 30 via the communication network 2 (step S51).

The relay server 30 that has received the image data
and audio data from the terminal 10aa transmits the
received image data and audio data to each terminal (the
terminals 10aa and 10db here) participating in the

television conference (step S52-1 and step S52-2).
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Fach of the terminals 10aa and 10db that have received

the image data and audio data from the relay server 30

~causes the display control unit 16 to display the imége

represented by the received image data on the display 20
and causes the audio output unit 17 to output the sound
represented by the received audio data to reproduce the
sound from the speaker 115 (step S53-1 and step S$S53-2).
Each time the time management unit 16a of the display
control unit 16 performs processing for displaying the
image data on the display 20, the time management unit 16a
performs processing of writing the time as the last output
time in the output state management table of the above-
described output state management DB 1100 (see FIG. 5).
Each time the time management unit 17a of the audio output
unit 17 performs processing of outputting the audio data to
reproduce the audio data from the speaker 115, the time
management unit 17a performs processing of writing the time
as the last output time in the output state management
table.

The transmission/reception unit 11 of the terminal
10db then transmits the image data that has been input to

the image input unit 14 and audio data that has been input

- to the audio input unit 15 to the relay server 30 via the

communication network 2 (step S54).

The relay server 30 that has received the image data
and audio data from the terminal 10db transmits the
received image data and audio data to each terminal (the
terminals 10aa and 10db here) participating in the
television conference (step S55-1 and step S55-2).

Each of the terminals 10aa and 10db that have received
the image data and audio data from the relay server 30
causes the display control unit 16 to display the image

represented by the received image data on the display 20
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and causes the audio output unit 17 to output the sound

represented by the received audio data to reproduce the
sound from the speaker 115 (step S56-1 and step '$56-2).
Each time the processing for displaying image data on the
display 20 is performed, the time management unit 16a of
the display control unit 16 performs write processing of
writing the time as the last output time in the output
state management table of the above-described output state
management DB 1100 (see FIG. 5). Each time the processing
for outputting the audio data to reproduce the audio data
from the speaker 115 is performed, the time management unit
17a of the audio output unit 17 performs write processing |
of writing the time as the last output time in the output
state management table.

As described above, the terminals 10aa and 10db can
carry out the television conference by transmitting and
receiving image data or audio data via the relay server 30.
For simple descriptions, FIG. 15 assumes that there are two
terminals 1l0aa and 10db as terminals 10 participating in
the television conference; however, even when there are
three or more terminals participating in the television
conference, image data and audio data are transmitted and
received among the terminals 10 in the same manner as that
of the data transmission/reception operations illustrated
in FIG. 15.

A specific example of the processing performed by the
output state determination unit 21 and the notification
unit 22 of each of the terminals 10 will be described here
with reference to FIG. 16. FIG. 16 is a flowchart
illustrating an exemplary processing procedure performed by
the odtput state determination unit and the notification
unit 22.

Referring to the output state management table (see
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FIG. 5) of the above-described output state management DB

1100, the output state determination unit 21 determines the
output state of each data that the terminal 10 is
transmitting (data not in the output state of "output
stopped") from among the image data and audio data shared
in the television conference in which the terminal 10 is
participating and updates the output state management table
as required. The notification unit 22 issues a
notification to the relay server 30 when the output state
changes.

As shown in FIG. 16, the processing routine executed
by the output state determination unit 21 and the
notification unit 22 includes a fist loop processing (step
S100) and a second loop .processing following the first loop
processing (step 5200). The output state determination
unit 21 and the notification unit 22 repeatedly executes
the routine coﬁsisting of these two types of loop
processing at a given timing. (e.g. at every 5-second
interval).

In the first loop processing (step S100), the
following steps S101 to S104 are performed on each data
whose current output state is "normal output" (hereinafter,
which is referred to as "data A") from among the data
managed in the output state management table of the output
state management DB 1100.

The output state determination unit 21 checks the last
output time of the data A with reference to the output
state management table and determines whether the elapsed
time from thgt time until now exceeds a threshold Tl (step
S101). When the elapsed time from the last output time
does not exceed the threshold Tl (NO at step $101), the
output state of the data A is still "normal output"” and

accordingly the process moves to the determination
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processing on the next data A (step S101).

On the other hand, when it is determined that the
elapsed time from the last output time exceeds the
threshold Tl at step S101 (YES at step $101), the output
state determination unit 21 clears a recovery counter that
is used to determine whether the output state has recovered,
to 0 (step S102) and changes the output state of the data a

in the output state management table from "normal output”

to "abnormal output" (step S103). The notification unit 22

notifies the relay server 30 that the output state of the
data A has entered "abnormal output" (step S104). The
abnormal output notification contains the data ID of the
data A whose output state has entered "abnormal output" and
the IP address of the terminal 10.

Thereafter, when there is data A on which the first
loop processing (step S100) has not been performed, the
process returns to step S101 and the processing thereafter
are repeated and, when the first loop processing (step
S100) on all data A ends, the process moves to the second
loop processing (step S200).

In the second loop processing (step S200), the
processing at the following steps S201 to 5206 is performed‘
on each data whose current output state has entered
"abnormal output" (hereinafter, which is referred to as
"data B") from among the data managed in the output state
management table of the output state management DB 1100.

First, the output state determination unit 21 checks
the last output time of the data B with reference to the
output state management table and determines whether the
elapsed time from that time until now is smaller than a
threshold T2 (step S201). The threshold T2 is preferably
smaller than the threshold Tl used for the determination

processing at step 5101 and is a value with which it is
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securely determined that the data output state has

recovered. When the elapsed time from the last output time
is not smaller than the threshold T2 (NO at step S$201), the
output state determination unit 21 clears the recovery

counter to 0 (step S202) and moves to determination

processing on the next data B (step $S201).

On the other hand, upon determining that the elapsed

time from the last output time is smaller than the

‘threshold T2 at step S201 (YES at step S201), the output

state determination unit 21 increments the recovery counter

by 1 (step S203) and then determines whether the value of

" the recovery counter is equal to or larger than a threshold

N (step S204). When the value of the recovery counter is
smaller than the threshcld N (NO at step $5204), there is a
possibility that the recovery of the output state is
temporary, and thus the process moves to the determination
processing on the next data B‘(step 3201).

On the other hand, upon determining that the value of
the recovery counter is equal to or larger than the
threshold N at step S204 (YES at step S204), the output
state determination unit 21 changes the output state of the
data B in the output state management table from "abnormal
output" to "normal output" (step S205). The notification
unit 22 notifies the relay server 30 that the output state
of the data B has recovered from "abnormal output" to
"normal output” (étep S206). The abnormal output recovery
notification contains the data ID of the data B whose
output étate has recovered to "normal output" and the IP
address of the terminal 10.

If there is the data B on which the sécond loop
processing (step S200) has not been performed, the process
returns to step S201 to repeat the processing thereafter.

When the second loop processing (step S200) on all data B
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ends, the series of processes shown in the flowchart in FIG.

16 ends.

Notification on the data output state and the
accompanying operations of the terminal 10, the relay
server 30, and the management server 40 will be described
with reference to FIG. 17. FIG. 17 is a sequence chart
illustrating exemplary operations including abnormal output
notification and abnormal output recovery notification.
FIG. 17 illustrates an example where an output state
notification is issued regarding image data or audio data
transmitted from the terminal 10aa to the terminal 10bd and
a terminal 10dc via the relay server 30.

Image data or audio data from the terminal 10aa
participating in the television conference is transmitted
to the terminal 10bd and the terminal 10dc participating in
the same television conference via the relay server 30
(steps S61 to S63). Although FIG. 17 does not illustrate,

it is assumed that data is continuously transmitted from

. the terminal 10aa to the terminal 10bd and the terminal

10dc. The terminal 10bd and the terminal 10dc keeps
determining (e.g., at every 5 seconds) the output state of
the data from the terminal 10aa according to the flow shown
in FIG. 16. ,

It is assumed that the terminal 10db detects that the
output state of the data transmitted from the terminal 10aa
is "abnbrmal output"”. In this case, the terminal 10db
transmits, to the relay server 30, an abnormal output
notification containing the data ID of the data that is
determined as "abnormal output" and the IP address of the
terminal 10db (step S64).

Upon receiving the abnormal output notification from

the terminal 10db, the relay server 30 updates the all
output state management table of the all output state
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management DB 3100 (step S65). Specifically, the relay

server 30 adds the IP address of the terminal (the terminal
10db here) that has detected "abnormal output" to the field
of "abnormal output terminal" corresponding to the data ID
of the data in the state of "abnormal output” in the all
output state management table.

The relay server 30 transmits, to the management
server 40, an abnormal output notification containing the
data ID of the data in the abnormal output stéte, the IP
address of the terminal (the terminal 10db here) that has
detected "abnormal output", and the IP address of the
terminal (the terminal 10aa here) from which the data in

Upon receiving the abnormal output notification from
the relay server 30, the management server 40 searches the
terminal management DB 4200, using, as a search key, the IP
address of the terminal (the terminal 10db here) that has
detected "abnormal output", and acquires the terminal name
of the terminal 10db (step S67). The management server 40
then transmits, to the data transmitting terminal (the
terminal 10aa here), an abnormal‘output notification
containing the data ID of the data in the state of
"abnormal output" and the terminal name of the terminal
(the terminal 10db here) that has detected "abnormal
output" (step S68). Accordingly, the terminal 10aa can
know which data that the terminal 10aa is transmitting is
in the state of "abnormal output” and at which terminal it
has occurred.

At the terminal 10aa having received the abnormal
output notification from‘the management server 40, the
state display processing unit 23 performs processing of
displaying output state information on the display 20

according to the abnormal output notification from the
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management server 40 (step S69). For example, according to

the abnormal output notification from the management server
40, the state display processing unit 23 generates output
state information representing that the image data is in
the state of "abnormal output” at the terminal 10db (here,
the terminal name is Office B). The state display
processing unit 23 passes the generated output state
information to the display control unit 16 and issues an
output state information display request to display, for
example, as shown in FIG. 18A, output state information 310
consisting of a message saying "Abnormal image output has
occurred at Office B" as a pop-up screen on a television
conference screen 300 on the display 20.

It is assumed that the terminal 10db then detects that
the output state of the data transmitted from the terminal
10aa has recovered from "abnormal output" to "normal
output". In this case, the terminal 10db transmits, to the
relay servef 30, an abnormal output recovery notification
containing the ID of the data whose output state has
recovered and the IP address of the terminal 10db (step
S70) .

Upon receiving the abnormal output recovery
notification from the terminal 10db, the relay server 30
updates the all output state management table of the all
output state management DB 3100 according to the abnormal
output recovery notification (step S71). Specifically, the
relay server 30 deletes the IP address of the terminal (the
terminal 10db). that has detected the recovery of the output
state, from the field of "abnormal output terminal"”
corresponding to the data ID of the data whose output state
has recovered in the all output state management table.

The relay server 30 then transmité, to the management

server 40, an abnormal output recovery notification
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containing the data ID of the data whose output state has

recovered, the IP address of the terminal (the terminal
10db here) that has detected the recovery of the output

state, and the IP address of the terminal (the terminal

" 10aa here) from which the data whose output state has

recovered is transmitted (step S72).

Upon receiving the abnormal output recovery
notification from the relay server 30, the management
server 40 searches the terminal management DB 4200, using,
as a search key, the IP address of the terminal (the
terminal 10db) having detected the recovery of the output
state, and acquires the terminal name of the terminal 10db
(step S73). The management server 40 then transmits, to
the data-transmitting terminal (the terminal 10aa here), an
abnormal output recovery notification containing the data
ID of the data whose output state has recovered and the
terminal name of the terminal (the terminal 10db) that has
detected the recovery of the output state (step S74) .
Accordingly, the terminal 10aa can know which data the
terminal 10aa is transmitting has recovered in its output
state and at which terminal it has occurred.

According to the abnormal output recovery notification
from the management server 40, the terminal 10aa that has
received the abnormal output reccovery notification from the
management server 40 performs processing for displaying
output state information on the display 20 (step S75). For
example, according to the abnormal output recovery
notification from the manégement server 40, the state
display processing unit 23 generates output state
information representing thét the image data that was 'in
the state of "abﬁormal output" at the terminal 10db (the
display name is Office B here) has recovered to a state of

"normal output”. The state display proceséing unit 23
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passes the generated output state information to the

display control unit 16 and issues an output state
information display request to display, for example, as
shown in FIG. 18B, output state information 320 consiéting
of a message saying "Image output state at Office B has
recovered”" as a pop-up screen on the television conference
screen 300 on the display 20.

In the example shown in the sequence chart in FIG. 17,

the terminal 10aa that performs the output state

.information display processing receives, from the

management server 40, the abnormal output notification
containing the terminal name of the terminal 10db that has
detected "abnormal output" and the abnormal output recovery
notification'containing the terminal name of the terminal
10db that has detected the recovery of the output state;
however, in a case where a terminal 10 that performs the
output state information display processing stores a
correspondence relation between the terminal IDs and
terminal names of other terminals participating in a

television conference, the terminal 10 may be configured to

"receive, from the management server 40, an abnormal output

notification and abnormal output recovery information each
containing a terminal ID instead of a terminal name.

In the example shown in the sequencé chart of FIG. 17,
by transmitting the abnormal output notification and the
abnorﬁal output recovery notification from the relay server
30 to the terminal 10 via the management server 40, the IP
addresses of the terminal 10 that has detected "abnormal
output" and the terminal 10 that has detected the recovery
of the output state are converted into the display names
and the terminal 10 that performs the output state
informatioh display processing is notified of the display

names; however, in a case where the terminal 10 at which
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"abnormal output" occurred and the output state has

recovered is not particularly specified and output state

information representing only that "abnormal output"”

occurred and the output state has recovered at any one

terminal 10 is displayed, a configuration may be employed
where an abnormal output notification and an abnormal
output recovery notification from the relay server 30 are
directly transmitted to the terminal 10 not via the
management server 40.

Also in a case where at least any one of the relay
server 30 and the terminal 10 stores a correspondence
relation between the IP addresses and terminal names of

terminals 10 participating in the television conference, a

. configuration may be employed where the abnormal output

notification and the output abnormality recovery

" notification are transmitted directly to the terminal 10

not via the management server 40.

Operations of a terminal 10 for displaying, as output
state information, a list of the output states of |
respective data that the terminal 10 is transmitting to
other terminals 10, on the display 20 will be described
here with reference to FIG. 19. FIG. 19 is a sequence
chart of exemplary operations of acquiring and displaying

an output state list. FIG. 19 illustrates an example where

the terminal 10aa acquires a list of output states of

respective data the terminal 1l0aa transmits to other
terminals 10.

First, when the user of the terminal 10aa performs an
operation of requesting an output state list using, for
example, the operation button 108, the terminal 10aa
transmits an output state list request containing the IP
address of the terminal 10aa to the relay server 30 (step

S81) .
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Upon receiving the output state list request from the

terminal iOaa, the relay server 30 refers to the all output
state management table of the all output state management
DB 3100 and generates a list of IP addresses of terminals
10 that have detected "abnormal output" about each data the
requesting terminal 10aa is transmitting to other terminals
10 (étep S82). Specifically, according to the all output
state management table, the relay server 30 check whether
there is any IP address stored in the field of "abnormal
output terminai" corresponding to the data IDs of data that
the requesting terminal 10aa is transmitting to other
terminals 10. When there is an IP address stored in the
field of "abnormal output terminal”, a combination of the
Ip address and the data ID is extracted. This processing
is repeated for all data that the requesting terminal 10 is
transmitting to other terminals 10 and a list of
combinations of data ID and IP address is generated.

 The relay server 30 transmits an output state list
notification containing the IP address of the requesting
terminal 10aa and the generated list to the management
server 40 (step S83).

Upon receiving the output state list notification, the
management server 40 performs processing of searching the
session management DB 4400 and the terminal management DB
4200 (step S84). Specifically, the management server 40
refers to the session management table of the session
management DB 4400 and generates a list that is the list of
terminal names of other terminals 10 participating in the
same television conference as that in which the terminal
10aa requesting the output state list is participating.

The management server 40 further refers to the terminal
management table of the terminal management DB 4200,

acquires the terminal names corresponding to the IP
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addresses of the terminals 10 that have detected "output

abnormality", and generates a list consisting of
combinations of the data IDs of data in the abnormal output
state and the terminal names of the terminals 10 at which
the output abnormality has occurred.

The management server 40 transmits, to the requesting
terminal 10aa, an output state list notification containing
the list of the terminal names of other terminals 10
participating in the same television conference as that in
which the requesting terminal 10aa is participating and the
list of combinations of the data IDs of data in the
"abnormal output" state and the terminal names of the
terminals 10 that have detected "abnormal output" (step
S85) .

- In the terminal 10aa having received the output state
list notification from the management server 40, according
to the output state list notification from the management
server 40, the state display processing unit 23 performs
processing of displaying output state information
representing the list of output states on the display 20
(step S86). For example, according to the output state
list notification from the management server 40, the state
display processing unit 23 generates screen information of
the participating base list screen. The state display
processing unit 23 passes the generated screen information
to the display control unit 16 and issues an output state
information display request to display, for example, as
shown in FIG. 20, the list of bases participating in the
television conference and a participating base list screen
400 representing output states in which image data and
audio data from the terminal 10aza is, on the display 20.

In the example shown in the sequence chart of FIG. 19,

the terminal 10aa issues an output state list request to
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the relay server 30 (step S$81). Alternatively, the

terminal 10aa may issue an output state list request to the
management server 40. In this case, the terminal 10aa
transmits, for example, an output state list request
containing the terminal ID of the terminal 10aa to the
management server 40. The management server 40 identifies
the IP address of the terminal 10aa according to the
terminal ID of the terminal 10aa and transmits an output
state list request containing the IP address to the relay
server 30. The steps thereafter are the same as those of
the example illustrated in the sequence chart of FIG. 19.

In the example illustrated in the sequence chart of
FIG. 19, the terminal 10aa that performs output state
information display processing receives, from the
management server 40, the output state list notification
containing the terminal names bf other terminals 10
parficipating in the same television conference and the
terminal names of the terminals 10 that have detected
"abnormal output”. In a case where a terminal 10 that
performs output state information display processing stores
a correspondence relation between IDs and terminal names of
other terminals participating in a television conference,
the terminal 10 may be configured to receive an output
state list notification containing the terminal IDs instead
of the terminal names from the management server 40.

In the example illustrated in the sequence chart of
FIG. 19, by transmitting the output state list notification
from the relay server 30 to the terminal 10 via the
management server 40, the IP addresses of the terminal 10
participating in the television conference are converted
into display names and the terminal 10 that performs the
output state information display processing is notified of

the display names; however, in a case where at least any
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one of the relay server 30 and the terminal 10 stores the

correspondence relation between the IP addresses and the
terminal names of the terminals 10 participating in the
television conference, a configuration may be employed in
which the output state list notification from the relay
server 30 1s directly transmitted to the terminal 10 not
via the management server 40.

As described in detail using specific examples, in the
television conference system 1 according to the embodiment,
each terminal 10 participating in the television conference
determines the data output state received from other
terminals 10 and notifies the reléy server 30 of the result.
Each terminal 10 participating in the television conference
acquires the output state of data that the terminal 10 has
transmitted to other terminals 10 at the other terminals 10
from the relay server 30 via the management server 40 and
displays the output state information representing the
acquired output states on the display 20. Accordingly,
according to the television conference system 1, each
terminal 10 participating in the television conference can
easily know the output states of data that the terminal 10
has transmitted to the other terminals 10 at the other
terminals 10.

The present invention is not limited to only the
above-described embodiments. When embodied, the invention
may be embodied by adding various modifications and changes
within the scope of the invention. In other words, the
specific configurations and operations of the television
conference system 1, the terminals 10, the relay server 30,
the management server 40, and the like are examples only
and various modifications may be made according to the
intended use and purpose.

For example, the relay server, the management server
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40, and the program provision server 50 according to the

above-described embodiment may be constructed by using a
single computer or may be constructed by using multiple
computers allocated arbitrarily to divided functions of

servers. Alternatively, a part of or all functions of the

. servers may be combined arbitrarily to construct a server

device or a system in a frame different from that of the
above-described embodiment. For example, the functions of
the relay server 30 and the functions of the management
server 40 may be integrated to construct a single server
device.

According to the above-described embodiment, the
television conference system 1 is exemplified as an
exemplary communication system to which the invention is
applied; however, the invention is not limited to this.

The invention can be effectively applied to, for example,
various communication systems, such as a telecommunication
system, such as, Internet protocol (IP) phone in which
audio data is interactively transmitted and received
between terminals and a car navigation system that
distribute map data and route information to carvnavigation
devices mounted on vehicles from a terminal of a management
center.

The above-described embodiment exemplifies the

. television conference terminal (terminal) 10 as an

exemplary communication device to which the present
invention is applied; however, the invention is not limited
to this. The present invention is effectively applicable
to various communication devices, such as a PC, a tablet
terminal, a smartphone, an electric board, and a car
navigation system mounted on a vehicle.

It is possible to understand the above-described

embodiment as follows: a terminal 10 according to the
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embodiment is a terminal 10 that outputs data received from

another terminal 10, the terminal 10 including: the
notification unit 22 that notifies the external relay
server 30 of an output state of data received from the
other terminal 10; and the state display processing unit 23
that, while a session for receiving data with the other
terminal 10 is established, acquires an output state of
data transmitted to the other terminal 10 at the other
terminal 10 from the relay server 30 via the management
server 40 and displays output state information
representing the acquired output state on the display 20.
The television conference system 1 according to the
embodiment includes a plurality of terminals 10 each of
which outputs data received from another terminal 10, the
relay server 30, and the management server 40, wherein each
of the terminals 10 includes: the notification unit 22 that
notifies the relay server 30 of the output state of the
data received from the other terminal 10; and the state
display processing unit 23 that, while a session for
receiving data with another terminal 10 is established,
acquires an output state of data transmitted to the other
terminal 10 at the other terminal 10 from the relay server
30 via the management server 40 and displays output state
information representing the acquired output state on the
display 20, wherein the relay server 30 includes: the
output state management unit 33 that, according to output
states of which the relay server 30 is notified by the
terminals 10, manages the output states of all data
transmitted and received among the terminals 10; and the
transmission/reception unit 31 notifies the terminal 10
from which the data corresponding to an output state is
transmitted, of the output state of which relay server 30

is notified by the terminal 10.
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The relay server 30 and the management server 40

according to the embodiment construct a communication
management system that manages transmission and reception
of data among a plurality of terminals 10 each of which
outputs data received from another terminal 10. Each of
the terminals 10 among whic¢h transmission and reception of
data is managed by the data communication management system
includes: the notification unit 22 that issues a
notification indicating an output state of data received
from another terminal 10; and the state display processing
unit 23 that, while a session for receiving data with
another terminal is established, displays output state
information representing an output state of data
transmitted to the other terminal 10 at the other terminal
10 on the display 20. .The communication system further
includes: the output state management unit 33 that acquires
outpﬁt stétes indicated by notifications issued from the
terminals 10 and manages the output states of all data
transmitted and received among the terminals 10; and the
transmission/reception unit 31, 41 that notifiesva terminal
10 from which the data corresponding to an output state
managed by the output state management unit 33 is
transmitted, of the output state.

The communication control method according to the
embodiment is a communication control method executed by
the terminal 10 that outputs data received from ancther
terminal 10, the method including: notifying the relay
server 30 of an output state of data received from the
other terminal 10; and, while a session for receiving data
with another terminal 10 is established, acquiring an
output state of data transmitted to the other terminal 10
at the other terminal 10 from the relay server 30 via the

management server 40 and displaying output state
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information representing the acquired output state on the

display 20.

The terminal program according to the embodiment
causes the output terminal 10 that outputs data received
from another terminal 10 to implement functions comprising:
notifying the relay server 30 of an output state of data
received from the other terminal 10; and, while a session
for receiving data with the other terminal 10 is
established, acquiring an output state of data transmitted
to the other terminal 10 at the other terminal 10 from the
relay server 30 via the management server 40 and displaying
output state information representing the acquired output
state on the display 20.

An embodiment has an advantage in that it is possible
to easily know the output state on data transmitted to
another communication apparatus at the other communication
apparatus.

Although the invention has been described with respect
to specific embodiments for a complete and clear disclosure,
the appended claims are not to be thus limited but are to
be construed as embodying all modifications and alternative

constructions that may occur to one skilled in the art that

fairly fall within the basic teaching herein set forth.
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CLAIMS

1. A communication apparatus that outputs data received
from another communication apparatus, the communication
apparétus comprising:

a notification unit that notifies an external
information processing apparatus of an output state of data
received from the other communication apparatus; and

a display processing unit that, while a session for

~receiving data with the other communication apparatus is

established, acgqguires an output state of data transmitted
to the other communication apparatus at the other
communication apparatus from the information processing
apparatus and displays output state information

representing the acquired output state on a display device.

2. The communication apparatus according to claim 1,
wherein the display processing unit displays the output
state information in which the acquired output state is
associated ‘with an identification name of the other

communication terminal corresponding to the output state.

3. The communication apparatus according to claim 1 or 2,
wherein, when an output.state of data transmitted to the
other communication apparatus changes at the other
communication apparatus, the display processing unit

acquires the changed output state from the information

processing apparatus and displays the output state

information on the display device.

4, The communication apparatus according to any one of
claims 1 to 3, wherein
there are a plurality of other communication

apparatuses to which data is transmitted, and
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the display processing unit acquires a list of output

states of data transmitted to the other communication
apparatuses at the respective other communication
apparatuses from the information processing apparatus and
displays, -on the display device, the output state
information in which the output states contained in the
acquired list are associated with identification names of

the respective other communication apparatuses.

5. The communication apparatus according to claim 4,
wherein

the display processing unit issues a requeét for
acquiring the list to the information processing apparatus

and acquires the list that is transmitted from the

information processing apparatus in response to the request.

c. The communication apparatus according to any one of
claims 1 to 5, further comprising:

a storage unit that stores last output time at which
data received from the other communication apparatus was
output last time; and

a determination unit that determines an output state
of data received from the other communication apparatus,

wherein the determination unit determines that the
data is in an abnormal output state when elapsed time from
last output time exceeds a first threshold, and

the notification unit notifies the information

processing apparatus that the data is in the abnormal

. output state.

7. The communication apparatus according to claim o6,
wherein

the determination unit determines that data has
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recovered from the abnormal output state when elapsed time

from last output time of the data determined as being. in
the abnormal output state is smaller than a second
threshold smaller than the first threshold, and

the notification unit notifies the information
processing apparatus that the data has recovered from the

abnormal output state.

8. The communication apparatus according to claim 7,
wherein the determination unit determines that data has
recovered from the abnormal output state when a state where
elapsed time from last output time of the data determined
as being in the abnormality output state is smaller than
the second threshold is repeatedly detected for a
predetermined number of times, and

the notification unit notifies the information
processing apparatus’that the data has recovered from the

abnormal output state.

9. The communication apparatus according to any one of
claims 1 to 8, wherein
the information processing apparatus includes:

a relay device that relays data that is
transmitted and received between a plurality of
communication apparatuses; and

a management device that manages transmission and
reception of data between the plurality of communication
apparatuses,

- the notification unit notifies the relay device of an
output state of data received from the other communication
apparatus, énd

the display processing unit acquires an output state

at the other communication device from the relay device via
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the management device.

10. A communication system comprising:

a plurality of communication apparatuses that output
data received from another communication apparatus; and

an information processing apparatus,

each of the communication apparatuses comprising:

a notification unit that notifies the information

processing apparatus of an output state of data received
from another communication apparatus; and

a display processing unit that, while a session

. for receiving data with another communication apparatus is

established, acquires an output state of data transmitted

-to the other communication apparatus at the other

communication apparatus from the information processing
apparatus and displays output state information
representing the acquired output state on a display device,
and

the information processing apparatus comprising:

a management unit that, according to output
states of which the information processing apparatus is
notified by the communication apparatuses, manages output
states of all data transmitted and received between the
communication apparatuses; and

a notification unit that notifies a communication
apparatus from which data corresponding to an output state
is transmitted, of the output state of which the
information processing apparatus is notified by the

communication apparatus.

11. A communication management system that manages
transmission and reception of data between a plurality of

communication apparatuses each of which outputs data
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received from another terminal,
each of the communication apparatuses including:

a notification unit that issues a notification

indicating an output state of data received from another

communication apparatus; and

a display processing unit that, while a session
for receiving data with another communication apparatus is
established, displays, on a display device, output state
information representing an output state of data
transmitted to the other communication apparatus at the
other communication apparatus,

the communication management system comprising:

a management unit that acquires output states
indicated by notifications issued from the communication
apparatuses and manages the output states of all data
transmitted and received between the communication
apparatuses; and

a notification that notifies a communication apparatus
from which data corresponding to an output state managed by

the management unit is transmitted, of the output state.

12. A communication control method executed by a
communication apparatus that outputs data received from
.another communication apparatus, the communication control
method comprising:

notifying an external information processing apparatus'
of an output state of data received from the other
communication apparatus; and

while a session for receiving data with the other
communication apparatus is established, acquiring an output
state of data transmitted to the other communication
apparatus at the other communication apparatus from the

information processing apparatus and displaying output
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state information representing the acquired output state on

a display device.

13. A computer program product comprising a non-transitory
computer~readable medium containing an information
processing program, the program causing a communication
apparatus that outputs data received from another
communication apparatus to implement functions comprising:

notifying an external information processing apparatus
of an output state of data received from the other
communication apparatus; and

while a session for receiving data with the other
communication apparatus is established, acquiring an output
state of data transmitted to the other communication
apparatus at the other communication apparatus from the
information processing apparatus and displaying output
state information representing the acquired output state on

a display device.
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