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(57) Abstract: Example embodiments relate to executing services in containers. The examples disclosed herein include a computing
device comprising instructions to load an inner portion of an operating system kernel in an inner region of a kernel space and an outer
portion of the operating system kernel in an outer region of the kernel space. The example computing device may execute a service in
a container in a user space. The container may be communicatively coupled with the outer region of the operating system kernel but
divided from the inner portion of the operating system kernel.
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EXECUTING SERVICES [N CONTAINERS

BACKGROUND
[0001] Containers are paradigms for developing and deploying computer services.
Developers and operators value containers because dependencies for running a service are
encapsulated inside a single entity.

BrIEF DESCRIPTION OF THE DRAWINGS

[0002] The foliowing detailed description references the drawings, wherain:

[0003]  FIG 1 is a block diagram of an example computing device for executing services

in containers;

[0004]  FIG 2 is a block diagram of a non-transitory machine-readable storage medium

of an example computing device for exaeculing services in containers;

[0005]  FIG. 3 is a block diagram of an example system for executing services in

containers;

[0006] FIG. 4 is a block diagram of an example system for executing services in

containers illustrating muitiple containers in the system;,

(00071  FIG. 5is a flowchart of an example method for executing services in containers.
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DETAILED DESCRIPTION
[0008] Containers are paradigms for developing and deploying computer services.
Developers and operators value containers because dependencies for running a service are
encapsulated inside a single entity. This makes it easy to transport a service from 3
development environment {o an operating environment. Furthermore, multiple containers
may share a physical machine withoui conflict because differences in libraries and
configuration may be encapsulated within each container. Containers may efficiently utilize
resources and may be easier to manage than virtual machines because there may be a
single operating system per physical machine. Thus, a container-based system may involve
fewer operating systems for an administrator to manage and fewer redundant processes
since there is only a single kemel per machine and a single set of operatling system services

(dasmons).

[0008] Because container-based systems rely on multiple mechanisms spread
throughout a kernel of an operating system including a single kermnel and multiple processes
executing in mulliple containers running on the kemel, & may be challenging to verify and
maintain the integrity of these mechanisms. For example, a single bug in just one of the
mechanisms may compromise some or all of the containers since muitiple containers may
access the same file sysiems, memory, storage, andfor other mechanisms. Memory
corruption vuinerabilities are typically targeted by atlackers o take over a kemel For
example, an attacker may overwrite a significant data structure, typically a funclion pointer,
to exploit a memory corruption bug. The function pointer may then be updated to point to
attacker-provided code. When the kernel follows the function pointer, it may be tricked into
executing the attacker-provided code, which may provide the attacker unwanted gccess or
control over the kemel. The altacker may then be able to monitor and interfere with
processes running on the system and memory on the system, which may compromise other

containers running on the system.

[0010] A current solution for protecting against such kemnel compromises is to run
containers in separate virtual machines. This provides protection because each virtual
machine has its own kemel, so a kermel on one virtual machine can be isolated from kermnels

of other virtual machines. However, each virtual machine may have its own kemel and its
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own operating system services. Such an amrangement can create significant overhead
because it could require additional processor, memory, and siorage resources.
Furthermore, system administrators may have to manage multiple operating sysiem
instances and various resources in addition o managing the container, the virtual machine,

and the interaction therebetween. This defeats the initial rationale behind using containers.

[0011] Examples disciosed herein address these technical challenges by providing an
gfficient and secure architecture for executing services in containers. An example computing
device may load an inner portion of an operating system kernel in an inner region of a kemel
space and an outer portion of the operating system kernel in an outer region of the kemel
space. A service may be executed in a container in a user space, where the container is
communicatively coupled with the outer region of the operating system kemel and is divided
from the inner region of the operating system kermnel. in this manner, examples herain
provide protection against kemel flaws and prevenis containers from breaking out of

isolation mechanisms and compromising the system.

[0012] Referring now to the drawings, FIG. 1 depicts an example computing device 100
for executing services in containers. Computing device 100 may be, for example, a cloud
server, a local area network server, a web server, a mainframe, a mobile computing device,
a notebook or deskiop computer, a smart TV, a point-of-sale device, a wearable device,
any other suitable electronic device, or a combination of devices, such as ones connecied
by a cloud or internet network, that perform the functions described herein. in the example
shown in FIG. 1, computing device 100 includes a processor 110 and a non-transitory
machine-readable storage medium 120 encoded with instructions o execule services in

containers.

[0013] Processor 110 may be one or more ceniral processing units (CPUs),
semiconductor-based microprocessors, and/or other hardware devices suitable for retrieval
and execution of instructions stored in machine-readable siorage medium 120. Processor
110 may fetch, decode, and exaecute instructions 121, 122, 123, and/or other instructions to
implement the procedures described hersin. As an alternative or in addition {o retrieving and
executing instructions, processor 110 may include one or more electronic circuils that
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include electronic components for performing the functionality of one or more of instructions
121, 122, and 123.

[0014]  Inan example, the program instructions 121, 122, 123, and/or other instructions
can be part of an instaliation package thal can be executed by processor 110 o
impiement the functionalily described herein. In such a case, memory 120 may be a
portable medium such as a CD, DVD, or flash drive or a memory maintained by a
computing device from which the installation package can be downloaded and instalied.
in another example, the program instructions may be part of an application or applications

already installed on computing device 100,

[0018]  Machine-readable storage medium 120 may be any elecironic, magnetic, optical,
or other physical storage device that contains or stores executable data accessible o
computing device 100. Thus, machine-readable storage medium 120 may be, for exampie,
a Random Access Memory (RAM), an Electrically Erasable Programmable Read-Only
Memaory (EEPROM), a storage device, an optical disc, and the like. Storage medium 120
may be a non-transitory storage medium, where the term “nondransitory” does not
encompass fransitory propagating signals. Storage medium 120 may be located in
computing device 100 and/or in another device in communication with computing device
100. As described in detail below, machine-readable storage medium 120 may be encoded
with load inner portion of operating system kernel instructions 121, load outer portion of

operating system kemel instructions 122, and execute service in container instructions 123.

[0016]  Instructions 121, responsive {0 being executed by processor 110, may load an
inner portion of an operating system kermel in an inner region of a kemel space. Instructions
122, responsive {0 being executed by processor 110, may iocad an cuter portion of the
operating system kemel in an outer region of the kemel space. An operating system kemel
may be a computer program that constitutes the central core of the operating system of
computing device 100, The operating system kernel may control processes, programs, and
functions being executed by compuling device 100, The operating system kemel may
manage the processing of instructions, memory operations, as well as communications with

other components.
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[0017] A kernel space may be a pari of a virtual memory of computing device 100. The
virtual memory may map virtual addresses of a program into physical addresses in computer
memory of computing device 100, such as storage medium 120 or other memory device.
Processor 110 of computing device 100 may segregate the virtual memaory of the computing
device info the kernel space and a user space. For example, the kemmel space may be
reserved for running the operating system kemel, kernel extensions, and device drivers. The
user space, in conirast, may be the memory area where applications and services are

exacuted.

[0018] Furthermore, the kemel space may be divided info an inner region and an ouler
region. The inner portion of the operating system kemel may be loaded in the inner region,
and the outer portion of the operatling sysiem kernel may be loaded in the outer region. The
inner portion may, in some examples, have direct unfetiered access to the hardware of
computing device 100. In contrast, a virtual memory interface may be presented to the outer
portion, which may not have direct access to privileged portions of the hardware, such as a
memory management unit. The security goals of the kemnel division are integrity guaraniess
for kemel code and critical data along with kermnel conirol flow integrity, and information flow

control enforcement across processes within the operating system kemel.

[0019] For example, the inner portion of the operaling sysiem kemel may include a
memory management unit, a process management unit, and architecture specific code. The
memory management unit may be a hardware unit that manages virtual memory and
performs franslation of virlual memory addresses to physical memory addresses. The
process management unit may manage the dala siructures for processes running on the
operating system. The architeciure specific code may be custom instructions that modify an
gxisting operating system kernel to implement an example kernel architecture described
herein. The inner kemel may manage communication with the outer portion of the kemel by

providing a restricted AP which may be accessible to any ouler kemel component.

[0020] In some examples, the outer portion of the operating system kermel may include
all other components of the operating system kemel not included in the inner portion. For
example, the outer portion may include a file systems unit and a device driver unit. The file

systems unit may provide an abstraction of files to user space programs. For example, the
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file systems unit may communicate with other outer kermnel components including the device

driver unit. The device driver unit may provide interfaces for hardware devices, which may

enable the operating system to access hardware functions.

[0021]  In some examples, the kernel space may be divided into the inner region, which
loads the inner portion of the operating system kermnel, and the outer region, which loads the
outer portion of the operating system kernel, by nested page tables. The inner portion of the
kernel may be mapped in an inner page table, which may have conirolled access from the
outer portion of the kernel and any processes running on the outer portion of the kernel. For
example, the inner portion may be inaccessible, read-only, or a combination of both. The
outer portion, on the other hand, may be mapped in an outer page table, which may map
directly to physical memory, but the nesied struciure of the inner page able and the outer
page {able controls the access to the inner portion of the kemel. As a resull, in some
examples, an attempt to write the inner portion of the kemel by the outer portion of the kemel
may cause a violation if the access is read-only or inaccessible. Furthermore, the mapping
from the outer page iable to physical memory may be controlled by the inner portion of the
kernel through the inner page {able. The mapping of the outer portion of the kemel and its
processes’ virfual memory to physical memory may thus be under the complete control of

the inner portion of the kemel.

[0022] i should be noted that the inner portion of the operating system kernel and the
outer portion of the operating system kernel may, in some examples, be loaded initially as
a single kemel image. The processes of the kernel may then be dynamically transitioned
into their respective portions. The entire kernel may share the same code base but attempts
to access privileged functionality, such as those restricted to the inner portion of the kernel,

from the outer portion of the kemel may cause a violation.

[0023] Continuing to refer to FIG. 1, instructions 123, responsive {0 being executed by
processor 110, may execute a service in a container in a user space. The container may be
an isolated user space instance, in which processes are execuied. The user space may be
the memory area of the operating system of computing device 100 where application
processes are executed. The container may be communicatively coupled to the outer

portion of the operating sysiem kemel, and the container may be divided from the inner
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portion of the operating kemel. In some examples, the container may include the ouler
portion of the kernel, and the combined structure is considered the container. The service
being executed in the container may be any program, application, or process that can be
virtualized in the container.

[0024]  As described in further detail in relation to FIG. 2 below, a single operating system
kernel may include an inner portion and a plurality of ouier portions sharing the same base
code. Each of the outer portions may be able to facilitale a container in which a service is
executed. By loading a plurality of outer portions, computing device 100 running one
operating system kernel may facilifale multiple container instances, where each container is

isolated from each other.

[0025] FIG. 3 provides an illustrative example of the architecture described herein. FIG.
3 is a block diagram of a system 300 for executing services in containers. For example,
gystem 300 may be implemented as computing device 100, but may also be a system of
multiple devices connected through a network, such as the cloud. System 300 may inciude
a kernel space 310 and a user space 320. An inner portion 330 of an operaling system
kernel may be loaded in an inner region 312 of the kemel space 310. An ocuter portion 335
of the operating system kemel may be loaded in an outer region 314 of kemel space 310
As described above, the inner region 312 may be divided from the outer region 314 by
nested page tables. As an example, inner portion 330 of the operating system kemel may
include a memory management unit 330A, a process management unit 3308, and
architecture specific code 330C. Similarly, outer portion 335 may include a file systems unit
335A and a device driver unit 335B.

[0026] Inthe user space 320, a service 345C may be executed in a container 340C. As
illustrated, container 340C may be communicatively coupled o outer portion 335 of the
kernel. It may aiso be understood that the combination of service 345C and outer portion
335 as a whole may represent container 340C. Container 340C is divided from inner portion

330 of the operating system kermel.

[0027] Referring back now to FIG. 2, FIG. 2 depicts a non-transitory machine-readable
storage medium 200 of an exampie computing device for executing services in containers.

The example computing device may be computing device 100 or FIG. 1 or a second
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computing device. The example device may be, for example, a cloud server, a local area
network server, a web server, a mainframe, a mobile computing device, a notebook or
desktop computer, a smart TV, a point-of-sale device, a wearable device, any other
suitable electronic device, or a combination of devices, such as ones connected by a
cloud or intermnet network, that perform the functions described herein. Non-transitory
machine-readable storage medium 200 may be encoded with instructions to execule a
service in a container,

[0028] The example computing device may also include a processor, which may be
one or more central processing units (CPUs), semiconductor-based microprocessors,
and/or other hardware devices suitable for retrieval and execution of instructions stored in
machine-readable storage medium 200. The processor may feich, decode, and execute
instructions 210, 220, 230, 240, and/or other instructions to implement the procedures
described herein.

[0029] Load inner portion of operating system kemel instructions 210 may be analogous
to instructions 121 of computing device 100, and may load an inner portion of an operating
system kemel in an inner region of a kernel space. Cuter portion of operating system kernel
instructions 220 may be analogous to instructions 122 of compuling device 100,
Furthermore, instructions 220 may include load outer portion instructions 221 and load
second outer portion instructions 222, Instructions 221 and instructions 222 may
respectively load an outer portion and a second outer portion of the operating system kemel

in an outer region of the kemel space.

[0030]  As mentioned above, multiple outer portions of the operating system kernel may
be loaded with a single inner portion of the kermel. In the example of FIG. 2, the outer portion
of the kernel and the second outer portion of the kernel may each have its own outer page
tables. For example, the outer portion and the second outer portion may share memory, and
may be marked copy on write. if one of the ouler portions attempts o update a section of
memory marked copy on write, the operating system kermel, via a memory management
unit loaded in the inner portion of the kernel, may allocate a new piece of physical memory
for that outer portion of the kemnel so that it is writing o its own private copy and has no effect

on the other cuter portions of the kemel.
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[0031] Continuing fo refer to FIG. 2, container instructions 230 may be analogous {0
instructions 123 of computing device 100. Furthermore, instructions 230 may inciude
gxecute service in container instructions 231 and execute second service in second
container instructions 232, Instructions 231 may execute a service in a confainer in a user
space, where the container may be communicatively coupled to the outer portion of the
operating system kemel, and the container may be divided from the inner portion of the
operating kernel. Instructions 232 may execute a second service in a second container in
the user space, where the second container may be communicatively coupled to the second
outer portion of the operating system kemel, and the second container may be divided from
the inner portion of the operating kernel.

[0032] FIG. 3 provides an illustrative example of the architecture implemented by the
example computing device of FIG. 2. For example, instructions 210 may load inner portion
330 of an operating system kemel in an inner region 312 of a kemel space 310. Instructions
221 may load an outer portion 335 of the operating system kemel in an outer region 314 of
the kernel space 310. Instructions 231 may execute a service 345C in a container 340C
communicatively coupled to the outer portion 335 of the operating system kemel
Furthermore, instructions 222 may oad a second outer portion of the operating system
kernel in the outer region 314 of the kermel space 310. The second outer portion of the
operating system kernel may include the same physical memory as the outer portion 335
and may include the same units and processes. A second container, such as container 3408
may allow execution of a second service 3458, Second container 340B may be
communicatively coupled with the second outer portion of the operating system kermel and
may be divided from the inner portion 330.

[0033] In some examples, container 340C and second container 3408 may be isolated
from each cther. In the example illustrated in FIG. 3, system 300 may also include a third
container 340A, which may aiso be isoiated from the other containers. The containers may
be isolated by the use of address spaces. For example, each container may comprise an
isolated address space. For example, multiple containers may map to the same base code,
but are marked copy on write. If a process of a container attempt to update 3 section of

memory marked copy on write, the operating system kemel, via 8 memory management
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unit loaded in the inner portion of the kernel, may allocate a new piece of physical memory
for a corresponding outer portion of the kemael so that the process is writing to its own private

copy and has no effect on the other containers.

[0034] Referring back to FIG. 2, attack instructions 240 may include detect attack
instructions 241 and remedial action instructions 242. Detect atiack instructions 241,
responsive 1o being executed by a processor, may detect an attack on a container, a service,
or an outer portion of an operating system kemel. An aitack may be any attempt to destroy,
expose, alter, disable, steal, compromise, or otherwise gain unauthorized access or use of
a computing asset. Detect attack instructions 241 may, for example, detect attacks on the
container architecture itself, on the processes running in the containers, or on the outer

portion of the operating system kernel.

(00351 Remedial action instructions 242, responsive {0 being executed by a processor,
may take remedial action on the atlacked container, service, or outer portion of the operating
system kernel. For exampie, the remedial action may only be taken on the unit of the system
that is targeted and affected by the attack. A remedial action on the atlack may include
identifying malicious activity, logging information about this aclivity, attempling to stop i,
reporting it, and/or action to respond to the atfack. In such a manner, the second container,
the second service, and the second outer portion of the operating system kemel are
unaffected.

[0038] FIG. 4 provides an illustrative example of the isolation mechanisms of the
architecture described herein and the operations of atlack instructions 240 of storage
medium 200. FIG. 4 depicis a system 400 for executing services in containers illustrating
muitiple containers in the system. For example, system 400 may be implemented as
computing device 200, but may also be a system of multipie devices connected through a
network, such as the cloud. System 400 may include a kemnel space 410 and a user space
420. An inner portion 430 of an operating system kermel may be loaded in an inner region
of the kernel space 410. A plurality of outer poriions 435 of the operating system kemel may

be icaded in an outer region of kermel space 410

[0037] A plurality of containers 440 may facilitale the executing of a plurality of services.

For example, a service may be executed in each container 440 in the user space 420, Each
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container 440 may include an outer portion of the operating system kernel and a service in
the user space. The container 440 may also include user code and data. Each container
440 may include the same base code, which may be marked copy on write. As a result, an
attempt to change the kemel memory may result in a new copy of the physical memory

being created to account for the change.

[0038] In some examples such as those described herein, any attempt 460 by a
container 440 to access physical memory not in its page table or with the wrong permission
or to inject unauthorized code from the user space 420 into the kemel space 410 may trap
into the inner portion of the operating system kernel 430 because the user space 420 and
outer region of the kemel space may have separate upper level page iables for each
container 440. 5o the processor may enforce isolation between user space processes and
data from separate containers as it is processed by the operating system kemel Memory
for outer regions of the kemel space may be immutable within a container, and only

changeable within the inner region of the kernel space.

[0038] Furthermore, in some examples where the memory is marked copy on write, an
update o a function pointer during an attack will be made within the cuter portion 435 of the
operating system kermnel in which the altacker is running, but not {0 any other cuter portions
of the operating system kemnel. Therefore the integrity of other outer portions may be
unaffected. So far as is possible, any sensifive kernel data structures, such as those
controlling process privilege, may be read-only in the outer portions of the operating system

kernal.

[0040] The above means that an attacker may not be able {o monitor or change the
memory of any other process or container on the system that is using a different outer
portion of the operating system kemel. The physical memory may be inaccessible to the
outer portions of the operating system kemel because of nested page {ables. Allempis to
access this memory may cause a frap as described above, 50 an attack will be detected
and can be remediated. Similarly any attempt to update memory which is read-only to the
outer region of the kernel space {0 escalale privilege or similar will be detected via a trap
and the attack can be remediated.
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[0041] Referring now to FIG. 5, example method 500 illusirates executing services in
containers. Although execution of method 500 is described below with reference to the
examples illustraied in FIG. 2, 3, and 4, other suitable devices for exscution of this method
should be apparent, including the examples of FIG. 1. Method 500 may be implemented in
the form of executable instructions stored on a machine-readable storage medium and/or in

the form of electronic circuitry.

(00421 Inanoperation 510, an inner portion of an operating system kernel may be loaded
in an inner region of a kemel space. For example, instructions 210 of the computing device
of FIG. 2 may load an inner portion 330 of an operating system kemel in an inner region 312
of a kernel space 310 in the system 300 of FIG. 3. As described previously herein, the inner
portion may, in some exampies, have direct unfeliered access to the hardware of computing
device 100. In some examples, the inner portion of the operating system kemel may include

a memory management unit, a process management unit, and architecture specific code.

[0043] In an operating 520, a plurality of culer portions of the operating system kemel
may be loaded in an outer region of the kemel space. For example, instructions 221 of the
computing device of FIG. 2 may load an outer portion 335 of an operating system kernel in
an outer region 314 of the kemel space 310 in the system 300 of FIG. 3. instructions 222 of
the computing device of FIG. 2 may also load a second outer portion of an operating system
kernel in the inner region 312 of the kemel space 310. Each outer portion of the operating
system kernel may include all other components of the operating system kernel not included
in the inner portion, and each outer portion may facilitate a separate container for executing

services.

[0044] In an operation 530, a service may be executed in a container of a plurality
containers in a user space. For example, instructions 231 of the computing device of FIG. 2
may execute a service 345C in a container 340C in a user space 320 in the system 300 of
FIG. 3. The container may be communicatively coupled to the outer portion of the operating
system kemel, and the container may be divided from the inner portion of the operating
kernel. In some examples, the container may include the outer portion of the kermnel. The
service being executed in the container may be any program, application, or process that

can be virtualized in the container.
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[0045] Inan operation 540, an gtiack on the container, the service, or the cuter portion
of the operating system kernel may be detected. For example, instructions 241 of the
computing device of FIG. 2 may detect an attack on service 345C, container 340C, or outer
portion 335 of the operating system kernel in the system 300 of FIG. 3. As explained
previously, an attack may be any altempt to destroy, expose, aller, disable, sieal
compromise, or otherwise gain unauthorized access or use of a computing asset. For
example, an attack may be detecled on the container architecture itself, on the processes

running in the containers, or on the outer portion of the operating system kemel.

(00461  Inanoperation 550, take remedial action may be taken on the attacked container,
service, or cuter portion of the operating system kemel in response to detecting an attack in
operation 540. For example, instructions 242 of the computing device of FIG. 2 may take
remedial action on service 345C, container 340C, or outer portion 335 of the operating
systemn kemel in the system 300 of FIG. 3. A remedial aclion on the attack may include
identifying malicious aclivity, logging information about this aclivity, attempling to stop i,
and/or reporting it. As illustrated in FIG. 4, an attack 460 on container 440, a service running
in container 440, or outer portion 435 of the kernel associated with container 440 may be
detected. An remedial action may be taken on the attacked component, which is isclated
within container 440 and does not affect inner portion 430 of the kernel or other containers

in the system.

[0047] The foregoing disclosure describes a number of example embodiments for
execuling services in containers. The disciosed examples may include sysiems, devices,
computer-readable storage media, and methods for execution of services in cortainers. For
purposes of explanation, certain examples are described with reference o the components
iflustrated in FIGS. 1-6. The functionality of the illustrated components may overlap,
however, and may be present in g fewer or greater number of elements and components.
All or part of the functionality of ilustrated elements may co-exist or be distributed among
several geographically dispersed locations. Moreover, the disciosed examples may be
implemented in various environments and are not limited to the illustrated implementations.
[0048]  Further, the sequence of operations described in connection with FIGS. 1-5 are

examples and are not intended to be limiting. Additional or fewer operations or combinations
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of operations may be used or may vary without departing from the scope of the disclosed
examples. Furthermore, implementations consistent with the disclosed examples need not
perform the sequence of operations in any particular order. Thus, the present disclosure
mergly sets forth possible examples of implementations, and many variations and
maodifications may be made {0 the described examples. All such modifications and variations
are intended to be included within the scope of this disclosure and protected by the following
claims.
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What is claimed is:
1. A computing device, comprising a processor and a non-transitory maching-

readable storage medium encoded with instructions executable by the processor, the
non-transitory storage medium comprising instructions to:

ioad an inner portion of an operating system kemel in an inner region of a kernel
space,

ioad an outer portion of the operating system kernel in an ouler region of the kernel
space; and

execute a service in a container in a user space, wherein the container is
communicatively coupled with the outer portion of the operating system kernel, and

wherein the container is divided from the inner portion of the operating system kernel.

2. The computing device of claim 1, wherein the non-transitory storage medium
further comprises instructions to:

ioad a second outer portion of the operating system kernel in the outer region of
the kernel space, and

execute a second service in a second container in the user space, wherein the
second container is communicatively coupled with the second outer portion of the
operating system kernel, and wherein the second container is divided from the inner

portion of the operating system kemel.

3. The computing device of claim 2, wherein the container is isolated from the second
container.
4, The computing device of claim 1, wherein the inner portion of the operating system

kermel comprises a memory management unit, a process management unit, and

architecture specific code.
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5. The computing device of claim 1, wherein the container and the second container
each comprises an isolated address space.

5] The computing device of claim 1, wherein the outer portion of the operating system
kernel and the second outer portion of the operating system kermel each comprises a file
systems unit and a device driver unit.

7. The computing device of claim 1, wherein the outer region of the kemel space and

the inner region of the kemel space are divided by nested page tables.

8. The computing device of claim 1, wherein the non-transitory storage medium
further comprises instructions {o: in response to detecting an attack on the container, the
service, or the outer portion of the operating system kernel, take remedial action on the
attacked container, service, or outer portion of the operating system kernel, wherein the
second container, second service, and second ouler portion of the operating system
kernel are unaffected.

9. A system, comprising a processor 1o:

ioad an inner portion of an operating system kernel in an inner region of a kernel
space;

ioad a set of cuter portions of the operating system kernel in an outer region of the
kermnel space,

execute a service in a8 container of a set of containers in a user space, wherein
gach container is communicatively coupled with an outer portion of the set of outer
portions of the operating system kemel, and wherein each container is divided from the
inner portion of the operating system kernel and each container is isclated from all other
containers in the set of containers.

10, The system of claim 9, wherein the outer region of the kernel space and the inner

region of the kernel space are divided by nested page {ables.
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11, The system of claim 9, wherein:

the inner portion of the operaiing system kernel comprises a memory management
unit, a process management unit, and architecture specific code; and

each outer portion of the set of outer portions of the operating system kernel

comprises a file systems unit and a device driver unit.

12, The system of claim 9, wherein processor is to: in response to detecting an attack
on a container, a corresponding service, or a corresponding outer portion of the operating
system kemnel, take remedial action on the attacked container, service, or outer portion of
the operating system kernel, wherein the other containers, services, and culer portions

of the operatling system kernel are unaffected.

13, A method, comprising:

ioading, by a computing device, an inner portion of an operating system kernel in
an inner region of a kernel space;

ioading, by the computing device, a set of outer portions of the operating system
kernel in an outer region of the kermnel space;

executing, by the computing device, a service in a container of a set of containers
in & user space, wherein each container is communicatively coupled with an outer portion
of the set of outer portions of the operating system kernel, and wherein each container is
divided from the inner portion of the operating system kemel and each container is
isolated from all other containers in the set of containers; and

in response to detecting an attack on a container, a corresponding service, or 8
corresponding outer portion of the operating system kernel, taking, by the computing
device, remedial action on the attacked container, service, or outer portion of the
operating system kernel, wherein the other containers, services, and outer portions of the

operating system kernel are unaffected.

14, The method of claim 13, wherein the outer region of the kernel space and the inner

region of the kernel space are divided by nested page {ables.
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15. The method of claim 13, wherein:

the inner portion of the operaiing system kernel comprises a memory management
unit, a process management unit, and architecture specific code; and

each outer portion of the set of outer portions of the operating system kernel

comprises a file systems unit and a device driver unit.
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