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(57) Abstract: The present invention provides for an
electronic device having cryptographic computation
means arranged to generate cryptographic data within
the device for enhancing security of communications
therewith, the device including an onboard power
supplying means arranged to provide for the driving of
the said cryptographic computational means, and so as
to provide a device by way of a manufacturing phase
and a post manufacturing phase arranged for distribution
and/or marketing of the device, and wherein the step of
generating the cryptographic data occurs during the post
manufacturing phase.
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DESCRIPTION

ELECTRONIC DEVICE PROVIDED WITH CRYPTOGRAPHIC
CIRCUIT AND METHOD OF ESTABLISHING THE SAME

The present invention relates to an electronic device arranged to exhibit
cryptographic security features and to a related method of establishing the

same.

In the recent past, an increase in the desire to protect not only the
content of communications traffic between entities but also to ensure the
correct targeting and retrieval of such information has increased adoption of
security features, and in particular such features based on public key
cryptography within consumer electronic devices. A common form of such a
security arrangement comprise public key cryptographic techniques which
allow for an electronic device to prove its identity, and to agree session keys,
so as to participate in a secure communication over a particular network
thereby allowing secure protection of the content being transmitted from, or
received by, the device.

As noted above, in addition to providing protection for the actual content
being transmitted, similar approaches to security can be employed in order
securely to associate such content with individual devices so as to support
“digital rights management” arrangements in which, for example, an audio file
can be retrieved and played only on a device belonging to the legitimate
purchaser of said file.

A common feature of such a system employing -cryptographic
techﬁiques is the need to provide the device with a securely embedded
public/private key pair. As is known, the private key is generally used to apply
a digital signature to outgoing messages, or to decrypt targeted incoming

messages or other communication content.
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The so-called public key is arranged to be provided to third parties to
allow for verification of messages signed by the device, and to allow for the
encryption of messages targeted at the device.

In this scenario, there is a significant amount of trust that must be
placed with the public key and this is normally achieved by requiring that the
public key is digitally signed by an appropriate certification authority. The
resulting combination of the public key and signature as provided by the
certification authority then forms a device certificate. Such authenticating
certificate is readily verifiable by any third party that has been provided with the
appfopriate public key of the certification authority.

For devices employing a public key arrangement, the device certificate
is generally installed within the device at the time of its manufacture and in
accordance with either of the two following arrangements.

First, the certification authority creates a public/private keypair, and the
certificate associated with the device, on a dedicated computer system, and
the appropriate information can then be programmed into the device at a late
stage in its manufacture and so prior to its distribution into the relevant market.

As an alternative, the device itself can be arranged to create its own
public/private keypair by internal processing during its manufacturing phase,
and then subsequently to emit the public key for signing by the certification
authority so as to create the device certificate. The device certificate is then
again installed in the device at a late stage in its manufacture.

The latter of the two arrangements noted above in which the device
creates its own public/private keypair by internal processing offers advantages
since a higher level of security can be achieved. As will be appreciated, since
the private key of the device can be arranged to be created wholly within the
secured hardware domain of the device, it need never be exposed and, as
noted, it is only the public key that need be emitted for signature by the

certification authority.
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However, in arriving at such an advantageously higher degree of
security, disadvantages have been identified in that the internal processing
required adds significantly to the device serialisation time arising during the
manufacturing stage. Also, the internal processing that generates the
public/private keypair, particularly in situations in which the RSA public key
system is employed, can take in the region of many tens of seconds, or even
minutes, especially if the particular device has constrained computational
ability in view of it being designed for low power consumption, fof example a
portable communications device. Potentially problematic delays are then
experienced during device production.

Yet further, it is envisaged that many future devices will be arranged to
operate within relatively small authorised domains, for example within a
particular household, in which the device can .associate itself with other
devices in close physical proximity during its initial period of use. There is a
realization that members of such domains may subsequently become
separated geographically, and so require secure communication over public
networks.

Within such authorised domains these devices are arranged to operate
on a so-called “web-of-trust” principle in which trusted links are allowed only
with other devices belonging to that 'same domain. One commonly known
arrangement employing the “web-of-trust” concept is the operating mode of
security software known as “PGP”.

Within such a “web-of-trust “arrangement, the devices no longer have to
employ a hierarchical public key infrastructure, since they need only to have
been provided with identifiers and a key pair before the first point of usage
within the domain. The generation of a keypair however therefore remains an
important consideration even in such arrangements which do not use a classic

hierarchical public key infrastructure.
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The present invention seeks to provide for an electronic device offering
cryptographic security, and a method of establishing the same, and which
have advantages over known such systems in which the cryptographic data is

to be generated internally within the device.

According to a first aspect of the present invention there is provided an
electronic device having cryptographic computation means arranged to
generate cryptographic data within the device for enhancing security of
communications therewith, the device including an onboard power supplying
means arranged to provide for the driving of the said cryptographic
computational means.

Through employing an onboard power supplying means, the
cryptographic computational means can be arranged advantageously to
generate the cryptographic data subsequent to the manufacturing of the
device and, in particular, during the phases when the manufactured device
might otherwise be laying dormant, i.e. prior to, during and just after
packaging, and during transportation and shipment for eventual -retail.
Employment of an onboard power supply so as to allow for the post-production
generation of the cryptographic data therefore advantageously reduces
production costs and delays by removing the serialisation step from the
manufacturing phase of the device.

Also, since relatively long periods may be available for such processing
by the cryptographic computational means so as to generate the cryptographic
data, a relatively high standard of security can therefore be achieved.

It will be appreciated that the invention therefore provides, in addition to
the technical advantages as compared with the prior-art requirements for
serialisation during production, additional advantages in that the cryptographic
data and the related serialisation can be selectively initiated only in relation to
device that have a higher probability of actually being sold and this can vastly
reduce processing steps that might otherwise be wasted on eventually unsold

devices.



WO 2004/100440 PCT/1B2004/001393

10

15

20

25

30

The features of Claims 2-5 relate to particularly advantageous
arrangements in which the power supplying means can be selectively
activated as required and can also form part of the principal power supplying
means arranged for future normal operation of the device so as to
advantageously reduce potential duplication of power supplements within the
device.

The features of Claims 6 and 7 are advantageous in ensuring that the
maximum advantages can be achieved by the present invention whilst
minimising disruption to the manufacturing-retail cycle.

According to another aspect of the present invention there is provided a
method of establishing cryptographic data within an electronic device, and
comprising the steps of generating cryptographic data within the device for
enhancing security of communications therewith, and under power provided by
means of an onboard power supplying means.

The feature of Claim 13 is particularly advantageous in allowing for
control of the commencement of the internal generation of the cryptographic
data and in relationship with the packaging and/or transportation of the device.

According to yet another aspect of the present invention, there is
provided a method of providing a device with cryptographic data and including
a manufacturing phase and a post manufacturing phase arranged for
distribution and/or marketing of the device, and including the step of
generating the cryptographic data during the post-manufacturing phase.

The feature of Claim 19 is particularly advantageous in allowing for
authentication of a public key subsequent to packaging of the device.

The invention is described further hereinafter, by way of example only,
with reference to the accompanying drawings in which:

Fig. 1 is a schematic block diagram of an electronic device embodying

the present invention; and

Fig. 2 is a flow diagram illustrating operation of a device such as that in

Fig. 1 in accordance with an embodiment of the present invention.
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Turning now to Fig. 1, there is illustrated an electronic device in the form
of a mobile phone 10 which, in accordance with its normal mode of operation,
is required to transmit and receive secure communication signals by way of its
antenna 12.

The mobile phone 10 includes standard electronic circuitry and which is
not illustrated in detail in the drawing with the exception of a
transmitting/receiving section 14, timebase control section 16 and a
rechargeable battery 18 for powering normal use of the phone.

In addition, the mobile phone 10 includes a cryptographic generation
section 20 arranged for generating public/private keypairs as part of a public
key cryptographic arrangement and which, in accordance with the illustrated
embodiment of the present invention, is arranged to be powered for such
operation by means of a disposal battery 22 which can be readily inserted in,
and removed from, the mobile phone 10.

Such insertion of the disposable battery 22 is arranged to initiate
operation of the cryptographic generation section 20 as required. However, as
an alternative, switch means can be included (not shown) so as to allow for the
selected initiation of the cryptographic generation section 20 by means of the
disposable battery 22.

The mobile phone 10 as illustrated has been designed from the
recognition that, with regard to such devices, the time spent by the product
during its packaging, distribution and retailing phases can usefully be
employed for cryptographic computation measures so that such measures are
then removed from, and therefore simplify and expedite, the manufacturing
phase.

Thus, the device 10 can be manufactured and, as illustrated, fitted with
a disposable battery 22 and then steps taken fo initiate the cryptographic
computation within the cryptographic generation section 20 shortly prior to
packaging and distribution and without any external device serialisation for
cryptographic purposes.



WO 2004/100440 PCT/IB2004/001393

10

15

20

25

30

As an alternative, the disposable battery 22 can be omitted and
predetermined amount of charge provided to the rechargeable battery 18 of
the mobile phone 10, which predetermined amount of charge is sufficient to
drive the cryptographic computation within the section 20 during the device's
post-production phase. Production costs and related delays are therefore
advantageously removed by means of the aforementioned serialisation steps.

Dependent upon the marketing/transport route taken by the device,
days, or even possibly weeks, will be available for the product to perform its
own keypair generation internally within the cryptographic generation section
20. The product design and key generation algorithms are of course
advantageously selected so as to ensure that such cryptographic computation
processors will be completed by the time the product is made available to the
end customer.

An associated advantage arises here in that, in allowing for relatively
long processing periods, i.e. at least days instead of minutes as currently
available, the cryptographic processes can be performed to a higher standard
of sec°urity than would be economically viable were such processes to be
executed during the latter stages of the production phase as currently occurs.

Yet further, it becomes advantageously possible to control the
frequency of operation of the processing elements of the cryptographic
generation section 20 so as to ensure only low power consumption, and thus
low heat dissipation and radiation etc. once the product has been packaged
and during its transit to, for example, its retail location.

Turning now to Fig. 2, there is provided a block flow diagram illustrating
a method according to an embaodiment of the present invention.

The method commences at a block 24 with the actual manufacture of
the device, for example a mobile telephone 10 of Fig. 1, and then proceeds
into a post-manufacturing phase at block 26 at which the cryptographic
computation is activated by means of the disposable battery 22 so as to

generate internally within the device, a public/private keypair at block 26.
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Subsequent to initiation of the cryptographic processing, and while such
processing is ongoing, the device is packaged at block 28 and subsequently
transported at block 30 to its retail location identified by block 32.

In accordance with the embodiment illustrated by reference to Fig. 2,
the mobile phone 10 exhibits a requirement for operation that requires its
public key to be signed into a digital certificate by a certification authority and
this is illustrated at block 34. This step in the process can be provided at the
point of sale of the mobile phone 10.

Such a feature serves to illustrate a particular further advantage of the
present invention in that, in addition to the technical advantages arising as
compared with the serialisation as currently occurring during production and as
noted above, commercial and economic advantages arise in that the
serialisation now occurring in accordance with the present invention need only
occur shortly prior to the actual sale of the device. This ensures that device
serialisation effort is not then wasted on unsold devices.

In accordance with another embodiment of the present invention, if the
product concerned is to be used wholly with an authorized domain, it can then
be arranged to conduct whatever “web-of-trust” associations are needed
during its initial period of operation shortly after retailing, for example after
being unpacked by the end customer. In this scenario, the certification block
34 illustrated in Fig. 2 is replaced by a mere “initial use” block.

As will therefore be appreciated from the above, the present invention is
advantageous in reducing production costs and production times, of portable
devices by removing the need to conduct cryptographic serialisation at a late
stage in the production phase of the device. The time spent by the product in
its distribution and retailing phases is advantageously utilised by allowing the
device to perform internal cryptographic keypair generation whilst packaged.

As discussed above, the device can then be put into service
immediately by an end customer subsequent to purchase if it is to be used in a
“web-of-trust” authorised domain. However, if operation device requires a
digital certificate issued by a digital certification authority, then the certificate
can be create and installed in the device at the point of sale.
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The invention is not restricted to the details of the foregoing
embodiments. For example, it should be appreciated that the device and
method of the present invention can be incorporated within any appropriate
device, and in particular a mobile device requiring security of communication
and/or connectivity.

Also, reference to communication is not restricted to electronic
communication. For example, one might have a portable disc player device
that generates its own keypair according to the invention, has its public key
read and registered at a trustworthy point of sale such that no certificate is
created or installed. The user can then receives packaged media, such as CD-
R discs, through the postal system or other physical form of transport and

delivery.
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CLAIMS

1. An electronic device having cryptographic computation means

arranged to generate cryptographic data within the device for enhancing

- security of communications therewith, the device including an onboard power

supplying means arranged to provide for the driving of the said cryptographic

computational means.

2. A device as claimed in Claim 1 wherein the onboard power

supplying means comprises a selectively activated power supply means.

3. A device as claimed in Claim 1 or 2, wherein the power supply

means comprises a battery.

4, A device as claimed in Claim 1, 2 or 3, wherein the power supply

means comprises a disposable temporary power supply means.

5. A device as claimed in Claim 1, 2 or 3, wherein the power supply
means comprises an at least part charge rechargeable power supply means.

6. A device as claimed in any one or more of Claims 1-5 wherein
the cryptographic computation means is arranged to be activated so that
cryptographic computation can operate after the device has been packaged for

distribution and retail purposes.

7. A device as claimed in Claim 6, wherein the cryptographic

computation means is arranged to operate during transportation of the device.

8. A device as claimed in any one or more of Claims 1-7, wherein
the cryptographic computation means is arranged to generate cryptographic

keys.
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9. A device as claimed in Claim 8, wherein the cryptographic

computation means is arranged to generate a public/private keypair.

10. A device as claimed in Claim 9, and arranged such that the

public key can be made available for certification purposes.

11. A device as claimed in Claim 9, and arranged for operation within

an authorised domain.

12. A method of establishing cryptographic data within a mobile
device, and comprising the steps of generating cryptographic data within the
device for enhancing security of communications therewith, and under power

provided by means of an onboard power supplying means.

13. A method as claimed in Claim 12 and including the step of
selectively ‘activating the generation of the cryptographic data by control of the
onboard power supplying means.

14. A method as claimed in Claim 12 or 13, wherein the

cryptographic data comprises cryptographic key information.

15. A method as claimed in Claim 14, wherein the cryptographic key
information, is a public/private keypair.

16. A method as claimed in Claim 15, and including the step of

making the public key available for certification purposes.

17. A method as claimed in any one or more of Claims 12-16, and in

which the steps are taken during a post manufacturing phase of the device.

18. A method of providing a device with cryptographic data and
including a manufacturing phase and a post manufacturing phase arranged for
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distribution and/or marketing of the device, and including the step of

generating the cryptographic data during the post manufacturing phase.

19. A method as claimed in Claim 18, and including the step of
creating a device certificate for the device subsequent to packaging of the
device.

20. A method as claimed in Claim 19, and including the step of

creating the device certificate at a point of sale of the device.
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