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IDENTIFYING REVOKED CREDENTIALS tion of matter ; a computer program product embodied on a 
computer readable storage medium ; and / or a processor , such 

CROSS REFERENCE TO OTHER as a processor configured to execute instructions stored on 
APPLICATIONS and / or provided by a memory coupled to the processor . In 

5 this specification , these implementations , or any other form 
This application claims priority to U.S. Provisional Patent that the invention may take , may be referred to as tech Application No. 62 / 648,854 entitled SYSTEM FOR ISSU niques . In general , the order of the steps of disclosed ANCE , VERIFICATION , AND REVOCATION OF CRE 

DENTIALS filed Mar. 27 , 2018 which is incorporated processes may be altered within the scope of the invention . 
Unless stated otherwise , a component such as a processor or herein by reference for all purposes . 10 a memory described as being configured to perform a task 

BACKGROUND OF THE INVENTION may be implemented as a general component that is tem 
porarily configured to perform the task at a given time or a 

Modern users of database systems ( e.g. , human resources specific component that is manufactured to perform the task . 
database systems or financial database systems ) rely on the As used herein , the term “ processor ' refers to one or more 
database systems for access to their personal information or 15 devices , circuits , and / or processing cores configured to 
verification ( e.g. , salary , tax details , employment status , etc. process data , such as computer program instructions . 
or university degree , certifications , criminal record , owner- A detailed description of one or more embodiments of the 
ship , etc. ) . Users trust the database systems to contain invention is provided below along with accompanying fig 
correct information . When a user desires to provide personal ures that illustrate the principles of the invention . The 
information or verification information from the database 20 invention is described in connection with such embodi 
system to another database system ( e.g. , providing previous ments , but the invention is not limited to any embodiment . 
employment or salary information to a potential employer , The scope of the invention is limited only by the claims and 
providing previous insurance information to a potential the invention encompasses numerous alternatives , modifi 
employer ) , the user typically accesses the information on the cations and equivalents . Numerous specific details are set database system and then provides the information manually 25 forth in the following description in order to provide a to the other database system ( e.g. , by inputting data into an thorough understanding of the invention . These details are electronic form or uploading digital paperwork ) . The user provided for the purpose of example and the invention may trusts the information it receives from the database system , be practiced according to the claims without some or all of however the other database system cannot have the same 
level of trust in the information it receives from the user . these specific details . For the purpose of clarity , technical 
There is a problem wherein it is difficult to trust data as it 30 material that is known in the technical fields related to the 

invention has not been described in detail so that the passes from system to system via a human . invention is not unnecessarily obscured . 
BRIEF DESCRIPTION OF THE DRAWINGS A system for providing an application comprises an 

interface configured to receive an indication to provide an 
Various embodiments of the invention are disclosed in the 35 application to a device , and a processor configured to 

following detailed description and the accompanying draw- provide the application to the device . The application is 
ings . configured to receive a request for a list of valid credentials , 
FIG . 1 is a block diagram illustrating an embodiment of determine a list of stored credentials , provide the list of 

a network system . stored credentials to a database system , receive an indication 
FIG . 2 is a block diagram illustrating an embodiment of 40 of revoked credentials from the database system , and deter 

a database system . mine the list of valid credentials based at least in part on the 
FIG . 3 is a block diagram illustrating an embodiment of list of stored credentials and the revoked credentials . 

a credential system . A system for identifying revoked credential information FIG . 4 is a block diagram illustrating an embodiment of comprises an interface configured to receive a request for a a user system . 45 list of valid credentials , and a processor configured to FIG . 5A is a diagram illustrating an embodiment of a user 
interface for a user system . determine a list of stored credentials , provide the list of 
FIG . 5B is a diagram illustrating an embodiment of a user stored credentials to a database system , receive an indication 

interface for a user system . of revoked credentials from the database system , and deter 
mine the list of valid credentials based at least in part on the FIG . 5C is a diagram illustrating an embodiment of a user 

interface for a user system . 50 list of stored credentials and the revoked credentials . 
FIG . 6 is a flow diagram illustrating an embodiment of a A system for sharing credentials comprises a system for a 

process for identifying revoked credential information . user system ( e.g. , a computing system for use by a user ) 
FIG . 7 is a flow diagram illustrating an embodiment of a interacting with a database system . The database system 

process for installing an app . further interacts with a credential issuing system . The data 
FIG . 8 is a flow diagram illustrating an embodiment of a 55 base system stores user information for the user . The data 

process for a credential revoking database system process . base system further determines a set of credentials available 
FIG . 9 is a flow diagram illustrating an embodiment of a to the user based on the user information as well as record 

process for a determining revoked credentials . of previously issued credentials . The credentials comprise 
FIG . 10 is a flow diagram illustrating an embodiment of categories satisfied by the user information at differing 

a process for revoking credentials . 60 levels of specificity . For example , in the case where the user 
FIG . 11 is a flow diagram illustrating an embodiment of comprises an employee earning $ 95,000 per year , the data 

a process for providing an application . base system could determine credentials available to the user 
indicating that the user earns more than $ 60,000 per year , 

DETAILED DESCRIPTION that the user earns more than $ 80,000 per year , that the user 
65 earns in the range of $ 90,000- $ 100,000 per year , etc. When 

The invention can be implemented in numerous ways , the user interacts with the database system using a credential 
including as a process ; an apparatus ; a system ; a composi- app , the database system determines the set of credentials 

a 

a 

a 

a 

a 
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available to the user and provides the list of credentials to the cate via network 100. Administrator system 102 comprises 
credential app or application . The user can then request that an administrator system for use by an administrator . Admin 
one or more available credentials be downloaded to local istrator system 102 comprises an administrator system for 
storage using the credential app . When the user interacts executing administrator commands , for configuring data 
with another system requesting personal information or 5 base system 104 , etc. Database system 104 comprises a 
verification information , a stored credential can be used to database system for providing user access to data stored in 
provide proof of the requested information . a tenanted area of database system 104 ( e.g. , access to add 
When a user accesses a credential app , the credential app data , view data , modify data , delete data , access reports , 

determines a list of stored credentials available to the user as execute business processes , etc. ) . Database system 104 
proof of information . The credential app determines a list of 10 additionally comprises a system for providing a credential to 
stored credentials and checks their validity by providing the a user . The credential comprises a digital token that may be 
list to the database system . The database system queries a provided to a different database system securely indicating 
credential system , which determines whether a revocation user data . Credential system 108 comprises a system for 
indication has been written to a distributed ledger network creating a credential and providing the credential to database 
for each of the stored credentials . Any revoked credentials of 15 system 104. Credential system 108 writes credential infor 
the stored credentials are determined by the credential mation to distributed ledger network 110 when a credential 
system , and an indication of the revoked credentials is is created . Database system 104 additionally comprises a 
provided to the database system . The credential server system for determining to revoke a credential . Credential 
revokes the credential in such a way that its validity is system 108 receives an indication from database system 104 
publicly verifiable ( e.g. , cryptographic keys used for veri- 20 to revoke a credential and writes revocation information to 
fication can be found in a public or semi - public distributed distributed ledger network 110 to revoke the credential . 
ledger system ) . The database system then provides an indi- Database system 104 additionally comprises a system for 
cation of the revoked credentials to the user system . The user determining whether a credential has been revoked . Creden 
system deletes stored credential information associated with tial system 108 receives an indication from database system 
the revoked credentials . Metadata associated with the cre- 25 104 to determine whether a credential has been revoked and 
dentials is stored in order to enable a display that the queries distributed ledger network 110 to determine whether 
credentials were revoked , and is purged when the user revocation information associated with the credential has 
desires . been written . 
By enabling the transfer of personal information or veri- User system 106 comprises a user system for use by a 

fication information ( e.g. , salary , tax details , employment 30 user . A user uses a user system to interact with database 
status , etc. or university degree , certifications , criminal system 104 , for example to store database data , to request 
record , ownership , etc. ) between disparate database systems database data , to request reporting based on database data , to 
using authenticated credentials , this system allows that request a credential based on database etc. In some 
transfer of information with a level of trust and security not embodiments , the network system of FIG . 1 comprises a 
previously accomplished . This allows the reduction or elimi- 35 plurality of user systems associated with one or more users . 
nation of problems such as data theft during information A user uses a user system to provide an indication to 
transfer and misrepresentation of personal information or database system 104 requesting a credential ( e.g. , a creden 
verification information . tial based on data stored by database system 104 ) . 

The system is a better computer system enabling efficient User system 106 receives login information associated 
secure distribution of information . For example , the system 40 with a user , determines credentials available to the user , and 
is set up to securely receive and provide information . The provides an indication of the credentials available to the 
security protocols and the distributed ledger storage enable user . Determining credentials available to the user comprises 
credentialing data and being able to act as a trusted source identifying revoked credential information . User system 106 
for the data . is configured to receive a request for a list of valid creden 

In some embodiments , a technology other than a secure 45 tials ; determine a list of stored credentials ; provide the list of 
distributed ledger is used for securely storing public keys stored credentials to a database system ; receive an indication 
that enable the verifiability of data . In some embodiments , a of revoked credentials from the database system ; and deter 
shared accessible network accessible medium is used to mine the list of valid credentials based at least in part on the 
distribute public keys associated with the verifiability of list of stored credentials and the revoked credentials . 
authenticated credentials . This shared public network could 50 User system 106 then receives an indication to add a 
be an open model like Twitter where users tweet the public credential ( e.g. , one of the credentials available to the user ) , 
key information ( keybase.io does this ) , or a semi - private creates a credential request , and provides the credential 
shared database of public keys for which the participants in request to a server system ( e.g. , database system 104 ) . User 
the credentials exchanges all have authenticated access via system 106 then receives and stores the credential . Upon 
a set of RESTful APIs to fetch keys for credential verifica- 55 receive the credential request , database system 104 verifies 
tion . that the user has access to the credential ( e.g. , that the 
FIG . 1 is a block diagram illustrating an embodiment of credential is valid for the user ) and in the event that the user 

a network system . In some embodiments , the network has access to the credential , database system 104 requests 
system of FIG . 1 comprises a network system for a system the credential from credential system 108. Database system 
for validating data . In the example shown , FIG . 1 comprises 60 104 receives the credential from credential system 108 and 
network 100. In various embodiments , network 100 com- provides it to user system 106 . 
prises one or more of the following : a local area network , a FIG . 2 is a block diagram illustrating an embodiment of 
wide area network , a wired network , a wireless network , the a database system . In some embodiments , database system 
Internet , an intranet , a storage area network , or any other 200 comprises database system 104 of FIG . 1. In the 
appropriate communication network . Administrator system 65 example shown , database system 200 comprises interface 
102 , database system 104 , user system 106 , credential 202 , processor 204 , and storage 210. Interface 202 com 
system 108 , and distributed ledger network 110 communi- prises an interface for com ommunicating with processor 204 

a 

a 
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and with an external network ( e.g. , network 100 of FIG . 1 , identifiers from a database system and determines whether 
for communication with an administrator system , a user the associated credential or credentials has been revoked . 
system , a credential system , etc. ) . Processor 204 comprises Credential system 300 determines whether a credential has 
a processor for processing data , performing computations , been revoked by looking up a credential identifier in a 
controlling communications , etc. Processor 204 comprises 5 distributed ledger network . After determining validity for 
external API ( e.g. , application programming interface ) 208 each received credential identifier , credential system 300 
for interacting with external systems , allowing external provides an indication of revoked credentials to a database 
systems to request processor 204 perform actions , etc. User system . 
data processes 206 comprises a set of processes for manipu- Credential system 300 additionally comprises a system 
lating ( e.g. , reading , writing , modifying , deleting , etc. ) user 10 for revoking a set of credentials . Credential system 300 
data ( e.g. , user data stored in user data storage 214 ) and receives an indication to revoke a set of credentials includ 
credentials ( e.g. , credentials stored in credential storage ing a set of credential identifiers . For each credential iden 
216 ) . User data processes 206 and external API 208 com- tifier of the set of credential identifiers , credential system 
municate with data stored in storage 210 via storage inter- 300 stores an indication in a distributed ledger that the 
face 212. User data storage 214 comprises user data describ- 15 credential associated with the credential identifier is 
ing users associated with database system 200. Credential revoked . 
storage 216 comprises credentials accessed by database FIG . 4 is a block diagram illustrating an embodiment of 
system 200. Privacy information 218 comprises privacy a user system . In some embodiments , user system 400 of 
information associated with credentials stored by credential FIG . 4 comprises user system 106 of FIG . 1. In various 
storage 216 . 20 embodiments , user system 400 comprises a personal com 

Database system 200 receives a request from a user puter , a mobile device , a tablet computer , etc. In the example 
system for an indication of revoked credentials based on a shown , user system 400 comprises interface 402 , processor 
list of credentials . Database system 200 receives the list of 406 , and storage 412. Interface 402 comprises an interface 
credentials and provides a credential identifier associated for communicating with processor 406 and with an external 
with each credential to a credential system . Database system 25 network ( e.g. , network 100 of FIG . 1 , for communication 
200 then receives an indication of whether the credential with an administrator system , a database system , a credential 
was revoked for each credential . Database system 200 system , etc. ) . Interface 402 additionally comprises user 
provides the user system an indication of revoked creden- interface system for providing a user interface for interacting 
tials . with a user . Processor 406 comprises a processor for pro 

Database system 200 receives a request for a credential 30 cessing data , performing computations , controlling commu 
associated with a user ( e.g. , a user for the credential ) and nications , etc. Processor 406 comprises application installer 
associated with a credential identifier ( e.g. , a credential 408 and revoked credential identifying application 410 . 
identifier identifying the requested credential ) . Database Application installer 408 comprises an application installer 
system 200 then determines that the credential identifier is for receiving an application from an external server and 
valid for the user ( e.g. , that the user is entitled to the 35 installing the application on user system 400. For example , 
indicated credential ) , determines privacy information asso- revoked credential identifying application 410 is installed by 
ciated with the requested credential , and provides the cre- application installer 408. Any other appropriate applications 
dential request to a credential server . Database system 200 are additionally installed by application installer 408 . 
receives the credential from the credential server and pro- Revoked credential identifying application 410 comprises 
vides the credential , the privacy information , and the cre- 40 an application for interacting with a database system to 
dential identifier ( e.g. , to the requesting user system ) . In request a credential . Revoked credential identifying appli 
some embodiments , privacy information is stored as meta- cation 410 interacts with private data storage 416 and 
data . credential wallet 418 of storage 412 via storage interface 
FIG . 3 is a block diagram illustrating an embodiment of 414 . 

a credential system . In some embodiments , credential sys- 45 Revoked credential identifying application 410 receives a 
tem 300 comprises credential system 108 of FIG . 1. In the request for a list of valid credentials ( e.g. , a part of a process 
example shown , credential system 300 comprises interface for displaying valid credentials to a user ) . Revoked creden 
302 , processor 304 , and storage 310. Interface 302 com- tial identifying application 410 then determines a list of 
prises an interface for communicating with processor 304 stored credentials ( e.g. , stored in credential wallet 418 ) , 
and with an external network ( e.g. , network 100 of FIG . 1 , 50 provides the list of stored credentials to a database system , 
for communication with an administrator system , a user receives an indication of revoked credentials from the data 
system , a database system , etc. ) . Processor 304 comprises a base system , and determines the list of valid credentials 
processor for processing data , performing computations , based at least in part on the list of stored credentials and the 
controlling communications , etc. Processor 304 comprises revoked credentials . 
signature validator 306 and credential generator 308. Sig- 55 FIG . 5A is a diagram illustrating an embodiment of a user 
nature validator 306 comprises a signature validator for interface for a user system . In some embodiments , the user 
validating a digital signature ( e.g. , a signature received as interface of FIG . 5A comprises a user interface provided by 
part of a credential request ) . Credential generator 308 com- user interface system 404 of FIG . 4. In the example shown , 
prises a credential generator for generating a credential ( e.g. , user system 500 displays digital credentials window 502 . 
a credential generator for generating a credential based at 60 Digital credentials window 502 displays add credentials 
least in part on a private key , a credential generator for button 504 and view claimed credentials button 508. Add 
cryptographically generating a credential , etc. ) . Credential credentials button 504 comprises number of available cre 
generator 308 interacts with credential data 314 and private dentials button 506. Number of available credentials button 
key data of storage 310 via storage interface 312 . 506 is updated with a current number of available creden 

Credential system 300 comprises a system for determin- 65 tials for example , a current number of available credentials 
ing whether a credential has been revoked . Credential sys- is updated on a schedule , each time a user accesses digital 
tem 300 receives a credential identifier or a set of credential credentials window 502 , etc. User system 500 updates 
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number of available credentials button 506 by querying a known to be revoked , or any other appropriate credential . In 
server using user identifying information for the number of 610 , revoked credentials are deleted . In 612 , it is determined 
available credentials . In the event the user makes an indi- whether to purge metadata . In some embodiments , it is 
cation to add credentials button 504 , the user is provided a determined to purge metadata in the event that an indication 
list of available credentials to add . In the event the user to a purge revoked credential metadata button is received . In 
makes an indication to view claimed credentials button 508 , the event it is determined not to purge metadata , control 
the user is provided a list of claimed credentials for viewing . passes to 616. In the event it is determined to purge 
Determining a list of claimed credentials comprises deter- metadata , control passes to 614. In 614 , metadata associated 
mining whether any claimed credentials have been revoked . with revoked credentials is purged . In 616 an indication of 

FIG . 5B is a diagram illustrating an embodiment of a user 10 new credentials is received . For example , new credentials 
interface for a user system . In some embodiments , the user comprise new credentials generated as a byproduct of revok 
interface of FIG . 5B comprises a user interface provided by ing credentials . In 618 , it is determined whether to retrieve 
user interface system 404 of FIG . 4. In the example shown , credentials ( e.g. , the new credentials ) . In some embodi 
user system 520 displays add digital credentials window ments , it is determined to retrieve credentials in the event 
522. For example , add digital credentials window 522 is 15 that an indication to a claim credential button is received . In 
shown in response to an indication to an add digital creden- the event it is determined not to retrieve credentials , the 
tials button ( e.g. , add digital credentials button 504 of FIG . process ends . In the event it is determined to retrieve 
5A ) . In the example shown , add digital credentials window credentials , control passes to 620. In 620 , new credentials 
522 displays claim proof of salary credential button 524 , are retrieved . 
claim proof of employment credential button 526 , claim 20 FIG . 7 is a flow diagram illustrating an embodiment of a 
proof of health insurance credential button 528 , and claim all process for installing an app . In some embodiments , the 
available credentials button 530. In the event the user makes process of FIG . 7 is executed by application installer 408. In 
an indication to a button , a process is started to claim the the example shown , in 700 , an app for identifying revoked 
appropriate credential or credentials . credential information is received from a server system . In 
FIG . 5C is a diagram illustrating an embodiment of a user 25 702 , the app for identifying revoked credential information 

interface for a user system . In some embodiments , the user is installed . 
interface of FIG . 5C comprises a user interface provided by FIG . 8 is a flow diagram illustrating an embodiment of a 
user interface system 404 of FIG . 4. In the example shown , process for a credential revoking database system process . In 
user system 540 displays claimed credentials window 542 some embodiments , the process of FIG . 8 is executed by a 
and revoked credentials window 544. For example , claimed 30 database system ( e.g. , database system 104 of FIG . 1 ) . For 
credentials window 542 and revoked credentials window example , the process of FIG . 8 comprises a process of user 
544 are shown in response to an indication to a view claimed data processes 206 of FIG . 2. In the example shown , in 800 , 
credentials button ( e.g. , view claimed credentials button 508 database system processes are executed . For example , pro 
of FIG . 5A ) . Claimed credentials window 542 displays no cesses are executed for creating data , deleting data , modi 
claimed credentials . Revoked credentials window 544 dis- 35 fying data , adding an employee to an employee database , 
plays proof of employment credential 546 and proof of removing an employee from an employee database , etc. In 
salary credential 548. Showing proof of employment cre- 802 , one or more credentials are identified to be revoked . For 
dential 546 and proof of salary credential 548 in revoked example , in the event the process comprises an employee 
credentials window 544 comprises an indication that proof termination process , a credential verifying employment sta 
of employment credential 546 and proof of salary credential 40 tus is revoked . In 804 , an indication of the one or more 
548 have been revoked and can no longer be used . Creden- credentials to be revoked is provided to a credential system . 
tial data associated with proof of employment credential 546 In 806 one or more credentials to be created are determined . 
and proof of salary credential 548 is deleted . Metadata For example , in the event the process comprises an 
associated with proof of employment credential 546 and employee termination process , a credential verifying a pre 
proof of salary credential 548 is stored ( e.g. , to allow an 45 vious employment status is created . 
indication of proof of employment credential 546 and proof FIG . 9 is a flow diagram illustrating an embodiment of a 
of salary credential 548 to be shown in revoked credentials process for a determining revoked credentials . In some 
window 544 ) . Revoked credentials window 544 additionally embodiments , the process of FIG . 9 is executed by a 
comprises purge revoked credential metadata button 550 . database system ( e.g. , database system 104 of FIG . 1 ) . For 
When an indication to purge revoked credential metadata 50 example , the process of FIG . 8 comprises a process of user 
button 550 is received , metadata associated with proof of data processes 206 of FIG . 2. In the example shown , in 900 , 
employment credential 546 and proof of salary credential a list of stored credentials is received ( e.g. , from a user 
548 is deleted . system ) . In 902 , an indication of the stored credentials is 
FIG . 6 is a flow diagram illustrating an embodiment of a provided to a credential server . In 904 , an indication of 

process for identifying revoked credential information . In 55 revoked credentials is received from the credential server . In 
some embodiments , the process of FIG . 6 is executed by a 906 , an indication of the revoked credentials is provided . 
user system ( e.g. , user system 106 of FIG . 1 ) . In the example FIG . 10 is a flow diagram illustrating an embodiment of 
shown , in 600 , a request for a list of valid credentials is a process for revoking credentials . In some embodiments , 
received . In 602 a list of stored credentials is received . In the process of FIG . 10 is executed by a credential system 
604 , the list of stored credentials is provided to a database 60 ( e.g. , credential system 108 of FIG . 1 ) . For example , the 
system . In 606 , an indication of revoked credentials is process of FIG . 10 is executed by a credential system in 
received from the database system . In 608 , the list of valid response to an indication of one or more credentials to be 
credentials is determined based at least in part on the list of revoked . In 1000 , a next credential of a set of credentials to 
stored credentials and the revoked credentials . For example , be revoked is selected . In 1002 , an indication is stored in a 
the credentials available are available based upon a user 65 distributed ledge that the credential is revoked . In 1004 , it is 
identity ( e.g. , who the user is ) , what the credentialing service determined whether there are more credentials in the set of 
knows it has already given the user , credentials previously credentials to be revoked . In the event it is determined that 
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there are more credentials in the set of credentials to be 3. The system of claim 1 , wherein the database system is 
revoked , control passes to 1000. In the event it is determined further configured to revoke one or more credentials . 
that there are not more credentials in the set of credentials to 4. The system of claim 3 , wherein one or more new 
be revoked , the process ends . credentials are provided to the database system for identi 
FIG . 11 is a flow diagram illustrating an embodiment of 5 fying revoked credential information . 

a process for providing an application . In some embodi- 5. The system of claim 3 , wherein the database system is 
ments , the process of FIG . 11 is executed by database system further configured to provide a set of revoked credential 
104 of FIG . 1. In the example shown , in 1100 , an indication identifiers to the credential system . 
to provide an application to a device is received . In 1102 , the 6. The system of claim 5 , wherein the credential system 
application is provided to the device , wherein the applica- 10 is configured to : 
tion is configured to receive a request for a list of valid for each credential identifier of the set of revoked cre 
credentials , determine a list of stored credentials , provide the dential identifiers : 
list of stored credentials to a database system , receive an store an indication in a distributed ledger that the 
indication of revoked credentials from the database system , credential associated with the credential identifier is 
and determine the list of valid credentials based at least in 15 revoked . 
part on the list of stored credentials and the revoked cre- 7. The system of claim 1 , wherein the database system is 
dentials . configured to : 

Although the foregoing embodiments have been receive the list of the stored credentials ; 
described in some detail for purposes of clarity of under- provide an indication of the stored credentials to a cre 
standing , the invention is not limited to the details provided . 20 dential server ; 
There are many alternative ways of implementing the inven- receive an indication from the credential server that one or 
tion . The disclosed embodiments are illustrative and not more stored credentials of the stored credentials has 
restrictive . been revoked . 

8. The system of claim 1 , wherein the stored credentials 
The invention claimed is : 25 comprise credentials verifying proof of salary , proof of 
1. A system for providing an application , comprising : employment , or proof of health insurance status . 
an interface configured to : 9. A method for providing an application , comprising : 

receive an indication to provide the application to a receiving an indication to provide the application to a 
device ; device ; and 

a hardware processor ; and providing , using a processor , the application to the device , 
a memory coupled with the hardware processor , wherein wherein the application is configured to : 

the memory is configured to provide the hardware receive a request for a list of valid credentials ; 
processor with instructions which when executed cause determine a list of stored credentials 
the hardware processor to : provide the list of the stored credentials to a database 
provide the application to the device , wherein the 35 system , wherein the database system is configured 

application is configured to : to : 
receive a request for a list of valid credentials ; determine revoked credentials , comprising to : 
determine a list of stored credentials ; query a credential system to determine whether a 
provide the list of the stored credentials to a database revocation indication has been written to a 

system , wherein the database system is configured 40 distributed ledger network for at least one 
to : stored credential of the list of the stored cre 
determine revoked credentials , comprising to : dentials ; and 

query a credential system to determine whether determine new credentials ; 
a revocation indication has been written to a receive an indication of the revoked credentials from 
distributed ledger network for at least one 45 the database system ; 
stored credential of the list of the stored cre receive an indication of the new credentials from the 
dentials ; and database system ; 

determine new credentials ; determine the list of the valid credentials based at least 
receive an indication of the revoked credentials from in part on the list of the stored credentials , the 

the database system ; revoked credentials , and the new credentials ; 
receive an indication of the new credentials from the display the list of the valid credentials and the revoked 

database system ; credentials ; 
determine the list of the valid credentials based at determine whether to purge metadata associated with 

least in part on the list of the stored credentials , the the revoked credentials ; and 
revoked credentials , and the new credentials ; in response to a determination that the metadata asso 

display the list of the valid credentials and the ciated with the revoked credentials is to be purged , 
revoked credentials ; delete , from a user system , one or more of the stored 

determine whether to purge metadata associated with credentials associated with the revoked credentials 
the revoked credentials ; and and the metadata associated with the revoked cre 

in response to a determination that the metadata 60 dentials . 
associated with the revoked credentials is to be 10. A computer program product for providing an appli 
purged , delete , from a user system , one or more of cation , the computer program product being embodied in a 
the stored credentials associated with the revoked non - transitory computer readable storage medium and com 
credentials and the metadata associated with the prising computer instructions which when executed cause a 
revoked credentials . 65 processor to perform operations comprising : 

2. The system of claim 1 , wherein the hardware processor receiving an indication to provide the application to a 
is further configured to retrieve the new credentials . device ; and 
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providing the application to the device , wherein the a hardware processor , and 
application is configured to : a memory coupled with the hardware processor , wherein 
receive a request for a list of valid credentials ; the memory is configured to provide the hardware 
determine a list of stored credentials ; processor with instructions which when executed cause 
provide the list of the stored credentials to a database 5 the hardware processor to : 

system , wherein the database system is configured determine a list of stored credentials ; 
to : provide the list of the stored credentials to a database determine revoked credentials , comprising to : system , wherein the database system is configured query a credential system to determine whether a to : 

revocation indication has been written to a 10 determine revoked credentials , comprising to : distributed ledger network for at least one 
stored credential of the list of the stored cre query a credential system to determine whether a 

revocation indication has been written to a dentials ; and 
determine new credentials ; distributed ledger network for at least one 

stored credential of the list of the stored cre receive an indication of the revoked credentials from 15 
the database system ; dentials ; and 

receive an indication of the new credentials from the determine new credentials ; 
database system ; receive an indication of the revoked credentials from 

the database system ; determine the list of the valid credentials based at least receive an indication of the new credentials from the in part on the list of the stored credentials , the 20 database system ; revoked credentials , and the new credentials ; determine the list of the valid credentials based at least display the list of the valid credentials and the revoked 
credentials ; in part on the list of the stored credentials , the 

determine whether to purge metadata associated with revoked credentials , and the new credentials ; 
the revoked credentials ; and display the list of the valid credentials and the revoked 

credentials ; in response to a determination that the metadata asso 
ciated with the revoked credentials is to be purged , determine whether to purge metadata associated with 
delete , from a user system , one or more of the stored the revoked credentials ; and 
credentials associated with the revoked credentials in response to a determination that the metadata asso 
and the metadata associated with the revoked cre- 30 ciated with the revoked credentials is to be purged , 
dentials . delete , from a user system , one or more of the stored 

credentials associated with the revoked credentials 11. A system for identifying revoked credential informa and the metadata associated with the revoked cre tion , comprising : dentials . an interface configured to : 
receive a request for a list of valid credentials ; and 
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