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A transmitter for a quantum communication system, a quantum communication

system and a method of generating intensity modulated photon pulses

FIELD

The present disclosure relates to a transmitter for a guantum communication system, a
quantum communication system and a method of generating intensity modulated

photon pulses.

BACKGROUND

In a quantum communication system, information i1s sent between a transmitter and a
receiver by encoded single quanta, such as single photons. Each photon carries one
bit of Information encoded upon a property of the photon, such as its polarization,

phase or energy/time. The photon may carry more than one bit of information, for

example, by using properties such as angular momentum.

Quantum key distribution (QKD) i1s a technigue which results in the sharing of
cryptographic keys between parties: for example between a transmitter (often referred
to as "Alice”) and a receliver (often referred to as "Bob”), or between two transmitters (in
a measurement device independent QKD protocol for example). The technique
provides a test of whether any part of the key can be known to an unauthorised
eavesdropper, often referred to as "Eve”. In many forms of quantum key distribution,
two or more non-orthogonal bases are used to encode the bit values. The laws of
gquantum mechanics dictate that measurement of the photons by Eve without prior
knowledge of the encoding basis of each causes an unavoidable change to the state of
some of the photons. These changes to the states of the photons will cause errors In
the bit values. By comparing a part of their common bit string, the parties can thus

determine If Eve has gained information.

Various protocols can be used for QKD. Many protocols, for example those based on
decoy states, use multiple intensity levels. There i1s a continuing need to improve the

security and stability of such systems.

BRIEF DESCRIPTION OF THE DRAWINGS
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Systems and methods in accordance with non-limiting arrangements will now be

described with reference to the accompanying figures in which:

Figure 1(a) and 1(b) show graphs of output laser power with the laser driving current;

Figures 2(a) and (b) show transmission curves of an intensity modulator as a function

of the driving voltage of the intensity modulator;

Figure 3(a) shows an example of a transmitter for a quantum communication system
comprising an intensity modulator comprising an asymmetric beam splitter, and Figure

3(b) shows the transmission curves of the intensity modulator;

Figure 4(a) shows an example of another transmitter for a quantum communication
system comprising an intensity modulator comprising two asymmetric beam splitters,

and Figure 4(b) shows the transmission curves of the intensity modulator;

Figure 5(a) shows an intensity modulator comprising an asymmetric element coupled In
series with a laser diode and an intensity modulator, and Figure 5(b) shows the

Intensity modulator instead coupled directly to a laser;

Figure © Is a schematic illustration of a symmetric beam splitter integrated on a

photonic chip;

Figure 7 1s a schematic illustration of a tuneable-ratio beam splitter realized using a

Mach Zehnder interferometer design with two integrated phase modulators;

Figure 8 Is a schematic illustration of an intensity modulator implemented using two

tuneable-ratio beam splitters;

Figure 9 shows an example of a transmitter for a quantum communication system,

where the intensity modulator uses a Sagnac interferometer design;

Figure 10 shows another example of a transmitter for a quantum communication

system using polarisation components;
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Figure 11 shows another example of a transmitter for a gquantum communication

system using polarisation components;

Figure 12 1s a schematic illustration showing how further intensity levels may be

generated by using multiple intensity modulators coupled together,

Figure 13 shows two transmitter units used in the following figures;

Figure 14 shows a schematic illustration of a quantum communication system which is
adapted to encode and decode optical pulses for quantum key distribution using a

decoy state protocol;

Figure 15 shows a schematic illustration of a quantum communication system which is
adapted to encode and decode optical pulses for a measurement device independent

quantum key distribution (QKD), using a decoy state protocol.

DETAILED DESCRIPTION

A transmitter for a quantum communication system is provided as recited in claim 1.

The first element may be asymmetric and the second element symmetric, or the first
element symmetric and the second element asymmetric, or the first element
asymmetric and the second element with the same amount of asymmetry, or the first
element asymmetric and the second element with a different amount of asymmetry for

example.

The term "asymmetric’ Is used throughout the specification to refer to an element
configured to output a first component and a second component (or a first intensity and
a second intensity) when a light pulse is input, the intensities of the first component and
the second component being unequal (i.e. the first intensity and the second intensity
being different). Examples of asymmetric elements include a beam splitter (other than

a 50:50 beam splitter); a polarisation controller and a polarizing beam splitter; and a

polarisation controller and an interface between a polarization maintaining fibre and a

single mode fibre.
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One of the first element and second element may be partially asymmetric and the other
of the first element and second element may be symmetric or partially asymmetric. The
term “fully asymmetric’ i1s used throughout the specification to describe an element In
which the Iintensity of one of the first component and the second component Is zero.
The term “partially asymmetric” i1s used throughout the specification to describe an
element in which the intensities of the first component and the second component are
unequal and non-zero (i.e. the first intensity and the second intensity being different

and non-zero).

Asymmetric elements have a splitting ratio of less than 1, where the splitting ratio is the
ratio of the Intensity of the first component to the intensity of the second component,
.e. l4/l2. The splitting ratio I1s thus a ratio of a first intensity to a second intensity
outputted from the element If a single intensity iIs inputted. An asymmetric component
may have a ratio (or percentage of the output light) between transmitted light
(coefficient 't') and reflected light (coefficient r’) (or light emerging from port 1 and port
2 for example) of less than 1. A "fully asymmetric” component has a splitting ratio of O.
A “partially asymmetric® component has a splitting ratio of less than 1 and greater than
0. At least one of the first component and the second component may have a splitting
ratio of less than or equal to 0.99 and greater than 0. At least one of the first
component and the second component may have a splitting ratio of less than or equal

to 0.9 and greater than 0.

An asymmetric element is configured to output a first optical mode (component) and a
second optical mode (component) when a single optical mode Is input, the intensities of
the first mode and the second mode being unequal. The modes may be spatial modes
(e.g. In different fibres) or polarization modes for example. In more detail, each pulse
has one or more degrees of freedom, I1.e. “labels”™ which distinguish light pulses,
INncluding for example polarization, spatial path, wavelength, and time. For every
degree of freedom there are one or more corresponding modes. For example, for the
polarization through a polarising beam splitter there Is a vertical mode and a horizontal

mode. For wavelength, there may be a mode with wavelength A1 and another with

wavelength A:.
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The contrast of the light output from the intensity modulator depends on the

asymmetry.

The second intensity may correspond to a vacuum state.

The phase modulator may comprise a first setting, corresponding to one of destructive
Interference or constructive interference at the second element, wherein when the input
light pulse has the first intensity, an output light pulse at a first output of the second
element has a third intensity when the phase modulator has the first setting, the third
Intensity being less than the first intensity and greater than the second intensity. The
phase modulator may further comprise a second setting, corresponding to the other
one of destructive interference or constructive interference at the second element, and
wherein when the input light pulse has the first intensity, an output light pulse at the first
output of the second element has a fourth intensity when the phase modulator has the
second setting, wherein the fourth intensity i1s greater than the third intensity and less

than or equal to the first intensity.

The quantum transmitter may be configured to implement decoy state measurement
device Independent quantum communication. The transmitter may be a decoy-state
QKD transmitter, comprising a fixed low extinction ratio intensity modulator or a
variable extinction ratio intensity modulator coupled in series with one or more other
elements. The transmitter may be a decoy-state MDI-QKD transmitter, comprising a
fixed low extinction ratio intensity modulator or a variable extinction ratio intensity
modulator coupled in series with one or more other elements. The extinction ratio ER Is
defined as ER = (max — min)/(max+min), where max I1s the maximum intensity

output through one port and min is the minimum intensity output through the port.

The transmitter may be configured for stable high-speed generation of optical pulses
with three or more different intensities, including at least one low-contrast pair of
Intensities. There may be a fixed low extinction ratio or a variable extinction ratio
between the Iintensity levels. For example, the second intensity is In the range 1/4th to

1/20th of the first intensity. The transmitter may be configured for generation of optical

pulses with two or more different intensities. For example, two states may be used for a

decoy state protocol, for example u=0.5 and v=0.1 (i.e. without the vacuum state).
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The first intensity modulator may have an extinction ratio of less than or equal to 0.9.

The first intensity modulator may have a variable extinction ratio.

The first element and/or the second element may comprise an asymmetric beam
splitter. The first element and/or the second element may comprise a tuneable ratio
splitter. The tuneable ratio splitter may comprise a first symmetric beam splitter and a
second symmetric beam splitter, wherein one output of the first symmetric beam splitter
IS coupled to one Input of the second symmetric beam splitter forming a first arm, and
the other output of the first symmetric beam splitter is coupled to the other input of the
second symmetric beam splitter forming a second arm, wherein at least one of the first
arm and the second arm comprises a phase modulator, configured to tune the splitting

ratio of the tuneable ratio splitter.

The Intensity modulator can be implemented using a Mach-Zehnder interferometer
(MZI) comprising one or more asymmetric beam splitters, for example one asymmetric
pbeam splitter at the MZI| output and one 50:50 beam splitter at the MZI input, one
asymmetric beam splitter at the MZ| output and one asymmetric beam splitter at the
MZI input, or one variable-ratio beam splitter at the MZ| input and one variable-ratio
pbeam splitter at the MZI output. The Interferometer may be Iimplemented In a

miniaturized on-chip version.

The first element may comprise a splitter, configured to split the input light pulse into

the two components, the two components being spatially separated.

The first element may comprise a polarisation controller and a polarizing beam splitter,
configured to split the input light pulse into the two components, the two components

having different polarisations.

The second element may comprise the polarising beam splitter, and may further

comprise a second polarisation controller and a second polarising beam splitter.

The first element may comprise a first polarisation controller and an interface between

a polarization maintaining fibre and a single mode fibre configured to split the input light

pulse into the two components, the two components having different polarisations.
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The second element may comprise the fibre interface, and may further comprise a

second polarisation controller and a polarising beam splitter.

The photon source unit may comprise a pulsed laser, wherein the first intensity
corresponds to the “on” state of the gain switched laser and the second intensity

corresponds to the “off” state of the laser.

The photon source unit may comprise a laser and a second Intensity modulator,
wherein the second intensity modulator is symmetric and wherein the second intensity

corresponds to the minimum transmission state of the second intensity modulator.

At least one part of the first element may also form at least one part of the second
element. For example, an asymmetric beam splitter may form both the first and second

element.

One or more of the transmitter components may be integrated onto a photonic chip.

One or more fixed low extinction ratio intensity modulators or variable extinction ratio
Intensity modulators may be coupled in series with a pulsed laser, or with one or more
standard intensity modulators and a pulsed laser, or with any photon source unit that

outputs at least two intensity levels for example.

The transmitter may use a low extinction ratio intensity modulator, for example In
combination with one or more other intensity modulators or in combination with a gain-

switched laser.

A quantum communication system comprising the quantum transmitter and further
comprising a receiver may also be provided. The quantum communication system may

further comprise a second quantum transmitter.

A method of generating intensity modulated photon pulses iIs provided as recited In

claim 18.
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QKD protocols, for example those using decoy states, may use light pulses having
multiple intensity levels. For example, decoy state based QKD protocols may use two

or three intensity levels.

In a decoy-state QKD protocol, photon pulses with different intensities are sent which
allow the parties to determine the presence of an eavesdropper by measuring the
number of pulses which have been safely received with the different intensities. For
example, the decoy-state BB84 protocol relies on generating light pulses with three
different intensities: signal pulses, decoy pulses, and vacuum pulses. For example, for
a decoy-state BB84 protocol, 1% of the pulses may be vacuum pulses, 2% of the
pulses may be decoy pulses and 97/% of the pulses may be signal pulses, and the
following Intensity levels may be used (expressed In photon/pulse): 11=0.5 (signal),
,=0.1 (decoy), and 1;<10* (vacuum), for example. For each generated pulse, Alice
randomly selects the intensity, according to the above distribution. At the receiver, Bob
records the time when he detects each pulse. Alice then tells Bob the times that she
sent out the decoy pulses. Based on the times Bob detects the pulses they can decide

If an error has been introduced by Eve.

Such systems use transmitters which are able to generate light pulses with three
different intensities (signal pulses, decoy pulses, and vacuum pulses). The preparation
of three (or more) intensity levels may be done using three different driving voltages for
one or more intensity modulators, or by modulating the gain of a laser for example, as

will be explained below.

For example, a pulsed laser may be used to generate different intensity levels as
follows. A laser may be directly modulated with a driving current signal, such as shown
IN Figure 1. Figure 1 shows a graph of the output laser power with the driving current.
The driving current signal may be applied to repeatedly set the laser above
(corresponding to point A In Figure 1) and below (corresponding to point B in Figure 1)
the lasing threshold (indicated by the horizontal line in Figure 1). In other words, the
laser may be switched ON (above threshold) and OFF (below threshold) to generate
two intensity levels with high contrast in a stable manner. When the laser is ON (point

A), the generated pulses will contain many photons and when the laser is OFF (point

B), they will contain close-to-zero photons (this corresponds to a vacuum state). The

actual number depends on the extinction ratio of the laser, which may 70 dB for
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example (i.e. for a mean value of 10’ photons emitted when the laser is above
threshold, there i1s a mean value of 1 photon below the threshold). The difference In
Intensity depends on the difference between stimulated emission (above threshold) and
spontaneous emission (below threshold). In QKD systems, a strong attenuator may
also be included (for example 70 dB), meaning a pulse emitted above threshold goes
from 107 to 1 photon on average (this is the signal pulse “u”) and a pulse emitted below
threshold goes from 1 to 10°” on average (this is the vacuum pulse “w”). The light levels
of the pulses generated when the laser is ON and OFF have a high contrast. Thus for
each pulse emission time, the current is set at level A or B, and a pulse I1s generated
with the many photon intensity level or the close to zero photon intensity level. Between

emission times (between pulses) the current remains at level B.

In order to generate three intensity levels, the pulsed laser may be driven with three
(rather than two) different current levels. This option Is shown In Figure 1(b). There Is
now a third point (point F) that Is closer to the threshold current than point A. This
corresponds to a generated intensity (or output power) that is lower than that generated
at point A. Thus for each pulse emission time, the current is set at level A, F or B, and a
pulse Is generated with the many photon intensity level (A, corresponding to a signal
level), the reduced photon intensity level (F, corresponding to a decoy level) or the
close to zero photon Intensity level (B, corresponding to a vacuum level). However,
since point F Is necessarily close to the laser threshold, the light emitted by the laser at
point F Is not “pure”, 1.e. It differs from the light emitted at point A In spectral and

temporal profile. This can compromise the security of the QKD system.

Alternatively, an intensity modulator comprising a balanced, symmetric Mach-Zehnder
Interferometer (MZI) may be used to generate different intensity levels as follows. A
voltage controlled phase modulator may be arranged In at least one of the
Interferometer arms. By controlling the phase on one arm of the MZI, it Is possible to
control the transmission emitted by the intensity modulator. For example, by placing an
MZ| based intensity modulator after a continuous-wave laser, it is possible to modulate
the emitted intensity by acting on the driving voltage of the intensity modulator (which
controls the phase). The transmission curve of such an intensity modulator as function

of the driving voltage of the intensity modulator is shown In Figure 2. The voltage on

the horizontal axis is set at either of points C and D. These points correspond to

maximum transmission (C) and maximum attenuation (D), thus corresponding to two
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different output intensity levels. Both points C and D correspond to flat regions of the
transmission curve, and are therefore stable, since any fluctuation in the applied
voltage (horizontal axis) only entails a small fluctuation in the transmission (vertical
axis). Thus using a Mach-Zehnder based interferometer together with a continuous-
wave laser it IS possible to generate two intensity levels in a stable way. The vertical
distance between point C and D corresponds to the extinction ratio Ecp=1 of the
Intensity modulator, and determines the contrast between the two intensity levels of the
emitted pulses. The extinction ratio of the intensity modulator is fixed. The extinction

ratio will be defined later on.

In order to generate three intensity levels, a state that is halfway between the intensity
corresponding to D and the intensity corresponding to C may be generated for
example. The corresponding point is shown as point E in Figure 2(b). This point falls in
a region where the transmission is linear with the voltage, thus any fluctuation in the
voltage Is exactly reproduced In the transmission. This intensity level is therefore not
stable (as opposed to points C and D in the figure, which are stable). It is easily seen
that it 1s not possible to preparg The instability of the third intensity level may pose a
security risk for QKD. For instance, a QKD system where the third intensity fluctuates
by more than 30% Is deemed Iinsecure because of this issue. Moreover, such a large

fluctuation can affect the efficiency of the system.

Alternatively, the Intensity modulator discussed In relation to Figure 2 may be used
together with the pulsed laser discussed In relation to Figure 1 to generate three levels
of intensity in a stable manner, by combining: point A on the laser and point C on the
Intensity modulator (signal pulse); point A on the laser and point D on the Iintensity
modulator (decoy pulse); or the remaining combinations B-C or B-D (which both
provide an output intensity that is close to zero, 1.e. vacuum pulse). The difference In
Intensity between these states Is determined by the extinction ratio (=1) of the intensity
modulator. The highest intensity will be achieved by the combination AC. The
combination AD provides an output intensity that is Xer times the one obtained from the
combination AC, with Xer a function of the extinction ratio ER of the intensity

modulator:
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A close to zero intensity is emitted for the combinations BC and BD (the transmission
for BC is higher than for BD, but the light initially emitted by the laser, which is below
the threshold, I1s always close to zero). Thus although these states are stable, the

Intensity levels are high contrast and are set by the extinction ratio of 1 of the intensity

modulator.

As for the first case where a pulse laser is used to generate the different intensity
states, an attenuator Is also Included. The attenuator may be Included before the
Intensity modulator or after the intensity modulator, but in both cases is included before

the quantum transmission channel.

The vacuum state Is often not essential to performance, thus alternatively, decoy state
protocols may be implemented with only two states, the decoy and signal state.
Although the systems shown In Figures 1 and 2 can produce two different intensity
levels In a consistent and stable manner, the intensity levels have a maximum intensity
difference. For many applications, including decoy state protocols, it may be desirable
for the Intensity levels to be closer In Intensity, for example with a 4dB or 6dB
difference. As has been described above for the three or more intensity level case,
such an intensity difference may be generated using point F in Figure 1(b), (which may
cause differences In spectral and temporal profile between the different intensity

pulses) or using point E in Figure 2(b) (which may cause instability) for example.

A photon source unit together with a first intensity modulator comprising an asymmetric
element may be used to generate low contrast, stable intensity states. Stable
generation of optical pulses with two or more different intensities including at least one
low-contrast pair of intensities can be achieved. For example, a transmitter comprising
these elements can prepare In a stable manner the following Intensity levels

(expressed in photon/pulse):

11=0.5 (signal), 1,=0.125 (decoy), and optionally I3<10* (vacuum)

used for a decoy state QKD system. Preparation of these states uses an intensity

modulator with a 6 dB (i.e. 7a) extinction ratio.
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The photon source unit together with a first intensity modulator comprising an
asymmetric element can be used to output intensity states with low fluctuation and with
corresponding frequency and temporal profiles, thus improving the security of the

system.

Figure 3(a) shows an example of a transmitter for a quantum communication system.
The transmitter comprises a photon source unit 1 comprising a photon source. The
photon source unit 1 1s configured to emit light pulses having a first intensity and a
second Intensity, the second Intensity being lower than the first intensity. In this
example, the photon source Is a pulsed laser, where the first intensity corresponds to
the ON state and the second intensity corresponds to the OFF state. Alternatively
however, the photon source may be a CW laser and the photon source unit 1 may
comprise an intensity modulator. The configuration of the photon source unit 1 will be

discussed in more detall in relation to Figure 5.

The transmitter further comprises a first intensity modulator, configured to receive an
iInput light pulse from the photon source unit 1. The first intensity modulator Is based on
a Mach-Zehnder interferometer. The first intensity modulator comprises a first element
2 (also referred to as the input element). The first element 2 1s configured to split an
iInput light pulse into two components, one which exits through a first output port and
one which exits through a second output port. The first element 2 i1Is a symmetric (i.e.

50:50) beam splitter, therefore the intensity of the two components is equal.

The Intensity modulator comprises two arms, a first arm 5 and a second arm 6. The
second arm 6 comprises a phase modulator 3. The phase modulator i1s configured to
apply a phase shift between the two arms. The interferometer I1s balanced, 1.e. the
optical path length of both arms Is the same, such that the phase difference applied by
the phase modulator 3 1s the only phase difference applied between the two

components In the two arms.

The first intensity modulator further comprises a second element 4 (also referred to as
the output element), which I1s an asymmetric beam splitter. The first arm 5 couples a
first output port of the input element 2 to a first input port of the output element 4, the

second arm 6 couples a second output port of the input element 2 to a second Input
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port of the output element 4, via the phase modulator 3. The output element has a first
output port (labelled r) and a second output port (labelled t). The second element 4 is
configured to interfere the two components, which re-combine at the second element 4.
Throughout the specification, the coefficients r and t are referred to, which correspond
to the reflectance and transmittance coefficients for a prism or half mirror based beam
splitter design. However, the beam splitters may be implemented by fibre-based
couplers (or some other design) for example, In which case the distinction between
reflected and transmitted light is not necessary, and t' and ‘r simply correspond to light

emerging from port 1 and port 2 for example.

The first intensity modulator is a low extinction ratio intensity modulator, which uses an
asymmetric beam splitter. In this specification, a low extinction ratio means an
extinction ratio of less than or equal to 0.9 (i.e. 90% of the maximum ER). The first
Intensity modulator in this example thus comprises a Mach Zehnder interferometer with

a 50:50 input beam splitter 2 and with an output beam splitter 4 with reflection and

transmission coefficients r, t < 1, where r’+t°=1, and r # t (for a symmetric beam splitter,

r = t= 1/n2, for an asymmetric beam splitter r = t). For example, r=0 and 20, i.e. the
beam splitter is a partially asymmetric beam splitter. Thus when a single light pulse
having an intensity | is inputted Iinto one of the Iinputs of the output beam splitter, the
intensity output from one port is |r|* times the input intensity | and the intensity output

from the other port is [t|? times the input intensity.

Since the output beam splitter 4 is an asymmetric beam splitter, when a single muilti-
photon light pulse Is input into one of the input ports of the beam splitter 4, the intensity
of a first component (output through a first output port) is not equal to the intensity of a
second component (output through a second output port). The output beam splitter 4
thus has a splitting ratio smaller than 1, where the splitting ratio is the ratio of the
component output through a first output port to the component output through the

second output port.

The phase modulation corresponds to a modulation in the intensities outputted by the
output beam splitter 4. Figure 3(b) shows the transmission curves corresponding to
each output port of the output beam splitter, where the voltage (on the horizontal axis)
corresponds to the phase 6. The transmission curves are both centred around a

transmission value of 0.5. The output intensity at a first port of the output beam splitter



22 02 21

10

15

20

25

30

35

14

4 (labelled r in the figure and shown with the dashed line) corresponds to the intensity
of the light pulse inputted to the input element 2 multiplied by (1+2rtcos6)/2, and the
output intensity at a second port of the output beam splitter 4 (labelled t in the figure
and shown with the solid line) corresponds to the intensity of the light pulse inputted to
the input element 2 multiplied by (1-2rtcosB)/2. The transmission coefficients of the two
output ports of the intensity modulator are therefore (1+2rtcosf)/2 and (1-2rtcos)/2

respectively.

The extinction ratio ER of the intensity modulator depends on the coefficients r and t.

The extinction ratio ER 1s defined as:

ER = (max — min)/(max+min).

where max I1s the maximum intensity output through one port and min is the minimum
intensity output through the port. In this case the max is obtained for cos@ = 1 and the

min is obtained for cosB = -1 and so the ER = 2rt.

For example, if r=0 and t=1, ER=0 (fully asymmetric) and if r = t = 1/v2, then ER=1

(symmetric).

To obtain an extinction ratio of 0.25 for example (corresponding to 6 dB) and produce a
maximum |1 = 0.5 (signal) and minimum |, = 0.125 (decoy), a beam splitter where r =
0.126 and t=0.996 or r = 0.966 and t=0.126 (partially asymmetric) may be used for
example. In another example, r=v0.8=0.9, t=v0.2=0.45, and ER=2v0.16=0.8 (partially

asymmetric).

During operation, the pulsed light source 1 periodically generates pulses having a first
intensity (ON for a pulsed laser — point A in Figure 1) or a second intensity (OFF for a
pulsed laser — point B in Figure 2). The pulses are inputted into the intensity modulator.
Pulses output from the second output t of the intensity modulator may be used for the
gquantum communication for example. The voltage applied to the phase modulator 3 is
controlled for each input light pulse to the voltage corresponding to point C or point D.

The three output intensities correspond to the combination A and C (signal), A and D

(decoy) and either of B and C or B and D (vacuum). The phase modulator 3 comprises

a first setting corresponding to destructive interference (D) at the second element 4,
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wherein when the input light pulse has the first intensity (ON), an output light pulse at
one output of the second element 4 has a third intensity when the phase modulator 3
has the first setting, the third intensity (decoy) being less than the first intensity (ON)
and greater than the second intensity (OFF - vacuum). The phase modulator 3 further
comprises a second setting corresponding to constructive interference (C) at the
second element 4, wherein when the input light pulse has the first intensity (ON), an
output light pulse at the output of the second element has a fourth intensity (signal)
when the phase modulator 3 has the second setting, wherein the fourth intensity

(signal) is greater than the third intensity (decoy) and less than the first intensity (ON).

Alternatively or additionally, the pulses output from the other output may be used. In
this case, when the input light pulse has the first intensity (ON), an output light pulse at
a first output (r) of the second element 4 has the fourth intensity (signal) when the
phase modulator 3 has the first setting and an output light pulse at the output of the
second element 4 has the third intensity (decoy) when the phase modulator 3 has the

second setting.

The components may be connected using waveguides, such as optical fibres.
Alternatively, the system may be implemented with free-space optics. Thus the arms of
the Intensity modulator and the connections between the components may comprise
optical fibres, Including fibre coupled beam splitters. Alternatively, free space beam
splitters such as half silvered mirrors may be used. The phase modulator 3 may
comprise a resistive heater which heats a section of the waveguide. Alternatively, the
phase modulator may comprise a material which exhibits an electro-optic effect,
whereby a phase change can be realised by applying an electric field across the
material. For example, the phase modulator may comprise a crystal which replaces a
section of the waveguide, such as a LINbO; crystal, in which the refractive index is a
function of electric field strength. The photon source unit may comprise a
semiconductor laser diode. Alternatively, the laser may be a fibre laser or a solid state
laser. A continuous wave laser (for example a 1550nm or a 1310nm wavelength laser)

may be used, or a pulsed laser (for example a distributed feedback laser) may be used.

Although In the described transmitter, a symmetric input element 2 and an asymmetric

output element 4 are used, alternatively an asymmetric input element 2 and a
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symmetric output element 4 may be used. The same transmission curves shown In

Figure 3(b) are generated In this case.

Although In the described transmitter, an asymmetric beam splitter 4 has been used as
the output element, alternatively the first intensity modulator may comprise a symmetric
INnput beam splitter, a symmetric output beam splitter and an amplitude attenuation
element placed in one of the interferometer arms. The amplitude attenuation element
may be fixed for example. In this case, the first element may comprise a symmetric
pbeam splitter together with the amplitude attenuation element. These components
together form an asymmetric input element, and together are configured to split the
Input light pulse into two components with unequal intensities. The second element
comprises a symmetric beam splitter, which Is configured to interfere the two
components. If the amplitude attenuation element is place after the phase modulator
for example, then the first element instead comprises the symmetric input beam
splitter, and the second element Is asymmetric and comprises the symmetric output
beam splitter and the amplitude attenuation element. The resulting intensity modulator

functions Iin the same manner as that described in relation to Figure 3.

In the above transmitter and the below described transmitters, a high intensity light
pulse Is Initially emitted from a laser. An attenuator is included to reduce the intensity,
for example such that the average intensities are less than 1 photon per pulse for
protocols such as BB84. Other intensities may be used (for example for continuous
variable based protocols, higher intensities may be used). The light from the laser is
attenuated before it reaches the guantum transmission channel, and therefore the

attenuator may be placed before or after the intensity modulator for example.

In the above transmitter and the below described transmitter, generation of three or
more Intensity levels 1s described (e.g. vacuum state, decoy state and signal state).
However, alternatively, the systems may be used to generate only two intensity levels
(e.g. decoy state and signal state). For example, the difference In the intensity levels

may be less than 6dB.

Figure 4(a) shows an example of another transmitter for a quantum communication

system. The transmitter of Figure 4(a) i1s the same as the transmitter of Figure 3(a),

except that in addition to an asymmetric output element 4, the intensity modulator also
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comprises an asymmetric input element 2. Description of the elements already

described in relation to Figure 3(a) will be omitted.

The first element 2 1s configured to split an input light pulse into two components, one
which exits through a first output port and one which exits through a second output
port. The first element 2 is an asymmetric beam splitter, therefore the intensity of the
two components is unequal. The input beam splitter 2 has reflection and transmission
coefficients r, t < 1, where r*+t’=1, and r = t. The input beam splitter 2 thus has a

splitting ratio less than 1, where the splitting ratio is the ratio of the component output

through a first output port to the component output through the second output port. For

example, =0 and t20, 1.e. the beam splitter is a partially asymmetric beam splitter.

In this example, the input and output beam splitters are identical and have the same
coefficients r and t. The phase modulation corresponds to a modulation In the
Intensities outputted by the output beam splitter 4. Figure 4(b) shows the transmission
curves corresponding to each output port of the output beam splitter 4, where the
voltage (on the horizontal axis) corresponds to the phase 6. The output inte<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>