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(57) ABSTRACT 

Filed: Sep. 26, 2007 A storage system includes a first de-duplication scope com 
prising a first volume, a first table of hash values correspond 

Prior Publication Data ing to first chunks of data stored on the first volume, and a first 
table of logical block addresses of where the chunks of data 

US 2009/OO83563 A1 Mar. 26, 2009 are stored on the first Volume. A second de-duplication scope 
Int. C. includes similar information for a second Volume. The first 
G06F L/32 (2006.01) Scope is used for de-duplicating and storing first data from a 
U.S. C 713/324; 713/300 713/32O: first data source and the second scope is used for de-duplicat 

Oa - - - - - - - - - - - - - - - - - - - - - - - - - - - s 71/162 ing and storing second data from a second data source. First 

Field of Classification Search 713/300 storage mediums that make up the first Volume remain pow 
ered off while de-duplication and storage of the second data 
on the second Volume takes place, and second storage medi 
ums that make up the second Volume remain powered off 
while de-duplication and storage of the first data takes place, 
thereby enabling data de-duplication while saving power. 
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1. 

POWER EFFICIENT DATA STORAGE WITH 
DATA DE-DUPLICATION 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates generally to information sys 

tems and storage systems. 
2. Description of Related Art 
A number of factors are significantly increasing the cost of 

operating data centers and other information processing and 
storage facilities. These factors include a tremendous 
increase in the amount of data being stored, rising energy 
prices, and computers and storage systems that are consum 
ing more electricity and that are requiring greater cooling 
capacity. If current trends continue, many data centers may 
Soon have insufficient power capacity to meet their needs due 
to the increasing density of equipment and rapid growth in the 
scale of the data centers. Therefore, achieving power effi 
ciency is a very critical issue in today's datacenters and other 
information processing and storage facilities. Related art 
includes U.S. Pat. No. 7,035,972, entitled “Method and Appa 
ratus for Power-Efficient High-Capacity Scalable Storage 
System’, to Guha et al., filed Jun. 26, 2003, the entire disclo 
sure of which is incorporated herein by reference. 

Also, Solutions for addressing the tremendous increase in 
the amount of data being stored include technologies for 
reducing this huge amount of data. One such technology is 
data de-duplication, which is based on the premise that a large 
amount of the data stored in a particular storage environment 
already has redundant portions also stored within that same 
storage environment. During the data writing process, a typi 
cal de-duplication function breaks down the data stream into 
Smaller chunks of data and compares the content of each 
chunk of data to chunks previously stored in the storage 
environment. If the same chunk of data has already been 
stored in the storage system, then the storage system just 
makes a new link to the already-stored data chunk, rather than 
storing the new data chunk that has same content. Related art 
includes U.S. Pat. Appl. Pub. No. 2005/0216669, entitled 
“Efficient Data Storage System’, to Zhu et al., filed May 24, 
2005, the entire disclosure of which is incorporated herein by 
reference, and which teaches a typical method for storing data 
with a de-duplication function. 

Consequently, the use of data de-duplication in a storage 
environment reduces the overall size of the data stored in the 
storage environment, and this technology has been adopted in 
many storage systems, including in VTL (Virtual Tape 
Library) systems and other systems for performing data 
backup. Prior art related to VTL systems includes U.S. Pat. 
No. 5,297,124, to Plotkinet al., entitled “Tape Drive Emula 
tion System for a Disk Drive', the entire disclosure of which 
is incorporated herein by reference, and which is directed to a 
VTL system, namely, a virtual tape backup system that uses a 
disk drive to emulate tape backup. Using VTL or other data 
backup systems, it is possible to consolidate all data for 
backup from a variety of applications, divisions, sources, etc., 
into a single data backup storage solution that allows single 
point management as well. However, because de-duplication 
technology continuously compares new incoming data 
chunks with previously-stored data chunks at the volumes of 
the storage system, these Volumes need to be always powered 
on. This is because any of the previously-stored chunks may 
need to be compared with a new incoming chunk, and there is 
no guarantee that a specific portion of the stored data will not 
be needed for making the comparison over any certain period 
of time. This situation, while reducing the overall amount of 
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2 
data stored, does little else to aid in reducing the amount of 
power consumed by the storage system. Accordingly, there is 
a need for a more power-efficient method for performing data 
backup while also performing de-duplication of the data 
being backed up. 

BRIEF SUMMARY OF THE INVENTION 

Embodiments of the invention reduce power consumption 
in a data backup system by controlling disk power Supply 
while also utilizing a de-duplication function on the system to 
reduce the overall amount of storage capacity required. Thus, 
the invention provides benefits not available with the prior art, 
since the present invention saves power while also causing the 
storage system to store data more efficiently by performing a 
de-duplication function. These and other features and advan 
tages of the present invention will become apparent to those 
of ordinary skill in the art in view of the following detailed 
description of the preferred embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, in conjunction with the gen 
eral description given above, and the detailed description of 
the preferred embodiments given below, serve to illustrate 
and explain the principles of the preferred embodiments of 
the best mode of the invention presently contemplated. 

FIG. 1 illustrates an example of a hardware configuration 
in which the method and apparatus of the invention may be 
applied. 

FIG. 2 illustrates an example of a logical configuration of 
the invention applied to the architecture of FIG. 1. 

FIG. 3 illustrates an example of a logical structure of de 
duplication scope. 

FIG. 4 illustrates an exemplary data structure of a backup 
schedule table. 

FIG. 5 illustrates an exemplary data structure of a scope 
table. 

FIG. 6 illustrates an exemplary data structure of an array 
group table. 

FIG. 7 illustrates an exemplary data structure of a hash 
table. 

FIG. 8 illustrates an exemplary data structure of a chunk 
table. 

FIG. 9 illustrates an exemplary data structure of a backup 
image catalog table. 

FIG. 10 illustrates an exemplary process for data backup. 
FIG. 11 illustrates an exemplary Scope setting process. 
FIGS. 12A-12B illustrate an exemplary data write process. 

DETAILED DESCRIPTION OF THE INVENTION 

In the following detailed description of the invention, ref 
erence is made to the accompanying drawings which form a 
part of the disclosure, and, in which are shown by way of 
illustration, and not of limitation, specific embodiments by 
which the invention may be practiced. In the drawings, like 
numerals describe Substantially similar components through 
out the several views. Further, the drawings, the foregoing 
discussion, and following description are exemplary and 
explanatory only, and are not intended to limit the scope of the 
invention or this application in any manner. 

Embodiments of the invention include methods and appa 
ratuses for providing a de-duplication solution to address the 
explosion in the amount of data being Stored in certain indus 
tries, and embodiments of the invention also introduce a disk 
power control technology that reduces the amount of power 
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consumed by storage devices. The inventor has determined 
that in certain storage environments, a large amount of data 
being stored is backup data that does not need to be accessed 
frequently, and in fact, a large amount of data is stored and 
never accessed again. The invention takes advantage of this 
phenomenon by determining optimal situations in which to 
turn off the disk spindles for the storage devices that do not 
have to be active all the time, thereby reducing the power 
consumption of the storage devices and also reducing the 
power consumed for cooling. 

Embodiments of the invention include a data backup sys 
tem. Such as a VTL system that maintains a "de-duplication 
Scope' internally in the system. The de-duplication scope 
includes a hash table of the de-duplication chunks and a 
storage volume where the de-duplication chunks will be 
stored. Each de-duplication scope is assigned to a respective 
backup source data, such as email server data, file server data, 
or so forth. When the time comes to begin a backup task for a 
particular type of data, for instance data of an email server, the 
backup management module sets a corresponding de-dupli 
cation scope in the storage system. The storage system turns 
on only the disk drives related to the specified de-duplication 
scope and keeps the rest of the disk drives powered off. The 
backup management module writes a backup data stream to 
the storage system, and the de-duplication module on the 
storage system performs the de-duplication process by utiliz 
ingahash table and chunk Volume that were previously set for 
the de-duplication scope applicable for the particular data 
type. Thus, the source data is backed up to the storage system 
using de-duplication by consolidating the redundant data por 
tions while other disks used for backing up data of a different 
scope remain powered off. 
By partitioning a comparison target area according to the 

de-duplication scope, the process will lose only a little of the 
effectiveness of de-duplication. For example, the reason why 
data de-duplication works well for data backup operations is 
because a specific source data is backed up repeatedly. On the 
other hand, performing data de-duplication between different 
Sources of data has a much smaller expectation of efficiency 
for reducing the size of the data being stored. Therefore, 
reducing power consumption by a large amount is more effec 
tive in this situation than attempting to de-duplicate large 
amounts of data with little data actually being de-duplicated. 
Thus, the method set forth by the invention is more valuable 
from both a total cost of ownership perspective and an envi 
ronmental perspective. Having multiple Such de-duplication 
Scopes within a single storage system, such as a VTL storage 
system, and integrating power Supply control allows a large 
percentage of the disk drives to be powered off during the 
numerous long backup windows common in data storage 
facilities, and turning on entire sections of a storage system 
can be avoided. Further, while embodiments of the invention 
are described in the context of an example of a VTL system, 
it will be apparent to those of skill in the art that the invention 
can be applied to other data backup storage systems, archive 
storage systems and the like. 

First Embodiment 

Hardware Architecture 

FIG. 1 illustrates an example of a physical hardware archi 
tecture of an information system of the first embodiments. 
The information system of these embodiments consists of a 
storage system 100, one or more application computers 110 
and a management computer 120. Application computer 110. 
management computer 120 and storage system 100 are con 
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4 
nected for communication through a network 130, which may 
be a SAN (Storage Area Network), a LAN (Local Area Net 
work), a WAN (Wide Area Network), or other type of net 
work. Further, for example, if a SAN is used as network 130, 
a LAN (not shown) may also be included for additional com 
munication between management computer 120 and storage 
system 100 as a management-dedicated network. 

Storage system 100 includes a controller 101 for control 
ling access to a plurality of storage devices, such as storage 
mediums 106. Controller101 includes a CPU 102, a memory 
103, and one or more ports 104 for connecting with network 
130. Storage mediums 106 are connected for communication 
with controller 101, and may be hard disk drives in the pre 
ferred embodiment, but in other embodiments could be any of 
a variety of other types of storage devices, such as Solid state 
memory, optical disks, tape drives, and the like. VTL or other 
backup functionality can be integrated into storage system 
100 as described in this example, but in other embodiments, 
this functionality may be provided separately from a general 
storage system as an independent appliance. 

Application computer 110 may be a computer that com 
prises a CPU 111, a memory 112, a port 113, and a storage 
medium 114. Application computer 110 may be a server on 
which an application is executed, and which maintains data 
related to the application. In the example illustrated, the appli 
cation data may be assumed to be stored in the internal storage 
medium 114, but it could also be stored to an external storage 
system connected to the application computer. Such as 
through network 130. 
Management computer 120 may be a computer server that 

includes a CPU 121, a memory 122, and a port 123. Manage 
ment computer 120 is a terminal computer that can be used by 
a backup administrator to manage the backup tasks on Storage 
system 100, and backing up data from application computers 
110 to storage system 100. 

Logical Element Structure 
FIGS. 2 and 3 illustrate an exemplary software and logical 

element structure of this embodiment. As illustrated in FIG.2, 
elements on the application computer 110 include an appli 
cation 280 which is a module on application computer 110 
that creates enterprise data of a particular type, Such as e-mail, 
for instance. Data that is created by the application 280 is 
stored in a source Volume 270. Such as on storage medium 114 
on the application computer 110. 
Management computer 120 includes a backup manage 

ment module 290 that controls the entire backup process. 
Management computer 120 first specifies which application 
data (e.g., source Volume 270) is to be backed up to the 
storage system 100. After the storage system 100 is ready, 
controller 101 receives backup source data from application 
computer 110. Backup schedule table 500 maintains infor 
mation regarding the time when each data source is to be 
backed up, and also identification (i.e., "de-duplication 
scope' described further below) of each backup data which is 
specified to the storage system before starting the data trans 
fer. 

Storage Volume Composition 
Each array group 210 is a logical storage capacity that is 

composed of physical capacity from plural storage mediums 
106, and may be configured in a RAID (Redundant Array of 
Independent Disks) configuration. For example, an array 
group can be composed as a RAID 5 configuration, Such as 
having three disks that store data and another disk that stores 
parity data for each data stripe. Target Volumes 220 are logical 
storage extents (i.e., logical Volumes) which are created as 
available storage capacity by carving out available storage 
space from one of array groups 210. In FIG. 2, a target Volume 
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220-1 is generated from array group 210-1, a target Volume 
220-2 is generated from array group 210-2, and a target Vol 
ume 220-3 is generated from array group 210-3. Each target 
volume 220 is a logical volume that holds backup data for a 
specific source volume 270 of one of application computers 
110 (typically in a one-to-one relation). Each target volume 
220 holds a plurality of data chunks 230. A chunk 230 is a 
portion of backed up data that has been stored in the volume 
220. However, because the de-duplication process consoli 
dates chunks that have same pattern of bytes during the 
backup process, each chunk 230 contained in a volume 220 
has a unique content in comparison with the other chunks 230 
within that respective target volume 220. A chunk 230 is 
composed of plural blocks 240. The maximum number of 
blocks within a chunk 230 is limited to a specified amount, but 
not all of these blocks need to be filled in any particular chunk. 
During a backup process for a particular source volume 270 
only the corresponding target volume 220 will be powered on, 
which means only the storage mediums 106 making up the 
particular array group 210 from which the target volume 220 
is allocated need to be turned on, and the rest of Storage 
mediums 106 and their corresponding target volumes 220 can 
remain in the powered-off condition. Thus according to the 
illustrated embodiment, every target volume 220 is preferably 
allocated from a different array group. Or, in other words, 
allocating target Volumes across multiple array groups is 
avoided. 

Software on the Controller 
As illustrated in FIG. 2, de-duplication module 200 is a 

program for providing the de-duplication service to the Stor 
age system 100 in response to direction from backup man 
agement module 290. De-duplication module 200 is config 
ured to also control the power Supply for turning on and off 
target volumes 220 by controlling the power supply to the 
storage mediums 106 making up the corresponding array 
groups 210. When any specific de-duplication scope is speci 
fied from backup management module 290, de-duplication 
module 200 turns on the related target volume by turning on 
the power Supply to the storage mediums in the corresponding 
array group. De-duplication module 200 then accepts write 
requests for writing the data stream of the backup data to the 
target Volume 220 corresponding to the de-duplication scope 
specified by the backup management module 290. During the 
writing of the data to the target Volume, de-duplication mod 
ule 200 breaks the data stream downto the size of chunks, and 
compares the new data with chunks already stored on the 
target volume. When a new data pattern is identified, de 
duplication module 200 creates a new chunk with that portion 
of the backup data stream, and stores the new chunk in the 
target volume. On the other hand, when a portion of the 
backup data stream is identical to an existing chunk, de 
duplication module 200 only creates an additional link to the 
existing chunk. After completion of processing of the entire 
quantity of backup data, the target Volume may be turned off 
again by de-duplication module 200, which may be triggered 
by an instruction from backup management module 290. 

Controller 101 also includes data structures used by de 
duplication module 200. A scope table 600 holds records of 
de-duplication scope information to find a set of a hash table 
800, a chunk table 900, a backup image catalog table 1000 
and a target Volume 220 for a specific scope. An array group 
table 700 holds records of array group information for 
enabling de-duplication module 200 to determine which set 
of storage mediums make up a particular array group. Each 
hash table 800 holds hash values generated for each chunk in 
a corresponding target storage Volume 220. The hash values 
are used for carrying out an initial comparison of incoming 
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6 
new data with existing chunks in the volume. Chunk table 900 
holds the information of locations (logical block address— 
LBA) where each chunk is actually stored within a respective 
target volume 220. Backup image catalog table 1000 holds 
the information of backed up images for a particular target 
Volume 220, and has mapping information of each image to 
chunks stored in the particular target volume. Hash table 800, 
chunk table 900 and backup image catalog table 1000 will be 
generated so that there is one for each target Volume or cor 
responding scope. 
Components of De-Duplication Scope 
As illustrated in FIG. 3, de-duplication scope 300 is the 

logical group which holds a set of elements needed to perform 
data backup while utilizing the de-duplication function for 
the specific source volume 270. Thus, a de-duplication scope 
300 consists of a target volume 220, a hash table 800, a chunk 
table 900, and a backup image catalog table 1000. The storage 
system of the invention has multiple sets of such scopes, and 
is able to Switch from one scope to the next based on com 
mands received from backup management module 290 (i.e., 
only one scope set is used during a specific backup process for 
a specific source Volume). 

Backup Schedule Table 
FIG. 4 illustrates an example of a data structure of backup 

schedule table 500, which includes a backup source name 510 
that identifies the name for the backup source data. A trigger 
timing 520 indicates the time to start the backup process for 
the data from the particular backup source. A scope ID 530 
identifies the de-duplication scope to be used for the backup 
source. For example, line 591 indicates a record for the 
backup source data "Email that is scheduled to be backed up 
from every “2:00 am on Wednesday” and that has a de 
duplication scope at storage system with a scope ID of “S1’. 
Back up schedule table 500 is maintained in management 
computer 120, and is referred to by backup management 
module 290 to determine when to start each backup process 
and which scope storage system 100 should use. 

Scope Table 
FIG. 5 illustrates an example of a data structure of scope 

table 600, which includes a scope ID 610 that identifies the 
de-duplication scope. A hash ID 620 identifies the hash table 
800 which belongs to the particular scope. A chunk table ID 
630 identifies the chunk table 900 that belongs to the particu 
lar scope. A catalog ID 640 identifies the backup image cata 
log table 1000 that belongs to the particular scope. A target 
volume ID 650 identifies the target volume 220 that belongs 
to the particular scope. An array group ID 660 identifies the 
array group which the target Volume was originally carved 
from. For instance, line 691 illustrates a record in which the 
de-duplication scope “S1’ consist of a hash table “H1', a 
chunk table “CT1, a backup image catalog table “CLG1. 
and the backup data will be stored on a target volume “V1 
which was carved from array group A1. Components of 
each scope are generated one by one for their respective 
Scopes, and thus the storage system will have multiple sets of 
these components, i.e., one set for each scope. Scope table 
600 is referred to by de-duplication module 200 to locate the 
set of tables 800, 900, 1000 and target volume 220 corre 
sponding to the specified de-duplication scope 300 that is 
used forbacking up the data specified by backup management 
module 290. 

Array Group Table 
FIG. 6 illustrates an example of a data structure of array 

group table 700, which includes an array group ID 710 that 
identifies the array group for each entry. A medium ID 720 
identifies the storage medium corresponding to an array 
group. For instance, entries 791, 792 and 793 represents 



US 7,870,409 B2 
7 

records of an array group A1 that includes storage mediums 
“M1”, “M2” and “M3” therein. Array group table 700 is 
referred to by de-duplication module 200 to determine which 
set of storage mediums 106 make up a certain array group 210 
so that the power for particular storage mediums can be 
turned off and on. 

Hash Table 
FIG. 7 illustrates an example of a data structure of hash 

table 800. A hash value entry 810 contains a hash value 
generated from a respective chunk by de-duplication module 
200 during the backup process. A chunk ID 820 identifies the 
chunk within the specific target volume for which the hash 
table has been generated. For instance, line 891 represents a 
record of a chunk which has “S1HV1 as the Hash Value and 
that has a chunk ID is “S1Ch1. It should be noted that the 
same hash value can sometimes be generated for chunks that 
actually have different data content, Such as is illustrated at 
line 892 for chunk ID “S1 Ch2 and line 893 for chunk ID 
“S1Ch3, which both have the same hash value “S1HV2. 
Thus, hashtable 800 is used by de-duplication module 200 for 
making an initial comparison between newly divided source 
backup data and existing chunks on the target Volume. Then, 
if a matching hash value is identified, a direct bit-to-bit or 
byte-to-byte comparison is carried out to determine if the data 
is truly identical to the existing chunk. One hash table 800 is 
generated for each de-duplication scope 300. 
Chunk Table 
FIG. 8 illustrates an example of a data structure of chunk 

table 900, that includes a chunk ID 910 which identifies 
particular chunks. A start LBA 920 indicates the LBA on the 
target Volume that is the starting address of the respective 
chunk. A number of blocks 930 indicates a number of valid 
blocks within the respective chunk. For instance, line 991 
represents a record of a chunk that has “S1Chl” as the chunk 
ID, the chunk is stored starting at LBA “0” on the volume, and 
then number of valid blocks is “32 blocks from the starting 
LBA. During the de-duplication process a backup source data 
byte stream is divided into portions that are of a size equal to 
the maximum number of blocks of a chunk (e.g., 32 blocks in 
this example). However, it may happen that the end portion of 
the data might not exactly divide into this boundary, and thus 
Some chunks will often be Smaller in length than the maxi 
mum number of blocks allowed in a chunk. When this hap 
pens, the number of blocks 930 in chunk table 900 indicates 
the end point of valid data when a comparison is being carried 
out. For example, line 992 shows a chunk ID “S1Ch2” starts 
at LBA32, and contains 25 blocks of valid data. The remain 
der of this chunk may be filled with null data that is ignored by 
de-duplication module 200 for data comparison purposes. 
Chunk table 900 is updated and referred to by de-duplication 
module 200 to use for accessing the content of each chunk 
during the comparison between newly divided source backup 
data and existing chunks on the target Volume. One chunk 
table 900 is created and maintained for each de-duplication 
scope 300. 

Backup Image Catalog Table 
FIG. 9 illustrates an example data structure of backup 

image catalog table 1000, that include a backup image ID 
1010 which identifies the backup image. A timestamp 1020 
indicates the timestamp for the start time of the backup pro 
cess for the particular backup image. A sequential number 
1030 indicates a sequential number for each divided portion 
of the backup data stream. A chunk ID 1040 indicates the 
chunk that corresponds to that divided portion of the data. For 
instance, line 1091 represents a record of a chunk “S1Ch1 
which belongs to backup image “S1 BUO000 that was 
backed up at “T1 (some time value) and that was the first 
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8 
divided portion (sequential number “O'”) of the backup data 
stream. Backup image catalog table is updated and referred to 
by de-duplication module 200 when backup is performed 
utilizing the de-duplication function. 

Process of Data Backup 
FIG. 10 illustrates an example of a process for data backup 

of application data executed by backup management module 
290 and de-duplication module 200. The process typically 
begins when the time to backup the application has arrived, as 
indicated by backup schedule table 500. Alternatively, the 
process may be triggered manually by an administrator. 
Backup management module 290 will determine the scope 
that corresponds to the particular application and make Stor 
age system 100 ready to carry out the backup by instructing 
setting of the scope. Storage system 100 identifies the corre 
sponding tables for the specified scope and powers on the 
target Volume that belongs to the scope. The application data 
is backed up to the target volume while the de-duplication 
function is also performed. The target Volume may be pow 
ered off following the completion of the backup process. In 
this example, an “Email application will be backed up. 

Step 1500: Backup management module 290 selects a 
scope ID 530 from backup schedule table 500 in which the 
record has the backup source name 510 set as “Email', whose 
trigger timing has come due. 

Step 1510: Backup management module 290 sends a com 
mand to the storage system 100 to set the scope ID for the 
selected Scope. 

Step 1520: De-duplication module 200 performs a “Scope 
Setting Process', as set forth in FIG. 11, to identify and select 
the tables 800,900, 1000 for the specified scope and to power 
on the corresponding target volume 220. 

Step 1530: Backup management module 290 receives 
backup source data from the respective application computer 
110 and transfers that data stream to the storage system 100. 

Step 1540: De-duplication module 200 performs a “Data 
Write Process', as set forth in FIGS. 12A-12B, that writes the 
received data to the target volume 220 while utilizing the 
de-duplication function. 

Step 1550: When the transfer of the backup data to the 
storage system has been completed, backup management 
module 290 sends a notice to the storage system 100 that the 
backup process is completed. 

Step 1560: De-duplication module turns off the power to 
all storage mediums 106 that were powered on in step 1520. 

Scope Setting Process 
FIG. 11 illustrates an example of a process for setting the 

Scope on the storage system before the actual data backup 
(i.e., writing of data to the target Volume) starts to be executed 
by de-duplication module 200. The scope setting process 
selects tables for the specified scope and powers-on the stor 
age mediums for the target Volume belonging to the scope. 

Step 1600: De-duplication module 200 selects IDs of the 
scope elements for the specified de-duplication scope 300 
from scope table 600, such as hash table ID, chunk table ID, 
backup image catalog table ID, target Volume ID and array 
group ID corresponding to the identified scope ID. 

Step 1610: De-duplication module 200 identifies all 
medium IDs 720 from array group table 700 of the storage 
mediums 106 that correspond to the array group ID obtained 
in step 1600. 

Step 1620: De-duplication module 200 powers on the stor 
age mediums 106 that were identified in step 1610. 

Data Write Process 
FIGS. 12A-12B illustrate an example of a process to write 

backup source data to one of target Volumes 220 that is 
executed by de-duplication module 200. The process (a) 
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divides the backup data into chunk-sized pieces, (b) compares 
hash values calculated for the divided portions with the exist 
ing hash values for existing data already stored in the storage 
system, c) compares the divided portion with actual chunk 
content if the hash values match, and d) stores a new chunk to 5 
the storage system when the divided portion does not match 
any of the data already stored, and e) updates the related tables 
800, 900, 1000 of the scope. 

Step 1700: De-duplication module 200 initializes the vari 
able “v SequentialNumber to 0 (zero) to keep track of 10 
sequence numbers for the particular backup image. 

Step 1710: De-duplication module 200 breaks down the 
data stream into the size of a chunk by dividing the backup 
data as it is received into portions having a number of blocks 
that is the same as the maximum designated number of blocks 15 
of a chunk. In the example give above with reference to FIG. 
8, the maximum number of blocks for a chunk is 32 blocks, 
but any other practical number of blocks may be used. 

Step 1720: De-duplication module 200 selects one of the 
divided data portions created in step 1710 for processing. If 20 
every piece of the divided data portions of the backup data has 
already been processed then the process ends; otherwise the 
process goes to Step 1730. 

Step 1730: De-duplication module 200 generates a new 
hash value for the divided backup data portion selected in 
Step 1720. The particular hash function used is not essential 
to the invention. For example, MD5, SHA1, SHA256, or the 
like, can be used. 

Step 1740: De-duplication module 200 identifies any 
records in the hash table 800 that have an existing hash value 
that matches the newly-generated hash value calculated in 
Step 1730. If there are no records having a hash value that 
match or every record having a matching hash value has 
already been processed, then the process goes to Step 1800 in 
FIG. 12B (i.e., the data content of the particular divided data 
portion being examined is unique, and it will be necessary to 
create new chunk on the target volume 220 to store the divided 
data portion). Otherwise, if one or more matching hash values 
are located in Step 1740, the process goes to Step 1750 for 
direct data comparison. As discussed above, the hash table 
800 used here for the comparison is selected by the hash table 
ID obtained in step 1600 of the Scope Setting Process 
described above with reference to FIG. 11. 

Step 1750: De-duplication module 200 identifies from 
hash table 800 the chunk ID of the chunk that has the match 
ing hash value, and then uses this chunk ID to obtain the start 
LBA 920 and number of blocks 930 of the identified chunk 
from chunk table 900. This information shows the storage 
location and length of the actual chunk content that has the 
same hash value as the divided backup data portion being 
examined. The chunk table used here for the comparison is 
selected by its ID obtained in step 1600 of the Scope Setting 
Process described above with reference to FIG. 11. 

Step 1760: De-duplication module 200 directly compares 
the byte stream of the divided backup data portion with the 
content of the existingchunk obtained in step 1750. If the byte 
pattern matches, then the data has content that is identical to 
content already stored in the storage system, and it is not 
necessary to store the data again because the chunk previ 
ously stored on the target Volume can be shared and a new 
chunk does not have to be created, so the process goes to Step 
1770. Otherwise, if the byte patterns do not match each other, 
the process goes back to Step 1740 to process any other 
matching hash values. 

Step 1770: Since the identical data content is already stored 
on the target Volume, it is not necessary to create and store a 
new chunk, so de-duplication module 200 sets a variable 
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“v chunkID' as the chunk ID of the existing chunk that was 
selected in step 1740, and then proceeds to Step 1850 in FIG. 
12B. 

Step 1800: Referring to FIG. 12B, following Step 1740, 
when no matching hash value or identical content were found 
for the divided data portion being examined, a new chunk 
needs to be stored for the particular divided data portion. 
De-duplication module 200 obtains an ID of an empty chunk 
for target volume 220 (or de-duplication module could create 
any unique chunk ID for a portion of volume) and also obtains 
a start LBA of target volume 220 for storing the backup data 
portion as the new chunk. Allocating the Volume capacity for 
the new chunk may be carried out by various methods. For 
example, the entire capacity of the target Volume 220 can be 
partitioned into chunks having the maximum number of 
blocks for a chunk when the volume 220 is initially allocated. 
This can create an available pool of equal-sized storage areas, 
and the boundary block address of each of these partitioned 
areas can then be provided as the start LBA for storing a new 
chunk, one by one, as a new empty chunk is requested. 

Step 1810: De-duplication module 200 stores the backup 
data portion content as the new chunk into the target Volume 
220 at the LBA specified by the start LBA obtained in Step 
18OO. 

Step 1820: De-duplication module 200 creates a new 
record in hash table 800 using the hash value generated in 
Step 1730 and the chunk ID obtained in Step 1800. 

Step 1830: De-duplication module 200 creates a new 
record in chunk table 900 using the chunk ID and start LBA 
obtained in Step 1800 and the length in number of blocks of 
the newly-stored backup data content. 

Step 1840: De-duplication module 200 sets the variable 
“v ChunkID” to be the chunk ID obtained in Step 1800 (i.e., 
the ID of the new chunk). 

Step 1850: De-duplication module 200 inserts new record 
to backup image catalog table 1000 and fills in the values 
below. The backup image ID 1010 is a unique ID for the 
backup image being processed that is allocated either by 
de-duplication module 200 or backup management module 
290. The timestamp 1020 indicates the beginning time of the 
current backup process. The sequential number 1030 is the 
value of the variable V SequentialNumber, which is the 
sequence number of the divided data portion that was pro 
cessed. The chunk ID is the value of the variable v. ChunkID, 
which value depends on whether a new chuck was created 
(Steps 1800-1840) or whether an existing chunk was found 
that had identical content (Step 1770). 

Step 1860: De-duplication module 200 increments the 
value of the variable V SequentialNumber and proceeds back 
to Step 1720 to repeat the process for the next divided data 
portion of the backup data. When all portions of the backup 
data have been examined and an entry stored in backup image 
catalog table 1000, the process ends. 

Thus, the de-duplication solution of the invention provides 
a means for reducing the amount of data that needs to be 
stored while the disk power control technology reduces the 
overall power consumption of the storage system. Under the 
data backup arrangement of the invention, only a portion of 
the storage mediums need to be turned on and the rest of the 
storage mediums can remain turned off. The storage system 
holds a plurality of de-duplication scopes internally in the 
system, and each de-duplication scope is assigned to a respec 
tive backup source data such as email server data, file server 
data, and so on. When the time comes to begin a backup task 
for a particular data source, the backup management module 
sets the corresponding de-duplication scope, and then turns 
the power to only the storage mediums related to the specified 
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de-duplication scope, and keeps the remainder of the storage 
mediums in the powered-off condition. The de-duplication 
process is carried out for the particular volume included in the 
set de-duplication scope, thereby eliminating redundant data 
portions while other backup target Volumes are kept turned 
off. Additionally, when backup data needs to be retrieved, 
only the storage mediums corresponding to the particular 
Volume containing the data need to be turned on, and the 
desired backup image can be read out using the correspond 
ing backup image catalog table and chunk table. Further, 
while the invention has been described in the environment of 
aVTL backup storage system, the invention is also applicable 
to other types of backup storage systems, archive storage 
systems and other types of storage systems in which the 
de-duplication scopes of the invention may be applied. 

From the foregoing, it will be apparent that the invention 
provides methods and apparatuses for reducing power con 
Sumption for a storage system by controlling the storage 
device power Supply while at the same time utilizing a de 
duplication function on the storage system to reduce the 
amount of storage capacity used. Additionally, while specific 
embodiments have been illustrated and described in this 
specification, those of ordinary skill in the art appreciate that 
any arrangement that is calculated to achieve the same pur 
pose may be substituted for the specific embodiments dis 
closed. This disclosure is intended to cover any and all adap 
tations or variations of the present invention, and it is to be 
understood that the above description has been made in an 
illustrative fashion, and not a restrictive one. Accordingly, the 
scope of the invention should properly be determined with 
reference to the appended claims, along with the full range of 
equivalents to which such claims are entitled. 
What is claimed is: 
1. A storage system comprising: 
a controller in communication with one or more first stor 

age mediums and one or more second storage mediums; 
and 

a first Volume having storage capacity allocated from the 
one or more first storage mediums, 

wherein initially said one or more first storage mediums 
and said one or more second storage mediums are con 
figured in a powered off condition, 

wherein said controller is configured to receive an instruc 
tion for first data to be stored to said first volume, and 
place said one or more first storage mediums in a pow 
ered on condition while said one or more second storage 
mediums remain powered off. 

wherein content of said first data received by said control 
ler is compared with content of any existing data stored 
in said first volume, and 

wherein when results of the comparison show that the 
content of said data does not match the content of said 
existing data in said first Volume, said first data is stored 
to said first volume. 

2. A storage system according to claim 1, 
wherein when the results of the comparison show that the 

content of the first data matches the content of said 
existing data stored in said first volume, a first record is 
stored linking an identifier of the first data with an iden 
tifier of the existing data, and the first data is discarded. 

3. A storage system according to claim 2, 
wherein, following completion of storing of said first data 

to said first volume when the content of the first data 
does not match or storing of the record when the content 
of the first data does match, said one or more first storage 
mediums are powered off. 
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4. A storage system according to claim3, further compris 

ing: 
a second Volume having storage capacity allocated from 

said one or more second storage mediums, 
wherein said controller receives an instruction for second 

data to be stored to said second Volume, 
wherein said controller configures said one or more second 

storage mediums in a powered on condition while said 
one or more first storage mediums remain powered off, 

wherein content of said second data received by said con 
troller is compared with content of any existing data 
stored in said second Volume, 

wherein, when results of the comparison show that the 
content of said second data does not match the content of 
said existing data in said second Volume, said second 
data is stored to said second Volume, 

wherein, when the results of the comparison show that the 
content of the second data matches the content of said 
existing data stored in said second Volume, a second 
record is stored linking an identifier of the second data 
with an identifier of the existing data stored in said 
second Volume, and the second data is discarded, and 

wherein, following completion of storing of said second 
data to said second Volume when the content of said 
second data does not match or storing of the record when 
the content of said second data does match, said one or 
more second storage mediums are powered off. 

5. A storage system according to claim 1, 
wherein a first hash value is calculated for the content of 

said first data, and during said comparison, said first 
hash value is compared with second hash values calcu 
lated for the content of the existing data stored on said 
first volume to determine whether a direct comparison of 
the content of the first data with the content of the exist 
ing data on said first volume should be conducted. 

6. A storage system according to claim 1, 
wherein there are a plurality of said first storage mediums, 

said first storage mediums being configured in a first 
array group, said first volume having storage capacity 
allocated from said first array group, 

wherein there are a plurality of said second storage medi 
ums, said second storage mediums being configured in a 
second array group, a second Volume having storage 
capacity allocated from said second array group, and 

wherein said first and second array groups are configured 
to be powered on and off by said controller indepen 
dently of each other. 

7. A storage system according to claim 1, further compris 
ing: 

a first de-duplication scope including said first volume, a 
first table of hash values corresponding to first chunks of 
data stored on said first volume, and a first table of 
logical block addresses of where the chunks of data are 
stored on said first volume; and 

a second de-duplication scope including said second Vol 
ume, a second table of hash values corresponding to 
second chunks of data stored on said second Volume, and 
a second table of logical block addresses of where the 
second chunks of data are stored on said second Volume, 

wherein said first scope is configured for use in de-dupli 
cating and storing data from a first data source and said 
second scope is configured for use in de-duplicating and 
storing data from a second data source. 

8. A storage system according to claim 7. 
wherein a first application computer produces first appli 

cation data stored in a first source Volume as said first 
data source and a second application computer produces 



US 7,870,409 B2 
13 

second application data stored in a second source Vol 
ume as said second data source, and 

wherein a management computer in communication with 
said storage system periodically instructs said storage 
system to backup said first source Volume to said first 
Volume using said first scope and said second source 
Volume to said second Volume using said second scope. 

9. An information system comprising: 
a storage system including a controller in communication 

with one or more first storage mediums and one or more 
second storage mediums; 

a first volume having storage capacity allocated from said 
one or more first storage mediums; 

a second Volume having storage capacity allocated from 
said one or more second storage mediums, 

a first de-duplication scope including said first volume, a 
first table of hash values corresponding to first chunks of 
data stored on said first volume, and a first table of 
logical block addresses of where the chunks of data are 
stored on said first volume; and 

a second de-duplication scope including said second Vol 
ume, a second table of hash values corresponding to 
second chunks of data stored on said second Volume, and 
a second table of logical block addresses of where the 
second chunks of data are stored on said second Volume, 

wherein said first scope is configured for use in de-dupli 
cating and storing first data from a first data source and 
said second scope is configured for use in de-duplicating 
and storing second data from a second data source. 

10. An information system according to claim 9. 
wherein said one or more first storage mediums and said 

one or more second storage mediums are initially con 
figured in a powered off condition, 

wherein said controller is configured to receive an instruc 
tion for storing said first data from said first data source, 
identify said first volume, said first table of hash values 
and said first table of logical block addresses corre 
sponding to said first scope, and place said one or more 
first storage mediums in a powered on condition while 
said one or more second storage mediums remain pow 
ered off, 

wherein said controller is configured to carry out said de 
duplicating and storing said first data by comparing con 
tent of said first data received by said controller with 
content of any existing data stored in said first volume, 
and 

wherein when results of the comparison show that the 
content of said data does not match the content of said 
existing data in said first Volume, said first data is stored 
to said first volume. 

11. An information system according to claim 10, 
wherein when the results of the comparison show that the 

content of the first data matches the content of said 
existing data stored in said first volume, a first record is 
stored linking an identifier of the first data with an iden 
tifier of the existing data, and the first data is discarded. 

12. An information system according to claim 11, 
wherein, following completion of storing of said first data 

to said first volume when the content of the first data 
does not match or storing of the record when the content 
of the first data does match, said one or more first storage 
mediums are powered off. 

13. An information system according to claim 10, 
wherein a first hash value is calculated for the content of 

said first data, and during said comparison, said first 
hash value is compared with second hash values calcu 
lated for the content of the existing data stored on said 
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first volume to determine whether a direct comparison of 
the content of the first data with the content of the exist 
ing data on said first volume should be conducted. 

14. An information system according to claim 9. 
wherein there are a plurality of said first storage mediums, 

said first storage mediums being configured in a first 
array group, said first volume having storage capacity 
allocated from said first array group, 

wherein there are a plurality of said second storage medi 
ums, said second storage mediums being configured in a 
second array group, said second Volume having storage 
capacity allocated from said second array group, and 

wherein said first and second array groups are configured 
to be powered on and off by said controller indepen 
dently of each other. 

15. An information system according to claim 9. 
wherein a first application computer produces first appli 

cation data stored in a first source Volume as said first 
data source and a second application computer produces 
second application data stored in a second source Vol 
ume as said second data source, and 

wherein a management computer in communication with 
said storage system periodically instructs said storage 
system to backup said first source Volume to said first 
Volume using said first scope and said second source 
Volume to said second Volume using said second scope. 

16. A method of operating a storage system having a con 
troller in communication with one or more first storage medi 
ums and one or more second storage mediums, the method 
comprising: 

allocating a first volume from said one or more first storage 
mediums; 

allocating a second Volume from said one or more second 
storage mediums; 

configuring said one or more first storage mediums and 
said one or more second storage mediums in a powered 
off condition; 

receiving an instruction for storing first data to said first 
Volume; 

configuring said one or more first storage mediums in a 
powered on condition while said one or more second 
storage mediums remain powered off 

dividing said first data into divided portions of a predeter 
mined size, wherein any existing data stored on said first 
Volume is stored as chunks of the predetermined size; 

comparing content of each divided portion with any exist 
ing chunks already stored on said first volume; 

for each divided portion, storing said divided portion to 
said first Volume as a new chunk when results of said 
comparison of said divided portion show that the content 
of said divided portion does not match the content of said 
existing chunks on said first Volume; and 

storing a record linking an identifier of the divided portion 
with an identifier of the existing data and discarding the 
divided portion of the first data when the results of the 
comparison of said divided portion show that the content 
of said divided portion does match the content of one of 
said existing chunks on said first volume. 

17. A method according to claim 16, further including a 
step of 

turning off the power to the one or more first storage medi 
ums after the content of all of said divided portions has 
been compared with the content of said existing chunks 
and said divided portions have either been stored to said 
first volume as a new chunk, or the record is stored 
linking the identifier of the divided portion with the 
identifier of the existing data. 
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18. A method according to claim 16, further including steps 
of 

calculating a first hash value for the content of each said 
divided portion; and 

the step of comparing the content of the divided portion 
includes comparing said first hash value with second 
hash values calculated for the content of any existing 
data stored on said first volume to determine whether a 
direct comparison of the content of any of the first 

5 

divided portions with the existing data should be con- 10 of 
ducted. 

19. A method according to claim 16, further including steps 
of 

configuring a first de-duplication Scope including said first 
Volume, a first table of hash values corresponding to first 
chunks of data stored on said first Volume, and a first 
table of logical block addresses of where the chunks of 
data are stored on said first volume; and 

configuring a second de-duplication scope including said 
second Volume, a second table of hash values corre 
sponding to second chunks of data stored on said second 
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Volume, and a second table of logical blockaddresses of 
where the second chunks of data are stored on said 
second Volume, 

wherein said first scope is configured for use in de-dupli 
cating and storing said first data from a first data source 
and said second scope is configured for use in de-dupli 
cating and storing second data from a second data 
SOUC. 

20. A method according to claim 19, further including steps 

producing first application data in a first application com 
puter, said first application data being stored in a first 
Source Volume as said first data source: 

producing second application data in a second computer, 
said second application data being stored in a second 
Source Volume as said second data Source; and 

periodically instructing said storage system to backup said 
first Source Volume to said first Volume using said first 
Scope and to backup said second source Volume to said 
second Volume using said second scope. 

k k k k k 


