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(57) Abstract: Techniques for conserving battery power in devices are provided. One or more deferrable tasks are queued for later
execution. An initiation of a subsequent charging event for a battery of the device is detected. The queued deferrable task(s) are en -
abled to be executed during the charging event. For instance, the queued deferrable task(s) may be enabled to be executed if the
charging event is predicted to be a long duration charging event, such as by referring to a charging profile of the mobile device. In
this manner, battery power is conserved while the device is in use and not connected to a battery charger.



WO 2012/173843 A3 |00V 00 O OO

EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SF, S, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ,
GW, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant'’s entitlement to apply for and be granted
a patent (Rule 4.17(ii))

as to the applicant's entitlement to claim the priority of
the earlier application (Rule 4.17(iii))

Published:

(88)

with international search report (Art. 21(3))

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

Date of publication of the international search report:
11 April 2013



10

15

20

25

30

WO 2012/173843 PCT/US2012/041035

MOBILE DEVICE OPERATIONS WITH BATTERY OPTIMIZATION
BACKGROUND
[0001] Mobile devices, also sometimes referred to as handheld devices, are electronic
devices that are sized for being carried and/or pocketed by humans. Mobile devices
typically include one or more of a fast and capable processor, a rich but small display,
wireless communication capability, a touch screen, a reduced size keyboard, and/or other
features that enable device mobility. Such mobile devices also tend to contain
rechargeable batteries to provide power.
[0002] Mobile devices with rechargeable batteries have a constant tension in delivering
a rich experience while providing battery life with enough longevity to enable them to
deliver their value while on the go (e.g., while not tethered to a battery charger). A user of
a mobile device typically desires to transport the mobile device with them, and does not
want to have to leave the mobile device behind for charging. However, some mobile
device functions, such as security functionality (e.g., virus scanning, backup functionality,
etc.), can greatly use the processing resources of mobile devices, and can therefore be
costly in terms of battery usage. As aresult, such device functions can limit the portability
of mobile devices.
SUMMARY

[0003] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the claimed subject matter, nor is
it intended to be used to limit the scope of the claimed subject matter.
[0004] Methods, systems, and computer program products are provided for conserving
battery power in battery powered devices, including immobile and mobile devices.
Battery power is preserved in such devices by selectively deferring tasks that are
determined to be deferrable. The tasks are deferred until a charging event occurs that can
support the deferred tasks. When such a charging event occurs, the deferred tasks are
enabled to be performed. In this manner, battery usage is reduced while the devices are
not connected to a battery charger, enabling increased device mobility.
[0005] In one example method implementation, one or more deferrable tasks are queued
for later execution. An initiation of a charging event for a battery of a mobile device is
detected subsequent to the queuing. The queued deferrable task(s) are enabled to be

executed during the charging event. For instance, the queued deferrable task(s) may be
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enabled to be executed if the charging event is predicted to be a long duration charging
event, which may be determined by referring to a charging profile of the mobile device, or
by other technique.
[0006] In an example system implementation, a task scheduler is provided in a mobile
device. The task scheduler includes a task queuing module, a charge monitor, and a queue
enabler module. The task queuing module is configured to queue at least one deferrable
task for later execution. The charge monitor is configured to detect an initiation of a
charging event for a battery of the mobile device subsequent to queuing the deferrable
task(s). The queue enabler module is configured to enable the deferrable task(s) to be
executed during the charging event.
[0006A] In another aspect there is provided a method in a device, comprising:

queuing at least one deferrable task for later execution;

detecting an initiation of a charging event for a battery of the device subsequent to
said queuing;

predicting that the charging event is a long duration charging event based on a
charging profile for the device, the long duration charging event being a charging event with
a duration greater than a predetermined threshold, to enable a deferrable task of the at least
one deferrable task to be performed or executed during the charging event; and

enabling the queued at least one deferrable task to be executed during the charging
event after a predetermined amount of time has elapsed since said detecting.
[0006B] In another aspect there is provided a task scheduler in a mobile device, the task
scheduler enabling conserving of battery power of the mobile device during mobile
operation, the task scheduler comprising:

a task queuing module configured to determine that at least one task is deferrable
and to queue the at least one deferrable task for later execution;

a charge monitor configured to detect an initiation of a charging event for a battery
of the mobile device subsequent to queuing the at least one deferrable task; and
a queue enabler module configured to enable the at least one deferrable task to be executed
during the charging event if the charging event and after a predetermined amount of time
has elapsed since the detection if the charging event is predicted to be a long duration
charging event, the long duration charging event being a charging event with a duration
greater than a predetermined threshold, to enable a deferrable task of the at least one

deferrable task to be performed or executed during the charging event.



05 Dec 2016

2012271103

[0006C] In another aspect there is provided a computer program product device comprising a
computer-readable storage medium having computer program code embodied in said storage
medium for enabling a processing unit to perform battery management for a device, the
computer program code comprising:
first computer program code that enables the processing unit to queue at least one
deferrable task for later execution; and
second computer program code that enables the processing unit to:
predict an initiation of a charging event for a battery of the device that is
subsequent to the at least one deferrable task being queued,
predict that the charging event is a long duration charging event based on a
charging profile for the device, the long duration charging event being a charging
event with a duration greater than a predetermined threshold, to enable a deferrable
task of the at least one deferrable task to be performed or executed during the
charging event, and
enable the queued at least one deferrable task to begin execution.
[0007] Computer program products are also described herein for conserving battery power of
mobile devices by deferring execution of tasks until a battery charge time, and for further
embodiments as described herein.
[0008] Further features and advantages of the invention, as well as the structure and
operation of various embodiments of the invention, are described in detail below with
reference to the accompanying drawings. It is noted that the invention is not limited to the
specific embodiments described herein. Such embodiments are presented herein for
illustrative purposes only. Additional embodiments will be apparent to persons skilled in the
relevant art(s) based on the teachings contained herein.
BRIEF DESCRIPTION OF THE DRAWINGS/FIGURES
[0009] The accompanying drawings, which are incorporated herein and form a part of the
specification, illustrate the present invention and, together with the description, further serve
to explain the principles of the invention and to enable a person skilled in the pertinent art to
make and use the invention.
[0010] FIG. 1 shows a block diagram of a mobile device environment, according to an
example embodiment.
[0011] FIG. 2 shows a flowchart providing a process in a mobile device for scheduling

device tasks for more efficient battery usage, according to an example embodiment.
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[0012] FIG. 3 shows a block diagram of a task scheduler, according an example embodiment.
[0013] FIG. 4 shows a block diagram of device operations logic, according to an example
embodiment.

[0014] FIG. 5 shows a process for predicting whether a charging event is suitable for

deferred tasks to be executed, according to an example embodiment.

2B
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[0015] FIG. 6 shows a block diagram of a queue enabler module that includes a charge
event analyzer, according to an example embodiment.
[0016] FIG. 7 shows a block diagram of a queue enabler module configured to generate
a charging profile, according to an example embodiment.
[0017] FIG. 8 shows a plot that represents an example battery charging profile,
according to an embodiment.
[0018] FIG. 9 shows a flowchart providing a process for processing a non-deferrable
task, according to an example embodiment.
[0019] FIG. 10 shows a flowchart providing a process for removing a task from deferred
status, according to an example embodiment.
[0020] FIG. 11 shows a block diagram of an example computer that may be used to
implement embodiments of the present invention.
[0021] The features and advantages of the present invention will become more apparent
from the detailed description set forth below when taken in conjunction with the drawings,
in which like reference characters identify corresponding elements throughout. In the
drawings, like reference numbers generally indicate identical, functionally similar, and/or
structurally similar elements. The drawing in which an element first appears is indicated
by the leftmost digit(s) in the corresponding reference number.

DETAILED DESCRIPTION
L Introduction
[0022] The present specification discloses one or more embodiments that incorporate the
features of the invention. The disclosed embodiment(s) merely exemplify the invention.
The scope of the invention is not limited to the disclosed embodiment(s). The invention is
defined by the claims appended hereto.
[0023] References in the specification to "one embodiment,” "an embodiment," "an
example embodiment," etc., indicate that the embodiment described may include a
particular feature, structure, or characteristic, but every embodiment may not necessarily
include the particular feature, structure, or characteristic. Moreover, such phrases are not
necessarily referring to the same embodiment. Further, when a particular feature,
structure, or characteristic is described in connection with an embodiment, it is submitted
that it is within the knowledge of one skilled in the art to effect such feature, structure, or
characteristic in connection with other embodiments whether or not explicitly described.
[0024] Many types of battery-powered devices exist, including mobile devices that

contain batteries and stationary devices that use battery power. For instance, mobile
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handheld electronic devices may include a battery, may consume battery power
(discharging) during mobile operation, and may be coupled to a charging device to
recharge the battery when at rest (not mobile). Operations of these and other types of
battery powered devices that occur while consuming battery power (discharging)
frequently are performed without awareness for the battery power they consume, let alone
how to mitigate that activity. For instance, virus scans and/or software updates frequently
are performed at a time when they will not impact foreground activity, but are not
configured to incur minimal impact on battery life. As a result, the device battery may
become drained during use, and therefore the device may need to be left by the user
coupled to the charger. In some instance, virus scanning may be performed based on a
response to a virus outbreak, on demand, at scheduled times, etc. These activities are
typically “detective” and need not run continuously. Such operations may be run without
impacting precious battery power.

[0025] In embodiments, techniques are provided for conserving battery power in
battery-powered devices, such as mobile devices and other types of battery-powered
devices. Note that although embodiments are frequently described herein with reference
to mobile devices, such embodiments are described in this manner for purposes of
illustration, and are not intended to be limited to mobile devices. Embodiments are also
applicable to other types of battery-powered devices (e.g., security systems, control
systems, etc.).

[0026] In embodiments, device operations may be deferred until the battery of the
device is coupled to a battery charger, conserving battery power while the device is mobile
or otherwise not coupled to power. Embodiments may take into account different factors
to conserve battery power for a battery-powered device, including an AC/DC
profiling/usage of the device, and may optimize device functions (e.g., security functions,
etc.) to occur as much as possible when the device is taking appropriate advantage of
charger power versus battery power, without sacrificing device functionality.

[0027]  For example, non-real-time, non-proactive security operations and/or other
operation may be biased to occur during dedicated/extended charging events/cycles, and
may be biased further towards the latter end of such charging events such that if the device
is removed from a charger earlier than anticipated, confidence the device has been both
charged and “secured” can be attained. In another example, files, applications (e.g.,
“apps”), and/or installers may be downloaded to a mobile device, and in the case of

applications/installers, may not have been run immediately. Indications of the downloads
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may be cached, and the downloaded files/applications/installers may be scanned during
charger time. In this manner, even if the files/applications/installers were installed while
the mobile device was running on battery power, any optional evented scan-on-installs
may be avoided.

[0028] In embodiments, various factors may be used to anticipate when battery charger
time will occur, and how long battery charging will likely occur, taking into account how
long the security operations and/or other functions that otherwise drain battery power take
to occur. Accordingly, times for starting security operations and/or other functions can be
anticipated, and utilized to start such execution.

[0029] In embodiments, a history of the charging of the device may be monitored to
predict subsequent charge events. The history and/or other factors may be used to
configure a charging profile for a device to aid in predicting whether a sufficiently long
charging event is being performed to enable deferred operations. The charging profile
may be determined based on one or more factors, including profile information manually
input by a user, static and/or dynamic profiling of ongoing charging history, access and
reference to calendar/scheduling (stored on a mobile device and/or remotely), access to a
mobile device on-charger API/notification, knowledge of battery charging capacity,
charging rate, and a current charge level, and/or a use of other “sensitive/sensory’ aspects
of the mobile device.

[0030] For instance, after a day’s use, a mobile device may be placed on a mobile device
on a charger at a user’s bedside, on a kitchen counter, or in a garage door key drop burcau
charger for readiness the next day. Power-draining device operations may be enabled to
be performed when the mobile device is recharging the mobile device (and the user is
sleeping). Embodiments may be adaptable to any user schedule, including users that work
day shift (which may result in nighttime charging), night shift (which may result in
daytime charging), and/or any other possible user schedule.

[0031] Note that some charge times are not sufficient for enabling deferred tasks to be
enabled. For instance, time that a mobile device is charging on a car charger while driving
to/from work may not be a suitable time for intensive device security/maintenance
operations to be performed. In embodiments, such times may be distinguished so they are
not used for performing device operations, such as maintenance/security activity.

[0032] Numerous exemplary embodiments of the present invention are described as

follows. It noted that any section/subsection headings provided herein are not intended to
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be limiting. Embodiments are described throughout this document, and any type of
embodiment may be included under any section/subsection.

1L Example Embodiments

[0033] Embodiments provide techniques for conserving battery power for battery-
powered devices such as mobile devices. In particular, embodiments enable deferrable
tasks to be deferred until a device is being charged (e.g., is coupled to a battery charger),
and therefore has greater access to power resources, rather than performing the tasks
during regular usage (e.g., when the mobile device is not coupled to a battery charger, and
is therefore mobility-enabled). Such embodiments enable devices to be used for longer
periods of time between battery charging cycles. A variety of tasks performed on mobile
devices may be considered deferrable, including security operations, maintenance
operations, file downloads/installations, and further types of tasks.

[0034] Such embodiments may be implemented in a variety of environments. For
instance, FIG. 1 shows a block diagram of a mobile device environment 100, according to
an example embodiment. As shown in FIG. 1, environment 100 includes a mobile device
102, a server 104, and a charger 106. Environment 100 is described as follows.

[0035] Mobile device 102 may be any type of mobile device, including a mobile
computer or computing device (e.g., a Palm® device, a RIM Blackberry® device, a
personal digital assistant (PDA), a laptop computer, a notebook computer, a tablet
computer (e.g., an Apple iPad™, etc.), a netbook, etc.), a mobile phone (e.g., a cell phone,
a smart phone such as an Apple iPhone, a phone that incorporates the Google Android™
platform, a phone that incorporates a Microsoft operating system such as Microsoft
Windows Phone 7®, etc.), or other type of mobile device. Mobile device 102 may include
one or more processors and/or other processing logic, a display that may include a touch
screen, wireless communication capability, a reduced size keyboard, and/or other features
that enable mobile device 102 to be mobile (e.g., carried by a human user by hand and/or
in a pocket). Server 104 may include one or more servers, which may be any type of
computing device described herein or otherwise known that serves files, such as files 122.
Files 122 may include various types of files, including data files, web pages, applications,
etc.

[0036] Mobile device 102 and server 104 are communicatively coupled by network 108.
Network 108 may include one or more communication links and/or communication
networks, such as a PAN (personal area network), a LAN (local area network), a WAN

(wide area network), or a combination of networks, such as the Internet. Mobile device
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102 and server 104 may be communicatively coupled to network 108 using various links,
including wired and/or wireless links, such as IEEE 802.11 wireless LAN (WLAN)
wireless links, Worldwide Interoperability for Microwave Access (Wi-MAX) links,
cellular network links, wireless personal area network (PAN) links (e.g., Bluetooth™
links), Ethernet links, USB links, etc.

[0037]  Charger 106 is a battery charger that is configured to charge batteries of mobile
devices, such as mobile device 102. Charger 106 may be external to mobile device 102, as
shown in FIG. 1, or may be partially or entirely internal to mobile device 102. Charger
106 may be coupled to a power source (e.g., 60 Hz 120 V alternating current (AC) power,
etc.) to receive an electrical current, and may convert the received electrical current to a
charge current at a constant DC (direct current) voltage. As shown in FIG. 1, charger 106
may output the charge current to mobile device 102 over a charge cable 130, although in
some implementations, mobile device 102 may include a connector that connects directly
to charger 106 without an intervening charge cable.

[0038] As shown in FIG. 1, mobile device 102 includes device operations logic 114, a
task scheduler 116, at least one battery 118, and an optional charge module 120. Device
operations logic 114 includes logic for performing one or more operations in mobile
device 102, including security operations, maintenance operations, file
downloads/installations, and further types of tasks/operations. Device operations logic
114 may be implemented in various ways to perform the operations, including being
implemented in hardware, software, firmware, or any combination thereof. For example,
device operations logic 114 may be implemented as computer program code configured to
be executed in one or more processors. Alternatively, device operations logic 114 may be
implemented as hardware logic/electrical circuitry. In an embodiment, device operations
logic 114 may be implemented in a system-on-chip (SoC). The SoC may include an
integrated circuit chip that includes one or more of a processor (e.g., a microcontroller,
microprocessor, digital signal processor (DSP), etc.), memory, one or more
communication interfaces, and/or further circuits and/or embedded firmware to perform its
functions.

[0039] Battery 118 includes one or more rechargeable batteries formed of a material that
enables recharging. For example, battery 118 may include a nickel-based rechargeable
battery, such as a nickel cadmium (NiCd) or nickel metal hydride (NiMH) battery, a
lithium-based rechargeable battery, such as a lithium ion (Li-ion) or lithium ion polymer

(Li-ion polymer) battery, or other type of rechargeable battery. Charge in battery 118 can
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be restored by the application of electrical energy. During mobile operation of mobile
device 102, battery 118 may provide power to components of mobile device 102 via a
direct current (DC) voltage.

[0040] Charge module 120 is optionally present in mobile device 102, and when present,
provides an interface between charger 106 and battery 118. Alternatively, charge module
120 may include a portion or all of charger 106. As shown in FIG. 1, charge module 120
may be coupled to charger 106 via charge cable 130 (or other connection) to receive a
charge voltage/current from charger 106. Charge module 120 may include regulation
and/or protection circuitry (e.g., over-current and/or over-voltage protection, reverse
biasing protection, etc.) to protect battery 118 and/or mobile device 102 from being
connected to a power source that provides a voltage/current that is not compatible with
battery 118. When present, charge module 120 provides a charge current 128 to battery
118 based on a charge current received from charger 106 over charge cable 130 (or other
connection). When charge module 120 is not present, charger 106 may provide charge
current 128 directly to battery 118.

[0041]  As shown in FIG. 1, task scheduler 116 may receive a charge indication 126
from charge module 120. When charge module 120 is not present, task scheduler 116 may
receive charge indication from charger 106. Charge indication 126 may be a signal
generated by charge module 120 or charger 106 that indicates whether charge current 128
is being provided to battery 118, thereby indicating whether battery 118 is being charged.
As such, in an embodiment, charge indication 126 may be a digital or analog signal
providing the charge indication. In an embodiment, charge module 120 may include a
resistor in series with charge current 128. A particular voltage value may be present
across the resistor, and provided by charge indication 126, when charge current 128 is
flowing to battery 118 to indicate that battery 118 is being charged. In other
embodiments, charge indication 126 may indicate whether battery 118 is being charged by
charge current 128 in other ways, as would be known to persons skilled in the relevant
art(s).

[0042] Task scheduler 116 is configured to schedule one or more tasks/operations of
device operations logic 114 for operation during periods of time when battery 118 is being
charged. For instance, task scheduler 116 may be configured to enable deferrable tasks to
be deferred until battery 118 of mobile device 102 is being charged by charger 106, and

therefore mobile device 102 has access to greater power resources that just battery 118,
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rather than performing the tasks during regular usage (¢.g., when mobile device 102 is not
coupled to charger 106).

[0043] Task scheduler 116 may generate a task enable signal 124 that is received by
device operations logic 114. Task enable signal 124 may enable a deferred task of device
operations logic 114 to be performed. For instance, task scheduler 116 may determine
from charge indication 126 that battery 118 is being charged, and as a result, may generate
task enable signal 124 to enable one or more tasks deferred by device operations logic 114
to be performed. In this manner, the deferrable tasks are performed while battery 118 is
being charged, thereby conserving battery resources during the times that battery 118 is
not being charged. Task scheduler 116 may generate task enable signal 124 to enable the
deferred tasks immediately when a suitable charge event is detected, or may delay
generating task enable signal 124 to enable the deferred tasks until a later portion of the
charge event (e.g., after battery 118 has been charged to a desired level, as may be
indicated on charge indication 126, or as may be determined in other manner).

[0044] Task scheduler 116 may perform its functions in various ways, in embodiments.
For instance, FIG. 2 shows a flowchart 200 providing a process for scheduling tasks for
greater battery efficiency in a mobile device, according to an example embodiment. In an
embodiment, flowchart 200 may be performed by task scheduler 116 of FIG. 1. Flowchart
200 is described as follows with reference to environment 100 of FIG. 1 and with
reference to FIGS. 3-8. For instance, FIG. 3 shows a block diagram of a task scheduler
300, according an example embodiment. Task scheduler 300 of FIG. 3 is an example of
task scheduler 116 of FIG. 1. As shown in FIG. 3, task scheduler 300 includes a task
queuing module 302, a charge monitor 304, and a queue enabler module 306. Further
structural and operational embodiments will be apparent to persons skilled in the relevant
art(s) based on the following discussion regarding flowchart 200.

[0045] Flowchart 200 begins with step 202. In step 202, at least one deferrable task is
queued for later execution. For example, with reference to FIG. 1, device operations logic
114 may be requested to perform a task by a user of mobile device 102 (e.g., by the user
interacting with a user interface of mobile device 102) or may be configured to perform a
task for other reason (c.g., in response to a file download, at a predetermined time, ctc.).
[0046] As described above, device operations logic 114 may be configured to perform a
variety of tasks that are deferrable. For instance, FIG. 4 shows a block diagram of device
operations logic 114, according to an example embodiment. As shown in FIG. 4, device

operations logic 114 includes security operations logic 402, an installer 404, and
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maintenance operations logic 406. Security operations logic 402, installer 404, and
maintenance operations logic 406 are each configured to perform tasks for mobile device
102, as described below. Each of security operations logic 402, installer 404, and
maintenance operations logic 406 may include deferrable tasks. Deferrable tasks are those
tasks that do not need to be performed immediately because operation of mobile device
102 will not be impaired by performing them later, and because they have not been
requested by a user of mobile device 102 to be performed immediately. As such,
deferrable tasks may be performed at a later time (as determined by task scheduler 300).
In embodiments, device operations logic 114 may include one or more of these features
shown in FIG. 4 that may include deferrable tasks, and/or may include further or
alternative features that include deferrable tasks.

[0047]  Security operations logic 402 includes logic for performing one or more security
related operations for mobile device 102. For instance, as shown in FIG. 4, security
operations logic 402 may include a scanning module 408, a backup module 410, and/or a
configuration management module 412. Scanning module 408 is a virus scanning module
that is configured to perform virus scanning tasks on files that are downloaded to mobile
device 102 (e.g., files 122 downloaded from server 104 in FIG. 1). Commercially
available examples of scanning module 408 are known to persons skilled in the relevant
art(s). Backup module 410 is configured to perform backup tasks for files in storage of
mobile device 102 to remote storage (not shown in FIG. 1). Commercially available
examples of backup module 410 are known to persons skilled in the relevant art(s).
Configuration management module 412 is configured to perform configuration
management tasks for mobile device 102. Commercially available examples of
configuration management module 412 are known to persons skilled in the relevant art(s).
Further example tasks for security operations logic 402 will be known to person skilled in
the relevant art(s).

[0048] Note that in embodiments, scanning module 408 may be configured to perform
full scans of files and/or may be configured to perform “lightweight™ scans, where a file is
less completely scanned for viruses. For instance, scanning module 408 may perform a
lightweight scan on a file to gencrate a scan result. The scan result may be a hash of the
file, or other result that may be analyzed to make a determination with sufficient
likelihood whether the file contains a virus. The scan result may be transmitted to a
remote server for analysis, such as server 104 shown in FIG. 1. The server may analyze

the scan result (e.g., the hash result, etc.), to determine whether the file may have a virus.
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This analysis may be performed in various ways, as would be known to persons skilled in
the relevant art(s). An indication may be received from the remote server whether the file
is malicious, based on the analysis. If the remote server indicates that the file is malicious,
the file may be quarantined, deleted, or otherwise disabled from causing harm to mobile
device 102 by scanning module 408. If the remote server indicates that the file is not
malicious, a full scan task may be performed on the file. The full scan task may be
deferred for later execution as a deferrable task, as described herein.

[0049] Installer 404 is configured to perform installation (and/or setup) of applications
(e.g., computer programs), which may include installation and/or setup of drivers, plug-
ins, etc., onto mobile device 102 so that the applications can be executed. Installer 404
may download applications (e.g., from a server such as server 104 in FIG. 1), and/or
install the downloaded applications on mobile device 102. Installer 404 may also be
configured as an application updater that updates applications that are already loaded on
mobile device 102. For instance, installer 404 may download the updates (e.g., from a
server such as server 104), and install the updates to applications on mobile device 102.
Commercially available examples of installer 404 are known to persons skilled in the
relevant art(s).

[0050] Maintenance operations logic 406 includes logic for performing one or more
maintenance related operations for mobile device 102. For instance, as shown in FIG. 4,
maintenance operations logic 406 may include a defragger 414. Defragger 414 is a
defragmentation module that is configured to perform defragging tasks on a file system of
mobile device 102 to reduce fragmentation. Commercially available examples of
defragger 414 are known to persons skilled in the relevant art(s). Further example tasks
for maintenance operations logic 406 will be known to person skilled in the relevant art(s).
[0051] In an embodiment, according to step 202, one or more deferrable tasks are
queued for later execution. For instance, during operation, device operations logic 114
may determine that a task (e.g., a security task, an install task, a maintenance task, ctc.) is
to be performed. For instance, a file download task may be desired to be performed (e.g.,
by installer 404) to download one or more files to mobile device 102. Alternatively, a file
may have already been downloaded to mobile device 102 (e.g., from server 104 in FIG. 1),
and security operations logic 402 may be configured to perform a security operation on the
file, installer 404 may be configured to install an application associated with the file, etc.
Alternatively, backup module 410 may be configured to perform a backup task for mobile

device 102, maintenance operation logic 406 may be configured to perform a
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configuration management task, etc. As such, as shown in FIG. 3, task queuing module
302 may receive a perform task request 308 from device operations logic 114 that
indicates that any one or more of these tasks, or other tasks, desired to be performed by
device operations logic 114.

[0052] Task queuing module 302 is configured to evaluate perform task request 308 to
determine whether the indicated task can be deferred. For instance, in an embodiment,
task queuing module 302 may compare the task indicated by perform task request 308 to a
predetermined list of deferrable tasks (stored in storage of mobile device 102), and if the
indicated task matches a task in the predetermined list of deferrable tasks, task queuing
module 302 may determine that the indicated task may be deferred. For instance, perform
task request 308 may include a task identifier (task ID) for the indicated task, and the
predetermined list of deferrable tasks may include task identifiers for each of the listed
deferrable tasks. If the task identifier for the indicated task matches an identifier for a task
in the list of deferrable tasks, task queuing module 302 may determine that the indicated
task may be deferred. If a match does not occur, task queuing module 302 may determine
that the indicated task may not be deferred.

[0053] Furthermore, task queuing module 302 may determine whether a user of mobile
device 102 is requesting that the indicated task be performed immediately. In such case,
the indicated task would not be deferrable. For instance, the user may be interacting with
a user interface (e.g., a keyboard, a touch screen, voice activated control, etc.) of mobile
device 102 to request that the task be performed. The user may be interacting with a
security operations tool interface, a browser or other file downloading/installer interface, a
maintenance tool interface, and/or other interface provided by mobile device 102 to
request that a task be performed. If task request 308 is received by task queuing module
302, and indicates that a user has indicated that the task be performed immediately, task
queuing module 302 may determine that the indicated task may not be deferred. If task
request 308 is received from a user interface of mobile device 102, but does not indicate
that the user has indicated that the task be performed immediately, task queuing module
302 may determine that the indicated task may be deferred.

[0054] In other embodiments, task queuing module 302 may determine whether a task is
deferrable in other ways. For instance, if task queuing module 302 determines that the
indicated task invokes security operations logic 402 (e.g., scanning module 408, backup

module 410, configuration management module 412, etc.), installer 404, or maintenance
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operations logic 406 (e.g., defragger 414), or other designated operation or task, task
queuing module 302 may determine the task to be deferrable.

[0055] If a task is determined to be deferrable, task queuing module 302 adds the task to
a deferred task queue (e.g., stored in storage of mobile device 102), which may contain
any number of queued deferrable tasks. As shown in FIG. 3, task queuing module 302
generates task enable signal 124, which may be received by device operations logic 114 of
FIG. 1. If a task is determined to not be deferrable, task queuing module 302 generates
task enable signal 124 to indicate to device operations logic 114 that the task is enabled,
and may be executed. If a task is determined to be deferrable, task queuing module 302
generates task enable signal 124 to indicate to device operations logic 114 that the task is
not enabled, and is to be deferred until later enabled by task queuing module 302.

[0056] Referring back to FIG. 2, in step 204 of flowchart 200, an initiation of a charging
event is detected for a battery of the mobile device subsequent to the deferrable task(s)
being queued. For instance, as shown in FIG. 3, charge monitor 304 may receive charge
indication 126, which indicates that a charge is being applied to battery 118 (FIG. 1). In
response, charge monitor 304 may generate a charge event indication 312, which is
received by queue enabler module 306. Note that in one embodiment, charge monitor 304
may output charge event indication 312 as soon as a received charge current is indicated
by charge indication 126. In another embodiment, charge monitor 304 may delay
generating charge event indication 312 until charge indication 126 indicates that a charge
current is received for a predetermined amount of time (¢.g., in terms of several seconds,
several minutes, etc.). In this manner, relatively short duration or intermittent charge
events are filtered out by charge monitor 304. In still another embodiment, charge
monitor 304 may not be present, and instead queue enabler module 306 may perform step
204. In such an embodiment, queue enabler module 306 may receive charge indication
126 directly.

[0057] In step 206, the queued deferrable task(s) is/are enabled to be executed during the
charging event. For instance, as shown in FIG. 3, queue enabler module 306 receives
charge event indication 312 (or charge indication 126). Queue enabler module 306 is
configured to enable deferrable tasks that are queued by task queuing module 302 to be
executed during a charge event indicated by charge event indication 312. As shown in
FIG. 3, if queue enabler module 306 determines that a suitable charge event is occurring,
queue enabler module 306 generates deferred task enable signal 314, which indicates that

deferrable tasks queued by task queuing module 302 may be enabled. Task queuing
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module 302 receives deferred tasks enable signal 314. As a result, task queuing module
302 generates task enable signal 124 to indicate to device operations logic 114 that the one
or more queued deferrable tasks are enabled. If multiple deferred tasks are queued, task
queuing module 302 may enable the queued deferrable tasks simultaneously or serially in
any order, such as in an order in which the tasks are added to the queue (e.g., first-in first-
out (FIFO)), in a last-in first-out (LIFO) order, in an order in which the most resource
intensive tasks are performed last or are performed first, in an order dictated by the tasks
themselves (e.g., performing a cleanup task prior to an install task, performing a signatures
download task before a scan task, etc.), or in any other order. After enabling the queued
deferrable tasks to be performed, task queuing module 302 may clear the enabled tasks
from the deferred tasks queue.

[0058] Quecuc enabler module 306 may determine whether to enable the queued
deferrable tasks to be executed based on charge event indication 312 (or charge indication
126) in any manner. For instance, queue enabler module 306 may enable the queued
deferred tasks if queue enabler module 306 determines that a charge event indicated by
charge event indication 312 is a sufficiently long duration charge event so that the deferred
tasks have enough time to be performed. A long duration charge event is longer than a
charging event that may occur during an intermittent or short term connection of battery
118 to charger 106. For instance, a long duration charge event may be a charge event that
is sufficiently long enough for at least one of the queued deferrable tasks to be
performed/executed during the charging event, without battery 118 and charger 106 being
decoupled during the charging event.

[0059] In an embodiment, queue enabler module 306 may perform a step 502 shown in
FIG. 5 during step 206 of FIG. 2. In step 502, the charging event is predicted to be a long
duration charging event based on a charging profile for the mobile device. For instance,
FIG. 6 shows a block diagram of queue enabler module 306 including a charge event
analyzer 602, according to an example embodiment. Charge event analyzer 602 may be
configured to perform step 502 of FIG. 5, predicting whether a charging event indicated
by charge event indication 312 is a long duration charging event such that queued deferred
tasks may be performed.

[0060] Charge event analyzer 602 may be configured to perform the prediction of step
502 in various ways. For instance, as shown in FIG. 6, charge event analyzer 602 may
receive charging profile data 604. Charging profile data 604 includes data indicative of a

charging profile for battery 118 of mobile device 102 (FIG. 1). For instance, charging
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profile data 604 may be generated based on factors such as a charging history of battery
118, manual input of charging preferences by a user, and/or other factors. Charge event
analyzer 602 may analyze charging profile data 604 to predict whether a particular
charging event will be a sufficiently long duration charging event so as to enable queued
deferred tasks to be executed during the charging event.

[0061] Charging profile data 604 may include data in any form, including being in the
form of a data structure (e.g., a list, a look up table, an array of data, a database, etc.) that
indicates probabilities of charging of battery 118 at various times, including minute by
minute, hour by hour, each day of the week, and/or any other periods of time.

[0062] Charging profile data 604 may be generated in various ways. For instance, FIG.
7 shows a block diagram of queue enabler module 306 configured to generate a charging
profile, according to an example embodiment. As shown in FIG. 7, queue enabler module
306 includes storage 702, an optional user interface module 704, and a charge profile
generator 706. Queue enabler module 306 of FIG. 7 enables charging profile data 604,
which is shown stored in storage 702, to be generated based on one or more of various
types of information, including information input by a user, parameters of the mobile
device, information regarding one or more users of the mobile device, a history of
charging of the battery of the mobile device, and/or other information. Note that storage
702 may include one or more memory devices, hard disk drives, and/or other computer
storage media described elsewhere herein or otherwise known.

[0063] User interface module 704 may provide a user interface at which a user of mobile
device may manually enter charging profile information. For instance, the user may enter
times and/or dates during which charging is preferred, and times and/or dates during
which charging is not preferred or is forbidden. User interface module 704 may receive
the charging profile information from one or more of any type of user interface elements
provided by mobile device 102, including a keyboard, a thumb wheel, a pointing device, a
roller ball, a stick pointer, a touch sensitive display, any number of virtual interface
elements, a voice recognition system, etc. As shown in FIG. 7, user interface module 704
outputs manually entered charge profile information 712.

[0064] Quecue enabler module 306 may also receive device data 708. Device data 708
may be stored in storage of mobile device 102 (e.g., storage 702). Device data 708 may
include information about mobile device 102 and/or battery 118 that may be used to
generate charging profile data 604, such as a charging capacity of battery 118, a charging
rate of battery 118, a current charge level of battery 118, etc. Furthermore, device data
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708 may indicate further sensitive/sensory aspects of mobile device 102, such as usage of
GPS (global positioning system) functionality, a microphone, light sensitivity, motion,
whether a voice call is being made, calendar contents, and/or processing intensive
functions (e.g., data-sync), which may be used to generate charging profile data 604.
[0065] Quecue enabler module 306 may also receive user data 710. User data 710 may
be stored in storage of mobile device 102 (e.g., storage 702), or may be received from a
device remote from mobile device 102 (e.g., a “cloud”-based server, a website, a user
account, etc.). User data 710 may include information about the user of mobile device 102
that may be used to generate charging profile data 604, such as a calendar of the user (e.g.,
a calendar tool, such as Microsoft Office Outlook® provided by Microsoft Corporation of
Redmond, Washington) that indicates a schedule of the user.

[0066] Qucue enabler module 306 may also receive charge event indication 312, which
indicates that a charge event has initiated (e.g., battery 118 is coupled to charger 106) and
is ongoing, as described above. As shown in FIG. 7, charge profile generator 706 may
receive charge event indication 312, device data 708, user data 710, and manually entered
charge profile information 712. Any one or more of charge event indication 312, device
data 708, user data 710, and manually entered charge profile information 712 may be
received, depending on the particular embodiment. Charge profile generator 706 may use
charge event indication 312, device data 708, user data 710, and/or manually entered
charge profile information 712 to generate charging profile data 604.

[0067] For instance, charge profile generator 706 may monitor charge event indication
312 over time to determine periods of time/days in which battery 118 is consistently being
charged. Likewise, charge profile generator 706 may monitor charge event indication 312
over time to determine periods of time/days in which there are low likelihoods that battery
118 is being charged. Charge profile generator 706 may generate charging profile data
604 to include probabilities based on the frequency of battery charging at various times.
Charge profile generator 706 may generate charging profile data 604 to indicate
times/days at which charging of battery 118 may occur with a high probability (e.g., over
75% or other probability), and to indicate times/days at which charging of battery 118 may
occur with a low probability (e.g., under 25% or other probability). Charging profile
generator 706 may modify charging profile data 604 based on one or more of device data
708, user data 710, and manually entered charge profile information 712. For instance,
charge profile generator 706 may modify the generated charging profile data 604,

including completely replacing charging profile data 604, with manually entered charge
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profile information 712 if a user of mobile device 102 desires to override generated
charging profile data with manually entered charging profile data. Charging profile
generator 706 may modify charging profile data 604 based on capabilities of battery 118
and/or other device data 708 mentioned above or otherwise known. Furthermore,
charging profile generator 706 may modify charging profile data 604 based on user data
710 mentioned above or otherwise known.

[0068] As aresult, charging probabilities for different times of day may be determined
for a mobile device. For instance, FIG. 8 shows a graph 800 showing a plot 802 of
charging probability (Y-axis) versus time (X-axis), according to an example embodiment.
Graph 800 is shown in FIG. 8 for purposes of illustration, and is not intended to be
limiting, Plot 802 may visually represent charging profile data 604 generated by charge
profile generator 706 based on the charging habits of a mobile device of a user. As shown
in FIG. 8, plot 802 indicates a charging probability at different times during a particular
day. Note that similar charging profile data may be generated for each day of the week,
cach day of the month, cach day of the year, etc., as desired.

[0069] In the example of FIG. 8, plot 802 indicates that the user has a high charging
probability (e.g., 0.9) during typical sleeping/nighttime hours of approximately 10:00 pm
to 7:00 am. This may be because the user couples his/her mobile device to a charger when
he/she goes to sleep at night during those times. Other persons who work night shifts, or
have other sleep schedules, may have low charging probabilities at nighttime.

[0070] Furthermore, plot 802 indicates the user has relatively low charging probabilities
from approximately 7:00 am to 1:00 pm. The charging probabilities during this time
period are near zero, except for a relatively high charging probability from approximately
9:00 am to 9:30 am (0.8 probability), when the user may couple his/her mobile device to a
car-based charger when driving to work. Plot 802 indicates the user has a relatively low
charging probability (e.g., 0.15) during the afternoon from approximately 1:00 pm to 3:00
pm. For instance, the user may occasionally couple his/her mobile device to his/her
computer (e.g., a USB based charger) in the afternoon. Plot 802 further indicates the user
has relatively low charging probabilities from approximately 3:00 pm to 10:00 pm. The
charging probabilities during this time period are near zero, except for from approximately
4:00 pm to 4:30 pm (0.15 probability), when the user may occasionally couple his/her
mobile device to a car-based charger when driving home from work.

[0071]  According an embodiment, queue enabler module 306 enables queued deferrable

task(s) to be executed during a charging event (step 206 of FIG. 2), if the charging is
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predicted to be a long duration charging event by charge event analyzer 602 (FIG. 6). For
example, referring to the example of charging profile represented by plot 802 of FIG. 8, if
a charging event occurs and is indicated by charging event indication 312 during the time
periods 10:00 pm to 7:00 am or 1:00 pm to 3:00 pm, charge event analyzer 602 may
predict the charge event to be a long duration charge event, because the charging profile
probabilities during these time periods are relatively high, and the typical time duration
during which charging occurs is predicted to be longer than a predetermined threshold
(e.g., greater than 1 hour, or other predetermined time threshold). In such case, queue
enabler module 306 may generate deferred task enable signal 314 to indicate that the
deferrable tasks queued by task queuing module 302 may be enabled. If a charging event
occurs and is indicated by charging event indication 312 outside of the time periods 10:00
pm to 7:00 am and 1:00 pm to 3:00 pm, charge event analyzer 602 may predict the charge
event to not be a long duration charge event (i.e., to be a relatively short duration charge
event), because the charging profile probabilities during these time periods are relatively
low, and/or because the predicted charge time durations are relatively low. For instance,
9:00 am to 9:30 am has a high probability of battery charging, but the predicted time
duration (30 minutes) may be too short for queued tasks to complete execution. In such
case, queue enabler module 306 may generate deferred task enable signal 314 to indicate
that the deferrable tasks queued by task queuing module 302 may not be enabled.

[0072]  As such, according to embodiments, task scheduler 116 of FIG. 1 may defer
deferrable tasks until a long duration charging event is predicted to occur. Furthermore, as
described above, tasks that are not deferrable may be detected by task scheduler 116, and
may therefore be enabled to be performed in real time, without waiting for a charging
cvent.

[0073] For instance, FIG. 9 shows a flowchart 900 providing a process for processing a
non-deferrable task, according to an example embodiment. In an embodiment, flowchart
900 may be performed by task scheduler 116 of FIG. 1, task scheduler 300 of FIG. 3,
and/or by other embodiment. Further structural and operational embodiments will be
apparent to persons skilled in the relevant art(s) based on the following discussion
regarding flowchart 900.

[0074] Flowchart 900 begins with step 902. In step 902, a request to execute a
particular task may be received. For instance, referring to FIG. 3, task queuing module
302 may receive perform task request 308 from device operations logic 114 that indicates

that a task is desired to be performed by device operations logic 114.

18



10

15

20

25

30

WO 2012/173843 PCT/US2012/041035

[0075] In step 904, the task may be determined to not be deferrable. For instance, as
described above, task queuing module 302 may analyze the indicated task to determine
whether it is deferrable. In an embodiment, task queuing module 302 may compare the
indicated task to a predetermined list of deferrable tasks and/or perform other technique
described herein to determine whether the indicated task may be deferred. If the indicated
task is not in the predetermined list or fails another deferrable task test, task queuing
module 302 may determine that the indicated task is not deferrable.

[0076] In step 906, the particular task is enabled to be executed prior to the charging
event. For instance, as shown in FIG. 3, task queuing module 302 may generate task
enable signal 124, which may be received by device operations logic 114 of FIG. 1.
Because the task is determined to not be deferrable, task queuing module 302 generates
task enable signal 124 to indicate to device operations logic 114 that the task is enabled,
and may be executed in real time (without waiting for a charging event).

[0077] It is noted that tasks that are deferred may later be determined to need to be
executed early (prior to a charging event). For instance, FIG. 10 shows a flowchart 1000
providing a process for removing a task from deferred status, according to an example
embodiment. In an embodiment, flowchart 1000 may be performed by task scheduler 116
of FIG. 1, task scheduler 300 of FIG. 3, and/or by other embodiment. Further structural
and operational embodiments will be apparent to persons skilled in the relevant art(s)
based on the following discussion regarding flowchart 1000.

[0078] Flowchart 1000 begins with step 1002. In step 1002, a deferrable task associated
with a file is queued for later execution. For example, as described above with respect to
step 202 of flowchart 200, a deferrable task may be queued for later execution by task
queuing module 302.

[0079] In step 1004, a request related to the file is received from a user. In an
embodiment, a user may make a request with regard to a file that is queued for later
execution according to step 1002. The request may be received by task queuing module
302 from device operations logic 114 of FIG. 1. For instance, the file may be a part of an
application (e.g., an “app”) previously downloaded by the user, but not yet installed, and
the user may be requesting to launch or execute the application. The application may be
have queued as a deferred task to be installed during a charge event. However, because
the user now wants to execute the application, the application installation can no longer be
deferred. In another example, the file may have been previously downloaded, but a

scanning of the file may have been queued as a deferrable task. The user may now want to
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access the file, so scanning of the file can no longer be deferred. In still another example,
downloading of the file may have been queued as a deferrable task. The user may now
want to access the file, so downloading (and optional scanning) of the file can no longer be
deferred.

[0080] In step 1006, the deferrable task is removed from the queue due to the received
request. In an embodiment, task queuing module 302 may clear the task that is associated
with the file related to the request in step 1004 from the deferred task queue.

[0081] In step 1008, an operation with regard to the file is performed as a result of the
received request. In an embodiment, task queuing module 302 may generate task enable
signal 124, which may be received by device operations logic 114 of FIG. 1, to indicate to
device operations logic 114 that the task is enabled, and may be executed in real time
(without waiting for a charging event). As such, the user’s request with regard to the file
may be immediately fulfilled. In one embodiment, task enable signal 124 may be
generated automatically. In another embodiment, a user interface may be generated that
requests whether the task should be performed. If a user indicates that the task should be
performed, task enable signal 124 may be generated to indicate to device operations logic
114 that the task is enabled. If the user indicates that the task should not performed, then
task enable signal 124 may not be generated to indicate to device operations logic 114 that
the task is enabled, and optionally, the user’s request of step 1004 may be denied. In such
case, step 1006 may not be performed (e.g., the deferrable task may remain in the queue).
[0082] It is further noted that in some cases, a user may desire that charging of device
proceed without any deferred tasks being performed during the charging. For instance, the
user may know that the length of time of the charging may be too short for deferred tasks
to be performed, or may want the battery of the device to be recharged as quickly as
possible and therefore may not want the tasks to drain charge current. As such, a user
interface of mobile device 102 may indicate to the user when deferred tasks are to be
performed during a charging event. The user interface may further provide an override
switch (physical or virtual) or other user interface element (e.g., a “prevent deferred
tasks?” query or other displayed graphical user interface element) that the user can interact
with to prevent one or more of the deferrable tasks from occurring during charging of
battery 118 of mobile device 102.

III.  Example Computing Device Embodiments

[0083] Task scheduler 116, charge module 120, task scheduler 300, task queuing

module 302, charge monitor 304, queue enabler module 306, charge event analyzer 602,
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user interface module 704, charge profile generator 706, step 502, and flowcharts 200,
900, and 1000 may be implemented in hardware, software, firmware, or any combination
thereof. For example, task scheduler 116, charge module 120, task scheduler 300, task
queuing module 302, charge monitor 304, queue enabler module 306, charge event
analyzer 602, user interface module 704, charge profile generator 706, flowchart 200, step
502, flowchart 900, and/or flowchart 1000 may be implemented as computer program
code configured to be executed in one or more processors. Alternatively, task scheduler
116, charge module 120, task scheduler 300, task queuing module 302, charge monitor
304, queue enabler module 306, charge event analyzer 602, user interface module 704,
charge profile generator 706, flowchart 200, step 502, flowchart 900, and/or flowchart
1000 may be implemented as hardware logic/electrical circuitry. For instance, in an
embodiment, one or more of task scheduler 116, charge module 120, task scheduler 300,
task queuing module 302, charge monitor 304, queue enabler module 306, charge event
analyzer 602, user interface module 704, charge profile generator 706, flowchart 200, step
502, flowchart 900, and/or flowchart 1000 may be implemented in a system-on-chip
(SoC). The SoC may include an integrated circuit chip that includes one or more of a
processor (¢.g., a microcontroller, microprocessor, digital signal processor (DSP), etc.),
memory, one or more communication interfaces, and/or further circuits and/or embedded
firmware to perform its functions.

[0084] FIG. 11 depicts an exemplary implementation of a computer 1100 in which
embodiments of the present invention may be implemented. For example, mobile device
102 may be implemented in a mobile computer system similar to computer 1100,
including one or more features of computer 1100 and/or alternative features. Furthermore,
server 104 may be implemented in one or more computer systems similar to computer
1100. Computer 1100 may be a general-purpose computing device in the form of a
conventional personal computer, a mobile computer, or a workstation, for example, or
computer 1100 may be a special purpose computing device. The description of computer
1100 provided herein is provided for purposes of illustration, and is not intended to be
limiting. Embodiments of the present invention may be implemented in further types of
computer systems, as would be known to persons skilled in the relevant art(s).

[0085] Asshown in FIG. 11, computer 1100 includes a processing unit 1102, a system
memory 1104, and a bus 1106 that couples various system components including system
memory 1104 to processing unit 1102. Bus 1106 represents one or more of any of several

types of bus structures, including a memory bus or memory controller, a peripheral bus, an
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accelerated graphics port, and a processor or local bus using any of a variety of bus
architectures. System memory 1104 includes read only memory (ROM) 1108 and random
access memory (RAM) 1110. A basic input/output system 1112 (BIOS) is stored in ROM
1108.

[0086] Computer 1100 also has one or more of the following drives: a hard disk drive
1114 for reading from and writing to a hard disk, a magnetic disk drive 1116 for reading
from or writing to a removable magnetic disk 1118, and an optical disk drive 1120 for
reading from or writing to a removable optical disk 1122 such as a CD ROM, DVD ROM,
or other optical media. Hard disk drive 1114, magnetic disk drive 1116, and optical disk
drive 1120 are connected to bus 1106 by a hard disk drive interface 1124, a magnetic disk
drive interface 1126, and an optical drive interface 1128, respectively. The drives and
their associated computer-readable media provide nonvolatile storage of computer-
readable instructions, data structures, program modules and other data for the computer.
Although a hard disk, a removable magnetic disk and a removable optical disk are
described, other types of computer-readable storage media can be used to store data, such
as flash memory cards, digital video disks, random access memories (RAMs), read only
memories (ROM), and the like.

[0087] A number of program modules may be stored on the hard disk, magnetic disk,
optical disk, ROM, or RAM. These programs include an operating system 1130, one or
more application programs 1132, other program modules 1134, and program data 1136.
Application programs 1132 or program modules 1134 may include, for example, computer
program logic for implementing task scheduler 116, charge module 120, task scheduler
300, task queuing module 302, charge monitor 304, queue enabler module 306, charge
event analyzer 602, user interface module 704, charge profile generator 706, flowchart
200, step 502, flowchart 900, and/or flowchart 1000 (including any step of flowcharts 200,
900, and 100), and/or further embodiments described herein.

[0088] A user may enter commands and information into the computer 1100 through
input devices such as keyboard 1138 and pointing device 1140. Other input devices (not
shown) may include a microphone, joystick, game pad, satellite dish, scanner, or the like.
These and other input devices are often connected to the processing unit 1102 through a
serial port interface 1142 that is coupled to bus 1106, but may be connected by other

interfaces, such as a parallel port, game port, or a universal serial bus (USB).
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[0089] A display device 1144 is also connected to bus 1106 via an interface, such as a
video adapter 1146. In addition to the monitor, computer 1100 may include other
peripheral output devices (not shown) such as speakers and printers.

[0090] Computer 1100 is connected to a network 1148 (e.g., the Internet) through an
adaptor or network interface 1150, a modem 1152, or other means for establishing
communications over the network. Modem 1152, which may be internal or external, is
connected to bus 1106 via serial port interface 1142.

"on

[0091] As used herein, the terms "computer program medium," "computer-readable
medium," and “computer-readable storage medium” are used to generally refer to media
such as the hard disk associated with hard disk drive 1114, removable magnetic disk 1118,
removable optical disk 1122, as well as other media such as flash memory cards, digital
video disks, random access memories (RAMs), read only memories (ROM), and the like.
Such computer-readable storage media are distinguished from and non-overlapping with
communication media (do not include communication media). Communication media
typically embodies computer-readable instructions, data structures, program modules or
other data in a modulated data signal such as a carrier wave. The term “modulated data
signal” means a signal that has one or more of its characteristics set or changed in such a
manner as to encode information in the signal. By way of example, and not limitation,
communication media includes wireless media such as acoustic, RF, infrared and other
wireless media. Embodiments are also directed to such communication media.

[0092] As noted above, computer programs and modules (including application
programs 1132 and other program modules 1134) may be stored on the hard disk,
magnetic disk, optical disk, ROM, or RAM. Such computer programs may also be
received via network interface 1150 or serial port interface 1142. Such computer
programs, when executed or loaded by an application, enable computer 1100 to implement
features of embodiments of the present invention discussed herein. Accordingly, such
computer programs represent controllers of the computer 1100.

[0093] The invention is also directed to computer program products comprising software
stored on any computer useable medium. Such software, when executed in one or more
data processing devices, causes a data processing device(s) to operate as described herein.
Embodiments of the present invention employ any computer-useable or computer-readable
medium, known now or in the future. Examples of computer-readable mediums include,

but are not limited to storage devices such as RAM, hard drives, floppy disks, CD ROMs,
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DVD ROMs, zip disks, tapes, magnetic storage devices, optical storage devices, MEMs,
nanotechnology-based storage devices, and the like.

VI.  Conclusion

[0094] While various embodiments of the present invention have been described above, it
should be understood that they have been presented by way of example only, and not
limitation. It will be understood by those skilled in the relevant art(s) that various changes in
form and details may be made therein without departing from the spirit and scope of the
invention as defined in the appended claims. Accordingly, the breadth and scope of the
present invention should not be limited by any of the above-described exemplary
embodiments, but should be defined only in accordance with the following claims and their
equivalents.

[0095] Throughout this specification and the claims which follow, unless the context requires
otherwise, the word "comprise”, and variations such as "comprises" or "comprising”, will be
understood to imply the inclusion of a stated integer or step or group of integers or steps but
not the exclusion of any other integer or step or group of integers or steps.

[0096] The reference in this specification to any prior publication (or information derived
from it), or to any matter which is known, is not, and should not be taken as, an
acknowledgement or admission or any form of suggestion that that prior publication (or
information derived from it) or known matter forms part of the common general knowledge

in the field of endeavour to which this specification relates.
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CLAIMS
1. A method in a device, comprising:

queuing at least one deferrable task for later execution;

detecting an initiation of a charging event for a battery of the device subsequent to
said queuing;

predicting that the charging event is a long duration charging event based on a
charging profile for the device, the long duration charging event being a charging event with
a duration greater than a predetermined threshold, to enable a deferrable task of the at least
one deferrable task to be performed or executed during the charging event; and

enabling the queued at least one deferrable task to be executed during the charging

event after a predetermined amount of time has elapsed since said detecting.

2. The method of claim 1,

enabling said executing as a result of said predicting.

3. The method of claim 2, further comprising:
monitoring a charging of the battery of the device over time; and

generating the charging profile based on said monitoring.

4. The method of claim 2, further comprising:

enabling a user of the device to manually configure the charging profile.

5. The method of any one of claims 1 to 4, further comprising:
receiving a request to execute a particular task;
determining that the particular task is not deferrable; and

enabling the particular task to be executed prior to the charging event.

6. The method of any one of claims 1 to 5, further comprising:
queuing a deferrable task associated with a file for later execution;
receiving a request from a user related to the file;
removing the deferrable task from the queue due to the received request; and

performing an operation with regard to the file as a result of the received request.

7. The method of any one of claims 1 to 6, further comprising:
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performing a lightweight scan on a file to generate a scan result;

transmitting the scan result to a remote server;

receiving an indication from the remote server whether the file is malicious; and
queuing a full scan task associated with the file if the file is indicated to not be

malicious.

8. The method of any one of claims 1 to 7, wherein the at least one deferrable task
includes at least one of a file download task, a virus scan task, a backup task, or a

configuration management task.

9. The method of claim 1 or 2, further comprising:

generating the charging profile based at least on a charging capacity of the battery and
a charging rate of the battery; and

generating the charging profile further based on at least one of usage of GPS (global
positioning system) functionality, a microphone input, light sensitivity, motion, whether a

voice call is being made, or calendar contents.

10. A task scheduler in a mobile device, the task scheduler enabling conserving of battery
power of the mobile device during mobile operation, the task scheduler comprising:

a task queuing module configured to determine that at least one task is deferrable and
to queue the at least one deferrable task for later execution;

a charge monitor configured to detect an initiation of a charging event for a battery of
the mobile device subsequent to queuing the at least one deferrable task; and

a queue enabler module configured to enable the at least one deferrable task to be
executed during the charging event if the charging event and after a predetermined amount of
time has elapsed since the detection if the charging event is predicted to be a long duration
charging event, the long duration charging event being a charging event with a duration
greater than a predetermined threshold, to enable a deferrable task of the at least one

deferrable task to be performed or executed during the charging event.
11. The task scheduler of claim 10, wherein the queue enabler module comprises:

a charge event analyzer configured to predict that the charging event is the long

duration charging event based on a charging profile for the mobile device; and
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the queue enabler module being configured to enable the queued at least one

deferrable task to be executed during the charging event as a result of the prediction.

12. The task scheduler of claim 11, wherein the charge event analyzer is configured to
determine whether the charging event has a duration greater than a predetermined threshold

to predict whether the charging event is the long duration charging event.

13. The task scheduler of claim 11 or 12, wherein the queue enabler module is configured
to monitor a charging of the battery over time to generate charge history data, and to generate

the charging profile based on the charge history data.

14. The task scheduler of claim 11 or 12, further comprising:
a user interface module configured to enable a user of the mobile device to manually

configure the charging profile.

15. The task scheduler of any one of claims 10 to 14, wherein the task queuing module
receives a request to execute a particular task, and determines whether the particular task is
not deferrable, the queue enabler module enabling the particular task to be executed prior to

receiving the charge current if the particular task is determined to be not deferrable.

16. The task scheduler of any one of claims 10 to 15, wherein the task queuing module
queues a deferrable task associated with a file for later execution, receives a request from a
user related to the file, and removes the deferrable task associated with the file from the

queue due to the received request.

17. The task scheduler of any one of claims 10 to 16, wherein a scanning module of the
mobile device performs a lightweight scan on a file to generate a scan result, and the scan
result is transmitted from the mobile device to a remote server;

the task queuing module being configured to queue a full scan task associated with the

file if the file is indicated to not be malicious in a response received from the remote server.

18. The task scheduler of any one of claims 10 to 17, wherein the at least one deferrable
task includes at least one of a file download task, a virus scan task, a backup task, or a

configuration management task.
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19. A computer program product device comprising a computer-readable storage medium
having computer program code embodied in said storage medium for enabling a processing
unit to perform battery management for a device, the computer program code comprising:
first computer program code that enables the processing unit to queue at least one
deferrable task for later execution; and
second computer program code that enables the processing unit to:
predict an initiation of a charging event for a battery of the device that is
subsequent to the at least one deferrable task being queued,
predict that the charging event is a long duration charging event based on a
charging profile for the device, the long duration charging event being a charging
event with a duration greater than a predetermined threshold, to enable a deferrable
task of the at least one deferrable task to be performed or executed during the
charging event, and

enable the queued at least one deferrable task to begin execution.

20. The computer program product device of claim 19, wherein the second computer
program code comprises:

computer program code that enables the processing unit to enable the queued at least
one deferrable task to be executed as a result of the prediction that the charging event is a

long duration charging event.

21. A method in a device, comprising:

queuing at least one deferrable task for later execution, the at least one deferrable task
including a security operation;

predicting an initiation of a charging event for a battery of the device that is
subsequent to the at least one deferrable task being queued;

predicting that the charging event is a long duration charging event based on a
charging profile for the device, the long duration charging event being a charging event with
a duration greater than a predetermined threshold, to enable a deferrable task of the at least
one deferrable task to be performed or executed during the charging event; and

enabling the queued at least one deferrable task to begin execution.
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