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Method and system for processing a data unit

[Field of the invention]

The present invention relates to a method of processing a
data unit in a data unit based communication system, and to
a corresponding data unit based communication system.

[Background of the invention]

A well. known principle for data exchange in networks is
that of data unit exchange. This means that data Ea‘be sent
is broken down into individual units. Rules for sending and
receiving such units, as well as rules for the structure of
the units themselves, are determined by so-called
protocols. Protocols are sets of rules that allow the
communication between a sending end and a receiving end, as
the rules specify how and in what form data to be sent has
to be prepared such that the receiving end may interpret
the data and react in accordance to protocol defined rules
to which both partners in the communlcatlon adhere. The two
ends of a communication adherlng to a spec1f1c protocol are

also referred to as peers.

Such data units are sometimes referred to by different
names, depending on the type of protocol involved, such as
packets, frames, segments, datagrams, etc. For the purpose
of clarity the present description uses the term "data
unit" generically for any type of data unit associated with
any type of protocol.

An important concept in communications u81ng data unit
exchange is that of protocol layering. Thls mears that a
number of protocols (sometimes also referred to as a suite)
is organised in a hierarchy of layers, where each layer has
specific functions and responsibilities. ‘The concept of
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layering is well known in the art and described in many
textbooks, for example "TCP-IP illustrated, volume 1, The
Protocols" by W. Richard Stevens, Addison Wesley, 1994,
such that a detailed description is not necessary here.

‘"The TCP/IP protocol suite is an example of a layered

protocol hierarchy. A basic structure of a protocol
hierarchy is defined by the 0SI (bﬁen System
Interconnection) layer model. At a lowest layer, which is
also referred to as the physical layer or L1, the functions
of directly transporting data over a physical connection
are handled. Above the physical layer, a second layer L2,
which is also referred as to the link layer is provided.
The link layer L2 fulfils the function of handling the
trangsport of data units over links between communication
nodes. Above the link layer L2 a third layer L3 is
provided, which is also referred to as the network layer.
The network layer handles the routing of data units in a
given network. An example of a network layer protocol is
the internet protocol (IP). Above the network layer, a
fourth layer L4 is provided, which i1s also referred to as
the transport layer. Examples of a transport layer protocol

datagram protocol (UDP)

In a data unit based communication system using a hierarchy
of protocol layers, a communication comprises passing a
given data unit downwards through the protocol hierarchy on
the sending side, and passing a data unit upwards through
the protocol hierarchy on the receiving side. When a data
unit is passed downwards, each protocol will typically’
perform a certain function with respect thereto, e.g.‘édd
further information and change or adapt the structure to
specific rules of that protocol layerQ,Typicéllyneach
protocol layer will add its own header to a dafa unit
received from a higher protocol layer and may also add
delimiters. When a specific protocol layer receives a data
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unit from a higher protocol layer, it will embed the higher
layer data unit into a data unit adhering to the rules of
the given protocol layef. The term "embedding" shall refer
to both encapsulation in which one data unit of a higher
layer is placed into one data unit of a given layer, and to
segmentation, where one data unit of a higher layer is
segmented into a plurality of data units of the given
protocol layer. ‘

An important aspect of the layering scheme is that the
different layers are "transparent". This means that the
peers in a layer are oblivious to what happens in another
layer.

Typically, each protocol layer will perform some type of
transmission control for its data units. Such transmission
control can e.g. comprise the performing of a certain type
of forward error correction, the setting of parameters
associated with an automatic repeat request (ARQ) function,
the scheduling of data units, or the performing of
comparable operations.

It is known to implement protocol layers in such a way that

-,:they“can be operated in-a ‘specific modeqwith~tespectﬂto*thef o

25

30

35

transmission control. As an example, a so-called numbered
mode (or I-mode) and a so-called unnumbered mode (UI-mode)
are known. In the numbered mode, if it i1s determined that a
sent data unit was not correctly received by the receiving
peer, then the sending peer performs retransmission of said
data unit. In this way it can be assured that all packets
are correctly transmitted, although this may increase the
delay, depending on how many packets have to be o
transmitted. On the other hand, in the unnumbered mode, no
retransmissions are provided. This haé‘thetadianﬁagé of
less delay, but the transmission reliébility depends on the
quality of the physical connection. ' o ’,7
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The possibility of setting a given protocol layer
implementation into a specific transmission control mode
has the advantage that the selection of the mode can e.g.
be performed by a control procedure from a higher protocol
layer, in order to optimise the sending of data units from
said higher protocol layer. However, it does not provide
very much flexibility, as a given protocol layer will
typically handle a variety of different types of data
units, that require different control settings with respect
to the optimisation of the sending of the given type of
data unit. As an example, if an application layer is
sending a computer file, it desires to ensure a reliable
transmission, and may therefore want to set a lower layer
protocol implementation into the numbered mode, or the
application layer may want to send data that requires real-
time transmission, such as a video stream belonging to a
video telephone, in which case transmission speed is more
important than reliability, such that the application layer
may want to set a lower layer protocol implementation into
the unnumbered mode. However, if both computer £ile data
and video data are being sent, then the setting of the
lower layer protocol implementation into a given
transmission control mode will not provide an optimum

solution.- - - o o

EP-0 973 302 Al addresses this problem and proposes a
system; in which a given protocol layer that receives
higher data unit layers and embeds these higher data layers
into data units of said given layer, is arranged to
discriminate the higher layer data unit layers by reading
the header information and determining the type of the
higher layer data unit. Then, a classification is perfbrmed
in accordance with the identified type. In this way, the
given protocol layer can flexibly set thé”ﬁrénéﬁission
reliability of its data units depending‘bn the type of the
higher layer data unit that is embedded in its own data
units. As an example, if the system of EP- 0 973 02 Al is
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applied to a link layer in the TCP/IP suite, then the link
layer can identify if the network layer IP data unit that
it receives carries a TCP:data unit, in which case the link
layer data units are sent in the numbered mode, or if the
network layer IP data unit carries UDP data unit, in which
case the link layer data units are sent in the unnumbered

mode.

However, the system of EP-0 973 302 Al is not always
practical, as it requires the parsing of higher layer data
units in order to identify type information, which e.g.
does not work when the higher layer data unit has an
encrypted header and/or payload.

[Object of the present invention]

It is desirable to provide an improved method and system of
processing data units of a higher protocol layer at a given
protocol layer, which is simple to implement, but flexibly
provides improved transmission properties.

[Summary of the invention]

independent claims. Advantageous embodiments are described
in the dependent claims.

In accordance with an embodiment of the present invention,
at a given protocol layer, e.g. a link layer L2, one or
more numeric values of one or more numerically quantifiable
parameters associated with a received given data unit of a
higher protocol layer, e.g. the network layer L3, are |
determined. In other words, one value of one numerigally
quantifiable parameter can be determihéd;for several values
of one numerically quantifiable parameéef, Or one Or more
respective values for each of a plu#élity qf‘numerically
quantifiable parameters. The at least one numeric value is
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not derived from information contained in the given data
unit of the higher protocol layer. In other words, instead
of analysing the contenﬁ“bf the higher layer data unit, one
or more simple physical properties that are numerically
evaluatable are measured, and the embedding and/or
transmission control is performed in accordance with the
determined value. Consequently, no parsing of higher layer
data units or other similar complicated processing is

necessary.

As an example, a numerically quantifiable parameter can be
the size of the higher layer data unit. In other words, at
a given protocol layer e.g. L2, a higher layer data unit,
e.g. from the L3 layer, is received, and the size of said
L3 data unit is measured. Then the embedding operation for
embedding said L3 data unit into one or more L2 data units,
or the transmission control operation for transmitting the
one or more L2 data units into which said L3 data unit has
been embedded, is performed in accordance with the result
of said size measurement.

Preferably, the size measurement is used as a basis for
adjusting the transmission control to optimise

 predetermined target properties. More specificallyi5the L2

data units are transmitted with parameters set for
optimising throughput if the L3 data unit falls into a
predetermined size range, and otherwise the L2 data units
are transmitted with optimised delay. Namely, if the L3
data unit is found to have a size indicative of a maximum
size e.g. falls into a range around or is equal to the TCP
maximum segment size if the L3 data units carry TCP data
units, then the transmission of the L2 data units, into"
which said L3 data unit has been embedded, is optimised for
throughput, as it may be assumed that thermaXimum size L3
data unit belongs to a larger amounth£ data‘being sent
from above the L3 layer. On the other hand, if the L3 data

unit is smaller in size, then the transmission control is
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optimised for delay, as it can be assumed that the smaller
L3 data units are associated with control operations, such
as synchronisation or acknowledgment messages, where delay
optimisation is more suitable than throughput optimisation.

Other examples of a numerically quantifiable parameter that
can be used in the context of the present invention are a
buffer £ill ievel of a buffer holding data units of the
upper protocol layer (e.g. L3), or of a buffer holding data
units of the protocol layer (e.g. L2) receiving the upper
layer data units. Another numerically gquantifiable
parameter is the inter-arrival time of the upper layer data
units i.e. the time that passes between the arrival of two
consecutive upper layer data units.

Each of the given examples of numerically quantifiable
parameters can be used alone as a basis for providing one
or more values to be used in performing the embedding
and/or transmission control, or can be used together with
one or more of the named numerically quantifiable
parameters for provi@ing such values to be used in
performing the embedding and/or transmission control.

iceording to a preferred embodiment, the method of the -
present application also comprises a step of discriminating
a group of data units of the higher protocol layer to which
the higher layer data unit belongs. This discrimination can
occur on the basis of source information and/or destination
information in the higher layer data unit and/or a protocol
identifier in the higher layer data unit. Especially, if
the present preferred embodiment is applied in the context
of TCP/IP, the discrimination can consist in determining
the flow to which the higher layer data unlt belongs A
flow is defined by the source and destlnation 1P address
the source and destination port number and a protocol

|-

identifier.
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The result of said discrimination can be used in the
transmission control prqc§dure for the data units into
which the higher data unit layer is embedded. More
specifically, referring to the above. described example in
which the size of the higher layer data unit was compared
with a reference range or a reference value indicative of a
maximum data unit size, it is possible to enhance such a
comparison by taking into consideration the type of the
higher layer data unit. Namely, the type of the higher
layer data unit (or the type of a data unit contained in
the higher layer data unit) can be used as a means for
deterﬁining a reference range or reference value with which
to compare the size of the higher layer data unit. As an
example, if the higher layer data unit is identified as
being of the first type (i.e. belonging to a first
predetermined group),then the size of said higher data unit
is compared to a first size reference value (or to a first
set of size reference values, i.e. a discrete range of
values, or to a first continuous range. of values), whereas
if the higher layer data unit is discriminated as being of
a second type (i.e. belonging to a second predetermined
group), then the size of said higher layer data unit is
compared to a second size reference value (or to a second

!set of size reference values, or to a second continuous

range of values).

On the other hand, the result of said discriminating step
can also be used as a basis for determining the numerically
quantifiable parameter of which a numeric value is
determined. Namely, the numerically quantifiable parameter
can be associated with a buffer £ill level of a buffer
holding data units of the lower protocol layer, where‘ﬁhe
numeric value is the number of data units of the lower
protocol layer (e.g. L2) in the buffethhaﬁ embed data
units of the higher protocol layers beibnging to the
discriminated group, e.g. beiéhging‘ﬂd;thé discriminated
flow. Equally, when using the intér—arrival time of the
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higher layer data unit as the numerically quantifiable
parameter, then the numeric value can be chosen as the
inter-arrival time value %or those higher layer data units
belonging to the discriminated group. In the latter case,
i.e. when determining the inter-arrival time of data units
belonging to a group, it is possible to add a further
condition, e.g. to determine the inter-arrival time of such
data units of the group that fall into a given size
category. For example, if the group is a flow and the size
category is selected to relate to data units that contain
an acknowledgement (i.e. have a minimum size), then it is
possible to use the inter-arrival time of the
acknowledgment data units in the flow as a basis for the
transmission control.

The transmission control performed in accordance with the
numeric value of the numerically quantifiable. parameter can
consist in any suitable measures such as the adjusting of
forward error correction, the adjusting of ARQ settings, or
the adjusting of scheduling. Furthermore, if the embedding
operation comprise a segmentation of the higher layer data
unit into several lower layer data units, then this
segmentation operation can be performed in accordance w1th

~_/the numeric value, namely by adjusting the size of the

25

30

35

lower layer segments in accordance with the determined
value. The transmissgion control can consist in making
adjustments for the data units at the layer receiving the
higher layer data units, or at a layer below. For example,
if the method of the invention is applied to a link layer
L2, then adjustments can be made for the L2 data units, but
also for L1 data units.

As already mentioned, the transmissionwcontroixcan be
performed to optimise certain target paramétéré,‘depending
on the determined numeric value. Examples of such target
parameters are the throughput' (the amount of payload data
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transported per unit of time) or the (average) transmission
delay. Lo

According to another preferred embodiment, the transmission
control for transmitting the lower layer data units, into
which a higher layer data unit has been embedded, comprises
a discrimination of the lower layer data units, such that
each of the one or more lower layer data units is
classified into one of a plurality of predetermined
transmission categories on the basis of the discrimination
result. This discrimination of lower layer data units can
advantageously be combined with the discrimination of
higher layer data units in such a way that the lower layer
data units embedding a higher layer data unit belonging to
a predetermined group are themselves divided into sub-
groups associated with the group of the higher layer data
unit. For example, if the group to which the higher data
unit (e.g. L3 data unit) belongs is a flow, then such a
flow can be divided into sub-flows at the lower protocol
layer (e.g. L2) that embeds the data units of the flow.

According to another embodiment of the invention, one or

more numeric values of a numerically quantifiable parameter

are used in a ‘congestion ‘alleviation procedure, such that ‘a-
decision step for deciding whether to perform a congestion
alleviation measure with respect to a data unit or not
depends on said numeric value or values. The congestion
alleviation procedure can e.g. comprise a data unit
dropping procedure and/or a data unit marking procedure.
Therefore, the congestion alleviation measure can consist
in dropping a data unit from the buffer, or in adding a
marking to a data unit, said marking informing the -
communication end-points that congestion is taking place.
An example of such a marking is the E%piicft'ébngéstion
Notification (ECN) known from TCP/IPff ‘
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For example, L3 data units received at layer 2 are buffered
before processing. Furthermore, a congestion alleviation
procedure for performing a congestion alleviation measure
with respect to one or more buffered L3 data units is
provided. The congestion alleviation procedure can be
triggered by a number of predetermined conditions, e.g.
when a link-overload of the link over which the L2 data
units are to be sent is detected, or a buffer overflow of
the buffer storing the received L3 data units is detected.
According to the embodiment, a decision step for deciding
whether to perform a congestion alleviation measure or not
depends on the described numeric value, e.g. on the size of
the L3 data unit, or on the inter-arrival time of L3 data
units. Although the above example related to the buffering
of L3 data units received at L2 (sometimes also referred to
as service data units SDUs), the concept of making a
congestion alleviation decision dependent on a numeric
value associated with a given L3 data unit is also
applicable to one or more L2 data units (L2 PDUs) in which
the given L3 data unit is embedded. However, especially if
the congestion alleviation procedure consigts in a data
unit dropping procedure, it is preferable to perform any
congestion alleviation at the highest sub-layer, i.e. at

,1thé‘SDU'16ve1, in order to avoid unnecessary embedding

operations for data that is possibly dropped.

The method and system of the present invention can be put
to practice in any suitable or appropriate way by hardware,
by software or by any suitable combination of hardware and
softWare.

[Brief description of figures]

The present invention shall now be described by referring
to detailed embodiments, which are oﬂiy intended to be
illustrative, but not limiting, with reference to the
appended drawings, in which: ‘
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shows a flow'.chart for explaining an embodiment
of the present invention;

shows a flow chart for explaining another
embodiment of the present invention, in which the
numeric value is determined based on data unit

! 1
slze;

shows a flow chart for explaining another
embodiment of the present invention, in which
higher layer data units are additionally
discriminated;

shows a flow chart for explaining another
embodiment of the present invention, in which the
numeric value is determined based on the
discrimination result; ‘

shows an overview of a protocol structure to
which the present invention can be applied;

schematically illustrates the concept of flow-

- splitting in the context of the-example shown in

Fig. 5;

Figs. 7a-7c

Fig. 8

Fig. 9

show routines of an embodiment of the invention
in which data units are buffered and a data unit
dropping procedure is provided;

shows an example of a data unit dropping
procedure;

shows a further example of a data ﬁnit\dropping
procedure; and | | o
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Fig. 10 shows a schematic block diagram of a system that
is arranged to perform the routines and
procedures of Figs. 7 to 9.

[Detailed description of embodiments]

In the following, detailed embodiments of the present
invention shall be described in order to give the skilled
person a full and complete understanding. However, these
embodiments are illustrative and not intended to be
limiting, as the scope of the invention is defined by the
appended claims.

The following examples shall be described in the context of
TCP/IP. However, it may be noted that the present invention
is applicable to any protocol hierarchy in which higher
layer data units are embedded into lower layer data units,
and where a transmission control is performed for the lower
layer data units.

The following embodiments shall be described in the context
of applying the invention to a link layer L2, said link
layer embedding L3 data units from the network layer. )
However, this is only an-example, and the present invention
can be applied at any level of a protocol hierarchy i.e.
also below or above the link layer.

Fig. 1 shows a flow chart describing a first embodiment of
the present invention. As can be seen, in a first step S1 a
L3 data unit is passed to the link layer L2 below the layer
L3. Then, in step S2, a numeric value of a numerically
quantifiable parameter associated with the L3 data unit is
determined. It may be noted that the term, "associated with
the L3 data unit" is to be understood Dr@adly as ‘relating
to any numerically quantifiable parameter derivable from
the L3 data unit, where said parameter can relate to the L3
data unit as such, or to a dataﬁuﬁit from a higher layer
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than L3 embedded in the L3 data unit. Then, in step S3, the
received L3 data unit is embedded into one or more L2 data
units. Finally, in step S@, transmission control for the
one or more L2 data units and/or L1l data units that embed
the received L3 data unit is performed according to the

numeric value determined in step S2.

Although the example of Fié. 1 shows steps S1 to S4 in a
specific sequence, this is only an example and other
arrangements of steps S1 to S4 are possible.

The adjustments performed in step S4 will depend on the
specific circumstances and the system under consideration.
For example, the transmission control may comprise
adjusting a forward error correction for the data units of
the L2 protocol layer or for the L1l data units below the L2
protocol layer. The type of forward error correction can be
chosen as is desirable or appropriate. For example, the
transmission control may comprise adjusting a transmission
power and/or a data rate (e.g. by selecting a spreading
factor in a CDMA system) over a given link and/or a degree
of interleaving. The mentioned link can e.g. be a wireless
link.

If the L2 protocol layer comprises a function of providing
automatic retransmission of L2 data units under
predetermined conditions, then the transmission control may.
comprise adjusting said retransmission function.

If the L2 protocol layer comprises a function for the
scheduling of the L2 data units, then the transmission,
control may comprise adjusting said scheduling.

In the event that the embedding in stépfSB-ﬂs‘a
segmentation operation, then the embodiment of Fig. 1 can
be arranged such that the segmentatibﬁuoperation is
performed according to said numeric value. In other wordé,



15

20

25

30

35

WO 02/100064 PCT/EP02/05624
15

the segmentation operation in dependence on the numeric
value can be an alternative to making the transmission
control in step S4 dependent on the numeric value, or the
segmentation operation in dependence on the numeric value
can be a supplement to making the transmission control in
step S4 dependent on the numeric value, i.e. can be
provided together with such transmission control.

The adjusting of said segmentation operation may e.g.
comprise adjusting the size of the L2 data units into which
a given L3 data unit is segmented.

Fig.Aé shows a flowchart of another embodiment of the
present invention. The same reference signs as in Fig. 1
refer to the same steps in Fig. 2. Namely, first an L3 data
unit is passed to the L2 layer in step S1. Then, in step
S21, which represents an example of the more general step
S2 shown in Fig. 1, the size of the received L3 data unit
is measured. In other words, it is determined how much data
is contained in the received L3 data unit, in any suitable

dimension, such as bits or bytes.

The L2 data unit is embedded into one or more L2 units in

 step S3. 'Then, the 'transmission control ‘is ‘performed in

accordance with steps S41, S42 and S43, which represent a
specific example of the general procedure represented as S4
in Fig. 1. More specifically, step S41 compares the
measured size of the L3 data unit with at least one
reference size, where said reference size preferably
represents a maximum data unit size. Then, if the size of
the L3 data unit is equal to the reference size, the
transmission control is optimised for throughput (stepﬁ‘
S42), and if the size of the L3 data unit,is‘different from
the reference size, then transmissionVcontroL‘is’optimised
with respect to delay (step S43). i
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In the above example, step S41 consists in comparing the
measured size with a reference value. Naturally, the
measured size can also be compared to a range of values,
where said range can consist of a discrete number of
reference values, or can be continuous, or can be a
combination of discrete and continuous values. Also, in the
above example, the reference value (or range) is indicative
of a maximum data unit size. However, this is oniy an
example, and the reference value (or range) can be chosen
in any suitable or desirable way, depending on the given
system and circumstances. For example, the reference value
can also be indicative of a minimum data unit size that
identifies a data unit carrying an acknowledgment.

The optimising of transmission control for throughput can
e.g. consist in reducing the amount of forward error
correction and enabling ARQ for ensuring transmission
reliability. On the other hand, optimising transmission
control for reducing delay can consist in increasing
forward error correction, but disabling ARQ. This shall be
explained in more detail in the following in the specific
context of TCP/IP.

whereas real-time applications usually run on top of UDP.
The main design requirement for link layer (L2) protocols
for non-real time applications is throughput optimisation.
This is for example achieved by tuning the trade-off
between forward error correction and ARQ, so that the
overall throughput is optimised. It is possible to obtain
higher throughputs by weakening forward error correction
and enabling ARQ. Throughput is the quantity of traneﬁitted
payload per unit of time. The throughput 1ncreases with
decreasing forward error correction, as ﬁorward error
correction increases overhead, whlch Leads to a reduced
amount of payload being transmltted
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In an encryption based forward error correction data is
divided into blocks, where each block is the result of an
encryption operation that combines the payload with
redundancy information that allows a decision on the part
of the receiver whether a block has been correctly received
andtdecrypted. Then a block error rate may be defined as
the rate of events in which a received block is judged as
héving an error. It may be noted that reduced forward error
correction leads to an increased block error rate, but it
can be shown that throughput can nonetheless be increased.
For example, when calculating throughput as the product of
data rate multiplied by (1 - block error rate), a data rate
of 8 kbit/s and block error rate of 0.01 leads to a
throughput of 7.92 kbit/s, whereas a data rate of 12 kbit/s
(achieved by less forward error correction) and a block
error rate of 0.1 (due to the reduced forward error
correction) lead to a throughput of 10.8 kbit/s.
Consequently, although the block error rate is ten times
higher, the increased payload data rate leads to an overall
increased throughput.

The problem is that even in a flow corresponding to a TCP
based bulk data transfer, ~which should overall be optlmlsed
segments, which are delay sensitive. Examples are the
connection set-up messages, which should be exchanged as
quickly as possible to be able to start with data
transmission. Another example is the TCP acknowledgement
messages in reverse direction, or HTTP requests, which
should be received as soon as possible.

In order to differentiate between L3 data units that should
be optimised for throughput and such that should be
optimised for delay reduction, the present embodlment
determines the size of the L3 data umnit, see step S21 in

Fig. 2.
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Namely, L3 data units for which the throughput should be
optimised in general belong to a larger application data
amount, which is segmenééd into transport layer data units,
e.g. TCP segments. Therefore, these transport layer data
units, which are then embedded in network layer (L3) data
units generally have a maximum transfer unit size, e.g. the
TCP maximum segments size (MSS).

Consequently, as already mentioned, step S41 of Fig. 2 can
be implemented in such a way that the comparison is
conducted with respect to a reference value or reference
range indicative of a predetermined maximum transfer unit
size. Typically, the value of the maximum transfer unit
size is 256 byte, 512 byte, 536 byte or 1460 byte, such
that taking into account the IP header of 40 byte, suitable
reference size values used in step S41 could be 296 byte,
552 byte, 576 byte or 1500 byte. |

As already mentioned, step S41 can be implemented in such a
way that the measured size of the L3 data unit is compared
with a plurality of reference sizes, e.g. the previously
mentioned series of discrete values 296, 552, 576 and 1500
bytes, or with a suitable continuous range, or with a

! ! s PR . SR T e e . e ¢ i . .,"
‘combinatiorni of discrete values ‘ard continuous alues. Then,-

if the measured size of the L3 unit is equal to any one of
the plurality of reference sizes, or falls into the
predetermined range or ranges, then step S42 is enabled, to
thereby optimise the transmission control for throughput.

In this connection, it can be mentioned that the reference
size values may not only take into account the IP header,
but also the possibility of header compression. In other
words, the plurality of size reference values used in' step
S41 also contains a set of wvalues that take\intoQaccount

header compression.
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In the example of Fig. 2, other data units having different
sizes than the reference size are sent with optimised delay
(step S43). In other words, they are sent with minimum
delay. In the example of TCP/IP this means that all pure
TCP control messages (such as synchronisation messages,
acknowledgement messages,. . .) are sent with minimum
delay. Also, the final data unit belonging to a larger
application data amount is also transmitted with optimised
(e. g. minimum) delay.

As already indicated above, delay optimisation can for
example be achieved by choosing the appropriate coding
scheme and/or adjusting the transmission power. If one
assumes an additional delay for a retransmission to be 100
ms, one can conclude that the transmission delay becomes
less and less important for small data units. Therefore, it
is better to use stronger forward error correction (e.g.
more redundancy) and/or higher transmission power to
improve the mean delay.

For example, if one considers a data unit of 100 byte size,
and using the previously mentioned example values of a data
rate of 8 kbit/s, block error rate of O 01 and a block size

. of 20 byte,l'then a mean-delay of 100 i+ 5l ims results, ori

assuming a data rate of 12 kbit/s, a block error rate of
0.1 and a block size of 30 byte, then a mean delay of 80 +
40 ms results. In the first example, one needs five blocks
to transmit 100 byte, in the second only 4, due to the
increased data rate and therefore block size. In the first
case, the probability that the one of the five blocks is
corrupted is approximately 5 %, leading on average to an
additional delay of 5 ms. The same calculation provides an
additional delay of 40 ms for the second case.
Consequently, the increased forward error correctlon,‘
although the data rate is reduced, leads to an improved
mean delay. S .
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Another example is when the transmission control comprises
regulation via the transmission power. This can be achieved
e.g. by setting a targetféignal-to-interference ratio for
the desired link, which is maintained by a power control
loop. A higher signal-to-intexference ratio results in an
improved link quality, i.e. the number of transmission
errors on the link is reduced, at the price of increased
transmission power. Less transmission errors reduce the
delay of error recovery and therefore the mean transmission
delay is reduced.

In the example of Fig. 2, the outcome of decision step S41
is to either optimise the transmission for throughput or
for delay. Naturally, this is only an example. The
transmission control can also be optimised with regard to
other target parameters, as is suitable or desired for a
specific application or system. Such target parameters
include system resources like e.g. transmission power,
spreading codes, number of assigned physical channels.
Furthermore, the outcome of decision step S41 can also lead
to more than the two procedures S42, S43. For example, it
is possible that step S41 is implemented in such a way that
the L3 data unit size is compared to n reference sizes or n

reference\ranges;fandwtheﬁoutcome‘leads“to;aﬁcorresponding{,_f

number of n transmission control procedures, each
transmission control procedure corresponding to one size
reference value or range, and additionally one further
default transmission control procedure for all those L3
data units that do not have the size of one of the n size
reference values or does not fall into one of the n ranges.

In the embodiments described above, the transmission B
control performed in step S4 or steps S41 Lo S43 was
performed on the basis of the numeric value determlned in
step S2. It should be noted that the transmlsblon control
can also be based on further measurements or determinations
conducted with respect to a recelved L3 data unit. Namely,
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as shown in figure 3, in which steps S1, S21 and S3 are
identical to the corresponding steps in Fig. 2, such that a
further description is not necessary, a step S5 is
performed after step S3, said step S5 discriminating a
group to which the L3 data unit belongs. Then, in step S40,
which is an example of general step S4 of Fig. 1, the
transmission control for the one or more L2 data units that
embed the received L3 data unit, is performed on the basis
of the numeric value determined in step S21 and the
discrimination result of the discrimination step S5.

Preferably, the discrimination is performed on the basis of
destination information contained in the L3 data unit
'and/or a'protocol identifier contained in the L3 data unit.
For example, the group into which the L3 data unit is
classified can be the flow to which it belongs. As already
mentioned previously, in the context of TCP/IP, the group
into which the L3 data unit is classified can be the flow
to which it belongs, and the flow is defined by a source
and destination IP address, a source and destination port
number, and a protocol identifier. As another example, the
group to which an L3 data unit belongs can also be
determined by the type of payload being transmitted, which

type can e.g. be determined by checking a protocoli

identifier in the data unit. This means checking the
protocol identifier of the L3 data unit itself, or checking
one or more protocol identifiers of data units being
transported as payload in the L3 data unit.

The performing of the transmission control in step S40 can
be conducted in any suitable or desirable way, depending on
the specific circumstances of the application. For example
procedure S40 of Fig. 3 can be arranged in a similar way as
steps S41, S42 and S43 of Fig. 2, w1th the addltlon that
the size reference used in the comparlson is also selected
in dependence on the group into whlch the L3 data unit is
classified. For example, the group can be determined on the
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basis of the type of data unit embedded in the L3 data
unit, e.g. the discrimination consists in determining if
the IP data unit carries a TCP data unit or a UDP data
unit. If it is determined that it carries a TCP data unit,
then a first set of size reference values can be used, and
if it is determined that the IP data unit carries a UDP
data’unit, then a second set of size reference values can
be used in the comparison.

In Fig. 3, the discrimination result obtained in step S5 is
used as an element in the transmission control operation of
procedure S40. However, the discrimination of a received L3
data unit into one of a predetermined number of groups can
also be used as a basis for determining the numeric value
that is then later to be used in the transmission control
operation. This is shown in Fig. 4. After having received
the L3 data unit in step S1, the discrimination step S5 is
performed. Then, in step S22, which is an example of the
general step S2 shown in Fig. 1, the numeric value is
determined on the basis of the discrimination result.
Thereafter steps S3 and S4 are conducted, as already
explained in connection with Fig. 1.

,wForUexamplekéthe”numericallyFQuantifiable parameter can be

associated with a buffer fill level of a buffer holding L2
data units, where the numerically quantifiable parameter is
the number of L2 data units in the buffer that embed L3
data units belonging to the group discriminated in step S5.
The numerically quantifiable parameter can alternatively be
the inter-arrival time of L3 data units belonging to the
discriminated group. The advantages of determining the'
numerically quantifiable parameter in this way shall be
discussed in more detail with respect to the example shown
in Fig. 5. - o

Fig. 5 shows an embodiment of the préSent‘invention
implemented in the context of a link layer operating in
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accordance with the universal mobile telephone system
(UMTS) as e.g. described in the Technical Specification 3G
TS 25.301 V3.3.0 (1999-12), published by the 3rd Generation
Partnership Project (http://www.3gpp.org). This document is
herewith fully incorporated by reference into the present

disclosure.

It may be noted that Fig. 5 shows a preferred application
of the present invention. However, the present invention is
by no means restricted thereto. Much rather, the method and
system of the present invention can be applied in the
context of any mobile communication device, e.g. also one
operating in accordance with the general package audio
service (GPRS) or any other mobile communication standard.
Furthermore, a method and system of the present invention
are naturally not restricted to the application in mobile
communication systems, but can be applied in any
communication system having a protocol hierafchy.

In Fig. 5, a radio resource control (RRC) procedure 201 is
provided, which controls the operation of other parts of
the general L2 implementétion, said L2 protocol
implementation consisting of sub-layers L2/PDCP, L2/BMC,
L2/RLC‘and’L2/MAC{1'Figf“SkschematicallywshowéoCOntroi
connections 204, 205, 206, 207 and 208 to the other
procedures, that shall be described in the following.
Namely, a one or more packet data convergence protocol
(PDCP) procedures 202 are implemented for performing the
functions of the packet data convergencé protocol.
Furthermore, a BMC (Broadcast/Multicast Control) procedure
203 is implemented for performing the function of
controlling the sending of data units to a plurality of
destinations, via multicasting or broadcasting. Reference
numeral 209 refers to radio link contfol~(RLC)Jprocedures
that implement the radio link control érotocol.‘zll
identifies the medium access'COntrolw(MAC)/part of the L2
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layer. Finally, 302 schematically represents the physical
layer L1.

The radio resource control procedure 201 receives control
information from the higher layer L3 (not shown). The user-
plane passes down L3 data units that are to be embedded
into L2 data units, to the PDCP procedure 202, to the BMC
procedure 203 and/or a RLC procedure 209.

Reference numeral 210 represents logical channels in the L2
layer, while reference numerals 301 refers to transport
channels between L2 and Ll.

The general control for the L2 layer implementation is
performed by the RRC procedure 201. More specifically, user
data is transmitted on a radio access bearer. Via the radio
resource control procedure 201, one or more radio bearers
are configured, which determine the layer 1 and layer 2
configuration of the radio protocols. In the PDCP procedure
202, IP header compression isg applied and a multiplexing of
multiple traffic flows onto one logical channel is used.
The RLC procedure applies backward error correction, such a
ARQ, for a logical channel, among other things. The MAC =
procedure 211 performs a scheduling of L2 data units and -
performs the distribution onto the transport channels 301.

As an embodiment of the present invention, the function of
the PDCP procedure 202 is extended by a splitting function,
which geparates the received traffic flow (e. g. an IP
flow) into sub-flows, which are then transmitted via
separate RLC connections. Since IP header compression is
applied in PDCP, the necessary flow information is already
available in PDCP. An example, a corresponding flow -
splitting is schematically depicted inﬁFigﬁrG,.AHflow of IP
data units received at the PDCP procedure 202‘is'split into
four sub-flows, each respectivelyAhandledlby a separate RLC
procedure 209a, 209b, 209c and 209d. |
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The splitting is performed in accordance with the numeric
value of the numerically Quantifiable parameter, e.g. the
L3 data unit size, a buffer £ill level, or an inter-arrival
time. Additionally, the splitting can also be conducted in
dependence on the type of data unit.

For example, the numerical value can be the L3 unit size
and the type of data unit being transported. Then the
splitting shown in Fig. 6 can be arranged in such a way
that data units having the size of an acknowledgment and
being TCP data units can be transmitted with an optimum‘
RLC configuration, i.e. minimum delay, and the other IP
data units are separated onto RLC connections, which are
optimised for the respective data unit size and/or
respective data unit type.

An alternative way of splitting the IP flow into a
plurality of RLC sub-flows is to separate different phases
of the IP flow, e.g. to separate the TCP slow-start phase
from the congestion avoidance phase. If the slow-start
phase is configured such that a lower transmission delay is
achieved, the end-to-end performance will be greatly

o, - .. . D i ' i : \(”"‘
' 'enhanced and link ‘resources (e.g.-‘codes) are released more . = .

quickly.

Methods for reducing the transmission delays are e.g. a
higher signal/interference-ratio target, stronger forward
error correction, more aggressive ARQ settings etc. To
differentiate the different phases of a TCP flow, the above
described methods of employing a buffer fill-level as the
numerically quantifiable parameter, or using the intef;v
arrival time can be used. As already mgnpioned previously,
the determination of an inter-arrival time can also be

combined with the determination of a data unit size range,

in that the value used as a basis for transmission control
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is the inter-arrival time of data units falling into a

predetermined size range. -

For example, if the RLC buffer level is used, then it could

be concluded that if the RLC buffer fill level is below a
predetermined threshold, the TCP flow is probably in the

slow-start phase (or at the end of application data), since

no new data is arriving. Above this predetermined

threshold, or above a second predetermined threshold, it is

very likely that TCP is in the congestion avoidance phase.

As a consequence, if the buffer £ill level indicates a

slow-start phase, then the L2 data units are placed into an

RLC connection optimised for reducing delay, and if the

buffer £fill level indicates a congestion avoidance phase,

then the L2 data units are placed into a RLC connection

optimised for throughput.

Corresponding considerations apply when using the inter-

arrival time of the IP data units as a numerically

quantifiable parameter. Namely, if the inter-arrival time

is above a predetermined threshold, then this may indicate

a slow-start phase, whereas if the inter-arrival time is

below this same predetermined threshold, or below a secon@

phase.

~ threshold, then this ‘may indicate a congestion avoidance .

It may be noted that an alternative to splitting the flow

into several RLC sub-flows, as shown in Fig. 6, in which

each stream of data units is handled by a separate RLC

procedure 209a, 209b, 209c or 2094,

is to transmit all data

units in one adaptive sub-flow. In this case, all data

units are handled by the same RLC procedure, however, each

data unit is handled differently (different forward error

correction, different segmentation siZés[Edifferent ARQ,

different transmission power (e.g. difiﬁfént target signal-

to-interference ratio),

etc.).
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In the previous embodiments, a numeric value associated
with at least one numerically quantifiable parameter
associated with an L3 data unit was used as a parameter for
controlling the embedding of the L3 data unit and/or
controlling the transmission of L2 data units embedding
said L3 data unit. Now, in connection with Figures 7 to 10,
embodiments will be described, which relate to applying the
concept of employing a numerically quantifiable pérameter
to the performing of a congestion alleviation procedure for
buffered L3 data units and/or buffered L2 data units.

In the following examples, the congestion alleviation
procedure will be described in terms of a data unit
dropping procedure.

Figure 7a shows a routine for buffering received L3 data
units. It may be noted that such received L3 (genérally:
higher layer) data units received at a given layer (e.g.
1.2) are referred to as service data units (SDUs), whereas
the data units into which such an SDU is embedded
(encapsulated or segmented) is referred to as a protocol
data unit (PDU). As a consequence, the buffer into which

such received L3 data units are placed can also be referred

to as 'an SDU buffer. 'This' SDU buffer stores the received L3 -
data units before they are processed (embedded) into L2
data units. Returning to the routine of Fig. 7a, a first
step S1 consists in passing an L3 data unit to the L2
layer, after which one or more numeric values belonging to
at least one numerically quantifiable parameter associated
with the received L3 data unit are determined in step S2.
These steps S1 and S2 are just like the steps of same .
reference numeral described in connection with Figures 1 to
4, and can be embodied as described in‘detailrwith respect
to these Figures. Therefore, the numéficaliy quantifiable
parameter can e.g. be the data unit siééror the inter-
arrival time of the data units. Finally, the received L3
data unit or SDU is placed into an SDU buffer in step S6,
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where it can be buffered until further processing of the
SDU takes place. :

It may be noted that step S2 does not necessarily have to
be performed prior to the buffering, and could also be
performed subsequently, as will be explained in connection
with the embodiment of Fig. 9.

The buffering of received SDUs is especially advantageous
in situations where the immediate processing at the
receiving layer is not guaranteed or feasible, e.g. 1f the
receiving layer is a link layer for sending data over a

wireless link.

Fig. 7b shows a routine for processing buffered SDUs,
namely for embedding the SDUs into L2 PDUs. In step S31 an
SDU, is taken out of the SDU buffer and embedded into one or
moré L2 PDUs. In step S7 the one or more resulting L2 PDUs
are buffered in a PDU buffer. The buffered L2 PDUs can then
be transmitted according to anyone of the transmission
control procedures S4, S40, S41 to S43 explained in
connection with Figures 1 to 4. It may be noted that the
processing routlne of Flg 7b could also be embodled by

transmission control procedure S4, S40, S41-S43.

Fig. 7c¢ shows a basic routine for managing the contents of
one or both of the SDU buffer and PDU buffer. More
specifically, in a step S8 it is determined whether a
triggering condition for performing dropping of buffered
data units is met or not, and if it is, a data unit
dropping procedure S9 is conducted. The triggering
conditions can be chosen as is suitable or desirable, e.g.
a data unit dropping procedure can beanlléd}fo;ﬂif the
buffer is an overflow state (e.g. the‘ambﬁnt of data in the
buffer exceeds an overflow llmlt),‘and/or if the link over
which the L2 PDUs are to be transmitted is in an overload
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state (e.g. the bandwidth momentarily provided by the link
is lower than a predete;mined limit percentage of the
bandwidth demanded for sending the data that is to be
transmitted over said link).

It may be noted that the dropping of data units is not only
useful to relieve an overflow or overload state at the
layer where the present embodiments are implemented, but
also serves as an indication to higher layers that
congestion has occurred. The slow start and congestion
avoidance algorithms known from TCP/IP are examples of
mechanisms with which flow control can respond to data unit

loss along a transmission path.

The data unit dropping procedure S9 comprisés a decision
step for deciding whether a buffered data unit under
consideration is to be dropped or not, where said decision
step depends on one or more numeric values that belong to
at least one numerically quantifiable parameter associated
with a given L3 data unit. The given L3 data unit is the
buffered data unit under consideration if this data unit
under consideration is an L3 data unit (i.e. if the
dropping of an SDU is considered, then the numerically

Tquantifiablekparameterﬂisiassociated'with‘said>ﬁDUUunder_;f

consideration, e.g. the size of said SDU or the inter-
arrival time associated therewith), and said given L3 data
unit is the L3 data unit embedded in said data unit under
consideration if the data unit under consideration is an L2
data unit (i.e. if the dropping of an L2 PDU is considered,
then the numerically quantifiable parameter is associated
with the SDU embedded in the L2 PDU under consideration,
e.g. the size of said SDU or the inter-arrival time
associated therewith). |

As indicated above, the data droppingﬂpﬁoceduré can be
conducted in one or both of the SDUubﬁffer‘éna the PDU
buffer. However, it is preferablé to perform any data unit
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dropping at the highest sub-layer, i.e. at the SDU buffer,
in order to avoid unnecessary embedding operations for data

that is possibly dropped{

Figure 8 shows an example of a data unit dropping procedure
S9. In a first step S91, a first data unit is considered.
The selection of the data unit to be considered can be done
as is suitable or desirable, and can depend on the way the
data units are buffered. For example, if the data units are
queued, then a data unit at a predetermined position in the
queue can be selected (such as the first or last data
unit), or any other type of selection routine can be
chosen, such as the random selection of a data unit.

Then, in step S92, the above mentioned decision step is
performed, i.e. it is determined whether the numeric value
(e.g. data unit size or inter-arrival time) of the L3 data
unit or SDU associated with the data unit under
consideration (either the SDU itself or an L2 PDU embedding
the SDU) fulfils a predetermined condition or not. If the
predetermined condition is fulfilled, the procedure
branches to step 596 and drops the data unit under
consideration. If not, the procedure branches to step S$93,

"whereQit,is‘determined»Whetherﬂthereﬁare furtherﬂdataUUnits

present in the buffer, beyond those already considered. If
yesg, then the procedure branches to step S94, in which a
next data unit is selected, and then the procedure loops
back to step S92. The selection of a next data unit to be
considered can be performed in any desirable or suitable
way and will generally be linked to the method used in step
S91. For example, S94 can consist in simply selecting the
following or preceding data unit in the queue, or in
performing another random selection that only excludes
previously selected data units. |

If step S93 shows that no more data unlts are left that
have not yet been considered for . step 892" (which 1nd1cates
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that none of the data units in the buffer fulfilled the
dropping criterion laid out by step S$92), then the
procedure goes to step S95, in which a default procedure
for selecting a data unit is performed, e.g. a data unit at
a predetermined position in a queue is selected, or a
random selection is performed. Then, the thus selected data
unit is dropped in step S96.

The condition checked in step S92 is preferably whether the
numeric value (or values) fall above or below a specific
threshold. For example, if the numeric value is the size of
the L3, data unit or SDU, then it is preferable to drop data
units that exceed a certain size. The advantages of doing
this will be explained later. If the numeric value is the
inter-arrival time, then it is possible to drop data units
whose inter-arrival time exceeds a certain time period, or
it is possible to drop data units whose inter-arrival time
falls short of a certain time period.

In the procedure of Fig. 8, it was assumed that the numeric
value is available for checking at $92. This can e.g. be
the case by retrieving the value or values determined in

step S2 of Fig. 7a. However, it is alsgo possible to 1nclude
& determination 'step!in ‘the data ‘dropping 'procedure:S9.

This is shown in the example of Fig. 9, which relates to
the case where the numeric value is the size of the L3 data
unit, and.the procedure comprises a step S97 for measuring
the size, and where the decision step is provided in S920
as a comparison of the measured size with a predetermined
threshold Th, where the condition for dropping is met if
the measured size exceeds the threshold Th. The remaining
steps are the same as in Fig. 8 and will therefore not be

K

described again.

The advantage of dropping data units that exceed a certain
size (i.e. not dropping data units. that fall below said
certain size) is that often the dropping of small data
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units will impact the data flow at higher layers much more
heavily than the dropping of larger data units. Namely,
small data units will ofﬁen not contain payload for a data
transmission (i.e. data from yet a higher layer, e.g. an
application layer), but rather signalling messages that are
important for setting up a connection (such as
synchronisation messages), for confirming correct
transmission (such as acknowledgment messages) or for
releasing a connection (such as finish messages). In TCP,
examples of such signalling are SYN, ACK and FIN messages.
A sender of such signalling messages can often only recover
from the loss of such a signalling message by performing a
time-out, i1.e. waiting until a predetermined time since
sending the lost data unit has expired before undertaking
any action to remedy the situation. As time-out periods are
usually set conservatively (i.e. long), the dropping of
such a signalling message can have strong impact on the
overall transmission of data units, in contrast to dropping
a data unit containing payload. Namely, most protocols for
transporting data units are specifically equipped and
designed to handle the loss of payload, such that the
impact 1s less severe. As a consequence, overall
performance can be enhanced by not dropping small data
unitngi;eﬂﬁonly dropping”datd“unitsiEhat7exceedba certainhﬂr
size threshold.

As an example, SYN messages are sent at the beginning of a
connection set up. If one is lost, the set up will not
continue until a time-out has occurred. Consequently, the
start of sending payload is strongly delayed. FIN messages
are sent at the end of a connection, indicating a closing
of the connection. Dropping such a data unit and o
consequently thereby providing the sender of that message
with an indirect congestion indicatiohA is of mno Valué, as
this sender is at the end of the traqsmission‘anYWay. In
other words, it is much better tqjdrdp-é data unit from a

[
P
i
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different source, where the congestion indication will
still have an effect.

Dropping ACK messages does not improve the traffic
situation as TCP ACKs are cumulative.

It may be added that it is also preferable to drop larger
data units in place of smaller ones because the dropping of
small data units will generally not improve the buffering
delay at the link. In other words, more is done to
alleviate the condition that triggered the data unit
dropping (e.g. link overload or buffer overflow) if‘large
data units are dropped than if small ones are dropped.

From the above discussion, it can be seen that the setting
of the threshold Th is preferably done in dependence on the
possible signalling messages sent at higher layers. As an
example, 1f the above embodiment is applied to a layer 2 on
top of which TCP is run, then the threshold Th should be
set such SYN, ACK and FIN messages are not dropped, i.e.
the threshold Th should be set larger or equal to the
expected size of the SYN, ACK and FIN messages.

into an L3 data unit belongs (e.g. whether it belongs to a
specific flow), described above in connection with step S5
in Figures 3 and 4, can also be used in connection with
data unit dropping procedure. Namely, in addition to making
the data unit dropping procedure dependent on the numeric
value, the result of such a discrimination step can also be

taken into account.

For example, if the discrimination step S5 consists in’
determining which flow an L3 data unit5bei©ngé‘tpq then the
decision step S92 or S920 can be amended to a}éd take the
discriminated flow into account,de,g;‘such»that‘ho data
units from a specific flow or group of flows are dropped, -
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or that only data units from the specific flow or flow
group are dropped. e

Fig. 10 shows a schematic representation of a system in
which the methods described in connection with Figs. 7 to 9
can be applied. The L2 implementation comprises an SDU
buffer 101, an embedder 103 and a PDU buffer 104, as well
as a controller 102 for controlling the operation of each
of the entities 101 to 103. The controller 102 is arranged
to execute suitable routines, e.g. the routine shown in
Fig. 7a for buffering received SDUs in the SDU buffer 101
and the routine shown in Fig. 7b for operating the embedder
103 and PDU buffer 104. The term "implementation" refers to
any hardware, software or combination of hardware and
software suitable to execute the described routines and
provide the desired functionality. As a consequence, the
entities 101-104 can also be provided by any suitable
hardware, software or combination of hardware and software.

In the above examples of Figures 7 to 10, the congestion
alleviation procedure was shown as a data unit dropping
procedure. Alternatively or additionally, the congestion
alleviation procedure can also comprise a data unit marking

iprocedure, in which-the"congestion alleviation measure does

not consist in dropping the data unit, but adding an
indicator or notification at a predetermined position (e.g.
in a specified header field) in the data unit, where said
indicator or notification informs the communication end-
points of the data unit that congestion is taking place. An
example of such a concept is the Explicit Congestion
Notification (ECN) known in the context of TCP/IP, see .e.g.
REC 3168. S

Data unit marking should preferably béQimpfeméhtéa with

respect to the SDU buffer, as the SDUs w1ll be marked if
the decision step for deciding on. the taklng of a C
congestion alleviation measure decides to take a measure;
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If a combination of data unit dropping and data unit
marking is used a congeétion alleviation procedure, then it
is preferable that the SDUs be discriminated, e.g.
according to protocol identifiers, and SDUs belonging to a
predetermined category should be dropped and not marked. In
other words, data units for which it does make sense to add
a marking, such as User Datagram Protocol (UDP) data units,
should not be marked, but rather dropped if it is decided
to take a congestion alleviation measure. Namely, as is
well known, UDP peers are not responsive to congestion,
such that marking with a congestion notification makes no
sense. With respect to data units discriminated into a
category that is responsive to congestion, such as
Transmission Control Protocol (TCP) data units, the
congestion alleviation measure can be either dropping or
marking, depending on the specific preferences or desires.
For example, for congestion responsive SDUs the decision
step can be implemented in such a way that data unit
marking is performed for a first triggering condition (e.g.
a triggering condition indicating that the SDU buffer is in
danger of becoming congested, like the exceeding of a
first threshold buffer £fill level) and data unit dropplng
is performed - ‘for @ second- trlggerlng ‘condition (e.g.
exceeding a second threshold higher than the first
threshold, which means that the buffer is congested, such
that the buffer load must be reduced).

Although the present invention has been described with
reference to specific embodiments these embodiments only
serve to provide the skilled person with a full and |
complete understanding of the invention, but are not i
intended to limit the scope. The scope of the invention is
much rather defined by the appended claiﬁs ‘Réferencé
numerals in the claims are intended to make the claims
easier to understand and also 'do not restrlct the scope..



15

20

25

30

35

lembed said given data unit /of ;said first protocoll

WO 02/100064 PCT/EP02/05624

36

Claims
A method of processing a data unit of a first protocol
layer (L3) for transmission in a data unit based

communication system, comprising the steps of:

passing to a second protocol layer (L2) a given data

unit of said first protocol layer (L3) that is to be

transmitted, said second protocol layer (L2) lying
below §aid first protocol layer (L3);

determining one or more numeric values, said one or
more numeric values belonging to at least one
numerically quantifiable parameter associated with
said given data unit of said first protocol layer
(L3) ;

embedding said given data unit of said first protocol
layer (L3) into one or more data units of said second
protocol layer (L2),

performing transmission control for said one or more
data units of said second protocol layer (L2) that

layer (L3),

where said embedding and/or said transmission control
is performed in accordance with said one or more
numeric values of said at least one numerically
quantifiable parameter.

The method of claim 1, wherein said at least one
numerically quantifiable parameter is the size of said
given data unit of said first prbtpbdi*layer_(LB).

I}

The method of claim 1 or‘z,lwheréin said at least one
numerically quantifiable pa?ameter is associated with
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a buffer £ill level of a buffer holding data units of
said first protocol layer (L3) or said second protocol
layer (L2). B

The method of one of claims 1 to 3, wherein said at
least one numerically quantifiable parameter is an
inter-arrival time of data units of said first

protocol layer (L3).

The method of one of claims 1 to 4, furthermore
comprising a step of discriminating a group of data
units of said first protocol layer (L3) to which said
given data unit of said first protocol layer (L3)
belongs.

The method of claim 5, wherein said group is
discriminated on the basis of source information
and/or destination information and/or a protocol
identifier contained in said data units of said first
protocol layer (L3).

The method of claim 5 or 6, wherein said transmission
control for said one or more data units of said second

”brotocof€layer4(L2)7that"embedwsaidhéiven data unit of =

said first protocol layer (L3) is also performed in
accordance with a result of said discriminating step.

The method of claim 5 or 6, wherein said numeric value
is determined on the basis of a result of said
discriminating step.

The method of claim 8, wherein said numerically f
quantifiable parameter is associated with a buffer
£ill level of a buffer holding data units of said
second protocol layer (L2), said-humerically
gquantifiable parameter beingﬁthé number of data units
of said second protocol layér (L2) in said buffer that
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embed data units of said first protocol layer (L3)
belonging to said group.

The method of claim 8, wherein said numerically
quantifiable parameter is the inter-arrival time of
data units of said first protocol layer (L3) belonging
to said group.

t

The method of one of claims 1 to 10, wherein said
transmission control comprises adjusting a forward
error correction for said data units of said second
protocol layer (L2) or for data units of a third
protocol layer (Ll) below said second protocol layer
(L2).

The method of claim 11, wherein a function (RLC)

controls the sending of said data units of said second
protocol layer (L2) over a link, and said transmission
control‘comprises adjusting a transmission power |

and/or a data rate over said wireless link and/or a

degree of interleaving.

The method of one of claims 1 to 12, wherein said

7 second'protocolilayerE(LQNfcomprisesfajfunctionﬁoﬁ o

providing automatic retransmission of data units of
said second protocol layer (L2) under predetermined
conditions, and where said transmission control
comprises adjusting said retransmission function.

The method of one of claims 1 to 13, wherein said
second protocol layer (L2) comprises a function (MAC)
for scheduling of said data units of said second’ N
protocol layer (L2), and where said transmissiqn '

control comprises adjusting saidﬁschedulingﬂ

The method of one of claims 1.to 14, wherein said
embedding comprises a segmentation operation for data
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units of said first protocol layer (L3), and where
said transmission control comprises adjusting said
segmentation operation.

The method of claim 15, wherein the adjusting of said
segmentation operation comprises adjusting the size of
the data units of said second protocol layer (L2) into
which said given data unit of said first protocol
layer (L3) is segmented.

The method of one of claims 1 to 16, wherein said
transmission control comprises discriminating said one
or more data units of said second protocol layer (L2)
in which said given data unit of said first protocol
layer (L3) is embedded on the basis of said numeric
value, and placing each of said one or more data units
of said second protocol layer (L2) into one of a
plurality of predetermined transmission categories on
the basis of said discrimination result.

A computer program arranged to execute the method of
one of claims 1 to 17.

9. 'A'computer. programstorage medium storing a-computer _

program according to claim 18.

A data unit based communication system comprising
implementations of a first protocol layer (L3) and a
second protocol layer (L2), said first protocol layer
(L3) lying above said second protocol layer (L2), said
system being arranged to pass a given data unit of
said first protocol layer (L3) that is to be
transmitted to said second protocol layer-(LZ)L—and
said implementation of said secohdrﬁrétqcolllayér (L2)
being arranged to determine one of“mofe numeric values
belonging to at least one nume;iCélly‘qﬁaﬁtifiable
parameter associated with said given data unit of said
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first protocol layer (L3), embed said given data unit
of said first protocol layer (L3) into one or more
data units of said second protocol layer (L2), and
perform transmission control for said one or more data
units of said second protocol layer (L2) that embed
said given data unit of said first protocol layer (L3)
in accordance with said one or more numeric values of
said at least one numerically quantifiable parameter.

The data unit based communication system of claim 20,
wherein said at least one numerically quantifiable
parameter is the size of said given data unit of said
first protocol layer (L3).

The data unit based communication system of claim 20
or 21, wherein said at least one numerically
quantifiable parameter is associated with a buffer
fill level of a buffer holding data units of said
first protocol layer (L3) or said second protocol
layer (L2).

The data unit based communication system of one of
claims 20 to 22, wherein sald at least one numerlcally

}quantlflable parameter is an inter- arrlval ‘time of

data units of said first protocol layer (L3).

The data unit based communication system of one of
claims 20 to 23, wherein said implementation of said
second protocol layer (L2) is arranged to discriminate
a group of data units of said first protocol layer
(L3) to which said given data unit of said first -
protocol layer (L3) belongs. )

The data unit based communicatioh'éyétem-éf claim 24,
wherein said implementation of said second protocol
layer (L2) is arranged to d:scrxmlnate sald group on
the basis of source 1nformatlon and/or destination |

bl
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information and/or a protoccl identifier contained in
said data units of said first protocol layer (L3).

[
The data unit based communication system of claim 24
or 25, wherein said implementation of said second
protocol layer (L2) is arranged to also perform said
transmission control for said one or more data units
of said second protocol layer (L2) that embed said
given data unit of said first protocol layer (L3) in
accordance with a result of said discriminating.

The data unit based communication system of claim 24
or 25, wherein said implementation of said second
protocol layer (L2) is arranged to determine said
numeric value on the basis of a result of said
discriminating step.

The data unit based communication system of claim 27,
comprising a buffer for holding data units of said
second protocol layer (L2), said numerically
quantifiable parameter being the number of data units
of said second protocol layer (L2) in said buffer that

embed data units of sald flrst protocol layer (L3)

The data unit based communication system of claim 27,
compriging a timer for measuring an inter-arrival time
of data units of said first protocol layer (L3)
belonging to said group, where said numerically
quantifiable parameter is the inter-arrival time of
data units of said first protocol layer (L3) belonging
to said group. :

The data unit based communicatioh’éyStemny.one of
claims 20 to 29, wherein said trahsmissibn control
comprises adjusting a forward error COIIELthH for
said data units of said second protocol layer (L2) or
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for data units of a third protocol layer (L1l) below .
said second protocol layer (L2).

The data unit based communication system of claim 30,
further comprising a function (RLC) £for controlling
the sending of said data units of said second protocol
layer (L2) over a link, and said transmission control
comprises adjusting a transmission power and/or a data
rate over said link and/or a degree of interleaving.

The data unit based communication system of one of
claims 20 to 31, wherein said implementation of said
second protocol layer (L2) comprises a function of
providing automatic retransmigssion of data units of
said second protocol layer (L2) under predetermined
conditions, and where said transmission control
comprises adjusting said retransmission function.

The data unit based communication system of one of
claims 20 to 32, wherein said implementation of said
second protocol layer (L2) comprises a function (MAC)
for scheduling of said data units of said second
protocol layer (L2), and where said transmission

jcontrol comprises-adjusting said scheduling.

The data unit based communication system of one of
claims 20 to 33, wherein said implementation of said
second protocol layer (L2) is arranged to perform a
segmentation operation for data units of said first
protocol layer (L3), and where said transmission
control comprises adjusting said segmentation ..

operation.

The data unit based communication system of cléim 34,
wherein the adjusting of said segméntatiqn operation
comprises adjusting the size of,the data units of said

Iy
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second protocol layer (L2) into which said given data
unit of said firstwprotocol layer (L3) is segmented.

The data unit based communication system of one of
claims 20 to 35, wherein said transmission control
comprises discriminating said one or more data units
of said second protocol layer (L2) in which said given
data unit of said first protocol layer (L3) is
embedded on the basis of said numeric value, and
placing each of said one or more data units of said
second protocol layer (L2) into one of a plurality of
predetermined transmission categories on the basis of

said discrimination result.

The data unit based communication system of one of
claims 20 to 35, wherein said system is contained in a

mobile communication device.

The data unit based communication system of claim 37,
wherein said mobile communication device operates in
accordance the standard of the Universal Mobile
Telecommunication System.

Numethodhof‘brocessingﬁa“data unit of a first protocol
layer (L3) for transmission in a data unit based |
communication system, comprising the steps of:

passing to a second protocol layer (L2) a given data
unit of said first protocol layer (L3) that is to be
transmitted, said second protocol layer (L2) lying
below said first protocol layer (L3);

performing a buffering operation (86, S7) for one or
both of L T
- said data unit of said firsﬁ’protocolﬁlayer
(L3) and ‘ o N
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- one or more data units of said second protocol
layer into which said data unit of said second
protocol layer (L2) is embedded,

5 performing a congestion alleviation procedure (S9) for
buffered data units if one or more predetermined
triggering conditions are fulfilled, said congestion
alleviation procedure (S9) comprising a decision step
(892) for deciding whether congestion alleviation

10 measure is to be performed with respect to a buffered
data unit under consideration or not, where said
decision step depends on one or more numeric values
that belong to at least one numerically quantifiable
parameter associated with a given data unit of said

15 first protocol layer (L3), said given data unit of
said first protocol layer (L3) being the data unit
under consideration if the data unit under
consideration is a data unit of the first protocol
layer (L3), and said given data unit of said first

20 protocol layer (L3) being a data unit of said first
protocol layer (L3) embedded in said data unit under
consideration if the data unit under consideration is
a data unit of said second protocol layer (L2).

25 40. The method of claim 39, wherein said congestion
alleviation procedure comprises a data unit dropping
procedure for dropping said buffered data unit under
consideration and/or a data unit marking procedure for
adding a marking to said given data unit of said first

30 protocol layer (L3).

41. The method of claim 39 or 40, wherein said at leaéf
one numerically quantifiable parameter is the size of
said given data unit of said firéﬁ;ppetbdol,layer

35 (L3) .
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The method of claim 41, wherein said decision step
(S92) comprises comparing (5920) the size of said
given data unit of said first protocol layer (L3) with
a predetermined threshold (Th), and performing the
congestion alleviation measure with respect to the
data unit under consideration 1f the threshold (Th) is
exceeded.

The method of one of claims 39 to 42, wherein said at
least one numerically quantifiable parameter is an
inter-arrival time of data units of said first
protocol layer (L3).

The method of one of claims 39 to 43, furthermore
comprising a step of discriminating a group of data
units of said first protocol layer (L3) to which said
given data unit of said first protocol layer (L3)
belongs.

The method of claim 44, wherein said group is
discriminated on the basis of source information
and/or destination information and/or a protocol
identifier contalned in said data units of sald flrst

The method of claim 44 or 45, wherein said decision
step of said congestion alleviation procedure also
depends on a result of said discriminating step.

The method of claim 46, wherein said group is
discriminated on the basis of a protocol identifier in
said given data unit of said first protocol layer
(L3), and said decision step comprlses determlnlng
whether the congestion alleviation measure should
consist in dropping the data unit under con51deratlon
or marking the given data unit of the First protocol
layer (L3), where the data unit under consideration ‘is
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dropped if the protocol identifier belongs to a
predetermined category.

A data unit based communication system comprising
implementations of a first protocol layer (L3) and a
second protocol layer (L2), said first protocol layer
(L3) lying above said second protocol layer (L2), said
system being arranged to pass a given data unit of
said first protocol layer (L3) that is to be
transmitted to said second protocol layer (L2), and
said implementation of said second protocol layer (L2)
comprising a buffer (101, 104) for buffering one or| -
both of

- saild data unit of said first protocol layer

(L3) and

- one or more data units of said second protocol

layer into which said data unit of said second

protocol layer (L2) is embedded,

a controller (102) connected to said buffer (101, 104)
for performing a congestion alleviation procedure (S9)
for buffered data units if one or more predetermined
triggering conditions are fulfilled, said congestion

alleviation procedure (S9) comprising a decision step

(892) for deciding whether a congestion alleviation
measure is to be performed with respect to a buffered
data unit under consideration or not, where said’
decision step depends on one or more numeric values
that belong to at least one numerically quantifiable
parameter associated with a given data unit of said
first protocol layer (L3), said given data unit of
said first protocol layer (L3) being the data unit
under consideration if the data unit under
consideration is a data unit of the £irsE protocol
layer (L3), and said given data uﬁit'of said first
protocol layer (L3) being a datamunit‘of said first
protocol layer (L3) embedded in said data unit under
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consideration if the data unit under consideration is
a data unit of said second protocol layer (L2).
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