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FIG. 1

sor configured to execute instructions stored in a computer-readable medi-

um. The instructions include determining whether movement data associat-
ed with a user device (10) and location data associated with the user device
indicates that the user device is approaching a first location, determining
whether the location data matches the movement data and a measured signal

gateway

strength associated with at least one sensor of a vehicle (30), wherein the
measured signal strength indicates a signal strength of a communication
link between the user device and a control module (20) of a vehicle, and
determining that the user device is approaching the first location in response
to a determination that the location data matches the movement data and the
measured signal strength.
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Description

Title of Invention: SYSTEMS AND METHODS FOR AC-

TIVATING VEHICLE FUNCTIONS

Cross Reference

This application claims the benefit of U.S. Provisional Application No. 62/821,479
filed on March 21, 2019 and U.S. Patent Application No. 16/786,387, filed on
February 10, 2020. The entire disclosure of each of the above applications is in-
corporated herein by reference.

Field

The present disclosure relates to systems and methods for activating vehicle
functions.
Background

This section provides background information related to the present disclosure and is
not necessarily prior art.

Traditionally, a passive entry/passive start (PEPS) system, which is a vehicle system
that includes a keyless entry system, allows anyone in possession of a key fob that has
been previously paired with a vehicle’s central PEPS electronic control unit (ECU) to
access the vehicle by simply grabbing the door handle and to start the vehicle with a
push of a button. In response to a button push, the central PEPS ECU authenticates the
key fob to determine if the key fob is authorized to access the vehicle and uses the
signal strength indicated by a plurality of vehicle antennas to estimate the location of
the key fob. If the key fob is authenticated and is located within an authorizing zone,
the vehicle’s function is made available to the user (e.g., doors are unlocked or vehicle
is started).

Traditionally, PEPS systems use proprietary grade radio protocols using low
frequency (LF) signals of approximately 125 kHz. PEPS systems are also hampered by
the physics of the LF systems. LF was selected by early PEPS systems, because the
wave propagation allows for relatively accurate estimation of range and location by
using signal strength within the typical target activation range of 2 meters. However,
due to the extremely long wavelength of the LF signal compared to the size of a
practical vehicle antenna and key fob receiver, it is difficult within reasonable power
consumption and safe transmit power levels to reliably communicate with a key fob
using LF beyond a few meters. Consequently, it is difficult to make any of the
vehicle’s functions available to the user when the key fob is located more than a few
meters away from the vehicle.

Accordingly, key fobs are being implemented by smart devices, such as smartphones
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and wearable devices, wherein the smart devices are able to communicate at a range
greater than the activation range of LF systems. As such, smart devices enable the
availability of various vehicle functions and long range distancing features, such as
passive welcome lighting, distance bounding on remote parking applications, and so
on.

However, traditional PEPS systems and PEPS systems with key fobs that are im-
plemented by smart devices include wireless vulnerabilities that may subject the re-
spective PEPS systems to malicious attacks. As an example, a user may attack a PEPS
system by passive eavesdropping, man-in-the-middle (MITM) attacks, and identity
tracking of various telemetric links of the PEPS system.

Summary

This section provides a general summary of the disclosure, and is not a com-
prehensive disclosure of its full scope or all of its features.

A system is provided and includes a processor configured to execute instructions
stored in a computer-readable medium. The instructions include determining whether
movement data associated with a user device and location data associated with the user
device indicates that the user device is approaching a first location, determining
whether the location data matches the movement data and a measured signal strength
associated with at least one sensor of a vehicle, wherein the measured signal strength
indicates a signal strength of a communication link between the user device and a
control module of a vehicle, and determining that the user device is approaching the
first location in response to a determination that the location data matches the
movement data and the measured signal strength.

A method is also provided and includes determining, using a processor that is
configured to execute instructions stored in a computer-readable medium, whether
movement data associated with a user device and location data associated with the user
device indicates that the user device is approaching a first location. The method also
includes determining, using the processor, whether the location data matches the
movement data and a measured signal strength associated with at least one sensor of a
vehicle, wherein the measured signal strength indicates a signal strength of a commu-
nication link between the user device and a control module of a vehicle. The method
also includes determining, using the processor that the user device is approaching the
first location in response to a determination that the location data matches the
movement data and the measured signal strength.

Further areas of applicability will become apparent from the description provided
herein. The description and specific examples in this summary are intended for
purposes of illustration only and are not intended to limit the scope of the present

disclosure.
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Brief Description of Drawings

The drawings described herein are for illustrative purposes only of selected em-
bodiments and not all possible implementations, and are not intended to limit the scope
of the present disclosure.

[fig. 1]FIG. 1 illustrates a subject vehicle with a PEPS system according to the present
disclosure.

[fig.2]FIG. 2 illustrates a functional block diagram of a PEPS system according to the
present disclosure.

[fig.3]FIG. 3 illustrates a functional block diagram of a sensor of a PEPS system
according to the present disclosure.

[fig.4]FIG. 4 illustrates a functional block diagram of a communication gateway of a
PEPS system according to the present disclosure.

[fig.5A]FIG. 5A illustrates a PEPS system according to the present disclosure.
[fig.5B]FIG. 5B illustrates a PEPS system according to the present disclosure.
[fig.6]FIG. 6 illustrates a flowchart of a control algorithm according to the present
disclosure.

[fig.7]FIG. 7 illustrates an information communication method according to the present
disclosure.

Corresponding reference numerals indicate corresponding parts throughout the
several views of the drawings.

Description of Embodiments

Example embodiments will now be described more fully with reference to the ac-
companying drawings.

The present disclosure relates to systems, methods, and architecture to implement a
localization system, such as a PEPS system, using a consumer grade wireless protocol
based on the standardized specification of the Bluetooth Consortium. Specifically, the
present disclosure relates to a PEPS system using a Bluetooth Low Energy (BLE) com-
munication protocol for communication between the vehicle and a BLE-enabled user
device, such as a smartphone or a wearable device. The PEPS system can include a
sensor network that may be configured to find existing connections between the user
device and the vehicle and to measure the timing and signal characteristics of the com-
munication between the user device and the vehicle. In other embodiments, the PEPS
system can include one or more sensors configured to send or receive signals, such as
broadcast signals over open advertising channels, to or from a user device. Further, the
PEPS system also includes a central module that collects received signal strengths
measured by the sensor network, and based on the received signal strengths, the central

module may determine the distance between the user device and the vehicle.
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Further, the PEPS system may obtain movement data associated with the user device,
location data of the user device, and/or velocity data of the user device. Based on the
movement data, location data, velocity data, and/or signal strengths, the PEPS system
is configured to determine whether the user is approaching the vehicle. In response to a
determination that the user is approaching the vehicle, the PEPS system determines the
distance between the vehicle and the user device and may make certain vehicle
functions available to the user based on the determined distance.

With reference to FIGs. 1-2, a PEPS system 1, which may also be referred to as a lo-
calization system, is provided within a vehicle 30 and includes a communication
gateway 29 and a plurality of sensors 31A-31J, referred to collectively as sensors 31.
The PEPS system 1 includes one or more control modules 20 that are distributed
throughout the vehicle 30 and are able to communicate with each other through, for
example, a vehicle interface 45. In addition, some of the modules may be integrated
into a single electronic control unit (ECU) and are able to communicate with each
other using the vehicle interface 45. The vehicle interface 45, for example, may include
a controller area network (CAN) bus for communication between main modules and/or
lower data rate communication such as local interconnect network (LIN) for commu-
nication between the sensors 31. The vehicle interface 45 can also include a clock
extension peripheral interface (CXPI) bus. Additionally or alternatively, the vehicle
interface 45 can include a combination of CAN bus, LIN, and CXPI bus commu-
nication interfaces. The structure of the sensors 31 are described below in further detail
with reference to FIG. 3.

The control module 20 can include, for example, the communication gateway 29 that
includes a BLE chipset 21 connected to an antenna 19. As shown in FIG. 2, the
antenna 19 may be located in the vehicle 30. Alternatively, the antenna 19 may be
located outside of the vehicle 30 or within the control module 20. The control module
20 can also include a link authentication module 22 that authenticates a user device 10
for communication via a communication link 50. The control module 20 can also
include a data management layer 23 for push data. The control module 20 may also
include a connection information distribution module 24. The control module 20 may
also include a timing control module 25. The control module 20 can also include a
telematics module 26, such as a global positioning system (GPS) module and/or other
navigation or location modules. The control module 20 can also include a PEPS
module 27. The control module 20 can also include a body control module 28. The
control module 20 can also include a sensor processing and localization module 32.
The control module 20 can also include a security filtering module 33. The control
module 20 may also include one or more processors that are configured to execute in-

structions stored in a computer-readable medium, such as a read-only memory (ROM)
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and/or random access memory (RAM).

As shown in FIGs. 1-2, the user device 10 can communicate with the communication
gateway 29 of the vehicle 30 via the communication link 50. Without limitation, the
user device 10 may be any Bluetooth enabled communication device, such as a smart
phone, smart watch, wearable electronic device, key fob, tablet device, or other device
associated with a user of the vehicle 30, such as an owner, driver, passenger of the
vehicle 30, and/or a technician for the vehicle 30. The user device 10 can include a
BLE chipset 11 connected to an antenna 13. The user device 10 can also include ap-
plication software 12 stored in a computer-readable medium, such as a read-only
memory (ROM) or a random-access memory (RAM). Further, the application software
12 includes instructions that are executable by a processor of the user device 10. The
user device 10 can also include a GPS module 14 or other device location service. The
user device 10 may also include an accelerometer 15. The GPS module 14 and the ac-
celerometer 15 are described below in further detail with reference to FIGs. SA-5B.

The user device 10 and the communication gateway 29 may establish the commu-
nication link 50 using a Bluetooth communication link, as provided for and defined by
the Bluetooth specification. For example, the communication link 50 between the user
device 10 and the communication gateway 29 can be a BLE communication link.

The PEPS system 1 may be configured to provide additional authentication of the
communication link 50 with the user device. For example, the communication gateway
29 can communicate with the link authentication module 22 to authenticate the user
device 10 and establish the communication link 50. For example, the link authen-
tication module 22 can be configured to implement challenge-response authentication.
In such case, timing information about the communication between the communication
gateway 29 and the user device 10 is sent to the timing control module 25, which com-
municates with the sensors 31 through the vehicle interface 45, as described below.
Further, the communication gateway 29 can communicate information about how to
receive signals from the user device 10, such as information about communication
channels and channel switching parameters (collectively and hereinafter referred to as
channel information), to the connection information distribution module 24. The com-
munication gateway 29 can communicate the information regarding how to receive
signals from the user device 10 (hereinafter receive signal information) to the sensors
31. For example, the connection information distribution module 24 can be configured
to communicate with each of the sensors 31 using the vehicle interface 45 and to
provide the sensors 31 with communication information necessary for the sensors 31 to
find and then follow the communication link 50 once the sensors 31 are synchronized
with the communication gateway 29.

While FIGs. 1-2 illustrate a PEPS system 1 with ten sensors 31A-31J, any number of
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sensors can be used. For example, the PEPS system can include seven, eight, nine,
eleven, twelve, or more sensors. In this way, while the present disclosure provides an
example utilizing ten sensors, additional or fewer sensors can be used in accordance
with the present disclosure.

With reference to FIG. 3, each of the sensors 31 includes a BLE chipset 41 connected
to an antenna 43. As shown in FIG. 3, the antenna 43 may be located internal to the
sensors 31. Alternatively, the antenna 43 may be located external to the sensors 31.
The sensors 31 receive BLE Signals using the antenna 43 and, specifically, receive
BLE physical layer messages using a BLE physical layer (PHY) controller 46. The
sensors 31 are configured to receive or eaves drop on communication packets sent by
the user device 10 based on the information received from the communication gateway
29 about how to receive signals from the user device 10. For example, the sensors 31
are capable of observing BLE physical layer messages and taking measurements of the
physical properties of the associated signals, including, for example, the received
signal strength (RSSI) using the channel information and/or the receive signal in-
formation, as discussed above.. Additionally or alternatively, the sensors 31 can
determine other measurements of the physical properties of the associated signals, such
as data related to the angle of arrival. Additionally or alternatively, the sensors 31 can
communicate with each other and/or communicate with the communication gateway
29 via the vehicle interface 45 to determine time difference of arrival, time of arrival,
or angle of arrival data for signals received by multiple sensors. As noted above, the
sensors 31 receive timing information and the channel information and/or the receive
signal information from the communication gateway 29 via the vehicle interface 45.

A timing synchronization module 44 is configured to accurately measure the
reception times of messages on the vehicle interface 45 and pass the timing in-
formation to the BLE chipset 41. The BLE chipset 41 is configured to use the channel
information and the receive signal information, received from the communication
gateway 29, as discussed above, to tune the PHY controller 46 to a specific channel at
a specific time and observe all physical layer messages and data that conform to the
Bluetooth physical layer specification, which includes the normal data rates proposed
or adopted, for example, in the Bluetooth Specification version 5.0. The data,
timestamps and measured signal strength are reported by the BLE chipset 41 to the
communication gateway 29 and/or control module 20 via the vehicle interface 45.

With reference to FIG. 4, the communication gateway 29 includes a BLE chipset 41
connected to an antenna 19 to receive BLE Signals. The BLE chipset 41 implements a
Bluetooth protocol stack 48 that is, for example, compliant with the BLE specification,
including, for example, version 5 of the BLE specification. The BLE chipset 41 also

includes an application 47 implemented by application code stored in a computer-
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readable medium, such as a read-only memory (ROM) or a random-access memory
(RAM).

With continued reference to FIG. 4, the communication gateway 29 is further
configured to provide information about ongoing connections and timing signals
necessary for each of the sensors 31 to find the connection being maintained by the
communication gateway 29 with the user device 10, for example, and to subsequently
follow the connection. The Bluetooth protocol stack 48 is configured to provide the
channel map, access identifier, next channel, and the time to the next channel to the ap-
plication 47. The Bluetooth protocol stack 48 is configured to output timing signals for
the timestamps of transmission and reception events to the application 47 and/or a
digital PIN output of the BLE chipset 41. The communication gateway 29 also
includes a timing synchronization module 44. The timing synchronization module 44 is
configured to accept the timing signals and works in conjunction with the vehicle
interface 45 to create accurate time stamps of connection information messages and
other communications.

With reference to FIGs. SA-5B, PEPS system 2 is shown. PEPS system 2 is similar
to PEPS system 1 described above, but in this embodiment, the PEPS system 2 is
configured to determine whether the user of the user device 10 is approaching the
vehicle 30, as indicated by dashed arrow 60 in FIG. 5A. Additionally, the PEPS system
2 is configured to determine whether the user of the user device 10 is moving away
from the vehicle 30, as indicated by dashed arrow 62 in FIG. 5B. Furthermore, the
PEPS system 2 is configured to determine whether an unauthorized device is ma-
liciously interfering with the communication link 50 and generating a signal indicating
that the user of the user device 10 is approaching the vehicle 30 when the user is not
approaching the vehicle 30.

In one embodiment, the PEPS system 2 is configured to generate movement data as-
sociated with the user device 10 using the accelerometer 15 of the user device 10. As
an example, the accelerometer 15 may be configured to detect and generate signals
corresponding to the movement of the user device 10. Based on the signals, the user
device 10 is configured to generate movement data corresponding to a step length and/
or step frequency of the user. Additionally or alternatively, in response to the ac-
celerometer 15 generating signals corresponding to the movement, the user device 10
is configured to generate movement data corresponding to a type of movement the user
of the user device 10. As an example, the user device 10 may be configured to
determine whether the user is walking, jogging, running, standing, etc., based on the
signals generated by the accelerometer 15. Additionally, the user device 10 may be
able to determine whether the user device 10 is stationary, e.g., whether the the user

device 10 is resting on, for example, a flat surface, such as a floor or table, based on
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the signals generated by the accelerometer 15.

Additionally, the PEPS system 2 is configured to generate location data associated
with the user device 10 using the GPS module 14. Specifically, the GPS module 14 is
configured to receive positioning and time information from a GPS satellite and sub-
sequently generate signals representing the position and/or time data. Based on the
signals representing the position and/or time data, the user device 10 is configured to
generate information corresponding to the location of the user device 10. Additionally
or alternatively, the user device 10 may be configured to determine a velocity of the
user device 10 based a plurality of determined locations and a measurement time as-
sociated with each of the plurality of determined locations. In other embodiments, the
user device 10 may transmit the signals representing the position and/or time data to
the control module 20 via the communication link 50, and in response to receiving the
signals, the control module 20 is configured to generate information corresponding to
the location and/or velocity of the user device 10.

Additionally, the PEPS system 2 is configured to generate location data associated
with the vehicle 30 using the telematics module 26. Specifically, the telematics module
26 is configured to receive positioning and time information from, for example, the
GPS satellite and subsequently generate signals representing the position and/or time
data. Based on the signals representing the position and/or time data, the control
module 20 is configured to generate information corresponding to the location of the
vehicle 30.

Additionally, the PEPS system 2 is configured to generate measurements indicative
of the signal strength of the communication link 50 or the channel information and/or
the receive signal information using the sensors 31 and the control module 20. Based
on the measurements, such as the RSSI, time difference of arrival, time of arrival, or
angle of arrival data for signals received by the sensors 31, the control module 20 may
be configured to determine a distance between the user device 10 and the vehicle 30.

Based on the movement data, location data, velocity data, and/or signal strengths,
which may be represented as a bit string that is generated by a fingerprinting algorithm
executed by the user device 10 (i.e., a fingerprint), the PEPS system 2 is configured to
determine whether the user of the user device 10 is approaching the vehicle 30 or
moving away {rom the vehicle 30. While movement data, location data, velocity data,
and/or signal strengths are used as a recognizable fingerprint for the user device 10,
other identifying information of the user device 10 may additionally or alternatively be
used. In response to a determination that the user is approaching the vehicle 30, the
PEPS system 2 is configured to estimate the distance between the vehicle 30 and the
user device 10 and may subsequently make certain vehicle functions available to the

user based on the estimated distance, such as unlocking the doors of the vehicle 30 or
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starting the vehicle 30. Likewise, in response to a determination that the user is not ap-
proaching the vehicle 30, the PEPS system 2 is configured to refrain from making
certain vehicle functions available to the user.

Moreover, the PEPS system 2 may be configured to detect potential malicious in-
terference from an unauthorized device. As an example, the RSSI measurements may
indicate that the user of the user device 10 is approaching the vehicle 30, but the
location and/or velocity data of the user device 10 indicate that the user is moving
away from the vehicle 30. In this instance, the PEPS system 2 may determine that an
unauthorized device is attacking the communication link 50 and amplifying the signal
being transmitted from the user device 10 to the vehicle 30 in order to, for example,
unlock the door while the user walks away from the vehicle 30.

With reference to FIG. 6, a flowchart illustrating an example control algorithm 600
representing an example decision based on a fingerprint of use cases is shown. The
control algorithm 600 begins at 604 when, for example, the user turns on the user
device 10. At 608, the control algorithm 600 determines, using the control module 20,
whether the user device 10 is connected and authorized to connect to the commu-
nication gateway 29 via the communication link 50. As an example, the user device 10
may be authorized to connect to the communication gateway 29 in response to the link
authentication module 22 successfully executing the challenge-response authentication.
If the user device 10 is connected and authorized to connect to the communication
gateway 29, the control algorithm 600 proceeds to 612; otherwise, the control
algorithm 600 remains at 608 until the user device 10 is authorized to connect to and
connected to the communication gateway 29. At 612, the control algorithm 600 de-
termines whether the BLE signal received by the sensors 31 from the communication
gateway 29 or control module 20 matches the BLE signals received by the sensors 31
from the user device 10. If so, the control algorithm 600 proceeds to 616; otherwise,
the control algorithm remains at 612 until the BLE signal received by the sensors 31
from the communication gateway 29 matches the BLE signal received by the sensors
31 from the user device 10.

At 616, the control algorithm 600 generates, using a processor of the user device 10
that is configured to execute instructions stored in a computer-readable medium,
movement data based on information obtained by, for example, the accelerometer 15
of the user device 10. At 620, the control algorithm 600 determines, using the
processor of the user device 10, whether the movement data indicates that the user of
the user device 10 is moving. In other embodiments, the control module 20 may
receive the movement data from the user device 10 and subsequently execute step 620.
If the movement data indicates that the user of the user device 10 is moving, the

control algorithm 600 proceeds to 624; otherwise, the control algorithm 600 proceeds
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to 616. At 624, the control algorithm 600 generates, using the processor of the user
device 10, location and/or velocity data using, for example, the GPS module 14. At
628, the control algorithm 600 generates, using the control module 20 and the sensors
31, RSSI measurements associated with the communication link 50 or the channel in-
formation and/or the receive signal information. In other embodiments, the control
module 20 may generate the time difference of arrival, time of arrival, or angle of
arrival data based on the information received by the sensors 31.

At 632, the control algorithm 600 determines, using the processor of the user device
10 or the control module 20, whether the location data and/or velocity data and the
movement data indicates that the user of the user device 10 is approaching the vehicle
30. As an example, if the movement data indicates that the user is moving, and the
location data and/or velocity data indicates that the user is approaching the location as-
sociated with the location data obtained by the telematics module 26 of the vehicle 30
(e.g., the user device 10 or the control module 20 may compare the GPS data of the
user device 10 and the vehicle 30), the control algorithm 600 may determine that the
user is approaching the vehicle 30. If the processor of the user device 10 or the control
module 20 determines that the user is approaching the vehicle 30, the control algorithm
600 proceeds to 636; otherwise, the control algorithm 600 proceeds to 652.

At 652, the control algorithm 600 determines, using the processor of the user device
10 or the control module 20, whether the RSSI measurements indicate that the user is
approaching vehicle 30. If so, the control algorithm 600 proceeds to 656; otherwise,
the control algorithm 600 proceeds to 660. At 656, the control algorithm 600 identifies
and communicates, using the user device 10 or the control module 20, potential
malicious interference from an unauthorized device and then proceeds to 660. At 660,
the control algorithm 600 refrains from activating certain vehicle functions (i.e.,
unlocking the door of the vehicle 30, starting the vehicle 30, etc.) and then proceeds to
672.

At 636, the control algorithm 600 determines whether the location and/or velocity
data matches the movement data. As an example, if the movement data indicates that
the user of the user device 10 is slowly approaching the vehicle 30, and the location
and/or velocity data also indicates that the user of the user device 10 is slowly ap-
proaching the vehicle 30, the control algorithm 600 may determine that movement data
and the location/velocity data match. As another example, if the movement data
indicates that the user of the user device 10 is slowly approaching the vehicle 30, and
the location and/or velocity data indicates that the user of the user device 10 is rapidly
approaching the vehicle 30, the control algorithm 600 may determine that movement
data and the location/velocity data do not match. If the control algorithm 600 de-

termines that the movement data and the location/velocity data match, the control
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algorithm 600 proceeds to 640; otherwise, the control algorithm 600 proceeds to 656.
While the above examples utilize specific types of data as a recognizable fingerprint
for the user device 10, the above examples are not exhaustive and other types of data
associated with the user device 10 can additionally or alternatively be used.

At 640, the control algorithm 600 determines, using the processor of the user device
10 or the control module 20, whether the location and/or velocity data matches the
RSSI measurements. As an example, if the RSSI measurements indicate that the user
of the user device 10 is approaching the vehicle 30, and if the location and/or velocity
data also indicates that the user of the user device 10 is approaching the vehicle 30, the
control algorithm 600 may determine that the location and/or velocity data and the
RSSI measurements match. As another example, if the RSSI measurements indicate
that the user of the user device 10 is approaching the vehicle 30, and the location and/
or velocity data indicates that the user of the user device 10 is moving away from the
vehicle 30, the control algorithm 600 may determine that the location and/or velocity
data and the RSSI measurements do not match. If the control algorithm 600 determines
that the location and/or velocity data and the RSSI measurements match, the control
algorithm 600 proceeds to 644; otherwise, the control algorithm 600 proceeds to 656.

At 644, the control algorithm 600 determines, using the processor of the user device
10 or the control module 20, that the user of the user device 10 is approaching the
vehicle 30. At 646, the control algorithm 600 determines, using the processor of the
user device 10 or the control module 20, the distance between the vehicle 30 and the
user device 10 based on the location data, velocity data, and/or RSSI measurements. At
648, the control algorithm 600 determines, using the processor of the user device 10 or
the control module 20, whether the distance corresponds to the activation of at least
one vehicle function (i.e., unlocking a door of the vehicle 30, starting the vehicle 30,
etc.). If so, the control algorithm 600 proceeds to 664; otherwise, the control algorithm
600 proceeds to 616.

At 664, the control algorithm 600 activates, using the control module 20, the corre-
sponding at least one vehicle functions and then proceeds to 672 and ends. The control
algorithm 600 can be repeated, as needed, for the performance of additional vehicle
functions, such as unlocking the vehicle doors, starting the vehicle, etc.

With reference to FIG. 7, an information communication method 700 is shown. The
information communication method 700 may be activated by a user action detected by
the vehicle 30, as described above with reference to FIGs. 1-2. As an example, the
PEPS module 27 may make a determination regarding secure access to various vehicle
functions based on the location of the user device 10 and the security information that
the user device 10 can provide. For example, a challenge-response mechanism can be

used, similar to current PEPS systems implemented using LF and RF systems.
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The PEPS module 27 detects an intent to access a vehicle feature by way of a sensor.
The PEPS module 27 then maps the request to a zone ID and sends a request 700 to the
processing and localization module 32 to determine whether any user device 10 is
within a zone ID of the vehicle 30. The processing and localization module 32
responds to the PEPS module 27 with response 701 indicating a list of user devices
that are localized in a region that could have access to the vehicle feature corre-
sponding to the zone ID. At 702, the PEPS module 27 checks the list of user devices to
determine if the devices are paired with the system. For each valid user device 10, a set
of encryption information is retrieved for the user device 10. This is referenced as the
encryption key, such as the commonly used advanced encryption standard (AES) en-
cryption key. Additionally or alternatively, counter values can be implemented by
asymmetric public/private keys.

At 703, the PEPS module 27 acquires the current vehicle location (coordinates) in
latitude/longitude from the telematics module 26. The location can include error
bounds based on the current measurement accuracy of the vehicle system. The PEPS
module 27 then embeds the latitude and longitude of the vehicle 30 into a message and
encrypts the challenge message at 704 using the security information retrieved at 702.
The challenge data produced at 704 is transferred to the communication gateway 29 at
705. The communication gateway 29 then transmits, using BLE, at 706 to the user
device 10.

An application executing on the user device 10 decrypts the challenge message at
707. The application executing on the user device 10 obtains the location and/or
velocity data at 708 of the user device 10 in latitude and longitude, with optional
location accuracy information. The application executing on the user device 10 obtains
the movement data at 709 of the user device 10.

The application executing on the user device 10 then performs a mathematical
operation at 710 on the location and/or velocity data received at 708, the movement
data received at 709, and/or the coordinates of the vehicle 30 (sent at 703), as received
from the communication gateway 29. The mathematical operation at 710 is known as
the challenge response. An example of a mathematical operation at 710 can be to
compute the distance between the two locations. Another example of the mathematical
operation at 710 is to compute an exclusive or (XOR) of the two sets of locations (e.g.,
coordinates), recited at 703 and 708. Yet another example of the mathematical
operation at 710 is to compute the bearing from the vehicle’s location from 703 to the
user device’s location from 708. Once the value from the mathematical operation at
710 is obtained, the application executing on the user device 10 can then pack a
message with the value of the mathematical operation at 710 as well as the location

and/or velocity information from 708 and movement data at 709 and encrypt the



13

WO 2020/189435 PCT/JP2020/010480

[0047]

[0048]

[0049]

[0050]

[0051]

[0052]

packet at 711 using the key required to communicate with the communication gateway
29.

The user device 10 can then transmit at 712 the encrypted message from 710, using
BLE, to the communication gateway 29. At 712, the communication gateway 29
receives the encrypted message from 710. At 713, the communication gateway 29
transfers the encrypted message from 710 to the PEPS module 27. At 714, the PEPS
module 27 decrypts the encrypted message from 711 using the key appropriate for
communication from user device 10. The PEPS module 27 then extracts the location
and/or velocity data from 708 and the movement data from 709 and the user device’s
computed challenge response from 710, and computes the same mathematical
operation on the location information from 703 and 708. The result of the operation is
then compared to the purported challenge response contained in the encrypted message
at step 715. The PEPS module 27 then compares the challenge response to acceptance
criteria at 716. For example, the acceptance criteria could indicate that the value must
be less than some threshold or within some bounds to be acceptable.

The present disclosure includes a system that includes a processor configured to
execute instructions stored in a computer-readable medium. The instructions include
determining whether movement data associated with a user device and location data
associated with the user device indicates that the user device is approaching a first
location. The instructions further include determining whether the location data
matches the movement data and a measured signal strength associated with at least one
sensor of a vehicle, wherein the measured signal strength indicates a signal strength of
a communication link between the user device and a control module of a vehicle. The
instructions further include determining that the user device is approaching the first
location in response to a determination that the location data matches the movement
data and the measured signal strength.

In other features, the instructions further include determining that the user device is
not approaching the first location in response to a determination that the location data
does not match the movement data and the measured signal strength.

In other features, the instructions further includes determining that the commu-
nication link is subjected to malicious interference in response to the determination that
the location data does not match the measured signal strength.

In other features, the instructions further include determining a distance between the
user device and the first location and activating a vehicle function in response to (i) the
determination that the location data matches the movement data and the measured
signal strength and (ii) the distance being less than a threshold distance.

In other features, the vehicle function includes at least one of unlocking a door of the

vehicle and starting the vehicle.



14

WO 2020/189435 PCT/JP2020/010480

[0053]

[0054]

[0055]

[0056]

[0057]

[0058]

[0059]

[0060]

[0061]

In other features, the instructions further include receiving the movement data and
the location data in response to the user device executing a cryptographic operation.

In other features, the movement data is configured to indicate a type of movement of
a user of the user device.

In other features, the instructions the measured signal strength indicates one of a
received signal strength (RSSI), a time difference of arrival, a time of arrival, and an
angle of arrival.

In other features, the instructions further the user device includes the processor and
the instructions include establishing the communication link with the control module
of the vehicle via a communication gateway of the vehicle, generating the movement
data based on measurements obtained from an accelerometer of the user device, and
generating the location data based on measurements obtained from a global positioning
system module of the user device.

In other features, the instructions further the control module of the vehicle includes
the processor and the instructions include establishing the communication link with the
user device via a communication gateway of the vehicle, receiving the movement data,
wherein the movement data is based on measurements obtained from an accelerometer
of the user device, and receiving the location data, wherein the location data is based
on measurements obtained from a global positioning system module of the user device.

A method is provided and includes determining, using a processor that is configured
to execute instructions stored in a computer-readable medium, whether movement data
associated with a user device and location data associated with the user device
indicates that the user device is approaching a first location. The method also includes
determining, using the processor, whether the location data matches the movement
data and a measured signal strength associated with at least one sensor of a vehicle,
wherein the measured signal strength indicates a signal strength of a communication
link between the user device and a control module of a vehicle. The method also
includes determining, using the processor that the user device is approaching the first
location in response to a determination that the location data matches the movement
data and the measured signal strength.

In other features, the method further includes determining, using the processor, that
the user device is not approaching the first location in response to a determination that
the location data does not match the movement data and the measured signal strength.

In other features, the method further includes determining, using the processor, that
the communication link is subjected to malicious interference in response to the deter-
mination that the location data does not match the measured signal strength.

In other features, the method further includes determining, using the processor, a

distance between the user device and the first location and activating, using the
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processor, a vehicle function in response to (i) the determination that the location data
matches the movement data and the measured signal strength and (ii) the distance
being less than a threshold distance.

In other features, the vehicle function includes at least one of unlocking a door of the
vehicle and starting the vehicle.

In other features, the method further includes receiving, using the processor, the
movement data and the location data in response to the user device executing a cryp-
tographic operation.

In other features, the movement data is configured to indicate a type of movement of
a user of the user device.

In other features, the measured signal strength indicates one of a received signal
strength (RSSI), a time difference of arrival, a time of arrival, and an angle of arrival.

In other features, the method further includes establishing, using the processor, the
communication link with the control module of the vehicle via a communication
gateway of the vehicle, wherein the user device includes the processor, generating,
using the processor, the movement data based on measurements obtained from an ac-
celerometer of the user device, and generating, using the processor, the location data
based on measurements obtained from a global positioning system module of the user
device.

In other features, the method further includes establishing, using the processor, the
communication link with the user device via a communication gateway of the vehicle,
wherein the control module of the vehicle includes the processor, receiving, using the
processor, the movement data, wherein the movement data is based on measurements
obtained from an accelerometer of the user device, and receiving, using the processor,
the location data, wherein the location data is based on measurements obtained from a
global positioning system module of the user device.

The foregoing description is merely illustrative in nature and is in no way intended to
limit the disclosure, its application, or uses. The broad teachings of the disclosure can
be implemented in a variety of forms. Therefore, while this disclosure includes
particular examples, the true scope of the disclosure should not be so limited since
other modifications will become apparent upon a study of the drawings, the speci-
fication, and the following claims. It should be understood that one or more steps
within a method may be executed in different order (or concurrently) without altering
the principles of the present disclosure. Further, although each of the embodiments is
described above as having certain features, any one or more of those features described
with respect to any embodiment of the disclosure can be implemented in and/or
combined with features of any of the other embodiments, even if that combination is

not explicitly described. In other words, the described embodiments are not mutually
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exclusive, and permutations of one or more embodiments with one another remain
within the scope of this disclosure.
Spatial and functional relationships between elements (for example, between

modules, circuit elements, semiconductor layers, etc.) are described using various

bR ANY3 Y e

terms, including “connected,” “engaged,” “coupled,” “adjacent,” “next to,” “on top
of,” “above,” “below,” and “disposed.” Unless explicitly described as being “direct,”
when a relationship between first and second elements is described in the above
disclosure, that relationship can be a direct relationship where no other intervening
elements are present between the first and second elements, but can also be an indirect
relationship where one or more intervening elements are present (either spatially or
functionally) between the first and second elements. As used herein, the phrase at least
one of A, B, and C should be construed to mean a logical (A OR B OR C), using a
non-exclusive logical OR, and should not be construed to mean “at least one of A, at
least one of B, and at least one of C.”

In the figures, the direction of an arrow, as indicated by the arrowhead, generally
demonstrates the flow of information (such as data or instructions) that is of interest to
the illustration. For example, when element A and element B exchange a variety of in-
formation but information transmitted from element A to element B is relevant to the
illustration, the arrow may point from element A to element B. This unidirectional
arrow does not imply that no other information is transmitted from element B to
element A. Further, for information sent from element A to element B, element B may
send requests for, or receipt acknowledgements of, the information to element A.

In this application, including the definitions below, the term “module” or the term
“controller” may be replaced with the term “circuit.” The term “module” may refer to,
be part of, or include: an Application Specific Integrated Circuit (ASIC); a digital,
analog, or mixed analog/digital discrete circuit; a digital, analog, or mixed analog/
digital integrated circuit; a combinational logic circuit; a field programmable gate array
(FPGA); a processor circuit (shared, dedicated, or group) that executes code; a memory
circuit (shared, dedicated, or group) that stores code executed by the processor circuit;
other suitable hardware components that provide the described functionality; or a com-
bination of some or all of the above, such as in a system-on-chip.

The module may include one or more interface circuits. In some examples, the
interface circuits may include wired or wireless interfaces that are connected to a local
area network (LAN), the Internet, a wide area network (WAN), or combinations
thereof. The functionality of any given module of the present disclosure may be dis-
tributed among multiple modules that are connected via interface circuits. For
example, multiple modules may allow load balancing. In a further example, a server

(also known as remote, or cloud) module may accomplish some functionality on behalf
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of a client module.

The term code, as used above, may include software, firmware, and/or microcode,
and may refer to programs, routines, functions, classes, data structures, and/or objects.
The term shared processor circuit encompasses a single processor circuit that executes
some or all code from multiple modules. The term group processor circuit en-
compasses a processor circuit that, in combination with additional processor circuits,
executes some or all code from one or more modules. References to multiple processor
circuits encompass multiple processor circuits on discrete dies, multiple processor
circuits on a single die, multiple cores of a single processor circuit, multiple threads of
a single processor circuit, or a combination of the above. The term shared memory
circuit encompasses a single memory circuit that stores some or all code from multiple
modules. The term group memory circuit encompasses a memory circuit that, in com-
bination with additional memories, stores some or all code from one or more modules.

The term memory circuit is a subset of the term computer-readable medium. The
term computer-readable medium, as used herein, does not encompass transitory
electrical or electromagnetic signals propagating through a medium (such as on a
carrier wave); the term computer-readable medium may therefore be considered
tangible and non-transitory. Non-limiting examples of a non-transitory, tangible
computer-readable medium are nonvolatile memory circuits (such as a flash memory
circuit, an erasable programmable read-only memory circuit, or a mask read-only
memory circuit), volatile memory circuits (such as a static random access memory
circuit or a dynamic random access memory circuit), magnetic storage media (such as
an analog or digital magnetic tape or a hard disk drive), and optical storage media
(such as a CD, a DVD, or a Blu-ray Disc).

The apparatuses and methods described in this application may be partially or fully
implemented by a special purpose computer created by configuring a general purpose
computer to execute one or more particular functions embodied in computer programs.
The functional blocks and flowchart elements described above serve as software speci-
fications, which can be translated into the computer programs by the routine work of a
skilled technician or programmer.

The computer programs include processor-executable instructions that are stored on
at least one non-transitory, tangible computer-readable medium. The computer
programs may also include or rely on stored data. The computer programs may
encompass a basic input/output system (BIOS) that interacts with hardware of the
special purpose computer, device drivers that interact with particular devices of the
special purpose computer, one or more operating systems, user applications,
background services, background applications, etc.

The computer programs may include: (i) descriptive text to be parsed, such as HTML



18

WO 2020/189435 PCT/JP2020/010480

[0078]

(hypertext markup language) or XML (extensible markup language), (ii) assembly
code, (iii) object code generated from source code by a compiler, (iv) source code for
execution by an interpreter, (v) source code for compilation and execution by a just-
in-time compiler, etc. As examples only, source code may be written using syntax from
languages including C, C++, C#, Objective C, Swift, Haskell, Go, SQL, R, Lisp, Java
(Registered Trademark), Fortran, Perl, Pascal, Curl, OCaml, Javascript (Registered
Trademark), HTMLS (Hypertext Markup Language Sth revision), Ada, ASP (Active
Server Pages), PHP (PHP: Hypertext Preprocessor), Scala, Eiffel, Smalltalk, Erlang,
Ruby, Flash (Registered Trademark), Visual Basic (Registered Trademark), Lua,
MATLAB, SIMULINK, and Python (Registered Trademark).

The foregoing description of the embodiments has been provided for purposes of il-
lustration and description. It is not intended to be exhaustive or to limit the disclosure.
Individual elements or features of a particular embodiment are generally not limited to
that particular embodiment, but, where applicable, are interchangeable and can be used
in a selected embodiment, even if not specifically shown or described. The same may
also be varied in many ways. Such variations are not to be regarded as a departure
from the disclosure, and all such modifications are intended to be included within the

scope of the disclosure.
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Claims
A system comprising:
a processor configured to execute instructions stored in a computer-
readable medium, wherein the instructions include:
determining whether movement data associated with a user device (10)
and location data associated with the user device indicates that the user
device is approaching a first location;
determining whether the location data matches the movement data and
a measured signal strength associated with at least one sensor of a
vehicle (30), wherein the measured signal strength indicates a signal
strength of a communication link between the user device and a control
module (20) of a vehicle; and
determining that the user device is approaching the first location in
response to a determination that the location data matches the
movement data and the measured signal strength.
The system of claim 1, wherein the instructions further comprise de-
termining that the user device is not approaching the first location in
response to a determination that the location data does not match the
movement data and the measured signal strength.
The system of claim 2, wherein the instructions further comprise de-
termining that the communication link is subjected to malicious in-
terference in response to the determination that the location data does
not match the measured signal strength.
The system of any one of claims 1 to 3, wherein the instructions further
comprise:
determining a distance between the user device and the first location;
and
activating a vehicle function in response to (i) the determination that
the location data matches the movement data and the measured signal
strength and (ii) the distance being less than a threshold distance.
The system of claim 4, wherein the vehicle function includes at least
one of unlocking a door of the vehicle and starting the vehicle.
The system of any one of claims 1 to 5, wherein the instructions further
comprise receiving the movement data and the location data in
response to the user device executing a cryptographic operation.
The system of any one of claims 1 to 6, wherein the movement data is

configured to indicate a type of movement of a user of the user device.
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The system of any one of claims 1 to 7, wherein the measured signal
strength indicates one of a received signal strength (RSSI), a time
difference of arrival, a time of arrival, and an angle of arrival.

The system of any one of claims 1 to 5, wherein:

the user device includes the processor; and

the instructions include:

establishing the communication link with the control module of the
vehicle via a communication gateway of the vehicle; and

generating the movement data based on measurements obtained from
an accelerometer (15) of the user device; and

generating the location data based on measurements obtained from a
global positioning system module (14) of the user device.

The system of any one of claims 1 to 5, wherein:

the control module of the vehicle includes the processor; and

the instructions include:

establishing the communication link with the user device via a commu-
nication gateway of the vehicle; and

receiving the movement data, wherein the movement data is based on
measurements obtained from an accelerometer of the user device; and
receiving the location data, wherein the location data is based on mea-
surements obtained from a global positioning system module of the
user device.

A method comprising:

determining, using a processor that is configured to execute instructions
stored in a computer-readable medium, whether movement data as-
sociated with a user device (10) and location data associated with the
user device indicates that the user device is approaching a first location;
determining, using the processor, whether the location data matches the
movement data and a measured signal strength associated with at least
one sensor of a vehicle (30), wherein the measured signal strength
indicates a signal strength of a communication link between the user
device and a control module (20) of a vehicle; and

determining, using the processor that the user device is approaching the
first location in response to a determination that the location data
matches the movement data and the measured signal strength.

The method of claim 11, further comprising determining, using the
processor, that the user device is not approaching the first location in

response to a determination that the location data does not match the
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movement data and the measured signal strength.

The method of claim 12, further comprising determining, using the
processor, that the communication link is subjected to malicious in-
terference in response to the determination that the location data does
not match the measured signal strength.

The method of any one of claims 11 to 13, further comprising:
determining, using the processor, a distance between the user device
and the first location; and

activating, using the processor, a vehicle function in response to (i) the
determination that the location data matches the movement data and the
measured signal strength and (ii) the distance being less than a
threshold distance.

The method of claim 14, wherein the vehicle function includes at least
one of unlocking a door of the vehicle and starting the vehicle.

The method of any one of claims 11 to 15, further comprising
receiving, using the processor, the movement data and the location data
in response to the user device executing a cryptographic operation.

The method of any one of claims 11 to 16, wherein the movement data
is configured to indicate a type of movement of a user of the user
device.

The method of any one of claims 11 to 17, wherein the measured signal
strength indicates one of a received signal strength (RSSI), a time
difference of arrival, a time of arrival, and an angle of arrival.

The method of claim any one of claims 11 to 15, further comprising:
establishing, using the processor, the communication link with the
control module of the vehicle via a communication gateway of the
vehicle, wherein the user device includes the processor;

generating, using the processor, the movement data based on mea-
surements obtained from an accelerometer (15) of the user device; and
generating, using the processor, the location data based on mea-
surements obtained from a global positioning system module (14) of
the user device.

The method of any one of claims 11 to 15, further comprising:
establishing, using the processor, the communication link with the user
device via a communication gateway of the vehicle, wherein the control
module of the vehicle includes the processor; and

receiving, using the processor, the movement data, wherein the

movement data is based on measurements obtained from an ac-
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celerometer of the user device; and
receiving, using the processor, the location data, wherein the location
data is based on measurements obtained from a global positioning

system module of the user device.
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