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EFFICIENT RESOURCE REPRESENTATION EXCHANGE BETWEEN SERVICE
LAYERS

BACKGROUND

[0001] The oneM2M standard defines a Service Layer called “Common Service
Entity (CSE)”. The purpose of the Service Layer is to provide “horizontal” services that can
be utilized by different “vertical” M2M systems and applications. The CSE supports four
reference points as shown in Fig. 1. The Mca reference point interfaces with the Application
Entity (AE). The Mcc reference point interfaces with another CSE within the same service
provider domain and the Mcc’ reference point interfaces with another CSE in a different
service provider domain. The Mcn reference point interfaces with the underlying network
service entity (NSE). An NSE provides underlying network services to the CSEs, such as
device management, location services and device triggering. A CSE contains multiple logical
functions called “Common Service Functions (CSFs)”, such as “Discovery” and “Data
Management & Repository”.

[0002] The oneM2M architecture enables the following types of Nodes, as shown in
Figure 1: an Application Service Node, an Application Dedicated Node, a Middle Node, an
Infrastructure Node, and a Non-oneM2M Node.

[0003] An Application Service Node (ASN) is a node that contains one CSE and
contains at least one Application Entity (AE). As an example of a physical mapping, an ASN
could reside in an M2M Device.

[0004] An Application Dedicated Node (ADN) is a node that contains at least one
AE and does not contain a CSE. There may be zero or more ADNs in the Field Domain of the
oneM2M System. As an example of a physical mapping, an ADN could reside in a
constrained M2M device.

[0005] A Middle Node (MN) is a node that contains one CSE and contains zero or
more AEs. There may be zero or more MNs in the Field Domain of the oneM2M System. As
an example of physical mapping, a MN could reside in an M2M Gateway.
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[0006] An Infrastructure Node (IN) is a node that contains one CSE and contains
zero or more AEs. There is exactly one IN in the Infrastructure Domain per oneM2M Service
Provider. A CSE in an IN may contain CSE functions not applicable to other node types. As
an example of a physical mapping, an IN could reside in an M2M Service Infrastructure.

[0007] A Non-oneM2M Node (NoDN) is a node that does not contain oneM2M
Entities (neither AEs nor CSEs). Such nodes represent devices attached to the oneM2M
system for interworking purposes, including management.

[0008] In oneM2M, the request/response model is adopted for its Mca, Mcc, and
Mcc’ reference points. For example, an AE can send a request message to a CSE to access its

resources or services.

SUMMARY

[0009] To support different underlying networks and various vertical applications in
Internet of Things (IoT) systems, Service Layers (SLs) have been proposed (e.g., oneM2M),
where a suite of common services is defined as a middleware between applications and
underlying networks. Some underlying networks such as Low-Power Wide-Area Networks
(LPWAN) usually have limited communication bandwidth and strict requirements on
maximum message size. Itis recognized herein that these requirements may pose a challenge
for data or resource exchange between two SL entities, for example, because resource
representations to be exchanged may have too large a size to be supported by the underlying
networks. In some cases, traditional data compression algorithms can be used to alleviate this
problem to some degree, but it is recognized herein that there are associated computation
costs due to compression and decompression that may not be affordable for constrained IoT
devices. Various embodiments described herein address this problem, among others, by
defining a Resource Representation Common Part (RRCP) and storing it at the service layer.
In some cases, the RRCP is not transmitted between SL entities, thereby reducing SL
message sizes to cater to the constraints of underlying networks.

[0010] According to one aspect, a network apparatus implements a service layer,
and stores one or more attributes of one or more resources, so as to define a resource
representation common part (RRCP). The apparatus receives, from a device a

communications network, a request message comprising information, an identifier associated
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with the RRCP, and a message request template identifier. The apparatus may retrieve, from
its memory in response to the request message from the device, the RRCP associated with the
identifier, and one or more request parameters having an associated message template
identifier that matches the message template identifier in the message received from the
device. The apparatus may combine the RRCP and the one or more request parameters with
the information in the received request message to recover a regular request message, and
process the regular request message. For example, the apparatus may create or update one or
more attributes of a target resource in accordance with the one or more attributes of the

RRCP.

[0011] This Summary is provided to introduce a selection of concepts in a
simplified form that are further described below in the Detailed Description. This Summary
is not intended to identify key features or essential features of the claimed subject matter, nor
is it intended to be used to limit the scope of the claimed subject matter. Furthermore, the
claimed subject matter is not limited to limitations that solve any or all disadvantages noted

in any part of this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] A more detailed understanding may be had from the following description,
given by way of example in conjunction with the accompanying drawings.

[0013] Fig. 1is a diagram illustrating the network architecture specified by
oneM2M.

[0014] Fig. 2 illustrates a smart metering use case, where each smart meter, as a
User Equipment (UE), uses low-power wide-area access technologies such as 3GPP Narrow-
Band Internet of Things (NB-IoT) to communicate with a server.

[0015] Fig. 3 shows an example of repeated resource creation.

[0016] Fig. 4 shows an example of repeated resource retrieval.

[0017] Fig. 5A depicts an example of two resources storing attributes without using
a resource representation common part (RRCP) disclosed herein.

[0018] Fig. 5B depicts an example of two resources storing attributes with a RRCP.

[0019] Fig. 5C depicts examples of a RRCP.
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[0020] Fig. 6 illustrates an example architecture for efficient resource representation
exchange for creating/updating a regular resource, in accordance with an example
embodiment.

[0021] Fig. 7 illustrates an example efficient resource representation exchange for
multi-hop scenarios, in accordance with an example embodiment.

[0022] Fig. 8 illustrates another example efficient resource representation exchange
for multi-hop scenarios, in accordance with another example embodiment.

[0023] Fig. 9 illustrates an example architecture for efficient resource representation
exchange for retrieving a regular resource, in accordance with an example embodiment.

[0024] Fig. 10 illustrates an example architecture for efficient resource
representation exchange for retrieving a regular resource, in accordance with another example
embodiment.

[0025] Fig. 11 is a call flow for creating a new RRCP, in accordance with an
example embodiment.

[0026] Fig. 12 is a call flow for retrieving a RRCP, in accordance with an example
embodiment.

[0027] Fig. 13 is a call flow for updating a RRCP, in accordance with an example
embodiment.

[0028] Fig. 14 is a call flow for deleting a RRCP, in accordance with an example
embodiment.

[0029] Fig. 15 is a call flow for applying resource representation common parts
(RRCPs) to regular resources, in accordance with an example embodiment.

[0030] Fig. 16 depicts example structures for applying a RRCP to regular resources,
in accordance with various example embodiments.

[0031] Fig. 17 is a call flow for improved resource creation based on the RRCP, in
accordance with an example embodiment.

[0032] Fig. 18 is another call flow for improved resource creation based on the
RRCP, in accordance with another example embodiment.

[0033] Fig. 19 is yet another call flow for improved resource creation based on the
RRCP, in accordance with yet another example embodiment.

[0034] Fig. 20 is yet another call flow for improved resource creation based on the

RRCP, in accordance with yet another example embodiment.
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[0035] Fig. 21 is yet another call flow for improved resource creation based on the
RRCP, in accordance with yet another example embodiment.

[0036] Fig. 22 is acall flow for improved resource creation without using the
RRCP, in accordance with an example embodiment.

[0037] Fig. 23 is acall flow for an improved resource update based on the RRCP, in
accordance with an example embodiment.

[0038] Fig. 24 is another call flow for an improved resource update based on the
RRCP, in accordance with another example embodiment.

[0039] Fig. 25 is yet another call flow for an improved resource update based on the
RRCP, in accordance with yet another example embodiment.

[0040] Fig. 26 is yet another call flow for an improved resource update based on the
RRCP, in accordance with yet another example embodiment.

[0041] Fig. 27 a call flow for an improved resource update without using the RRCP,
in accordance with yet another example embodiment.

[0042] Fig. 28 is acall flow for an improved resource retrieval based on the RRCP,
in accordance with an example embodiment.

[0043] Fig. 29 is acall flow for an improved resource deletion based on the RRCP,
in accordance with an example embodiment.

[0044] Fig. 30 is a call flow for call flow for synchronization caused by an updated
or deleted RRCP, in accordance with an example embodiment.

[0045] Fig. 31 is a call flow for pull-based RRCP provisioning, in accordance with
an example embodiment.

[0046] Fig. 32 is a call flow for push-based RRCP provisioning, in accordance with
an example embodiment.

[0047] Fig. 33 is a call flow for RRCP assignment during service layer registration,
in accordance with an example embodiment.

[0048] Fig. 34 depicts an example structure of an example <rrcp> resource.

[0049] Fig. 35 is a call flow for operating the <rrcp> resource, in accordance with
an example embodiment.

[0050] Fig. 36is a call flow for using an RRCP in oneM2M, in accordance with an

example embodiment.



WO 2020/009797 PCT/US2019/037496

[0051] Fig. 37 is an example user interface for RRCP management at a service layer
(e.g.. an oneM2M CSE), in accordance with an example embodiment.

[0052] Fig. 38A is a system diagram of an example machine-to-machine (M2M),
Internet of Things (IoT), or Web of Things (WoT) communication system in which one or
more disclosed embodiments may be implemented.

[0053] Fig. 38B is a system diagram of an example architecture that may be used
within the M2M/IoT/WoT communications system illustrated in Fig. 38A.

[0054] Fig. 38C is a system diagram of an example communication network node,
such as an M2M/IoT/WoT device, gateway, or server that may be used within the
communications system illustrated in Figs. 38A and 38B.

[0055] Fig. 38D is a block diagram of an example computing system in which a

node of the communication system of Figs. 38A and 38B may be embodied.

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0056] To better understand the technical problem to which the technical solution
described herein is addressed, a use case is presented for illustration. Fig. 2 illustrates a smart
metering use case, where each smart meter, as a User Equipment (UE), uses low-power wide-
area access technologies such as 3GPP Narrow-Band Internet of Things (NB-10T) to
communicate with a server where an IoT service layer resides for storing and managing meter
data from various UEs; the Server could be deployed by an electricity company. For example,
there could be a smart meter application running on each UE to periodically send meter
readings to the Server.

[0057] In the context of an example oneM2M architecture, each smart meter, in
some cases, may need to repeatedly create a <contentInstance> at the server as illustrated in
Fig. 3 by way of example. To do this, the attributes of a <contentInstance> resource (e.g.,
listed in Table 1 below) may be transmitted from the smart meter to the server for each create
operation (e.g., Step 1 and Step 3 in Fig. 3). The attributes labelled with a star symbol in
Table 1 may be the same in different create operations from the same smart meter or from
different smart meters. In an example, once <contentInstance> resources have been created at
the server for storing meter readings, an application can retrieve the readings from the server

as depicted in Fig. 4, where the representation of the retrieved <contentInstance> including
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its attributes may be transmitted from the server to the application. The application may
reside on a given UE.

[0058] Thus, it is recognized herein that the <contentInstance> resource
representation (e.g., attributes of a <contentInstance> resource) may be transmitted from
smart meters to the server, which may create a challenging burden for LPW AN air interface
because, for example, LPWAN technologies may have limited communication bandwidth
and short link layer message sizes.

Table 1: Example Attributes of oneM2M <contentInstance> Resource

Attributes of

<contentinstance> RW/RO/WO
resourceType* RO
resourcelD RO
resourceName WO
parentlD* RO
labels* WO
expirationTime* WO
creationTime RO
lastModifiedTime RO
stateTag RO
announceTo* WO
announcedAttribute* WO
creator® RO
contentinfo® WO
contentSize* RO
contentRef* WO
ontologyRef* WO
content WO

[0059] Asillustrated by the example smart meter use case described above, it is
recognized herein that the resource representation of a <contentInstance>, due to the
inclusion of too many attributes, may present an overhead issue for an LPW AN air interface,
especially because those attributes may be the same for different <contentInstance>
resources. Thus, when creating/updating/retrieving an IoT resource, its resource
representation to be transmitted between the originator and the recipient might have too large
of a size to be easily supported by constrained underlying networks, such as LPWAN, which
may have limited communication bandwidth and may accommodate small link layer message
size. Itis recognized herein that [oT resources can be more effectively and efficiently
manipulated via constrained underlying networks.

[0060] To support different underlying networks and various vertical applications in

Internet of Things (IoT) systems, Service Layers (SLs) have been proposed (e.g., oneM2M),



WO 2020/009797 PCT/US2019/037496

where a suite of common services is defined as a middleware between applications and
underlying networks. Some underlying networks such as Low-Power Wide-Area Networks
(LPWAN) usually have limited communication bandwidth and strict requirements on
maximum message size. It is recognized herein that these requirements may pose a challenge
for data or resource exchange between two SL entities, for example, because resource
representations to be exchanged may have too large a size to be supported by the underlying
networks. In some cases, traditional data compression algorithms can be used to alleviate this
problem to some degree, but it is recognized herein that there are associated computation
costs due to compression and decompression that may not be affordable for constrained IoT
devices. Various embodiments described herein address this problem, among others, by
defining a Resource Representation Common Part (RRCP) and storing it at the service layer.
In some cases, the RRCP is not transmitted it between SL entities, thereby reducing SL
message sizes to cater to the constraints of underlying networks. The following terms will be
used for developing new methods in this disclosure.

[0061] Before proceeding with the technical solution to the problems illustrated by
the foregoing use case, certains terms are defined for ease of description only. The following
terms have the following meanings:

[0062] A Service Layer may be described as a protocol layer between applications
and application protocol layers. A service layer stores resources and provides services, which
are exposed to and can be accessed and manipulated by applications and other service layers.

[0063] A Request/Response Model may be an interaction model between a service
layer and an application (or between two service layers). In this model, the application (or
another service layer) sends a request message to the service layer, which in turn sends a
response message back to the application (or another service layer).

[0064] A Response Message may be a message sent from the service layer to an
application (or another service layer) as a result of receiving and processing a request
message. A response message could be also issued from an application to a service layer.

[0065] A Request Message may be a message sent from an application (or another
service layer) to a service layer to request services provided by the service layer. The service
layer processes a received request message and will sends a response message to the
originator of the request message. A request message could be also issued from a service

layer to another application.
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[0066] Resources may refer to any information, data, and/or digital objects stored at
the service layer. Each resource may have some attributes that describe resource properties.
A resource representation may refer to the content of a resource, including its attributes and
their values.

[0067] As used herein, unless otherwise specified, a regular resource refers to a
resource natively defined and supported in a service layer. For example, <container> is a
regular resource as defined in the oneM2M service layer. As used herein, resource and
regular resource are interchangeably used, without limitation, unless otherwise specified. As
used herein, the Resource Representation Common Part (RRCP) refers to a special resource
(e.g., not aregular resource) used to contain some attributes and their associated values,
which can be commonly used/shared by one or more regular resources. These attributes are
referred to as common attributes. Taking oneM2M as an example, in some cases, any
oneM2M universal, common, and resource specific attributes may be included in a given
RRCP as RRCP’s common attributes. As used herein, unless otherwise specified, a Regular
Request refers to a request message natively defined and supported in a service layer. The
regular request may be used to contain a set of request parameters as specified by the service
layer, and a resource representation for CREATE/UPDATE operations. A regular request
does not leverage any resource representation common part. As used herein, unless
otherwise specified, an Optimized Request refers to a request message enhanced by
leveraging RRCPs, in accordance with various embodiments. In general, an optimized
request is formulated at the requestor side by containing a resource representation common
part and removing those common attributes that are included in the resource representation
common part. Thus, the optimized request may be shorter than the regular request. A
Regular Response refers to a response message natively defined and supported in a service
layer. The regular response is used to contain a set of response parameters as specified by the
service layer and a resource representation for RETRIEVE operation. A regular response
does not leverage any resource representation common part stored at the requestor side. As
used herein, an Optimized Response refers to a response message enhanced by leveraging a
resource representation common part, in accordance with various embodiments. In general,
an optimized response may be formulated at the recipient service layer side by containing a

resource representation common part identifier and removing those common attributes that



WO 2020/009797 PCT/US2019/037496

are included in the resource representation common part. Thus, the optimized response may
be shorter than the regular response.

[0068] In various examples, as described in detail herein, the Resource
Representation Common Part (RRCP) may reduce SL messaging overhead between a SL
originator and a SL recipient, thereby enabling efficient resource representation exchange
between them. A given RRCP may consist of some common attributes of one or more
regular resources, which may have static values and/or may be constantly repeated in
consecutive resource operations (e.g., create/retrieve/update a regular resource). An SL
recipient may maintain some RRCPs for different resources or resource types. In an example,
when an originator requests to create/update a new regular resource at the SL, it does not
need to transmit the whole resource representation, but may only transmit a part of the
original resource representation, and indicate the identifier of RRCPs (i.e., rrcpID) to the SL,
which may then use the attributes contained in the RRCPs to recover the original resource
representation. Thus, the message size from the originator to the SL may be greatly reduced
given the fact that the size of rreplD is shorter than those attributes contained in the
corresponding RRCPs. In some cases, the originator may indicate multiple rreplIDs in its
request message. Similarly, when an originator requests to retrieve a new resource, the SL
recipient may have already instructed the originator to locally store some RRCPs, and
therefore may only need to send a list of rrcpIDs and a part of the original resource
representation in the response message back to the originator. Then, the originator may use
rreplDs to get the locally stored RRPCs and accordingly obtain the whole resource
representation. In this way, for example, the response message from the SL recipient to the
originator may be reduced.

[0069] The RRCP is now described in further detail for efficient resource
representation exchange for SLs. The RRCP is defined as a set of attributes including their
values, which may be used by regular resources and may partially represent a regular
resource. The RRCP can be used to optimize a request or a response if it contains a resource
representation. In some cases, the value of those attributes is static or will not change too
often. A regular resource with multiple attributes may have or use one or more RRCPs and
each RRCP may contain one or more attributes. A RRCP may be defined for and used by
multiple regular resources, for example, if they have some common attributes with identical

values. Several examples of RRCPs are illustrated in Figs. 5A-C.

-10 -
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[0070] Referring to Fig. 5A, regular resources resourceA and resourceB are shown.
Each has five attributes and the value of first four attributes is the same for both resources.
But there is no RRCP defined for both resources. As such, in accordance with the example,
either resourceA or resourceB needs to store all five attributes separately. Referring to Fig.
5B, a RRCP is defined as a special resource to contain the four attributes that resourceA and
resourceB commonly have. Given the RRCP, the regular resources resourceA and resourceB
do not need to maintain those four common attributes separately, but each adds and uses a
new attribute rrcpLinks to point to the special RRCP resource. The RRCP resource may also
have an attribute regularResourceLink to reversely point to the regular resources that use the
RRCP. The RRCP may also have some other attributes to describe how the RRCP may be
used. For example, targetResourceTypes may be used to define the type of regular resources
for which the RRCP can be used. With the introduction of RRCP, in some cases, common
attributes among multiple regular resources will not need to be repeatedly stored separately.
In this example, the RRCP only contains four attributes that have the same value for both
resourceA and resourceB, it will be understood that a given RRCP can additionally contain
other attributes of resourceA or resourceB.

[0071] Referring to Fig. 5C, the regular resourceA uses two RRCPs (RRCP1 for its
attributeA and attributeB, RRCP2 for its attributeC and attributeD), which may provide a
finer granularity and better flexibility. In some cases, RRCP1 and RRCP2 may overlap and
contain one or more identical attributes. In addition, a RRCP may have an optional attribute,
implicitRights. For example, when the value of this attribute is set to TRUE (or 1), it may
imply that any originator that uses the RRCP to create a regular resource may be
automatically given the right to update the RRCP. In some cases, a given RRCP may have
other RRCPs as its child resources and may automatically inherit attributes contained in other
RRCPs.

[0072] Turning now to example architectures for efficient resource representation
exchange, in one example, resource representation exchange is optimized during
creating/updating a regular resource. In another example, representation exchange is
improved during retrieving a regular resource. The RRCP may be leveraged to avoid directly
transmitting a full resource representation of a regular resource between an SL originator and

an SL recipient.

-11 -
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[0073] Referring to Fig. 6, an example architecture for efficient resource
representation exchange for creating/updating a regular resource is shown. In this case, the
SL recipient may maintain some RRCPs, which can be used or referred to by the SL
originator when creating/updating a regular resource at the recipient. As such, the originator,
in some cases, does not send the full resource representation of the regular resource to the
recipient, but includes the identifier of a corresponding RRCP. The following new features or
steps are proposed.

[0074] Still referring to Fig. 6, at 1, in accordance with the example, the originator
generates a regular request message, which contains request parameters and the required
attributes of the resource to be created or updated. To reduce the size of the regular request
message, the originator may leverage rrcplD and rptID to generate a new optimized request
message. The rreplID indicates one or multiple RRCPs stored at the recipient, while rptID
indicates one or multiple request parameter templates (or request message templates) that are
also maintained at the recipient. The optimized request message may use rreplD and rptID to
replace a lengthy resource representation or a long list of request parameters. By way of
example, the originator may have been configured with some rrcpID/rptID or may have
discovered them from the recipient or other SLs. Then, the originator sends the optimized
request message to the recipient.

[0075] At 2, in accordance with the illustrated example, the recipient receives the
optimized request message and uses rrcplD to retrieve stored RRCPs, and uses mptID to
retrieve maintained request parameters, to recover the original regular request. In some
cases, the recipient inserts retrieved RRCPs and request parameters into optimized request
message as received from the originator. In some examples, the RRCPs are stored in other
SLs. In such an example, the recipient may need to retrieve them from other SLs using the
rreplD. At 3, in accordance with the illustrated example, the recipient processes the
recovered regular request according to the recovered request parameters from request
parameter templates (or request message templates). At 4, the recipient manipulates (e.g.,
create or update) the target resource according to the recovered attributes from corresponding
RRCPs. Thus, a regular resource is created or updated. Since the regular resource is created
or updated based on separate special resources RRCPs, the regular resource can also maintain
certain relationships (e.g., persistent or non-persistent) with those RRCPs. If a persistent

relationship is maintained between the regular resource and corresponding RRCPs, the
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regular resource is, in some cases, automatically notified and updated when RRCPs have
been changed. Otherwise, in some cases, if the relationship is non-persistent, future changes
to corresponding RRCPs do not automatically impact the regular resource. For non-persistent
relationships, the regular resource may maintain its attributes by itself. In contrast, under
persistent relationships, the regular resource might not need to maintain those common
attributes contained in the corresponding RRCPs, as illustrated in Fig. 5B, to reduce the
storage size. In either persistent or non-persistent relationships, the regular resource can have
a new rrcpLinks to point to the corresponding RRCPs. Also, in either persistent or non-
persistent relationships, the corresponding RRCPs may have a new regularResourceLink to
point to the involved regular resources.

[0076] At 5, in accordance with the illustrated example, the recipient sends a
response to the originator to indicate whether the resource operation as requested in Step 1
has been successfully performed. The recipient may also indicate to the originator whether
the created/updated regular resource has a persistent or non-persistent relationship with the
corresponding RRCPs. As an extension for the example shown in Fig. 6, there may be other
SLs in the middle of the originator and the recipient. The SL in the middle may have multiple
options to process the received optimized request message from the originator.

[0077] In one option, shown in Fig. 7, after receiving the optimized request message
from the originator, the SL in the middle (SL1) uses the same Step 2 in Fig. 6 to recover a
regular request with request parameters and RRCP content being inserted. Then, SL1
forwards the regular request without any rrcpID or rptID to the recipient (SL2), which may
process the regular request as normal without any impact from RRCPs. In a second option,
shown in Fig. 8, after receiving the optimized request message from the originator, SL.1
forwards the message to SL2. Then, SL.2 may perform the same actions (e.g., to recover a
regular request and to process the regular request) as the recipient in Fig. 6 does.

[0078] Referring now to Fig. 9, an example architecture for efficient resource
representation for retrieving a regular resource from an SL is shown. In this example, the SL
originator may store some RRCPs locally, which can be leveraged or referred by the SL
recipient when a regular resource is retrieved. As such, the recipient does not need to transmit
the full resource representation of the retrieved regular resource to the originator, but instead

may send the identifier of the regular resource.
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[0079] At 1, in accordance with the illustrated example, the originator sends an
optimized request message to the recipient to retrieve a regular target resource. This message
contains one or more rrcplD to inform the recipient that the originator has maintained some
RRCPs locally, which are related to the regular resource to be retrieved. In addition, this
request message may also contain one (or more) rrcpHash that stands for the hash of a RRCP
content. At 2, the recipient processes the received request message (e.g., access control
check, rrcplID check, identify the target regular resource, etc.). At 3, the recipient checks the
current resource representation of the target resource. In some cases, if the relationship
between the target resource and rrcplDs as indicated at 1 is persistent, the recipient may also
check the content in each involved RRCPs to compare with rrcpHash as contained in Step 1,
to determine if the content of each involved RRCP is the same or different from that
maintained at the originator. If the RRCP content is different, the recipient may include the
RRCP content in the response message to be generated in Step 4. Otherwise, in some cases,
the recipient might only include the rreplD in the response message. Additionally, the
recipient may also check if any response parameter template or response message template
(as denoted by rsptID) can be leveraged to shorten the response message furthermore. If so,
the rsptID may be included in the optimized response message as well. At 4, based on the
operations at 3, the recipient may generate an optimized response message, if the rrcpHash
check at 3 is successful. In some cases, any rrcplD contained in the response message
indicates that the corresponding RRCP maintained at the originator and the recipient is
identical. At 5, the recipient sends the response message to the originator. At 6, the
originator receives the response message. At 7, if the rsptID is included in the response
message, the originator may first retrieve corresponding response parameters from the locally
stored response parameter template or response message template as identified by rsptID, to
recover the regular response message. Then, the originator may process the recovered
response message to get the resource representation of the target resource, which may be the
combination of each RRCP as indicated in the response message plus any additional
attributes contained in the response message.

[0080] Referring to Fig. 10, an alternative example is shown to optimize resource
retrieval without using a RRCP. In this approach, it may be assumed that the originator has
previously obtained the full resource representation of a regular resource. When it continues

to retrieve the same regular resource, the originator can indicate to the recipient that only a
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subset of the resource attributes (e.g., those have been changed from last time, etc.) needs to
be returned to the originator. Hence, the response message from the recipient to the originator
is reduced.

[0081] In an example, a retrieve operation allows an Originator to retrieve only the
attributes of a resource that have changed compared to the last time the Originator retrieved
the resource. At 1, in accordance with the illustrated example, the originator sends an
optimized request message to the recipient to retrieve a regular target resource. This message
may contain an attributeTag to indicate certain conditions for retrieving a subset of target
resource attributes. For example, if the attributeTag contains a last modified or retrieved
time, the recipient might only return those attributes that have been changed since the last
modified or retrieved time as indicated by the attributeTag. In addition, this request message
may also contain one (or more) rrcpHash that stands for the hash of a RRCP content. At 2,
the recipient processes the received request message (e.g., access control check, identify the
target regular resource, etc.). At 3, the recipient may check each attribute of the target
resource (e.g., to check the last modified time of each attribute). If an attribute has its last
modified time as a time that is greater than the time contained in attributeTag, in some cases,
the recipient contains the name and value of this attribute in the response message to be sent
to the originator. Additionally, the recipient may also check if any response parameter
template or response message template (as denoted by rsptID) can be leveraged to shorten the
response message further. If so, the rsptID will be included in the optimized response
message as well.

[0082] Still referring to Fig. 10, at 4, based on the operations at 3, the recipient
generates an optimized response message that may contain a subset of target resource
attributes, thereby having a smaller size. At 5, in accordance with the illustrated example, the
recipient sends the response message to the originator. This message may contain rsptID and
an updated attributeTag (e.g., the new last modified/retrieved time). At 6, the originator
receives the response message. At 7, if rsptID is included in the response message, the
originator may first retrieve corresponding response parameters from the locally stored
response parameter template or response message template as identified by rsptID to recover
the regular response message. Then, the originator may process the recovered response
message to get the resource representation of the target resource (e.g., to use the attributes

received from Step 6 to update the locally stored previous resource representation. Then, the
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originator may store the latest resource representation to overwrite the previous resource
representation. In some cases, the parameter attributeTag at 1 may indicate other conditions
or criteria (e.g., instead of last modified or retrieved time) for the recipient to select
appropriate target resource attributes. For example, the attributeTag can indicate the number
of changes since the last modified time.

[0083] In some cases, although RRCP is a special resource, it still can be
manipulated using RESTful operations. For example, a new RRCP can be created and stored
at a SL, which can be updated, retrieved, and deleted by its creator or other permissioned
service layers or applications. In addition, a unique operation on a RRCP is to apply it to
regular resources (i.e., use the common attributes as contained in RRCP to update regular
resources, associate regular resources with RRCP, etc.).

[0084] Referring now to Fig. 11, an example procedure for creating a new RRCP is
shown. At 1, in accordance with the illustrated example, an originator sends a request to a
recipient, which contains the content of the RRCP (e.g., its attributes and associated values)
to be created, for example the common attributes for other regular resources. Optionally, the
originator may also contain an identifier of an existing regular resource in a parameter
referenceResourcelD. The recipient may use this resource as a reference resource to create
the new RRCP. If the referenceResourcelD is contained, for example, another parameter
attributeList may be contained to indicate the list of attributes of the reference resource,
which may be used to create the new RRCP.

[0085] At 2, the recipient receives the request and creates a new RRCP accordingly.
Optionally, the recipient may automatically check existing regular resources and apply this
newly created RRCP to matching regular resources (e.g., use the common attributes as
contained in RRCP to update regular resources, associate matching regular resources with the
RRCP). If referenceResourcelD is contained in Step 1, the attributes used for creating the
RRCP may be the combination of attributes from referenceResourcelD as indicated by
attributeList and other attributes included in Step 1. At 3, the recipient sends a response to
the originator with the identifier of the created RRCP included therein (e.g., rrcpID).

[0086] Referring now to Fig. 12, an example procedure for retrieving an existing
RRCP is shown. At 1, an originator sends a request to a recipient, which contains the

identifier or address of the RRCP (e.g., rrcpID) to be retrieved. At 2, the recipient locates the

- 16 -



WO 2020/009797 PCT/US2019/037496

target RRCP and generates a response message to contain the content of the target RRCP. At
3, the recipient sends the response message to the originator.

[0087] Referring now to Fig. 13, an example procedure for updating an existing
RRCP is shown. At 1, an originator sends a request to a recipient, which contains the content
and identifier of the RRCP (i.e. rrcpID) to be updated. At 2, the recipient locates the target
RRCP to be updated. At 3, the recipient updates the target RRCP using its new content as
contained in Step 1. At 4, if the updated RRCP has been used by and/or has a persistent
relationship with other regular resources, the recipient sends a notification to other SLs and
applications where those regular resources reside so that those associated regular resources
can be updated based on the updated RRCP content. In some cases, step 4 is optional if the
updated attributes of RRCP are not related to, or will not impact, any regular resource. Fig.
30 illustrates example details on how to send such notifications. At 5, the recipient sends a
response to the originator.

[0088] Referring now to Fig. 14, an example procedure for deleting a RRCP is
shown. At 1, in accordance with the illustrated example, an originator sends a request to a
recipient, which contains the address or identifier of the RRCP (i.e., rrcpID) to be deleted. At
2, the recipient locates the target RRCP. At 3, the recipient deletes the target RRCP. At 4, if
the deleted RRCP has been used by and/or has a persistent relationship with other regular
resources, the recipient sends a notification to other SLs and applications where those regular
resources reside, so that those associated regular resources can be deleted or recovered
accordingly. Fig. 30 illustrates example details on how to send such notifications. At 5, the
recipient sends a response to the originator.

[0089] Referring to Fig. 15, an example procedure for applying an existing RRCP to
some regular resources is shown. In doing so, the total size of those regular resources can be
reduced, and, they can be operated more efficiently once they are associated with one or more
RRCPs. At 1, in accordance with the illustrated example, an originator sends a request to a
recipient, which contains identifiers of one or more RRCPs (e.g., rrcpID) and a list of regular
resources (e.g., regularResourcelD). Applying a RRCP to a regular resource may include: 1)
updating the regular resource using common attributes as contained in the RRCP; 2)
associating the regular resource and the RRCP together as a persistent or non-persistent
relationship by either adding a rrcpLinks to the regular resource and/or adding the regular

resource identifier to the RRCP’s regularResourceTarget attribute; 3) if the associated
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relationship is persistent, removing those common attributes contained in the RRCP from the
regular resource. Fig. 16 depicts an example for a non-persistent relationship and another
example for a persistent relationship. At 2, the recipient locates RRCPs as contained in Step
1. At 3, the recipient locates regular resources as contained in Step 1. At 4, the recipient
checks if each regular resource does have those common attributes as contained in the
RRCPs. Then, it applies each RRCP to each regular resource (e.g., use those common
attributes as contained in each RRCP to update each regular resource, associate each regular
resource with each applied RRCP, and optionally remove those common attributes from
regular resources). Two examples are shown in Fig. 16. At 5, the recipient sends a response
to the originator. The response message may indicate the results of applying RRCPs in Step 4
(e.g.., which RRCP were not successfully applied to which regular resource).

[0090] Turning now to improved resource creating based on RRCP, when creating a
regular resource, existing approaches usually need the full resource representation of the
regular resource to be transmitted from the originator to the recipient. Given the fact that the
full resource representation may have a large size and potentially exceed the maximum
message size of an underlying network (e.g., LPW AN networks) among the originator and
the recipient, it is recognized herein that the existing approaches may cause unaffordable
overhead or barely work at all. Using RRCP, in some cases, there is no need to transmit the
full resource representation of the regular resource from the originator to the recipient.
Instead, the identifiers of related RRCPs may be stored at the recipient with other attributes
that have new values and are not covered by the RRCPs.

[0091] Referring to Fig. 17, an example for improving resource creation using
RRCP is shown, where the originator first creates a RRCP at a recipient and then uses the
RRCP for efficiently creating other regular resources at the recipient. In accordance with the
illustrated example, steps 1-3 may be performed as described with reference to Fig. 11, where
an originator first creates a RRCP at arecipient. At 4, the originator sends an optimized
request to the recipient to create a regular resource. This message may contain the identifier
of RRCP (e.g., rrepID) being created via Steps 1-3 (and/or other RRCPs that the originator
knows), rrcpAttributeMap, and other attributes that are not included in any RRCP and have to
be included in this request message. The rreplD may contain multiple RRCP identifiers. The
rrepAttributeMap may be used to indicate which attributes as included in a RRCP should be

applied or not when creating the new regular resource. If the rrepAttributeMap does not
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appear in the request message, common attributes in each RRCP may be applied. One
implementation option for rrecpAttributeMap is to implement it as a bitmap. By way of
example, assume the total number of attributes in a RRCP is less than 16, a 2-byte bitmap can
be used for rrepAttributeMap, where each bit stands for an attribute. For example, the value
“1” of a bit may mean that the corresponding attribute should be applied and the value “0”
may indicate that the attribute should not be applied. In some cases, the rrcpAttributeMap
offers more flexibility for using RRCPs, and it may be optional parameter since it may add
overhead to the optimized request message.

[0092] Still referring to Fig. 17, in accordance with the illustrated example, the
recipient receives the request message from 4. The recipient may find the corresponding
RRCPs as indicated by the rrepID. In an example (Option 1), the recipient creates the regular
resource using attributes contained in Step 4, and other common attributes contained in
corresponding RRCPs and specified by rrepAttributeMap. In this example, in some cases,
the recipient does not establish any relationship (or just a non-persistent relationship) between
the created regular resource and the used RRCPs. In another example (Option 2), the
recipient still creates the regular resource, but only assigns the regular resource with attributes
contained in Step 4 (not common attributes contained in RRCPs), and then associates the
regular resource to the used RRCPs (e.g., persistent relationship with RRCPs). In this
example, the total size of the created regular resource may be smaller than in the preceding
example. The recipient itself may decide to use option 1 or option 2. Alternatively, the
originator can indicate a preferred option in Step 4 (e.g., to indicate if a persistent or non-
persistent relationship between RRCPs and created regular resource should be maintained by
the recipient). In some examples, if a RRCP is partially used as indicated by
rrepAttributeMap, the recipient does not establish a persistent relationship between it and the
created regular resource, for the purpose of simplicity. At 6, the recipient sends a response to
the originator.

[0093] Referring to Fig. 18, an example method for improving resource creation
using RRCP is shown, where an originator first jointly creates a regular resource and a RRCP
at a recipient. Then, it uses the created RRCP to optimize the creation of more regular
resources in the future. At 1, in accordance with the illustrated example, the originator sends
a request to the recipient to create a new regular resource. This message may contain the full

resource representation of the regular resource to be created. In addition, a new parameter
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rrepIndication is contained in this step to indicate to the recipient: 1) one or more RRCPs
need to be created; 2) the list of attributes of the regular resource to be contained in each
created RRCP. At 2, the recipient creates the new regular resource according to the full
resource representation as contained in Step 1. At 3, the recipient creates one or more RRCPs
as indicated by rrepIndication. In some cases, if Step 2 fails, the recipient might not create a
RRCP at all. Alternatively, for example, the recipient may create the RRCP first and then
create the regular resource. In addition, even if rrcpIndication is not contained in Step 1, the
recipient may automatically create a RRCP based on its own intelligence and observation of
present and previous request messages from the originator and other requestors, which can
also be specified in, and autonomously triggered by, some rules or policies. At 4, the
recipient may send a response to the originator. The response message may contain the
rreplD to indicate the identifier or address of created RRCPs in Step 3. In some examples,
even if none of the RRCPs are created at 3, the recipient may contain an existing RRCP,
including its identifier and content in this response message, to proactively inform the
originator of available RRCPs. At 5, the originator requests to create another regular
resource, which can use the RRCP created in Step 3. This step may be the same as Step 4 in
Fig. 17. Similarly, steps 6 and 7 may be performed as described with reference to steps 5 and
6, respectively, in Fig. 17.

[0094] Referring to Fig. 19, an example method for improving resource creation
using RRCP is shown, where an originator first discovers a RRCP from a recipient. Then, the
originator uses the discovered RRCP to optimize the creation of regular resources. At 1, in
accordance with the illustrated example, the originator first sends a discovery request to the
recipient to discover appropriate RRCP to be used in Step 4. This message may contain a new
parameter rrcpFilter to describe the properties or conditions of desired RRCPs. For example,
if the content of rrcpFilter is: targetResourceTypes = “oneM2M-contentInstance”, then
RRCPs that can be applied to oneM2M <contentInstance> resources are discovered. At 2,
the recipient searches locally maintained RRCPs to find those that match rrcpFilter. At 3, the
recipient sends the discovered RRCPs in rrcpList to the originator. The rrepList may include
the identifiers and/or the content of the discovered RRCPs. At 4, the originator uses
discovered RRCPs to create a regular resource. This step may be the same as Step 4 in Fig.
17. Similarly, steps 6 and 7 may be performed as described with reference to steps 5 and 6,

respectively, in Fig. 17.
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[0095] Referring now to Fig. 20, an example method for improving resource
creation using RRCP is shown, where an originator uses RRCPs to create multiple regular
resources simultaneously at a recipient. For example, the originator may have accumulated or
buffered multiple data items, and it may need to store those data items at the recipient by
creating a different resource for each data item. In some cases, those data items may be
stored under the same parent resource. Instead of creating a resource for each item using
separate requests, the originator can leverage the ideas depicted in Fig. 20 to more efficiently
accomplish this task.

[0096] At 1, in accordance with the illustrated example, the originator uses one
request to create multiple regular resources, which will be based on the same or different
RRCPs. First, this request contains some attributes for each new resource, which are not
included in any RRCP. Second, this request contains a list of RRCPs in rrcplD parameter.
There are several example options (specified by another new parameter rrcpUsage) to use
RRCPs indicated by rrcpID:

e Example Option 1: All RRCPs are used together to create each new resource (e.g.,
rrecpUasage = “All4AllY).

e Example Option 2: Each RRCP is used to create a different new resource (e.g.,
rrecpUsage = “One4Each™).

s Example Option 3: This is a hybrid case of example option 1 and example option 2.
Some RRCPs may be used together to create one or multiple new resources as in
example option 1. Other RRCPs may be used the same as example option 2 (e.g.,
rrepUsage = “Hybrid™).

[0097] Continuing with reference to Fig. 20, at 2, the recipient creates the requested
number of resources according to parameters resourceNum, rrcplD, rrepUsage, and other
attributes as contained in Step 1. At 3, the recipient sends a response to the originator. The
recipient may contain the identifiers of successfully created resources in this response
message.

[0098] Referring to Fig. 21, an example method for improving resource creation
using RRCPs is shown, where the related RRCPs are not stored at the recipient but at another
service layer SL2. At 1, the originator sends a request to the recipient to create a new regular
resource. The request message contains a list of RRCPs (i.e., rreplD), as described with

reference to step 4 in Fig. 17. At 2, the recipient finds out that the indicated RRCPs are
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stored in another SL2. Accordingly, it may first send a request to SL2 to retrieve the content
of each RRCP. At 3, SL2 sends RRCP content to the recipient (i.e., rrcpContent). In some
cases, the recipient may repeat Step 2 and Step 3 multiple times to retrieve each RRCP as
indicated in Step 1. At 4, optionally, the recipient may store the retrieved RRCP content
locally for future use. Steps 5 and 6 may be performed as described with reference to steps 5
and 6, respectively, in Fig. 17.

[0099] Referring to Fig. 22, an example method is depicted in which an existing
regular resource can be leveraged as a reference resource to create another regular resource in
a more efficient way (i.e., to enable a much shorter request message) without using any
RRCP. In some cases, this example may be similar to the example depicted in Fig. 11, for
instance when parameters referenceResourcelD and attributeList are used. At 1, in
accordance with the illustrated example, an originator sends a request to a recipient, which
contains, for example, referenceResourcelD, attributeList, referenceResourceUsage, and
other attributes of the resource to be created. The referenceResourcelD may indicate an
existing regular resource, which the recipient may use as a reference resource to create the
new regular resource. The attributeList may indicate the list of attributes from the reference
resource, which may be used to create the new regular resource. The childResourceList may
indicate the list of child resources from the reference resource, which may be used to create
the new regular resource. The referenceResourceUsage may indicate how the reference
resource will be leveraged by the recipient to create a new regular resource. For example:

s If referenceResourceUsage = “AttributeOnly”, in some cases, the recipient will only
use attributes (not the child resource) as indicated in attributeList (or all attributes if
attributeList does not appear) and other attributes contained in Step 1 to create the
new regular resource.

s If referenceResourceUsage = “ChildResourceOnly”, in some cases, the recipient will
only use child resources (not the attribute) as indicated in childResourceList (or all
child resources if childResourceList does not appear) and other attributes contained in
Step 1 to create the new regular resource.

s If referenceResourceUsage = “AttributeAndChildResource™, in some cases, the
recipient will use attributes as indicated in attributeList, child resources as indicated in
childResourceList, and other attributes contained in Step 1 to create the new regular

resource
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[00100] Still referring to Fig. 22, at 2, in accordance with the illustrated example,
the recipient receives the request and creates a new regular resource accordingly. The
attributes used for creating the new resource may be the combination of attributes from
referenceResourcelD as indicated by attributeList and other attributes contained in Step 1. If
childResourceList is contained in Step 1, corresponding child resources of the reference
resource may be used to create child resources for the new regular resource, as specified by
referenceResourceUsage. At 3, the recipient sends a response to the originator with the
identifier of created resource. The approach exemplified in Fig. 22 can also be used to create
multiple new regular resources, for example, to include a resourceNum parameter in Step 1 of
Fig. 22, similar to Fig. 20.

[00101] When updating a regular resource, it is recognized herein that existing
approaches often need the new and likely partial resource representation of the regular
resource to be transmitted from the originator to the recipient. Given that the new resource
representation may have a large size and potentially exceed the maximum message size of an
underlying network (e.g., LPWAN networks) among the originator and the recipient, the
existing approaches may cause unaffordable overhead. Using RRCP, in accordance with
various embodiments, there may be no need to transmit the new resource representation of
the regular resource from the originator to the recipient.

[00102] Referring to Fig. 23, an example method for improving resource update
using RRCP is shown, where the originator first creates a RRCP at a recipient and then uses
the RRCP for efficiently updating other regular resources at the recipient. At 1to 3, an
originator first creates or updates a RRCP at a recipient. At 4, in accordance with the
illustrated example, the originator sends a request to the recipient to update a regular
resource. This message may contain, for example and without limitation, the identifier of the
RRCP (i.e., rrepID) being created via Steps 1-3 (and/or other RRCPs that the originator
knows), rrcpAttributeMap, other attributes that are not included in any RRCP and have to be
included in this step, and the identifier of the regular resource to be updated. The rrcpID may
contain multiple RRCP identifiers. In some examples, the rrepAttributeMap is used to
indicate which attributes contained in RRCPs should be applied or not when updating the
target resource. In an example, if the rrepAttributeMap does not appear in the request
message, the common attributes in each RRCP should be applied. In some cases, the

rrepAttributeMap offers more flexibility to use the RRCP.
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[00103] Still referring to Fig. 23, at 5, in accordance with the illustrated example, the
recipient receives the request message from 4. It finds the corresponding RRCPs as indicated
by the rrcpID. In the example option 1, the recipient updates the regular resource using
attributes contained at 4, and other common attributes contained in corresponding RRCPs and
specified by the rrcpAttributeMap. In this example option, the recipient does not establish or
change any relationship (or just a non-persistent relationship) between the updated regular
resource and the used RRCPs. In another example (example option 2), the recipient may
update the regular resource, but might only assign the regular resource with attributes
contained in Step 4 (not common attributes contained in RRCPs), and then associate the
regular resource to the used RRCPs (i.e., persistent relationship with RRCPs). In this example
(example option 2), the total size of the updated regular resource may be smaller than in the
example option 1. The recipient itself may decide to use the example option 1 or the example
option 2. Alternatively, the originator can indicate a preferred option in Step 4 (i.e., to
indicate if a persistent or non-persistent relationship between RRCPs and update regular
resource should be maintained by the recipient). In some cases, if a RRCP is partially used as
indicated by rrcpAttributeMap, the recipient will not establish a persistent relationship
between it and the updated regular resource. At 6, the recipient sends a response to the
originator.

[00104] Referring now to Fig. 24, an example method for improving resource
updates using a RRCP is shown, where an originator first creates a RRCP at a recipient
jointly when updating a regular resource. Then, it uses the created RRCP to optimize the
update of more regular resources in the future. At 1, in accordance with the illustrated
example, the originator sends a request to the recipient to update a new regular resource. This
message may contain the new resource representation of the target resource to be updated. In
addition, a new parameter rrcpIndication may be contained in this step to indicate to the
recipient, for example and without limitation: 1) one or more RRCPs that need to be created;
and 2) the list of attributes of the regular resource that should be included in each RRCP to be
created. At 2, the recipient updates the target regular resource according to the resource
representation as contained in Step 1. In some cases, if Step 2 is fails, the recipient might not
create a RRCP. Altematively, the recipient may create the RRCP first and then update the
regular resource. In addition, in some examples, even if rrcpIndication is not contained in

Step 1, the recipient may automatically create a RRCP based on its own intelligence and
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observations of present and previous request messages from the originator and other
requestors, which can also be specified in, and autonomously triggered by, one or more rules
or policies. At 3, the recipient creates one or more RRCPs as indicated by the rrcpIndication.
At 4, the recipient sends a response to the originator. The response message may contain the
rreplD to indicate the identifiers of created the RRCPs at 3. In some cases, even if none of
RRCPs is created in Step 3, the recipient may contain an existing RRCP, including its
identifier and content, in this response message to proactively inform the originator of
available RRCPs. At 5, the originator requests to update another regular resource, which can
use the RRCP being created in at 3. Steps 4, 5, and 6 may proceed as described with
reference to steps 4, 5, and 6, respectively, in Fig. 23.

[00105] Referring to Fig. 25, an example method for improving resource update
using RRCP is shown, where an originator first discovers a RRCP from a recipient. Then, the
originator uses the discovered RRCP to optimize the update of regular resources. At 1, in
accordance with the illustrated example, the originator first sends a discovery request to the
recipient to discover appropriate RRCPs to be used in Step 4. This message may contain a
new parameter rrcpFilter to describe the properties or conditions of desired RRCPs. At 2,
the recipient searches locally maintained RRCPs to find those that match the rrcpFilter. At 3,
the recipient sends the discovered RRCPs to the originator (i.e., rrepList). The rrepList may
include the identifiers and/or content of the discovered RRCPs. At 4, the originator uses
discovered RRCPs to update a regular resource. Steps 4, 5, and 6 may proceed as described
with reference to steps 4, 5, and 6, respectively, in Fig. 23.

[00106] Referring to Fig. 26, an example method for improving resource updates
using RRCPs is shown, where the originator requests that the recipient: 1) updates a RRCP
and 2) uses the updated RRCP for some existing regular resources. At 1, in accordance with
the illustrated example, the originator sends a request to the recipient to update one or more
RRCPs and in the meantime, indicates that the updated RRCP may be applied to a list of
regular resources (i.e. regularResourcelD). At 2, the recipient first updates the corresponding
RRCP. At 3, the recipient applies the updated RRCP to alist of regular resources as included
in the regularResourcelD. At 4, the recipient sends a response to the originator.

[00107] In another example method as illustrated in Fig. 27, an existing regular
resource can be leveraged as a reference resource to update another regular resource in a

more efficient way (i.e., to enable a much shorter request message) without using any RRCP.
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This example method is like the procedure illustrated in Fig. 11, when parameters
referenceResourcelD and attributeList are used. Referring to Fig. 27, at 1, in accordance with
the illustrated example, an originator sends a request to a recipient, which may contain the
referenceResourcelD, attributeList, and other attributes of the resource to be updated. The
referenceResourcel D may indicate an existing regular resource, which the recipient may use
as a reference resource to update the target resource. The attributeList may indicate the list of
attributes from the reference resource, which may be used to update the target resource. The
childResourceList may indicate the list of child resources from the reference resource, which
may be used to update the target resource. The referenceResourceUsage may indicate how
the reference resource may be leveraged by the recipient to update the target resource. For
example:

s If referenceResourceUsage = “AttributeOnly”, then the recipient may use attributes
(not the child resource) as indicated in attributeList (or all attributes if attributeList
does not appear) and other attributes contained in Step 1 to update the target resource.

s If referenceResourceUsage = “ChildResourceOnly”, then the recipient may use child
resources (not the attribute) as indicated in childResourceList (or all child resources if
childResourceList does not appear) and other attributes contained in Step 1 to update
the target resource.

o If referenceResourceUsage = “AttributeAndChildResource™ — The recipient will use
attributes as indicated in attributeList, child resources as indicated in
childResourceList, and other attributes contained in Step 1 to update the target
resource.

[00108] At 2, in accordance with the illustrated example, the recipient receives the
request and updates the target resource accordingly. The attributes used for updating the
target resource may include the combination of attributes from referenceResourcelD as
indicated by attributeList and other attributes contained in Step 1. If the childResourceList is
contained in Step 1, corresponding child resources of the reference resource may also be used
to update child resources for the target resource, as specified by referenceResourceUsage. At
3, the recipient sends a response to the originator.

[00109] Fig. 28 illustrates an example for improved resource retrieval using RRCPs,
where a recipient first instructs an originator to store a RRCP locally, which is also stored at

the recipient side. Next time, when the originator requests to retrieve a regular resource
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related to the locally stored RRCP, the recipient may leverage this RRCP to optimize the
response message from the recipient to the originator by containing only the RRCP identifier
and other attributes not included in the RRCP, instead of a full resource representation of the
retrieved resource. Referring to Fig. 28, in accordance with the illustrated example, at 1, the
originator sends a request to the recipient to retrieve a regular resource. The originator may
use a parameter repeatFlag to indicate that it may repeatedly retrieve the same resource or the
same type of other regular resources in the future if repeatFlag = TRUE, for instance. At 2,
the recipient may locate the target resource to be retrieved. It may also determine that some
attributes of the target resource likely will not change for a certain time duration. Then, it
may create a new RRCP to contain those attributes, especially when the originator has
indicated the interest in retrieving the same resource or the same type of resources later. At
3, the recipient generates and sends a response message to the originator. This response
message may contain, for example and without limitation: 1) the full resource representation
of the target resource; 2) and a new parameter rrcpIndication that may include the list of
attributes being contained in the created RRCP, the identifier of the created RRCP (i.e.,
rrcplD), and the hash of the created RRCP representation (i.e., rrcpHash). The list of
attributes in the created RRCP may be included in the full resource representation of the
target resource so that the recipient can know their values from the full resource
representation.

[00110] Continuing with the example, at 4, the originator receives the response
message from Step 3. Then it may conduct the following actions, presented by way of
example and without limitation: 1) store the full resource representation of the target
resource; 2) duplicate and store a local RRCP according to rrepIndication; and 3) store the
hash of the RRCP as received in Step 3. In some cases, the originator does not need to
recalculate the hash of the RRCP, which may be beneficial especially when the originator is a
constrained device and has limited computational capability. At 5, the originator starts to
retrieve another regular resource but with the same type of the regular resource as in Step 1.
In some cases, the originator contains rreplD and rrepHash in this message with the hope that
the RRCP created for the target resource in Step 2 & 4 can be reused for this new target
resource. At 6, the recipient receives the request message from Step 5. It retrieves the
attributes of the target resource. Then, it compares the RRCP as indicated by rrcpID with the

attributes of the target resource. In some examples, if the target resource has the same
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attributes including their values as those common attributes contained in the RRCP, it means
the RRCP can be reused and the recipient will furthermore compare the rrcpHash received
from Step 4 with the hash of the local RRCP. If both hashes are equal, in some cases, it
implies that the RRCP maintained at both the originator and the recipient are still the same.
Until now, the recipient may determine that the RRCP can be used to reduce the size of
response message in Step 7. At 7, the recipient generates and sends an optimized response
message to the originator. If the recipient determines in Step 6 that the RRCP will be used to
optimize the response message, the response message may contain rrcpFlag (to indicate that
the RRCP as indicated in Step 5 has been used) and other attributes of the target resource that
are not contained in the RRCP. Otherwise, the response message may need to contain the full
resource representation of the target resource being retrieved. Alternatively, the recipient
might not include rrcpFlag, but may include rreplID in the response message. At 8, in
accordance with the illustrated example, if the rrcpFlag is set in Step 7, the originator may
retrieve the locally stored RRCP (i.e., the RRCP as indicated in Step 5) to recover or augment
the full resource representation of the target resource. If rrcpFlag or rreplD is not included in
Step 7. the originator may process the message from Step 7 as a regular response.

[00111] Referring now to Fig. 29, an example procedure improved resource
deletion using RRCPs is shown, where the originator uses one request to delete one or more
regular resources that match certain RRCP criteria. At 1, in accordance with the illustrated
example, the originator sends a request to the recipient to delete multiple resources that use or
have a persistent relationship with one or multiple RRCPs. For this purpose, rrcpFilter may
be contained in this request. At 2, the recipient uses the rrcpFilter to discover regular
resources, which use certain RRCPs that match the rrepFilter. At 3, the recipient deletes
discovered regular resources if permissioned to do so. For example, those multiple regular
resources may be owned by the originator or the originator may have access to delete them.
At 4, the recipient sends a response to the originator.

[00112] With respect to synchronization between an RRCP Provider and an RRCP
Consumer, Fig. 30 illustrates an example procedure for notifying regular resources when an
associated RRCP has been changed. Here, the RRCP consumer is defined as the service
layer entity that host regular resources, which use some RRCPs. The RRCP provider is the
service layer entity that hosts RRCPs. At 1, in accordance with the illustrated example, if the

RRCP consumer has a regular resource based on a RRCP, the RRCP makes a subscription to
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the RRCP. At 2, the RRCP provider maintains a list of RRCP consumers for each RRCP. At
3, the RRCP provider sends a response message to the RRCP consumer indicating if the
subscription in Step 1 is successful or not. At 4, in accordance with the illustrated example,
the RRCP is updated or deleted. At 5, the RRCP provider sends a notification to the RRCP
consumers, for instance all the RRCP consumers, using this RRCP. The notification message
may contain the RRCP identifier (i.e., rrepID) and the new content of RRCP (i.e.,
rrcpContent). At 6, if the RRCP is updated in Step 4, the RRCP consumer may use its new
content to update the associated regular resources. Otherwise, if the RRCP is deleted in Step
4, the RRCP consumer may delete the associated regular resources or remove the RRCP link
from them. Then, RRCP consumer may send a response to the RRCP provider. For example,
if the relationship between a regular resource and the corresponding RRCPs is persistent,
changes to RRCPs may be applied to the regular resource. Otherwise, in some cases, if the
relationship is non-persistent, changes to RRCPs will not be applied to the regular resource.
In addition, in some examples, if the RRCP consumer is not willing to adopt the new RRCP,
the RRCP consumer may still keep the old representation of the regular resource, but remove
the RRCP link from this regular resource.

[00113] Turning now to RRCP provisioning and assignment, RRCPs at an SL can
be provisioned by a provisioning server using a pull-based or push-based approach. Fig. 31
illustrates an example procedure for pull-based RRCP provisioning, where the SL actively
retrieves RRCPs from the provisioning server, like the example procedure for retrieving a
RRCP in Fig. 12. Fig. 32 shows an example procedure for push-based RRCP provisioning,
where the provisioning server actively pushes RRCPs to the SL, like the example procedure
for creating a RRCP in Fig. 11.

[00114] In addition, RRCPs can be assigned to an originator, for instance, when the
originator registers itself with a recipient (i.e. an SL) as shown in Fig. 33, where the recipient
sends a list of RRCP (i.e. their identifiers and/or their content) to the originator in the
response message (i.e., Step 3) as a part of an SL registration process. If the content of the
RRCP is not contained in the response message, in some examples, the recipient may
additionally include a list of attributes that are not covered by RRCP and that may be sent
from the originator to the recipient when the originator later needs to use the RRCP to create

or update a regular resource.
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[00115] In some cases, the examples described above for efficient resource
representation exchange based on RRCPs can be implemented as a new RRCP CSF or as an
enhanced request/response message interactions to the oneM2M functional architecture. For
example, the RRCP CSF may reside in a CSE and expose its services to other CSEs and/or
AEs. In an example, the RRCP CSF can automatically generate RRCPs (i.e. <rrcp>) by
receiving and analyzing requests from other AEs/CSEs. For example, the RRCP CSF can
also propose exiting regular resources to be used as RRCPs by receiving and analyzing
requests. The RRCP CSF may expose <rrcp> resources to other AEs/CSEs. Thus, an
AE/CSE can create/retrieve/update/delete a <rrcp> resource from the RRCP CSF. Aftera
<rrcp> resource is created, an AE (or a CSE) can retrieve its representations and in turn use it
to reduce the size of request or response messages. The RRCP CSF at a hosting CSE can
suggest or assign existing RRCPs to an originator when the hosting CSE sends a regular
response to the originator.

[00116] In some examples, the Originators descried above may be implemented by
an oneM2M AE/CSE, and the Recipients (or Service Layer) described above may be
implemented by an oneM2M CSE. For example, an IN-AE1 may create a <rrcp1> at an IN-
CSE1. The IN-AEI can generate optimized requests based on the <rrcp1> and send the
optimized request to the IN-CSE1. Then, the IN-CSE1 may use <rrcpl> to process the
received optimized request. Also, the <rrcpl> can be used by other applications such as IN-
AE2 to generate optimized requests for the IN-CSE1.

[00117] An example new common attribute is described in Table 2 below.

Tabl Attribute for S rting RRCP

rreplinks A resource uses this attribute to record the list of existing RRCPs,
which are applicable to the resource.

[00118] Table 3 lists example new request message parameters for CREATE,
RETRIEVE, UPDATE, and DELETE operations, which can be used to support more
efficient RESTful operation based on the RRCP as described herein.

Table 3: Summary of Example New Request Message Parameters

Request message parameter Operation
Create | Retrieve | Update | Delete Notify
Optional RRCP Identifier — @) @) @) @) @)

Indicate the identifier of a
RRCP to be used for
processing this request
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RRCP Attribute Map —
Indicate which attributes in
the RRCP shall be applied
and/or shall not be
applied.

RRCP Hash - Indicate the
hash of a RRCP content

RRCP Target Resources
— Indicate the list of
regular resources that a
RRCP will be applied to.

N/A

N/A

N/A

N/A

Attribute Tag — Indicate
the conditions or criteria
for the recipient to select
appropriate attributes to
be sent back to the
originator. For example,
this parameter may
indicate the last
modified/retrieved time.
This parameter is only
used for resource
retrieval.

N/A

N/A

N/A

N/A

Reference Resource ID —
Indicate an existing
regular resource, which
will be used by the
recipient to operate the
target resource (e.g., to
reuse the attributes of the
reference resource to
create a new resource)

N/A

N/A

N/A

Attribute List — Indicate a
list of attributes of the
reference resource. This
parameter shall be used
together with “Reference
Resource ID”. If
“Reference Resource ID”
is not included in the
request message,
“Attribute List” shall not be
contained in the request
message either.

N/A

N/A

N/A

Child Resource List —
Indicate a list of child
resources of the reference
resource. This parameter
shall be used together
with “Reference Resource
ID”. If “Reference
Resource ID” is not
included in the request
message, “Child Resource
List” shall not be

N/A

N/A

N/A
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contained in the request
message either.

Reference Resource @) N/A @) N/A N/A
Usage - Indicate how
“Attribute List” and “Child
Resource List” shall be
used to leverage the
reference resource as
denoted by “Reference
Resource ID” for creating
a new resource or
updating a target
resource.

Resource Num - Indicate O N/A N/A N/A N/A
the number of new
resources to be created.

[00119] With respect to response parameters, rrcpList is an example new response
parameter, which can be included in the response message for AE or CSE registration. For
example, when an AE/CSE registers to a hosting CSE, the hosting CSE will create an <AE>
or a <remoteCSE> child resource under its CSEBase. In order to support the proposed rrcp
assignment described herein, the hosting CSE selects appropriate RRCPs for the registered
AE/CSE and include their identifiers (i.e. rrepList parameter) in the response message.
Furthermore, or alternatively, the hosting CSE can add rrcpList as a new attribute for the
<AE> or <remoteCSE> resource to indicate that any RRCP included in rrcpList is applicable
to and can be used by the <AE> or the <remoteCSE>,

[00120] Continuing with example response parameters, rrcpIndication and rrcpID
are example new response parameters, which can be included in any response message from
a CSE to an AE/CSE. The rrcpIndication may inform the recipient of the response message
to create a new RRCP, and this parameter may contain required information in order to create
the RRCP. In an example, the identifier of the created RRCP is set to rrepID. Further, by
including rrcpID in a response message, the originator may be informed that the resource
representation should be recovered from the RRCP, as denoted by rrcpID and other attributes
contained in the response message.

[00121] Turning now to example new specific attributes, rrcpList is an example
new attribute for existing oneM2M resources such as <CSEBase>, <node>, <AE> and

<remoteCSE>. The rrcpList may include a list of RRCP identifiers, which are applicable to
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and can be used by the application (as denoted by the <AE> and/or <node>) or the service

layer (as denoted by the <CSEBase> and/or <remoteCSE>). This attribute may be writable.

[00122]

In various examples, a new resource rrcp is used to represent a RRCP. An

AE/CSE can discover and retrieve an rrcp resource. Then it can contain its identifier in a

request message and, in some cases, there is no need to contain any common attributes

included in the RRCP. As such, the request message size may be reduced, and in turn

message overhead may be greatly decreased.

[00123]

An example structure of the rrcp resource is illustrated in Fig. 34.

The <rrcp> resource may contain the child resources shown in Table 4 below.

Table 4: Example Child resources of <rrcp>resource

[variable] mep 0.1 A child resource used to describe another <rrep>
resource, which will be used as a part of this <rrep>.

[variable] <commonPart> 1 A child resource used to describe all common attributes
contained in this <rrep> resource. Alternatively,
commonpPart can be just an attribute of this <rrcp>.

[variable] subscription 0..n A child resource used to make subscriptions on <mrep>
resource.

[variable] semanticDescriptor 0..n Semantic description on <rrcp> resource.

[00124] The <rrcp> resource may contain the attributes specified in Table 5.

Table 5: Example Attributes of <rrcp> resource

allowedOriginators 0.1(L) RW [Indicates a list of requestors that can use this <rrcp>. OA
targetResource Types 0.1(L) RW [Indicates a list of target resource types that this OA
<rrep> can be applied to.

associatedPersistentRes 0.1(L) RW |Indicates a list of regular resources that use this OA
ources <rrep> and have persistent relationship with it.
associatedNonPersistent 0.1(L) RW |Indicates a list of regular resources that use this OA
Resources <rrep> but have non-persistent relationship with it.
implicitRights 0.1 WO  |If the value is set to TRUE, it indicates that any OA

originator that uses this <rrcp> to create new regular
resources can automatically have update right to
<rrep>.

[00125] Referring now to Fig. 35, an example method is depicted for Figure 35
operating a <rrcp> resource (e.g., Create/Retrieve/Update/Delete/ Apply a <rrcp> resource).
The Originator can be a CSE or an AE, and the Receiver can be a CSE. A create a <rrcp>

procedure may be used for creating a <rrcp> resource, as described in Table 6 below.
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Table 6: <rrcp> CREATE

Associated Reference
Point

Mca, Mcc and Mcc'.

Information in Request
message

All parameters defined in Table 8.1.2-3 in oneM2M TS-0001 apply with the specific
details for:

Content: The resource content may provide the information about a <rrcp> resource
(e.g. attribute values) as described in herein.

Processing at Originator
before sending Request

According to clause 10.1.1.1 in oneM2M TS-0001.

Processing at Receiver

According to clause 10.1.1.1 in oneM2M TS-0001.

Information in
Response message

All parameters defined in Table 8.1.3-1 in oneM2M TS-0001 may apply with the
specific details for:

Content: Address of the created <rrep> resource according to clause 10.1.1.1 in
oneM2M TS-0001.

Processing at Originator
after receiving

According to clause 10.1.1.1 in oneM2M TS-0001.

Response
Exceptions According to clause 10.1.1.1 in oneM2M TS-0001.
[00126] A retrieve a <rrcp> procedure may be used retrieving the attributes of an

existing <rrcp> resource, as described in Table 7 below.

Table 7: <rrcp> RETRIEVE

Associated Reference
Point

Mca, Mcc and Mcc'.

Information in Request
message

All parameters defined in Table 8.1.2-3 in oneM2M TS-0001 may apply with the
specific details for:
Content: void.

Processing at Originator
before sending Request

According to clause 10.1.2 in oneM2M TS-0001.

Processing at Receiver

The Receiver may verify the existence (including Filter Criteria checking, if it is
given) of the target resource or the attribute and check if the Originator has
appropriate privileges to retrieve information stored in the resource/attribute.
Otherwise clause 10.1.2 in oneM2M TS-0001 may apply.

Information in
Response message

All parameters defined in Table 8.1.3-1 in oneM2M TS-0001 may apply with the
specific details for:
Content: attributes of the <rrcp> resource as defined in herein.

Processing at Originator
after receiving
Response

According to clause 10.1.2 in oneM2M TS-0001.

Exceptions

According to clause 10.1.2 in oneM2M TS-0001.
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[00127] An update a <rrcp> procedure may be used to update an existing <rrcp>
resource as described in Table 8 below. For example, an update may be made to its
allowedOriginators attribute.

Table 8: <rrcp> UPDATE

Associated Reference Mca, Mcc and Mcc'.
Point
Information in Request  |All parameters defined in Table 8.1.2-3 in oneM2M TS-0001 may apply with the
message specific details for:

Content: attributes of the <mrep> resource as defined herein to be updated.
Processing at Originator [According to clause 10.1.3 in oneM2M TS-0001.

before sending Request
Processing at Receiver [According to clause 10.1.3 in oneM2M TS-0001.

Information in According to clause 10.1.3 in oneM2M TS-0001.
Response message
Processing at Originator [According to clause 10.1.3 in oneM2M TS-0001.
after receiving
Response

Exceptions According to clause 10.1.3 in oneM2M TS-0001.

[00128] A delete a <rrcp> procedure may be used to delete an existing <rrcp>
resource as described in Table 9 below.
Table 9: <rrcp> DELETE

Associated Reference Mca, Mcc and Mcc'.
Point
Information in Request |All parameters defined in Table 8.1.2-3 in oneM2M TS-0001 may apply.
message
Processing at Originator [According to clause 10.1.4.1 in oneM2M TS-0001.
before sending Request
Processing at Receiver [According to clause 10.1.4.1 in oneM2M TS-0001.

Information in According to clause 10.1.4.1 in oneM2M TS-0001.
Response message
Processing at Originator [According to clause 10.1.4.1 in oneM2M TS-0001.
after receiving
Response

Exceptions According to clause 10.1.4.1 in oneM2M TS-0001.

[00129] An apply a <rrcp> procedure may be used to apply an existing <rrcp>
resource to a list of regular resources as described in Table 10. An update operation may be

used to apply a <rrcp> to multiple regular resources.
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Table 10: <rrep> Update

Associated Reference Mca, Mcc and Mcc'.

Point
Information in Request |All parameters defined in Table 8.1.2-3 in oneM2M TS-0001 may apply with a new
message parameter below:

rrcpTargetResources: the list of regular resources that this <rrcp> will be applied to.
Processing at According to clause 10.1.3 in oneM2M TS-0001.

Originator before
sending Request
Processing at Receiver |The Receiver may apply the target <rrcp> to each resources as indicated in the
parameter rrcpTargetResources.

Information in According to clause 10.1.3 in oneM2M TS-0001.
Response message
Processing at According to clause 10.1.3 in oneM2M TS-0001.

Originator after
receiving Response
Exceptions According to clause 10.1.3 in oneM2M TS-0001.

[00130] Referring now to Fig. 36, an oneM2M example procedure for using RRCP
is shown, where smart meters as AEs connect to a oneM2M server (i.e., CSE) via LPWAN
networks. At 1, in accordance with the illustrated example, a commissioning tool as an AE
requests to create a RRCP, which may be specifically for <contentInstance> resources for
temperature sensors deployed in a neighborhood, for instance. The created RRCP may
contain those attributes labeled with a star symbol in Table 1 herein. At 2, the CSE creates a
new RRCP as requested. At 3, the CSE sends a response to the commissioning tool. At4, a
smart meter as an AE registers to the CSE. At 5, in accordance with the illustrated example,
the CSE assigns the created RRCP in Step 2 to the smart meter, using the new response
parameter rrepList, which contains the identifier of the assigned RRCP. In addition to
containing RRCP identifiers, the rrepList can contain the content of each RRCP. If rrcpList
does not contain the content of a RRCP, in one example (example case 1), the AE may need
to perform additional steps to retrieve the content of this RRCP from the CSE. In another
example (example case 2), the CSE can additionally contain a list of attributes (e.g., their
names), which are not contained in the RRCP and in turn need to be submitted by the AE to
the CSE, when the AE starts to use the RRCP to create a regular resource (e.g., in Step 6 and
Step 8). At 6, the smart meter has a new reading and requests to create a <contentInstance>
at the CSE. To reduce the size of the request message, the smart meter may use the assigned
RRCP. As such, in some cases, the request message does not need to include any common
attributes as contained in the RRCP. At 7, the CSE may receive the request message, use the

corresponding RRCP content to recover the whole resource representation, create the
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<contentInstance> with the whole resource representation, and send a response back to the
smart meter. At 8, the smart meter may go offline to conserve energy. After it wakes up, in
an example, there may be multiple new readings to be reported to the CSE. Accordingly, the
smart meter again may use the previously assigned RRCP, to create multiple
<contentInstance> resources based on the same RRCP in one request message. At 9, the CSE
processes the request message, creates multiple <contentInstance>s as requested, and sends a
response back to the smart meter.

[00131] Referring now to Fig. 37, an example user interface for RRCP management
at a service layer (e.g., an oneM2M CSE) is shown. The interface may allow a user or an
application to initiate and perform various tasks via the CSE. Example tasks include, without
limitation, creating a new RRCP, searching existing RRCPs, displaying one or more RRCPs,
updating one or more RRCPs, deleting one or more RRCPs, and applying one or more
RRCPs to a list of regular resources.

[00132] Figure 38A is a diagram of an example machine-to machine (M2M),
Internet of Things (IoT), or Web of Things (WoT) communication system 10 in which one or
more disclosed embodiments may be implemented. Generally, M2M technologies provide
building blocks for the [oT/WoT, and any M2M device, M2M gateway, M2M server, or
M2M service platform may be a component or node of the [oT/WoT as well as an IoT/WoT
Service Layer, etc. Any of the client, proxy, or server devices illustrated in any of Figures 6-
15, 17-33, 35, and 36 may comprise a node of a communication system, such as the ones
illustrated in Figures 38A-D.

[00133] The service layer may be a functional layer within a network service
architecture. Service layers are typically situated above the application protocol layer such as
HTTP, CoAP or MQTT and provide value added services to client applications. The service
layer also provides an interface to core networks at a lower resource layer, such as for
example, a control layer and transport/access layer. The service layer supports multiple
categories of (service) capabilities or functionalities including a service definition, service
runtime enablement, policy management, access control, and service clustering. Recently,
several industry standards bodies, e.g., oneM2M, have been developing M2M service layers
to address the challenges associated with the integration of M2M types of devices and
applications into deployments such as the Internet/Web, cellular, enterprise, and home

networks. A M2M service layer can provide applications and/or various devices with access
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to a collection of or a set of the above mentioned capabilities or functionalities, supported by
the service layer, which can be referred to as a CSE or SCL. A few examples include but are
not limited to security, charging, data management, device management, discovery,
provisioning, and connectivity management which can be commonly used by various
applications. These capabilities or functionalities are made available to such various
applications via APIs which make use of message formats, resource structures and resource
representations defined by the M2M service layer. The CSE or SCL is a functional entity that
may be implemented by hardware and/or software and that provides (service) capabilities or
functionalities exposed to various applications and/or devices (i.e., functional interfaces
between such functional entities) in order for them to use such capabilities or functionalities.

[00134] As shown in Figure 38A, the M2M/ [oT/WoT communication system 10
includes a communication network 12. The communication network 12 may be a fixed
network (e.g., Ethemet, Fiber, ISDN, PLC, or the like) or a wireless network (e.g., WLAN,
cellular, or the like) or a network of heterogeneous networks. For example, the
communication network 12 may be comprised of multiple access networks that provide
content such as voice, data, video, messaging, broadcast, or the like to multiple users. For
example, the communication network 12 may employ one or more channel access methods,
such as code division multiple access (CDMA), time division multiple access (TDMA),
frequency division multiple access (FDMA), orthogonal FDMA (OFDMA), single-carrier
FDMA (SC-FDMA), and the like. Further, the communication network 12 may comprise
other networks such as a core network, the Internet, a sensor network, an industrial control
network, a personal area network, a fused personal network, a satellite network, a home
network, or an enterprise network for example.

[00135] As shown in Figure 38, the M2M/ [oT/WoT communication system 10 may
include the Infrastructure Domain and the Field Domain. The Infrastructure Domain refers to
the network side of the end-to-end M2M deployment, and the Field Domain refers to the area
networks, usually behind an M2M gateway. The Field Domain and Infrastructure Domain
may both comprise a variety of different nodes (e.g., servers, gateways, device, and the like)
of the network. For example, the Field Domain may include M2M gateways 14 and devices
18. It will be appreciated that any number of M2M gateway devices 14 and M2M devices 18
may be included in the M2M/ [oT/WoT communication system 10 as desired. Each of the

M2M gateway devices 14 and M2M devices 18 are configured to transmit and receive
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signals, using communications circuitry, via the communication network 12 or direct radio
link. A M2M gateway 14 allows wireless M2M devices (e.g., cellular and non-cellular) as
well as fixed network M2M devices (e.g., PLC) to communicate either through operator
networks, such as the communication network 12 or direct radio link. For example, the M2M
devices 18 may collect data and send the data, via the communication network 12 or direct
radio link, to an M2M application 20 or other M2M devices 18. The M2M devices 18 may
also receive data from the M2M application 20 or an M2M device 18. Further, data and
signals may be sent to and received from the M2M application 20 via an M2M Service Layer
22, as described below. M2M devices 18 and gateways 14 may communicate via various
networks including, cellular, WLAN, WPAN (e.g., Zigbee, 6LoWPAN, Bluetooth), direct
radio link, and wireline for example. Exemplary M2M devices include, but are not limited to,
tablets, smart phones, medical devices, temperature and weather monitors, connected cars,
smart meters, game consoles, personal digital assistants, health and fitness monitors, lights,
thermostats, appliances, garage doors and other actuator-based devices, security devices, and
smart outlets.

[00136] Referring to Figure 38B, the illustrated M2M Service Layer 22 in the field
domain provides services for the M2M application 20, M2M gateways 14, and M2M devices
18 and the communication network 12. It will be understood that the M2M Service Layer 22
may communicate with any number of M2M applications, M2M gateways 14, M2M devices
18, and communication networks 12 as desired. The M2M Service Layer 22 may be
implemented by one or more nodes of the network, which may comprise servers, computers,
devices, or the like. The M2M Service Layer 22 provides service capabilities that apply to
M2M devices 18, M2M gateways 14, and M2M applications 20. The functions of the M2M
Service Layer 22 may be implemented in a variety of ways, for example as a web server, in
the cellular core network, in the cloud, etc.

[00137] Similar to the illustrated M2M Service Layer 22, there is the M2M Service
Layer 22” in the Infrastructure Domain. M2M Service Layer 22” provides services for the
M2M application 20” and the underlying communication network 12 in the infrastructure
domain. M2M Service Layer 22 also provides services for the M2M gateways 14 and M2M
devices 18 in the field domain. It will be understood that the M2M Service Layer 22° may
communicate with any number of M2M applications, M2M gateways and M2M devices. The

M2M Service Layer 22° may interact with a Service Layer by a different service provider.
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The M2M Service Layer 22° may be implemented by one or more nodes of the network,
which may comprise servers, computers, devices, virtual machines (e.g., cloud
computing/storage farms, etc.) or the like.

[00138] Referring also to Figure 38B, the M2M Service Layers 22 and 22’ provide
a core set of service delivery capabilities that diverse applications and verticals may leverage.
These service capabilities enable M2M applications 20 and 20’ to interact with devices and
perform functions such as data collection, data analysis, device management, security, billing,
service/device discovery, etc. Essentially, these service capabilities free the applications of
the burden of implementing these functionalities, thus simplifying application development
and reducing cost and time to market. The Service Layers 22 and 22 also enable M2M
applications 20 and 20’ to communicate through various networks such as network 12 in
connection with the services that the Service Layers 22 and 22 provide.

[00139] The M2M applications 20 and 20” may include applications in various
industries such as, without limitation, transportation, health and wellness, connected home,
energy management, asset tracking, and security and surveillance. As mentioned above, the
M2M Service Layer, running across the devices, gateways, servers and other nodes of the
system, supports functions such as, for example, data collection, device management,
security, billing, location tracking/geofencing, device/service discovery, and legacy systems
integration, and provides these functions as services to the M2M applications 20 and 20°.

[00140] Generally, a Service Layer, such as the Service Layers 22 and 22’
illustrated in Figure 2, defines a software middleware layer that supports value-added service
capabilities through a set of Application Programming Interfaces (APIs) and underlying
networking interfaces. Both the ETSI M2M and oneM2M architectures define a Service
Layer. ETSI M2M’s Service Layer is referred to as the Service Capability Layer (SCL). The
SCL may be implemented in a variety of different nodes of the ETSI M2M architecture. For
example, an instance of the Service Layer may be implemented within an M2M device
(where it is referred to as a device SCL (DSCL)), a gateway (where it is referred to as a
gateway SCL (GSCL)) and/or a network node (where it is referred to as a network SCL
(NSCL)). The oneM2M Service Layer supports a set of Common Service Functions (CSFs)
(i.e., service capabilities). An instantiation of a set of one or more particular types of CSFs is
referred to as a Common Services Entity (CSE) which may be hosted on different types of

network nodes (e.g., infrastructure node, middle node, application-specific node). The Third

- 40 -



WO 2020/009797 PCT/US2019/037496

Generation Partnership Project (3GPP) has also defined an architecture for machine-type
communications (MTC). In that architecture, the Service Layer, and the service capabilities
it provides, are implemented as part of a Service Capability Server (SCS). Whether embodied
in aDSCL, GSCL, or NSCL of the ETSI M2M architecture, in a Service Capability Server
(SCS) of the 3GPP MTC architecture, in a CSF or CSE of the oneM2M architecture, or in
some other node of a network, an instance of the Service Layer may be implemented as a
logical entity (e.g., software, computer-executable instructions, and the like) executing either
on one or more standalone nodes in the network, including servers, computers, and other
computing devices or nodes, or as part of one or more existing nodes. As an example, an
instance of a Service Layer or component thereof may be implemented in the form of
software running on a network node (e.g., server, computer, gateway, device or the like)
having the general architecture illustrated in Figure 38C or Figure 38D described below.

[00141] Further, the methods and functionalities described herein may be
implemented as part of an M2M network that uses a Service Oriented Architecture (SOA)
and/or a Resource-Oriented Architecture (ROA) to access services.

[00142] Figure 38C is a block diagram of an example hardware/software
architecture of a node of a network, such as one of the entities illustrated in Figures 6-15, 17-
33, 35, and 36, which may operate as an M2M server, gateway, device, or other node in an
M2M network such as that illustrated in Figures 38A and 38B. As shown in Figure 38C, the
node or network apparatus 30 may include a processor 32, non-removable memory 44,
removable memory 46, a speaker/microphone 38, a keypad 40, a display, touchpad, and/or
indicators 42, a power source 48, a global positioning system (GPS) chipset 50, and other
peripherals 52. The apparatus 30 may also include communication circuitry, such as a
transceiver 34 and a transmit/receive element 36. It will be appreciated that the apparatus 30
may include any sub-combination of the foregoing elements while remaining consistent with
an embodiment. This apparatus may be an apparatus that implements the resource
representation capabilities and methods described herein, such as the methods described in
reference to Figures 6-15, 17-33, 35, and 36.

[00143] The processor 32 may be a general purpose processor, a special purpose
processor, a conventional processor, a digital signal processor (DSP), a plurality of
MiCTroprocessors, one or more microprocessors in association with a DSP core, a controller, a

microcontroller, Application Specific Integrated Circuits (ASICs), Field Programmable Gate
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Array (FPGASs) circuits, any other type of integrated circuit (IC), a state machine, and the
like. In general, the processor 32 may execute computer-executable instructions stored in the
memory (e.g., memory 44 and/or memory 46) of the node in order to perform the various
required functions of the node. For example, the processor 32 may perform signal coding,
data processing, power control, input/output processing, and/or any other functionality that
enables the node 30 to operate in a wireless or wired environment. The processor 32 may run
application-layer programs (e.g., browsers) and/or radio access-layer (RAN) programs and/or
other communications programs. The processor 32 may also perform security operations such
as authentication, security key agreement, and/or cryptographic operations, such as at the
access-layer and/or application layer for example.

[00144] As shown in Figure 38C, the processor 32 is coupled to its communication
circuitry (e.g., transceiver 34 and transmit/receive element 36). The processor 32, through
the execution of computer executable instructions, may control the communication circuitry
in order to cause the node 30 to communicate with other nodes via the network to which it is
connected. In particular, the processor 32 may control the communication circuitry in order
to perform the transmitting and receiving steps described herein (e.g., in Figures 6-15, 17-33,
35, and 36) and in the claims. While Figure 38C depicts the processor 32 and the transceiver
34 as separate components, it will be appreciated that the processor 32 and the transceiver 34
may be integrated together in an electronic package or chip.

[00145] The transmit/receive element 36 may be configured to transmit signals to,
or receive signals from, other nodes, including M2M servers, gateways, device, and the like.
For example, in an embodiment, the transmit/receive element 36 may be an antenna
configured to transmit and/or receive RF signals. The transmit/receive element 36 may
support various networks and air interfaces, such as WLAN, WPAN, cellular, and the like. In
an embodiment, the transmit/receive element 36 may be an emitter/detector configured to
transmit and/or receive IR, UV, or visible light signals, for example. In yet another
embodiment, the transmit/receive element 36 may be configured to transmit and receive both
RF and light signals. It will be appreciated that the transmit/receive element 36 may be
configured to transmit and/or receive any combination of wireless or wired signals.

[00146] In addition, although the transmit/receive element 36 is depicted in Figure
38C as a single element, the apparatus 30 may include any number of transmit/receive

elements 36. More specifically, the apparatus 30 may employ MIMO technology. Thus, in an
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embodiment, the node 30 may include two or more transmit/receive elements 36 (e.g.,
multiple antennas) for transmitting and receiving wireless signals.

[00147] The transceiver 34 may be configured to modulate the signals that are to be
transmitted by the transmit/receive element 36 and to demodulate the signals that are received
by the transmit/receive element 36. As noted above, the node 30 may have multi-mode
capabilities. Thus, the transceiver 34 may include multiple transceivers for enabling the node
30 to communicate via multiple RATs, such as UTRA and IEEE 802.11, for example.

[00148] The processor 32 may access information from, and store data in, any type
of suitable memory, such as the non-removable memory 44 and/or the removable memory
46. For example, the processor 32 may store session context in its memory, as described
above. The non-removable memory 44 may include random-access memory (RAM), read-
only memory (ROM), a hard disk, or any other type of memory storage device. The
removable memory 46 may include a subscriber identity module (SIM) card, a memory stick,
a secure digital (SD) memory card, and the like. In other embodiments, the processor 32 may
access information from, and store data in, memory that is not physically located on the node
30, such as on a server or a home computer. The processor 32 may be configured to control
lighting patterns, images, or colors on the display or indicators 42.

[00149] The processor 32 may receive power from the power source 48, and may be
configured to distribute and/or control the power to the other components in the node 30.

The power source 48 may be any suitable device for powering the node 30. For example, the
power source 48 may include one or more dry cell batteries (e.g., nickel-cadmium (NiCd),
nickel-zinc (NiZn), nickel metal hydride (NiIMH), lithium-ion (Li-ion), etc.), solar cells, fuel
cells, and the like.

[00150] The processor 32 may also be coupled to the GPS chipset 50, which is
configured to provide location information (e.g., longitude and latitude) regarding the current
location of the node 30. It will be appreciated that the node 30 may acquire location
information by way of any suitable location-determination method while remaining
consistent with an embodiment.

[00151] The processor 32 may further be coupled to other peripherals 52, which
may include one or more software and/or hardware modules that provide additional features,
functionality and/or wired or wireless connectivity. For example, the peripherals 52 may

include various sensors such as an accelerometer, biometrics (e.g., finger print) sensors, an e-

-43 -



WO 2020/009797 PCT/US2019/037496

compass, a satellite transceiver, a sensor, a digital camera (for photographs or video), a
universal serial bus (USB) port or other interconnect interfaces, a vibration device, a
television transceiver, a hands free headset, a Bluetooth® module, a frequency modulated
(FM) radio unit, a digital music player, a media player, a video game player module, an
Internet browser, and the like.

[00152] The apparatus 30 may be embodied in other apparatuses or devices, such as
a sensor, consumer electronics, a wearable device such as a smart watch or smart clothing, a
medical or eHealth device, a robot, industrial equipment, a drone, a vehicle such as a car,
truck, train, or airplane. The apparatus 30 may connect to other components, modules, or
systems of such apparatuses or devices via one or more interconnect interfaces, such as an
interconnect interface that may comprise one of the peripherals 52.

[00153] Figure 38D is a block diagram of an exemplary computing system 90
which may also be used to implement one or more nodes or apparatuses of a network, such as
the entities illustrated in Figures 6-15, 17-33, 35, and 36, which may operate as an M2M
server, gateway, device, or other node in an M2M network such as that illustrated in Figures
38A and 38B.

[00154] Computing system 90 may comprise a computer or server and may be
controlled primarily by computer readable instructions, which may be in the form of
software, wherever, or by whatever means such software is stored or accessed. Such
computer readable instructions may be executed within a processor, such as central
processing unit (CPU) 91, to cause computing system 90 to do work. In many known
workstations, servers, and personal computers, central processing unit 91 is implemented by a
single-chip CPU called a microprocessor. In other machines, the central processing unit 91
may comprise multiple processors. Coprocessor 81 is an optional processor, distinct from
main CPU 91, that performs additional functions or assists CPU 91. CPU 91 and/or
coprocessor 81 may receive, generate, and process data related to the disclosed systems and
methods for E2E M2M Service Layer sessions, such as receiving session credentials or
authenticating based on session credentials.

[00155] In operation, CPU 91 fetches, decodes, and executes instructions, and
transfers information to and from other resources via the computer’s main data-transfer path,
system bus 80. Such a system bus connects the components in computing system 90 and

defines the medium for data exchange. System bus 80 typically includes data lines for

-44 -



WO 2020/009797 PCT/US2019/037496

sending data, address lines for sending addresses, and control lines for sending interrupts and
for operating the system bus. An example of such a system bus 80 is the PCI (Peripheral
Component Interconnect) bus.

[00156] Memories coupled to system bus 80 include random access memory
(RAM) 82 and read only memory (ROM) 93. Such memories include circuitry that allows
information to be stored and retrieved. ROMs 93 generally contain stored data that cannot
easily be modified. Data stored in RAM 82 may be read or changed by CPU 91 or other
hardware devices. Access to RAM 82 and/or ROM 93 may be controlled by memory
controller 92. Memory controller 92 may provide an address translation function that
translates virtual addresses into physical addresses as instructions are executed. Memory
controller 92 may also provide a memory protection function that isolates processes within
the system and isolates system processes from user processes. Thus, a program running in a
first mode may access only memory mapped by its own process virtual address space; it
cannot access memory within another process’s virtual address space unless memory sharing
between the processes has been set up.

[00157] In addition, computing system 90 may contain peripherals controller 83
responsible for communicating instructions from CPU 91 to peripherals, such as printer 94,
keyboard 84, mouse 95, and disk drive 85.

[00158] Display 86, which is controlled by display controller 96, is used to display
visual output generated by computing system 90. Such visual output may include text,
graphics, animated graphics, and video. Display 86 may be implemented with a CRT-based
video display, an LCD-based flat-panel display, gas plasma-based flat-panel display, or a
touch-panel. Display controller 96 includes electronic components required to generate a
video signal that is sent to display 86.

[00159] Further, computing system 90 may contain communication circuitry, such
as for example a network adaptor 97, that may be used to connect computing system 90 to an
external communications network, such as network 12 of Figures 38 A-D, to enable the
computing system 90 to communicate with other nodes of the network. The communication
circuitry, alone or in combination with the CPU 91, may be used to perform the transmitting
and receiving steps described herein (e.g., in Figures 6-15, 17-33, 35, and 36) and in the

claims.
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[00160] 1t is understood that any or all of the systems, methods and processes
described herein may be embodied in the form of computer executable instructions (i.e.,
program code) stored on a computer-readable storage medium which instructions, when
executed by a machine, such as an apparatus of an M2M network, including for example an
M2M server, gateway, device or the like, perform and/or implement the systems, methods
and processes described herein. Specifically, any of the steps, operations or functions
described above may be implemented in the form of such computer executable instructions.
Computer readable storage media include both volatile and nonvolatile, removable and non-
removable media implemented in any non-transitory (i.e., tangible or physical) method or
technology for storage of information, but such computer readable storage media do not
includes signals. Computer readable storage media include, but are not limited to, RAM,
ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital versatile
disks (DVD) or other optical disk storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other tangible or physical medium which
may be used to store the desired information and which may be accessed by a computer.

[00161] The following is a list of acronyms relating to service layer technologies
that may appear in the above description. Unless otherwise specified, the acronyms used

herein refer to the corresponding term listed below.

3GPP 3rd Generation Partnership Project
AE Application Entity

CSE Common Service Entity

CSF Common Service Function

IoT Internet of Things

M2M Machine-to-Machine

NB-IoT Narrow-Band IoT

REST Resource State Transfer

UE User Equipment

URI Uniform Resource Identifier

[00162] This written description uses examples to disclose the invention, including
the best mode, and also to enable any person skilled in the art to practice the invention,
including making and using any devices or systems and performing any incorporated

methods. The patentable scope of the invention is defined by the claims, and may include
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other examples that occur to those skilled in the art. Such other examples are intended to be
within the scope of the claims if they have elements that do not differ from the literal
language of the claims, or if they include equivalent elements with insubstantial differences

from the literal language of the claims.
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What is claimed:

1. A network apparatus comprising at least one processor and memory, the memory
storing executable instructions that, when executed by the at least one processor, implement a
service layer of a communications network and cause the service layer to perform operations
comprising:

storing, in the memory of the network apparatus, one or more attributes of one or
more resources, so as to define a resource representation common part (RRCP);

receiving, from a device or application on the communications network, a request
message comprising information and an identifier associated with the RRCP;

retrieving, from the memory in response to the request message from the device or
application, the RRCP associated with the identifier;

combining the RRCP with the information in the received request message to recover
a regular request message; and

processing the regular request message.

2. The apparatus as recited in claim 1, wherein the request message further comprises a
message request identifier, and the executable instructions further cause the service layer to
perform operations comprising;

retrieving, from the memory in response to the request message from the device or
application, one or more request parameters having an associated message template identifier
that matches the message template identifier in the message received from the device or
application; and

further combining the RRCP and the information with the one or more request

parameters to recover the regular request message.

3. The apparatus as recited in any one of the preceding claims, wherein the executable
instructions further cause the service layer to perform operations comprising;
creating or updating one or more attributes of a target resource in accordance with the

one or more attributes of the RRCP.
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4. The apparatus as recited in claim 3, wherein the executable instructions further cause
the service layer to perform operations comprising:
sending a response to the device or application, the response indicating whether a

relationship between the target resource and the RRCP is persistent or non-persistent.

5. The apparatus as recited in any one of the preceding claims, wherein processing the
regular request message comprises forwarding the regular request message to another service

layer of the communications network.

6. The apparatus as recited in any one of the preceding claims, wherein the request
message further comprises an attribute tag that indicates one or more conditions for retrieving

the one or more attributes of the RRCP.

7. The apparatus as recited in any one of the preceding claims, wherein the executable
instructions further cause the service layer to perform operations comprising:

receiving a request to create a new RRCP comprising one or more values of one or
more attributes;

creating the new RRCP, the new RRCP comprising the received one or more values;

generating an identifier associated with the new RRCP;

storing, in the memory, the new RRCP in association with its identifier; and

sending a response to the request to create the new RRCP, the response comprising

the 1dentifier associated with the new RRCP.

8. The apparatus recited in claim 1, wherein the executable instructions further cause
the service layer to perform operations comprising:
determining to create a new RRCP and determining one or more attribute values to be

included in the new RRCP.
9. The apparatus recited in claim 8, wherein the determination to create a new RRCP is

based on messages received by the service layer from devices on the communications

network.
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10. A device coupled to a communications network and comprising at least one processor
and memory, the memory storing executable instructions that, when executed by the at least
one processor, cause the device to perform operations comprising:

creating a request message comprising a filter indicating conditions for a resource
representation common part (RRCP);

sending the request message to a service layer of the communications message; and

in response to the request message, receiving one or more identifiers of one or more

discovered RRCPs, each of the discovered RRCPs meeting the conditions of the filter.

11. The device as recited in claim 10, wherein the executable instructions further cause
the device to perform operations comprising:

generating a regular resource based the one or more discovered RRCPs.

12. A method performed by a service layer of a network apparatus connected to a
communications network, the method comprising:

storing, in a memory of the network apparatus, one or more attributes of one or more
resources, so as to define a resource representation common part (RRCP);

receiving, from a device or application on the communications network, a request
message comprising information and an identifier associated with the RRCP;

retrieving, from the memory in response to the request message from the device or
application, the RRCP associated with the identifier;

combining the RRCP with the information in the received request message to recover
a regular request message; and

processing the regular request message.

13. The method as recited in claim 12, wherein the request message further comprises a
message request identifier, the method further comprising:

retrieving, from the memory in response to the request message from the device or
application, one or more request parameters having an associated message template identifier
that matches the message template identifier in the message received from the device or

application; and
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further combining the RRCP and the information with the one or more request

parameters to recover the regular request message.

14. The method as recited in any one of claims 12 and 13, the method further comprising:
creating or updating one or more attributes of a target resource in accordance with the

one or more attributes of the RRCP.

15.  The method as recited in claim 14, the method further comprising:
sending a response to the device or application, the response indicating whether a

relationship between the target resource and the RRCP is persistent or non-persistent.

16. The apparatus as recited in claim 12, wherein processing the regular request message
comprises forwarding the regular request message to another service layer of the

communications network.

17. The apparatus as recited in claim 12, wherein the request message further comprises
an attribute tag that indicates one or more conditions for retrieving the one or more attributes

of the RRCP.

18. The method as recited in claim 12, the method further comprising:
receiving a request to create a new RRCP comprising one or more values of one or
more attributes;
creating the new RRCP, the new RRCP comprising the received one or more values;
generating an identifier associated with the new RRCP;
storing, in the memory, the new RRCP in association with its identifier; and
sending a response to the request to create the new RRCP, the response comprising

the identifier associated with the new RRCP.
19. The method as recited in claim 12, the method further comprising:

determining to create a new RRCP and determining one or more attribute values to be

included in the new RRCP.
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20. The method as recited in claim 19, wherein the determination to create a new RRCP is
based on messages received by the service layer from devices on the communications

network.
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B. FIELDS SEARCHED

HOAL HOAW

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

19 May 2016 (2016-05-19)
abstract
paragraphs [0076] - [0081]

paragraphs [0130] - [0135]

; figure 2
paragraphs [0086] - [0090]; figure 4
; figure 13

_/__

X WO 2016/077523 Al (QUALCOMM INC [US]) 1-9,

12-20

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

24 September 2019

Date of mailing of the international search report

02/12/2019

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Badoi, Cornelia
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C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X TALEB TARIK ET AL: "An efficient scheme
for MTC overload control based on
signaling message compression",

2013 TEEE GLOBAL COMMUNICATIONS CONFERENCE
(GLOBECOM), IEEE,

9 December 2013 (2013-12-09), pages
342-346, XP032605036,

DOI: 10.1109/GLOCOM.2013.6831094
abstract

Section IIT "MTC Overload Control based on
Signaling Message Compression";

figures 2-4

X US 20137198340 Al (UKKOLA SAMPO [FI] ET
AL) 1 August 2013 (2013-08-01)

abstract

paragraphs [0002], [0004] - [0007],
[0021], [0027] - [0028]

paragraphs [0035] - [0043]; figure 2
paragraphs [0044] - [0045]; figure 3
paragraphs [0046] - [0048]; figure 4
paragraphs [0070] - [0081]; figure 5

1-9,
12-20

1-9,
12-20
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Box No.ll Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. I:' Claims Nos.:
because they relate to subject matter not required to be searched by this Authority, namely:

2. I:' Claims Nos.:
because they relate to parts of the international application that do not comply with the prescribed requirements to such
an extent that no meaningful international search can be carried out, specifically:

3. |:| Claims Nos.:
because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No. lll Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

see additional sheet

-

As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. I:' As all searchable claims could be searched without effort justifying an additional fees, this Authority did not invite payment of
additional fees.

3. As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.:

4. No required additional search fees were timely paid by the applicant. Consequently, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:
1-9, 12-20
Remark on Protest The additional search fees were accompanied by the applicant's protest and, where applicable, the

payment of a protest fee.

The additional search fees were accompanied by the applicant's protest but the applicable protest
fee was not paid within the time limit specified in the invitation.

I:' No protest accompanied the payment of additional search fees.

Form PCT/ISA/210 (continuation of first sheet (2)) (April 2005)
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FURTHER INFORMATION CONTINUED FROM PCT/ISA/ 210

This International Searching Authority found multiple (groups of)
inventions in this international application, as follows:

1. claims: 1-9, 12-20

a network apparatus and a method for obtaining and
processing a second request message based on a first
(received) request message

2. claims: 10, 11

a device for identifying resources representations that
satisfy filter conditions
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cited in search report date member(s) date
WO 2016077523 Al 19-05-2016 US 2016142937 Al 19-05-2016
WO 2016077523 Al 19-05-2016
US 2013198340 Al 01-08-2013  FI 20116299 A 22-06-2013
US 2013198340 Al 01-08-2013
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