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SECURE COMMUNICATIONS NETWORK PROTOCOL

CROSS-REFERENCE TO RELATED APPLICATION

This application claims the benefit of, and priority to, United Kingdom
Patent Application No. 2308438.7, filed June 6, 2023, and European Patent
Application No. 23212119 4 filed November 24, 2023. The entire disclosures of the

above applications are incorporated herein by reference.

FIELD OF THE INVENTION

The present invention relates to a method of exchanging sensitive data
across a public network. An application in which the invention finds particular
benefit is when making a real time payment, in particular using a secure cryptographic

decentralized open-internet communications schema.

BACKGROUND

Secure communication over the public internet is of paramount
importance, be it for example for secure payments, transfer of confidential medical
data, or important legal documents.

Existing solutions typically rely on pre-shared keys or certifications
from trusted certificate authorities. Cryptographic keys and digital signatures can be
used to provide a secure communication system over a public internet network. In
public-private key pair cryptographic systems, the key pair includes a private key and
a corresponding public key. The public keys can be published or otherwise shared to
other participants in the communication system. The private key cannot be
determined with only the public key.

However, a problem with known solutions is that these cryptographic
keys can be difficult to manage, particularly in large networks of many servers where
each server has their own keys and thus requiring complex operational processes and
significant computing resources.

The present invention aims to enable an improved secure

communications network system.

SUMMARY OF INVENTION

The scope of the invention is set out in the appended claims.
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In a first aspect of the present disclosure, there is provided a computer-
implemented method for onboarding a participant entity to a secure communications
network system comprising a central signing service in a public network, the method
performed by the central signing service and comprising the steps of’ obtaining a
domain name for the participant entity; storing the domain name in a data store of the
central signing service; generating a domain name system, DNS, signature and an
access token for the domain name; and sending the DNS signature and the access
token to the participant entity.

In the present disclosure, a “zero-trust” communications scheme is
provided where messages may only be sent between two parties if each party
participates in a central signing service. Accordingly, in order for a party or entity to
participate in the central signing service to send messages in the present secure
communications network system, the party can onboard into the central signing
service according to the first aspect.

Preferably, the method of claim further comprising the steps of:
receiving, from the participant entity, an endpoint signature request, wherein the
endpoint signature request comprises the access token; validating the access token;
looking up the domain name for the participant entity; retrieving a configuration of an
unsigned endpoint of the participant entity associated with the domain name, wherein
the configuration comprises a public key of the participant entity, wherein the public
key is of a key pair configured to be valid for a predetermined period of time;
generating an endpoint signature; and sending the endpoint signature to the participant
entity.

Preferably, the predetermined period of time is between 12 hours to 48
hours, more preferably wherein the predetermined period of time is 24 hours.
Alternatively, the predetermined time period may be a shorter or longer period of
time, for example 6 hours or 36 hours, or even 168 hours. As will be understood, the
predetermined period of time is a time period that is preset, selected or fixed for a key
pair to define its period of validity. The predetermined time period starts when a new
key pair is generated and the key pair becomes invalid after the set amount of time has
passed.

In this way, when the participant entity requests an endpoint signature
from the central signing service, the central signing service may use the access token

received from the participant entity to validate the participant entity and look up
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relevant domain name information. The access token may be configured to permit the
participant entity to request an endpoint signature from the central signing service. In
this way, the central signing service may only proceed with an endpoint signature
request if an access token is provided in the endpoint signature request message.

Preferably, the DNS signature is configured for validating the
onboarding of the participant entity in the secure communications network system. In
this way, another participant entity wishing to communicate with the first participant
entity may utilise the DNS signature of the first participant entity to confirm or
validate whether the first participant entity is part of, i.e. has onboarded into, the
present secure communications network system.

Preferably, the central signing service comprises a key pair comprising
a private key and a public key, and wherein central signing service uses the private
key to generate the DNS signature. The central signing service may use elliptic curve
cryptography keys. Preferably, the central signing service is further configured to
provide the public key for validating the DNS signature. The public key of the central
signing service may be used by one participant entity to verify the DNS signature of
another participant entity.

In a second aspect of the present disclosure, there is provided a
computer-implemented method for onboarding a participant entity to a secure
communications network system comprising a central signing service in a public
network, the method performed by the participant entity and comprising the steps of
receiving a domain name system, DNS, signature and an access token for the domain
name; storing the access token in a data store of the participant entity; and storing the
DNS signature in a data store in a DNS. In this way, an entity can participate in the
present secure communications network system. Preferably, the method further
comprises the participant entity sending an onboarding request to the central signing
service for a domain name.

Preferably, the method further comprises the steps of: generating a key
pair comprising a private key and a public key, wherein the key pair is configured to
be valid for a predetermined period of time; storing the public key in a configuration
of an endpoint of a domain associated with the participant entity, wherein the endpoint
is unsigned; sending an endpoint signature request to the central signing service, the
endpoint signature request comprising the access token; receiving an endpoint

signature from the central signing service; and merging the endpoint signature with
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the configuration of the unsigned endpoint to provide a signed endpoint. Preferably,
the predetermined period of time is between 12 hours to 48 hours, more preferably
wherein the predetermined period of time is 24 hours.

The approved domain names are stored at the central signing service
and the access token allows the domain names to be looked up / searched. Preferably,
the access token is configured to permit the participant entity to request an endpoint
signature from the central signing service.

Preferably, the DNS signature is configured for validating the
onboarding of the participant entity in the secure communications network system. In
this way, the DNS signature allows a participant entity’s participation/onboarding into
the secure communications network to be verified or validated by another party.

Preferably, the endpoint is a uniform resource location. Preferably, the
uniform resource locator starts with a prefix /. well-known/. Well-known endpoints,
well-known uniform resource identifiers, and uniform resource locators or “web
addresses” are defined by the Internet Engineering Task Force (IETF) in RFC8615. A
validation request may comprise an ACME DNS-01 challenge.

In a third aspect of the present disclosure, there is provided a system
for onboarding a participant entity to a secure communications network system
comprising a central signing service for performing secure communications over a
public network, wherein the central signing service is configured to perform the
method according to the first aspect and the participant entity is configured to perform
the method according to the second aspect.

In a fourth aspect of the present disclosure, there is provided a non-
transitory computer-readable medium storing instructions that are operable when
executed by data processing apparatus of a central signing service in a secure
communications system to perform the method according to the first aspect and/or
when executed by data processing apparatus of a participant entity in the secure
communications system to perform the method according to the second aspect.

According to fifth aspect of the present disclosure, there is provided a
computer-implemented method for generating a digital signature for a participant
entity of a secure communications network system comprising a central signing
service in a public network, the method performed by the central signing service and
comprising the steps of’ receiving an endpoint signature request from the participant

entity for an endpoint of a domain associated with the participant entity, the endpoint
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signature request comprising a domain name and an access token of the participant
entity; validating the access token and looking up the domain name in a data store of
the central signing service; retrieving a domain name system, DNS, signature of the
participant entity from a data store in a DNS; and validating the DNS signature using
a private key of a key pair of the central signing service, where on successful
validation of the DNS signature, the method further comprises the steps of: retrieving
a configuration of the endpoint; generating an endpoint signature from the
configuration of the endpoint; and sending the endpoint signature to the participant
entity.

In this way, a participant entity that has onboarded to the central
signing service can request an endpoint signature to be generated for the participant’s
endpoint. Another party, who is also a participant of the central signing service, can
then validate the endpoint by checking the endpoint signature with the central signing
service.

Preferably, the configuration of the endpoint comprises a public key of
the participant entity, and wherein the public key is of a key pair configured to be
valid for a predetermined period of time. In this way, the endpoint includes a time-
sensitive public key which improves the security of the participant’s endpoint. This
reduces the potential impact of key theft or unauthorised access or use of keys as well
as allows for immediate revocation of keys should any fraudulent activity be detected.
In addition, the short lifetime or duration of keys minimises the window of
opportunity for an attacker to compromise the keys, thus enhancing the overall
security of the communications network Preferably, the predetermined period of time
is between 12 hours to 48 hours, more preferably wherein the predetermined period of
time is 24 hours. Alternatively, the predetermined time period may be a shorter or
longer period of time, for example 6 hours or 36 hours, or even 168 hours.

Preferably, the central signing service generates the endpoint signature
using a private key of a second key pair of the central signing service, wherein the key
pair of central signing service for validating the DNS signature is a first key pair.
Preferably, the first key pair is the same as the second key pair.

Preferably, looking up the domain name comprises identifying name
servers of the domain associated with the participant entity. Preferably, the method

further comprises: retrieving the name servers from the DNS; and validating the
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retrieved name servers against name servers stored in a data store in the central
signing service.

Preferably, the private key used to validate the DNS signature was
previously used to generate the DNS signature.

According to sixth aspect of the present disclosure, there is provided a
computer-implemented method for providing a signed endpoint for a participant entity
of a secure communications network system comprising a central signing service in a
public network, the method performed by the participant entity and comprising the
steps of: generating a key pair comprising a private key and a public key, wherein the
key pair is configured to be valid for a predetermined period of time; storing the
public key in a configuration of an endpoint of a domain associated with the
participant entity, wherein the endpoint in unsigned; sending an endpoint signature
request to the central signing service, the endpoint signature request comprising a
domain name and an access token of the participant entity; sending the configuration
of the unsigned endpoint to the central signing service; receiving an endpoint
signature for the configuration from the central signing service; and merging the
endpoint signature with the configuration of the unsigned endpoint to provide the
signed endpoint.

It has been advantageously found that a short predetermined time
period provides an optimal balance of security and computational resource. Short-
lived encryption key pairs, such as elliptic curve cryptography keys provide several
security benefits. First, short-lived keys reduce the reliance on Hardware Security
modules, HSMs, which are used in many server-based networks for key protection
since the short-lived keys have a limited lifespan and do not persist for an extended
period of time. The potential impact of key theft or unauthorised access or use of
keys can be effectively minimised as well as allows for immediate or rapid revocation
of keys should any fraudulent activity be detected. The short lifetime or duration of
keys also minimises the window of opportunity for an attacker to compromise the
keys, thus enhancing the overall security of the communications network.

Another benefit of regular key rotation / replacement is that a
participant server system can significantly reduce the use and reliance on Hardware
Security Modules, HSMs since the key pair is refreshed or regenerated at

predetermined time periods.
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Preferably, the predetermined period of time is between 12 hours to 48
hours, more preferably wherein the predetermined period of time is 24 hours.
Alternatively, the predetermined time period may be a shorter or longer period of
time, for example 6 hours or 36 hours, or even 168 hours. By continually refreshing
or rotating a public-private key pair every predetermined period of time, for example
every 24 hours, the present zero-trust communication scheme enhances forward
secrecy. Previous key pairs may be revoked and discarded such that storage space can
be freed and redundant key pairs can effectively be invalidated. This means that
regular key rotation ensures that even if a current key is compromised, past
communications remain secure. Each key pairs’ short lifespan also minimises the risk
of long-term compromise as any decryption attempts on previous communications
would be rendered ineffective with the newly generated / rotated keys and any secure
communications would only exist with the intended participants.

Accordingly, the present scheme significantly strengthens the security
of the communication channel, reduces the impact of potential key compromise, and
makes any attempt to compromise the keys less attractive to an attacker.

Preferably, the method further comprises: revoking a previous private
key and a previous public key of a previous key pair associated with the participant
entity on generating the key pair.

Preferably, the endpoint is a uniform resource location. Preferably, the
uniform resource locator starts with a prefix /. well-known/. Well-known endpoints,
well-known uniform resource identifiers, and uniform resource locators or “web
addresses” are defined by the Internet Engineering Task Force (IETF) in RFC8615. A
validation request may comprise an ACME DNS-01 challenge.

According to a seventh aspect of the present disclosure, there is
provided a system for providing a signed endpoint for a participant entity to a secure
communications network system comprising a central signing service for performing
secure communications over a public network, wherein central signing service is
configured to perform the method according to the sixth aspect and the participant
entity is configured to perform the method according to the seventh aspect.

According to an eighth aspect of the present disclosure, there is
provided a non-transitory computer-readable medium storing instructions that are
operable when executed by data processing apparatus of a central signing service in a

secure communications system to perform the method according to the sixth aspect
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and/or when executed by a data processing apparatus of a participant entity in the
secure communications system to perform the method according to the seventh
aspect.

According to a ninth aspect of the present disclosure, there is provided
a computer-implemented method for performing secure communications between a
first participant of a central signing service in a secure communications network
system and a second participant of the central signing service over a public network,
the method performed by the first participant comprising the steps of: generating a
request message to send to the second participant; retrieving a domain name system,
DNS, signature from a text, TXT, record from a domain associated with the second
participant; retrieving a first public key, wherein the first public key is associated with
the central signing service and part of a first key pair used to generate the DNS
signature; validating the DNS signature against the first public key; upon successful
validation of the DNS signature, retrieving a second public key and an endpoint
signature from an endpoint associated with the second participant, wherein the
endpoint signature is generated by the central signing service using the first key pair,
and wherein the second public key is associated with the second participant and
configured to be valid for a first predetermined time period; validating the endpoint
signature using the first public key; upon successful validation of the endpoint
signature; encrypting the request message using the second public key; signing the
encrypted request message with a request signature using a private key, wherein the
private key is associated with the first participant and configured to be valid for a
second predetermined time period; sending the signed encrypted request message to
the second participant, wherein the signed encrypted request message comprises the
request signature and a domain name associated with the first participant; receiving a
signed encrypted response message from the second participant; validating the signed
encrypted response message using the second public key; decrypting the signed
encrypted response message using the private key; and processing the signed
decrypted response message, wherein the sending of the signed encrypted request
message is within both the first predetermined time period and the second
predetermined time period.

In traditional trust-based communication models, keys which are long-
lived and pre-shared or a bearer token with a long-lived token is provisioned through

an authentication flow. In the present disclosure request messages and response
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messages are encrypted using short-lived encryption keys having a predetermined
valid time period. Advantageously, each request and response message is verified or
validated as being authentic without any pre-sharing of keys or the use of long-lived
tokens. The present disclosure thus combines the strengths of hosting signed public
keys on an endpoint and validation techniques to provide the zero-trust
communications scheme, where the participants have no prior knowledge of each
other.

Preferably, each of the first predetermined time period and/or the
second predetermined time period is between 12 hours to 48 hours, more preferably
wherein each predetermined period of time is 24 hours. Alternatively, the
predetermined time period may be a shorter or longer period of time, for example 6
hours or 36 hours, or even 168 hours. A public-private key pair having a short
predetermined period of time, for example a rotational period of 24 hours, enhances
forward secrecy in the present zero-trust communication scheme.

Each key pairs’ short lifespan minimises the risk of long-term
compromise as any decryption attempts on previous communications would be
rendered ineffective with the newly generated / rotated keys and any secure
communications would only exist with the intended participants. This means that
even if a current key is compromised, frequent key rotation ensures that past
communications remain secure. Preferably, the method further comprises: generating
a key pair associated with the first participant, the key pair comprising the private key
and a corresponding public key, wherein the key pair is configured to be valid for the
second predetermined period of time.

Preferably, the method further comprises: revoking a previous private
key and a previous public key of a previous key pair associated with the first
participant on generating the key pair. Previous key pairs may be revoked and
discarded such that storage space can be freed and redundant key pairs can effectively
be invalidated.

Preferably, the method further comprises: storing the corresponding
public key in a configuration of an endpoint of a domain associated with the first
participant. Preferably, the method further comprises: receiving an endpoint signature
for a configuration of the endpoint of the domain associated with the first participant
from the central signing service; and merging the endpoint signature with the

configuration to provide a signed endpoint associated with the first participant.
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According to a tenth aspect of the present disclosure, there is provided
a computer-implemented method for performing secure communications between a
first participant of a central signing service and a second participant of the central
signing service over a public network, the method performed by the second
participant comprising the steps of: receiving a signed encrypted request message
from the first participant, wherein the signed encrypted request message comprises a
request signature and a domain name associated with the first participant; extracting
the domain name and the request signature from the signed encrypted request
message, the domain name associated with a domain, the domain associated with the
first participant; retrieving a domain name system, DNS, signature from a text, TXT,
record from the domain; retrieving a first public key, wherein the first public key is
associated with the central signing service and part of a first key pair used to generate
the DNS signature; validating the DNS signature against the first public key; upon
successful validation of the DNS signature, retrieving a second public key and an
endpoint signature from an endpoint associated with the first participant, wherein the
endpoint signature is generated by the central signing service using the first key pair,
and wherein the second public key is associated with the first participant and
configured to be valid for a first predetermined time period; validating the endpoint
signature using the first public key; upon successful validation of the endpoint
signature; validating the request signature using the second public key; upon
successful validation of the request signature; decrypting the signed encrypted request
message using a private key, wherein the private key is associated with the second
participant and configured to be valid for a second predetermined time period,
processing the signed decrypted request message; generating a response message to
send to the first participant; encrypting the response message using the second public
key; signing the encrypted response message with a response signature using the
private key; and sending the signed encrypted response message to the first
participant, wherein the signed encrypted response message comprises the response
signature, wherein the sending of the signed encrypted response message is within
both the first predetermined time period and the second predetermined time period. In
this way the second participant can securely validate the first participant’s
participation in the central signing service before decrypting the first participant’s
request message. The second participant can then process the request message and

prepare an encrypted response message for the first participant. Each request and
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response message is verified or validated as being authentic without any pre-sharing
of keys or the use of long-lived tokens, thereby combining the strengths of hosting
signed public keys on a endpoint and validation techniques to provide a secure zero-
trust communications scheme.

Preferably, each of the first predetermined time period and/or the
second predetermined time period is between 12 hours to 48 hours, more preferably
wherein each predetermined period of time is 24 hours. Alternatively, the
predetermined time period may be a shorter or longer period of time, for example 6
hours or 36 hours, or even 168 hours. Preferably, the method further comprises:
generating a key pair associated with the second participant, the key pair comprising
the private key and a corresponding public key, wherein the key pair is configured to
be valid for the second predetermined period of time.

Preferably, the method further comprises: revoking a previous private
key and a previous public key of a previous key pair associated with the second
participant on generating the key pair. Previous key pairs may be revoked and
discarded such that storage space can be freed and redundant key pairs can effectively
be invalidated.

Preferably, the method further comprises: storing the corresponding
public key in a configuration of an endpoint of a domain associated with the second
participant. Preferably, the method further comprises: receiving an endpoint signature
for a configuration of the endpoint of the domain associated with the second
participant from the central signing service; and merging the endpoint signature with
the configuration to provide a signed endpoint associated with the second participant.

Preferably, the endpoint is a uniform resource location starting with a
prefix /. well-known/. Well-known endpoints, well-known uniform resource
identifiers, and uniform resource locators or “web addresses” are defined by the
Internet Engineering Task Force (IETF) in RFC8615. A validation request may
comprise an ACME DNS-01 challenge.

According to an eleventh aspect of the present disclosure, there is
provided a system for performing secure communications between a first participant
of a central signing service in a secure communications network system and a second
participant of the central signing service over a public network, wherein the first

participant in the system is configured to perform the method according to the ninth
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aspect and the second participant in the system is configured to perform the method
according to the tenth aspect.

According to a twelfth aspect of the present disclosure, there is
provided, a non-transitory computer-readable medium storing instructions that are
operable when executed by data processing apparatus of a participant to perform the
method according to the ninth aspect and/or the tenth aspect.

Preferably, any of the above aspects is implemented using elliptic
curve cryptography.

The secure communications network system and method of the present
disclosure has been described in different aspects of onboarding, signing and
communicating between participant entities. Accordingly, the different aspects work
together to provide the present secure communications network system and elements
and/or method steps of one or more aspects may be combined with another aspect, as

will be appreciated by a person skilled in the art.

BRIEF DESCRIPTION OF DRAWINGS

Embodiments of the present invention are described below, by way of
example only, with reference to the accompanying drawings, in which:

Figure 1 illustrates in schematic of the secure communications network
system according to the present invention;

Figure 2 illustrates a schematic flow diagram showing an exemplary
method for carrying out an aspect of the present invention; and

Figure 3 illustrates another schematic flow diagram showing an

exemplary method for carrying out another aspect of the present invention.

DETAILED DESCRIPTION

The following description is presented to enable any person skilled in
the art to make and use the system, and is provided in the context of a particular
application. Various modifications to the disclosed embodiments will be readily
apparent to those skilled in the art.

As used herein, the following terms have the following meanings:

A “central signing service” is a certifying authority which provides a
centralised service to issue digital signatures or certificates, such as DNS and endpoint

signatures, as part of onboarding and signing processes. In order to generate digital
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signatures for participants, each participant of the present authentication scheme must
be registered with, or onboarded by, the central signing service.

A “participant” is a user of the central signing service, to which digital
signatures or certificates are issued to. The participant may have a domain with a
domain name in a domain name system, DNS, to which the digital signatures may be
applied.

A “key pair” or a public private key pair is a pair of cryptographic keys
that are generated by a participant for the respective encrypting and decrypting of
digital information. The public key is provided as public information and may be
available for any entity to use. The public key may be used to encrypt a message and
to validate or verify a digital signature of a participant. The private key is available
only to the owner of the key pair, i.e. that participant that generated the key pair. The
private key may be used to decrypt messages that have been encrypted with the
corresponding public key. The private key may also be used for the creation of a
digital signature of a participant.

A “well-known endpoint” is a discoverable location for internet data or
services, such as web addresses or uniform resource identifier (URI) schemes, which
have a path prefix “/.well-known/”. A well-known URI updates the “http” and “https”
schemes to provide the well-known scheme to allow additional information, such as
digital signatures or public keys, to be securely included. Further details for well-
known endpoints and URIs can be found in RFC 8615 in the Internet Engineering
Task Force (IETF).

Figure 1 shows a schematic of the secure communications protocol 100
of the present disclosure. The protocol, or scheme, includes a first participant 102 and
a second participant 104, where both the first and second participants are part of, or
have been onboarded to, a central signing service 106. The first participant 102 and
the second participant 104 also each have a domain in a domain name system, DNS,
108.

As will be understood, the protocol 100 may include a large number of
participants and that a participant is an entity that wishes to make secure
communications across the public internet using the protocol 100 to another entity. In
this present case, both the first participant 102 and the second participant 104 are
registered with the central signing service 106, as will be explained in further detail

below with respect to the onboarding process.
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A participant (i.e. the first participant 102 and the second participant
104) generates short-lived key pairs, such as public-private elliptic curve
cryptographic key pairs, and publish the public keys of the key pairs on the public
internet. The public keys are published on well-known endpoints, which are typically
preassigned stable addresses of a server, and used for encryption of a request or
response message and also used for signature verification. The private keys of the key
pairs are used by a participant to decrypt a request or response message that is
received and/or sent to another participant. The private key is also used for signature
creation.

The central signing service 106 is operated by a trusted third party to
play a crucial role in the secure communications protocol 100. The central signing
service 106 provides signatures, such as DNS signatures, in the onboarding process to
the first participant 102 and the second participant 104 for their respective domains.
The DNS signature for a participant is stored in the domain’s text, TXT, records, in a
similar way to the ACME DNS-01 challenge process.

The central signing service 106 ensures the integrity and authenticity
of the key pairs of the participants by the participants’ association or registration with
the central signing service 106. In other words, messages can only be sent and
received using the present secure communications protocol 100 if the participants
have been onboarded by the central signing service 106.

In order for a participant to obtain DNS signatures from the central
signing service 106, each participant must undertake an onboarding process, as will be
described in relation to Figure 2. Figure 2 shows a flow diagram of an onboarding
and signing process 200 between the central signing service 106 and a participant.

The central signing service 106 acts as the trusted third party between
participant communications and starts by collecting and approving, at step 202, the
domain names for a participant (e.g. the first participant 102 and the second
participant 104) through which a communication service is channelled. At step 204
an approved domain name of the participant is stored in a data store of the central
signing service 106, and the central signing service 106 generates a DNS signature
and an access token for the domain associated with the domain name, to be sent to the
participant.

At step 200, the central signing service 106 sends the generated DNS

signature and access token to the participant, where at step 208 the participant stores
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the access token in a data store of the participant and at step 210 stores the DNS
signature in the DNS records, such as a text (TXT) record, in the DNS 108 to
complete the onboarding process.

The signing process is a separate process to the above onboarding
process and is described in the following steps in relation to a participant (which may
the first participant 102 or the second participant 104) in generating a public-private
key pair.

At step 212 the participant generates a new public-private key pair,
such as an elliptic curve cryptography key pair, for the secure communications
protocol 100. According to the present disclosure, the key pairs are short-lived and
have a predetermined time period. In this specific example the predetermined time
period is 24 hours, where the signing process described herein will repeat every 24
hours to rotate / refresh the key pairs of the participants. As will be appreciated by the
skilled person, the predetermined time period may be longer or shorter than 24 hours.
For example, the predetermined time period may be 6 hours, 12 hours, 18 hours, 25
hours, 30 hours or 72 hours.

At step 214, the participant hosts or stores the public key of the
generated key pair on an unsigned endpoint, such as a web address. In this specific
example, the endpoint is a “well-known endpoint”, as that described RFC 8615. The
well-known endpoint is accessible over the public internet and third parties will be
able to see whether the well-known endpoint is signed or unsigned with a public key
or digital certificate.

At step 216, the participant then creates a signing request for the
unsigned well-known endpoint and sends the request to the central signing service
106 for a new endpoint signature. The signing request includes a domain name and
the access token provided by the central signing service 106 to the participant during
the onboarding process.

At step 218, the central signing service 106 validates the access token
in the received signing request and looks up the domain name and name servers
associated with the signing request, and then retrieves the name servers for the
domain and a DNS signature token from the DNS 108 at step 220.

At step 222 the central signing service 106 validates the name servers
against the stored servers in the data store of the central signing service and checks the

DNS signature token. The validation involves the central signing service 106 using
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the DNS signature (generated and stored by the central signing service 106 in the
onboarding process) to validate the domain name of the participant. If the validation
check fails, i.e. where the central signing service 106 determines that the DNS
signature and domain name is not valid, the central signing service 106 sends an error
message back to the participant at step 224.

If the central signing service 106 determines that the DNS signature
and domain name are valid, it retrieves a configuration of the unsigned well-known
endpoint to sign at step 226 and returns the unsigned well-known endpoint
configuration to the participant at step 228. The configuration of the unsigned well-
known endpoint includes the unsigned public key of the participant stored in the
unsigned well-known endpoint.

At step 230, the central signing service 106 then generates a new
endpoint signature for the particular configuration of the unsigned well-known
endpoint, signs the unsigned well-known endpoint and sends the new endpoint
signature to the participant. It should therefore be understood that the purpose of the
endpoint signature is to authenticate the public key of the participant (i.e. the public
key of the newly generated key pair from step 212).

On receipt of the new endpoint signature, at step 232 the participant
then stores and merges the new endpoint signature to the configuration in the
unsigned well-known endpoint to provide a signed well-known endpoint. The new
endpoint signature corresponds to the newly generated key pair (from step 212) and
replaces any previous or old endpoint signatures in the well-known endpoint.

The signed well-known endpoint is then published by the participant
such that a third party will see that the well-known endpoint is signed with a new
endpoint signature to ensure secure communications.

It should be understood that in order for the first participant 102 and
the second participant 104 to communicate securely with each other using the present
secure communications scheme, both participants must go through the onboarding
and signing process with the central signing service 106 as described above.

After the endpoint signing process described in reference to Figure 2,
the first participant 102 and the second participant 104 can communicate with each
other through request and response messages, as described below in reference to

Figure 3. Figure 3 shows a flow diagram of request and response process 300
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between first participant 102 and the second participant 104, along with the central
signing service 106 and the DNS 108.

At step 302, the first participant 102 creates a request to send to the
second participant 104, where at step 304 the first participant 102 retrieves a DNS
signature from a TXT record in the domain associated with the second participant 102
in the DNS 108. At step 306, the first participant then retrieves a public key
associated with the central signing service 106. The central signing service’s 106
public key is hosted on the public internet and can be used to validate the second
participant’s DNS signature, since the DNS signature was generated using the central
signing service’s private key.

At step 308, the first participant 102 then validates the second
participant’s DNS signature against the public key of the central signing service 106.
This validation confirms whether the second participant’s DNS signature is valid for
the domain associated with the second participant 102 and as such confirms whether
the second participant is registered in the secure communications protocol 100 (i.e.
has completed the onboarding process).

If the validation is unsuccessful, the communication channel to the
second participant 104 is deemed by the first participant 102 to be insecure, and the
communications process ceases. In other words, no further steps are performed if the
validation is unsuccessful. This ensures that security of the communications protocol
is fully maintained.

If the validation is successful, at step 310 the first participant 102
retrieves the second participant’s public key and the endpoint signature in the
configuration that is stored on the second participant’s signed well-known endpoint.

At step 312 the first participant 102 validates the endpoint signature on
the signed well-known endpoint with the public key retrieved from the central signing
service at step 306. If the validation fails, the communication channel of the second
participant 104 ceases.

When all validations are successful, the first participant 102 encrypts a
request message with the second participant’s public key at step 314 (obtained from
the configuration of the signed well-known endpoint) and signs, or creates a signature
for, the request message with a private key of the first participant’s key pair at step
316. The domain name of the first participant is provided in the request message at

step 318. The domain name and the request signature may be provided in the HTTP
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request headers for subsequent verification by the second participant. At step 320 the
first participant 102 then sends the encrypted and signed request message to the
second participant 104.

At step 322 the second participant 104 receives the request message
from the first participant 102 and extracts the domain name associated with the first
participant 102 from the message, e.g. from the HTTP request headers. Then at step
324, the second participant 104 retrieves the DNS signature from the TXT record in
the domain of the first participant 102 from the DNS 108, as indicated by the
extracted domain name.

At step 326, the second participant 104 retrieves the public key
associated with the central signing service 106 and validates the DNS signature of the
first participant using retrieved public key of the central signing service at step 328. If
the validation is unsuccessful, the communication channel from the first participant
102 is deemed by the second participant 104 to be insecure, and the communications
process ceases and no further steps are performed.

If the validation is successful, the second participant 104 then retrieves
the endpoint signature and the first participant’s public key from the configuration of
the signed well-known endpoint of the first participant 102 at step 330, and validates
the first participant’s endpoint signature at step 332 using the public key retrieved at
step 326. Again, if the endpoint signature validation fails, the communication channel
of the first participant 102 is marked as or considered to be insecure by the second
participant 104 and the process stops.

If the endpoint signature validation is successful, the second participant
104 retrieves the request signature from the request message at step 334 and performs
a validation check on the request signature at step 336 using the first participant’s
public key (obtained at step 330). If the request signature validation fails, the
communication channel of the first participant 102 is marked as or considered to be
insecure by the second participant 104 and the process stops.

If the request signature validation is successful, the second participant
104 decrypts the request message from the first participant 102 with the second
participant’s private key at step 338. Then, at step 340, the second participant 104
processes the request message and generates a response message.

At step 342, the second participant encrypts the response message with
the first participant’s public key (obtained from the signed well-known endpoint, of
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the first participant at step 330) and signs (creates a response signature for) the
response message with a private key of the second participant’s key pair at step 344.
The response signature and the domain name of the second participant 104 is provided
in the response message. This information may be provided in the HTTP headers for
subsequent verification by the first participant 102, and at step 346 the second
participant 104 sends the encrypted and signed response message to the first
participant 102.

At step 348, the first participant 102 receives the response message
from the second participant 104 and retrieves the response signature from the
message. At step 350, the first participant 102 then validates the response signature in
the response message using the second participant’s public key. If the response
signature validation is unsuccessful, the communication process ceases.

If the response signature validation is successful, the first participant
102 decrypts the response message using the first participant’s private key and
processes the response message at step 352.

Worked Examples

In this section, examples of the present disclosure in the context of
making a payment for a restaurant bill and the sharing a sensitive medical information
are described.

Example 1

A restaurant is visited by a customer (or a group of customers) that
wish to pay electronically through the present secure communications protocol. In
this example, the restaurant’s bank and the customer’s bank (or each of the customers’
respective banks) are participants of a central signing service.

As users of the present secure communications protocol, both the
restaurant's and the customer’s banks have completed the onboarding process
described above, and accordingly each generate a new public private key pair every
24 hours. The restaurant and the customer each respectively operates an app provided
by their respective bank to use the secure communications protocol to separately
request a new endpoint signature from the central signing service every time a new
public private key pair is generated. As will be appreciated by the skilled person, the
respective banking apps for the customer and the restaurant will be in communication

with respective servers to perform the secure communications process.
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To pay the restaurant’s bill, the restaurant may provide the customer a
web address (which may be in the form of QR code or specific web address that is
generated in connection with the restaurant’s banking app) that is specifically for the
customer’s bill. If there are more than one customer, i.e. a group of customers, the
same web address may be provided to each customer in the group. The web address
will include the information relating to restaurant’s digital signature information (i.e.
in a TXT record in the restaurant domain) and a public key.

The customer uses the customer’s banking app on their electronic
device, such as their smartphone, to access the restaurant’s web address, to retrieve
the restaurant’s DNS signature, and to communicate with the central signing service
to retrieve the public key of the central signing service to validate the restaurant’s
DNS signature and endpoint signature of the restaurant’s web address.

After successful validation, the customer’s banking app sends an
encrypted and signed message to the restaurant’s banking app to confirm that the
customer is requesting to make an electronic payment. The customer device encrypts
the message with the restaurant’s banking app public key and signs the message with
a request signature using the customer’s banking app private key. The customer
message may also provide some customer-specific information, such as an amount
that the customer is paying. In the case of a group of customers, each individual
customer may therefore provide differing amounts for payment in their respective
messages.

The restaurant’s banking app performs its own validations of the
customer’s message, by retrieving the customer’s DNS signature and endpoint
configuration from the information provided in the customer’s encrypted message.
The restaurant’s banking app communicates with the central signing service to obtain
the public key associated with the central signing service and performs the relevant
validations. The restaurant’s banking app also validates the request signature using
the customer’s banking app public key.

After successful validations, the restaurant’s banking app decrypts the
customer’s message using the restaurant’s banking app private key and processes the
decrypted message. For instance, the restaurant’s banking app may determine the
amount that the customer wishes to pay.

The restaurant’s banking app may then generate a specific payment

page, with the processed information (e.g. specific payment amount), and encrypt and
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sign the payment page information in a response message. The restaurant encrypts
the message with the customer’s banking app public key and signs the message with
the restaurant’s banking app private key. The encrypted and signed response message
is then sent by the restaurant’s server to the customer’s banking app, where the
customer’s device will validate the response message using the restaurant’s banking
app public key (which corresponds with the restaurant’s private key in the signed
response message) to confirm that a secure communication channel has been
established.

The customer can then proceed to decrypt the response message using
the customer’s banking app private key and make a payment to the restaurant using
the secure communication channel, e.g. by sending the customer’s payment and
security details.

Example 2

The present secure communications protocol may also be applied to
share sensitive information, for example medical data between a general hospital
server and a local medical practice. As above, both the general hospital and the local
medical practice are participants of the secure communications protocol and have
completed the onboarding and signing process with the central signing service. The
general hospital and the local medical practice each respectively operates an app to
use the secure communications protocol and to separately request a new endpoint
signature from the central signing service every time a new public private key pair is
generated. As will be appreciated by the skilled person, the respective apps for the
general hospital and the local medical practice will be in communication with
respective servers to perform the secure communications process.

In this example, the general hospital is seeking to share new medical
data for a patient to the local medical practice of the patient, but it should be
understood that the roles may be reversed so that the local medical practice seeks to
share medical information to the general hospital.

A general hospital device accesses a domain of the local medical
practice to obtain the local medical practice’s digital DNS signature information. The
general hospital device then validates the retrieved DNS signature with a public key
of the central signing service. The general hospital device then accesses a well-

known endpoint of the local medical practice to obtain the public key hosted on the
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local medical practice sever to perform additional validation on the endpoint
signature.

After successfully validating the DNS signature and the endpoint
signature of the local medical practice, the general hospital device then prepares an
encrypted and signed message for the local medical practice to request the sending of
sensitive medical information, encrypting the message with the local medical
practice’s public key and signing the message with the general hospital’s private key,
and sends the encrypted and signed message to the local medical practice. The
request message may include patient-specific information, such as the name and date
of birth, or address of the patient.

The local medical practice will then receive the request message from
the general hospital, and to ensure that message is authentic the local medical
practice’s server will validate the general hospital’s DNS signature, endpoint signature
and request signature in the manners previously described

After successful validation, the local medical practice decrypts and
processes the request message. For example, the local medical practice will
determine the intended patient associated with the medical data to be shared.

The local medical practice will then generate a specific patient medical
information response message, encrypting the message with the general hospital’s
public key and signing the message with the local medical practice’s private key, and
sends the encrypted and signed response message to the general hospital.

The general hospital can then validate the response message using the
local medical practice’s public key (which corresponds with the local medical
practice’s private key in the signed response message) to confirm that a secure
communication channel has been established.

The general hospital can then proceed to decrypt the response message
using the local medical practice's private key and send the patient’s sensitive medical
information to the local medical practice through the established secure
communication channel.

Other embodiments will be apparent to those skilled in the art from
consideration of the specification and practice of the embodiments disclosed herein.

It is intended that the specification and examples be considered as exemplary only.
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In addition, where this application has listed the steps of a method or
procedure in a specific order, it could be possible, or even expedient in certain
circumstances, to change the order in which some steps are performed, and it is
intended that the particular steps of the method or procedure claims set forth herein
not be construed as being order-specific unless such order specificity is expressly
stated in the claim. That is, the operations/steps may be performed in any order,
unless otherwise specified, and embodiments may include additional or fewer
operations/steps than those disclosed herein. It is further contemplated that executing
or performing a particular operation/step before, contemporaneously with, or after

another operation is in accordance with the described embodiments.

The methods described herein may be encoded as executable
instructions embodied in a computer readable medium, including, without limitation,
non-transitory computer-readable storage, a storage device, and/or a memory device.
Such instructions, when executed by a processor (or one or more computers,
processors, and/or other devices) cause the processor (the one or more computers,
processors, and/or other devices) to perform at least a portion of the methods
described herein. A non-transitory computer-readable storage medium includes, but
is not limited to, volatile memory, non-volatile memory, magnetic and optical storage
devices such as disk drives, magnetic tape, compact discs (CDs), digital versatile
discs (DVDs), or other media that are capable of storing code and/or data.

Where a processor is referred to herein, this is to be understood to refer
to a single processor or multiple processors operably connected to one another.
Similarly, where a memory is referred to herein, this is to be understood to refer to a
single memory or multiple memories operably connected to one another.

The methods and processes can also be partially or fully embodied in
hardware modules or apparatuses or firmware, so that when the hardware modules or
apparatuses are activated, they perform the associated methods and processes. The
methods and processes can be embodied using a combination of code, data, and
hardware modules or apparatuses.

Examples of processing systems, environments, and/or configurations
that may be suitable for use with the embodiments described herein include, but are
not limited to, embedded computer devices, personal computers, server computers

(specific or cloud (virtual) servers), hand-held or laptop devices, multiprocessor
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systems, microprocessor-based systems, set top boxes, programmable consumer
electronics, mobile telephones, network personal computers (PCs), minicomputers,
mainframe computers, distributed computing environments that include any of the
above systems or devices, and the like. Hardware modules or apparatuses described
in this disclosure include, but are not limited to, application-specific integrated
circuits (ASICs), field-programmable gate arrays (FPGAs), dedicated or shared
processors, and/or other hardware modules or apparatuses.

User devices can include, without limitation, static user devices such as
PCs and mobile user devices such as smartphones, tablets, laptops and smartwatches.

It will be appreciated that the embodiments described herein are purely
illustrative and hence are susceptible to many modifications, substitutions, additions
and the like. All such modifications, substitutions and additions are within the scope
of the invention which is defined by the appended claims. Method steps described in
this specification may be implemented in any order, in parallel or sequentially, unless

specifically stated otherwise.
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1. A computer-implemented method for generating a digital signature for a
participant entity (102, 104) of a secure communications network system comprising
a central signing service (106) in a public network, the method performed by the
central signing service and comprising the steps of:

receiving (216) an endpoint signature request from the participant entity for
an endpoint of a domain associated with the participant entity, the endpoint signature
request comprising a domain name and an access token of the participant entity;

validating (218) the access token and looking up (218) the domain name in a
data store of the central signing service;

retrieving (220) a domain name system, DNS, signature of the participant
entity from a data store in a DNS; and

validating (222) the DNS signature using a private key of a key pair of the
central signing service,

where on successful validation of the DNS signature, the method further
comprises the steps of:

retrieving (226) a configuration of the endpoint;

generating (230) an endpoint signature from the configuration of the
endpoint; and

sending (230) the endpoint signature to the participant entity.

2. The method of claim 1, wherein the configuration of the endpoint comprises
a public key of the participant entity (102, 104), and wherein the public key is of a key

pair configured to be valid for a predetermined period of time.

3. The method of claim 2, wherein the predetermined period of time between 12

hours to 48 hours, preferably wherein the predetermined period of time is 24 hours.

4. The method of claims 1, 2 or 3, wherein the central signing service (106)
generates the endpoint signature using a private key of a second key pair of the central
signing service, wherein the key pair of central signing service for validating the DNS

signature is a first key pair.
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5. The method claim 4, wherein the first key pair is the same as the second key
pair.
6. The method of any of the preceding claims, wherein looking up (218) the

domain name comprises identifying name servers of the domain associated with the

participant entity.

7. The method of claim 6 further comprising:
retrieving (220) the name servers from the DNS; and
validating (222) the retrieved name servers against name servers stored in a

data store in the central signing service.

8. The method of any of the preceding claims, wherein the private key used to

validate the DNS signature was previously used to generate the DNS signature.

9. A computer-implemented method for providing a signed endpoint for a
participant entity (102, 104) of a secure communications network system comprising
a central signing service (106) in a public network, the method performed by the
participant entity and comprising the steps of’

generating (212) a key pair comprising a private key and a public key,
wherein the key pair is configured to be valid for a predetermined period of time;

storing (214) the public key in a configuration of an endpoint of a domain
associated with the participant entity, wherein the endpoint in unsigned,;

sending (216) an endpoint signature request to the central signing service, the
endpoint signature request comprising a domain name and an access token of the
participant entity;

sending (228) the configuration of the unsigned endpoint to the central
signing service;

receiving (230) an endpoint signature for the configuration from the central
signing service; and

merging (232) the endpoint signature with the configuration of the unsigned

endpoint to provide the signed endpoint.

10. The method of claim 9, wherein the predetermined period of time is between

12 hours to 48 hours, preferably wherein the predetermined period of time is 24 hours.
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1. The method of claims 9 or 10 further comprising:
revoking a previous private key and a previous public key of a previous key

pair associated with the participant entity (102, 104) on generating the key pair.

12. The method of any of the preceding claims, wherein the endpoint is a

uniform resource location.

13. The method of claim 12, wherein the uniform resource locator starts with a

prefix /. well-known/.

14. A system for providing a signed endpoint for a participant entity (102, 104)
to a secure communications network system comprising a central signing service
(106) for performing secure communications over a public network, wherein the
central signing service is configured to perform the method of any of claims 1 to 8
and the participant entity is configured to perform the method of any of claims 9 to

13.

15. A non-transitory computer-readable medium storing instructions that are
operable when executed by data processing apparatus of a central signing service in a
secure communications system to perform the method of any of claims 1 to 8 and/or
when executed by a data processing apparatus of a participant entity in the secure

communications system to perform the method of any of claims 9 to 13.

27



WO 2024/253788 PCT/US2024/028266

1/3
100
Vs
106 R—
A 4
< >
102 104
< >
Y
~—
k - <
108
N

FIG. 1



WO 2024/253788 2/ 3 PCT/US2024/028266
Onboarding Signer Participant DNS
Get patiicipant domain
name for their service 204
Store domain name
202 and generate DNS
sighature token and
access token
»- I}
Send DNS sighature
token and access ioken 208
to participant manually
/ Store access token ¢ 210
206 Store DNS
sighature token
in DNS records

Repeats every Signer Participant ¥ DNS
24 hours to | Generate private/public keypair
refresh keys 212 — v
Store public key on unsigned
214 1T wel-known configuration endpoint
v
216 —t Make signing request to Signer with
domain name and access token
218 N :
Validate access token and ook up
domain name and name servers 220
' 4
Retrieve name
servers for the
domain and DNS
signature token
222 J
y
Validate name servers against stored
servers, check DNS signature token 224
Y No d
Signature is valid? » Send error back to participant
226 Yes ¢

Validate name servers against stored
servers, check DNS signature token

230

[

5

228

h 4

Retum unsigned config
I

~ y

Generate signature for configuration
and respond to participant

232

4

200

A

Merge unsigned config with
signature and publish on signed
well-known configuration endpoint

S

FIG. 2



WO
Signer

2024/253788
Participant A

Create request to send

3/3

Participant B

PCT/US2024/028266

DNS

to Participant B

302

304

v

Get signer

public key
I

308

A

/

Yes

Get DNS signature for
domain of Participant B

DNS signature is valid for domain?

306

- Config signature is valid?

6No

! 310

Get signed well-known config
!

.l

Noc

322

v

Extract domain of Participant A

from headers

324

Get DNS signature for
domain of Participant A

3127
'y Yes
B Encrypt request with Participant B
314 - public key from configuration
v
3161 Sign reguest with own private key
L 4
—T Add own domain name to headers
318 :
390 Send request
L
3%6
| v
Get signer
public kay

34 8 —+~1 response

350

352 ——

300

330 N

328

A

DNS signature is valid for domain?

Get signed well-known config
L

332

]
Yes 6 No
4
. . . No
| Config signature is valid? —

'——ers

L2

No:

BSOS

Request signalure is valid for
Participant A public key?

Get response signature from

v

| Response signature is valid
for Participant B pubiic key?

6!\10

Yes

| Process response
i

&

|_' Yes

v

Get request signature from request 4+~ 334

—— 336

Decrypt request with own private key |+~ 338

Process request and generale response 14— 340

v

Encrypt response with Participant A
public key from configuration

¥

v

Send response

— 346

A+ 342

Sign response with own private key  _H- 344

FIG. 3




INTERNATIONAL SEARCH REPORT

International application No.

PCT/US2024/028266

A.

CLASSIFICATION OF SUBJECT MATTER

HO04L 9/32(2006.01)i; HO4L 61/4511(2022.01)i; HO4L 9/08(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B.

FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO04L 9/32(2006.01); GO6F 13/16(2006.01); GO6F 13/28(2006.01); HO4L 29/06(2006.01); HO4L 9/14(2006.01)

Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

eKOMPASS(KIPO internal) & Keywords: DNS, signature, endpoint, domain, token, access, private key, public key, configuration

C. DOCUMENTS CONSIDERED TO BE RELEVANT
Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

US 10791110 B2 (CLOUDFLARE, INC.) 29 September 2020 (2020-09-29)

A column 1, lines 39-65; and claims 1, 3 1-15
US 10783103 B1 (XILINX, INC.) 22 September 2020 (2020-09-22)

A claim 1 1-15
US 2022-0158995 A1 (EMC IP HOLDING COMPANY LLC) 19 May 2022 (2022-05-19)

A paragraphs [0063]-[0078]; and figures 3A-5 1-15
US 2020-0213115 Al (DELL PRODUCTS, L.P.) 02 July 2020 (2020-07-02)

A paragraphs [0033]-[0043]; and figures 2-3 1-15
JP 2018-092446 A (CANON INC.) 14 June 2018 (2018-06-14)

A claim 1; and figure 6 1-15

D Further documents are listed in the continuation of Box C.

See patent family annex.

®

WA

“pr
“g»

“p

“«o”

«p»

Special categories of cited documents:

document defining the general state of the art which is not considered
to be of particular relevance

document cited by the applicant in the international application

earlier application or patent but published on or after the international
filing date

document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

document referring to an oral disclosure, use, exhibition or other
means

document published prior to the international filing date but later than
the priority date claimed

wr

D&

wyr

g

later document published after the international filing date or priority
date and not in conflict with the application but cited to understand the
principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

document member of the same patent family

Date of the actual completion of the international search

Date of mailing of the international search report

35208, Republic of Korea
Facsimile No. +82-42-481-8578

19 August 2024 20 August 2024
Name and mailing address of the [SA/KR Authorized officer
Korean Intellectual Property Office
189 Cheongsa-ro, Seo-gu, Daejeon YANG, Jeong Rok

Telephone No. +82-42-481-5709

Form PCT/ISA/210 (second sheet) (July 2022)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2024/028266
. Patf‘/nt document Publication date Patent family member(s) Publication date
cited in search report (day/month/year) (day/month/year)

Us 10791110 B2 29 September 2020 us 2017-0012967 Al 12 January 2017
us 10783103 Bl 22 September2020  Nowe
T US 20220158995 AL 19May2022 | us 11909735 B2 20 February 2024
T US 20200213115 AL 02July2020 | us 11102002 B2 24 August 2021
T JP 2018092446 A 14June2018  None

Form PCT/ISA/210 (patent family annex) (July 2022)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - wo-search-report
	Page 34 - wo-search-report

