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MULTICAST DATA PACKET FORWARDING

This application claims the benefit of priority from Chinese Patent Application No.
201510220886.5, entitled “Method and apparatus for forwarding a multicast data packet
across a VXLAN”, filed on May 4, 2015, the entire content of which is hereby

mcorporated by reference.

Background

Virtual eXtensible Local Area Network (VXLAN) technologies are layer 2 Virtnal
Private Network (VPN) technologies based on an Internet Protocol (1P} network and a
“Media Access Control (MAC) in User Datagram Protocol (UDP)” encapsulation mode is
used. Based on existing service providers or Eaterprise IP networks, the VXLAN
technologies may provide layer 2 interconnections for spreading physical sites and
provide service isolation for different tenants. The VXLAN techuologies are mainly used

for data center networks.
Brief Description of the Drawings
Figure 1 is a flowchart illustrating a method for forwarding a multicast data packet

according to various examples of the present disclosure.

Figure 2 is a flowchart illustrating a method of sending a multicast data packet to a
g g g p

fabric board according to varicus examples of the present disclosure.

Figure 3 is a flowchart illustrating a method of sending a multicast data packet to an

1/0 board according to various examples of the present disclosure.

Figare 4 is a flowchart illustrating a wethod of determining a target egress port

according to various examples of the present disclosure.

Figure 5 is a diagram illustrating a networking structure for forwarding a multicast

data packet according to various examples of the present disclosure,

Figure 6 is a diagram illustrating a VXLAN switch according to various examples of

the present disclosure.

~
i

Figure 7 is a diagram illustrating a hardware structure of a VXLAN switch according
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to various examples of the present disclosure.

Detailed Description

For simaplicity and ilustrative purposes, the present disclosure is described by
referring mainly to an example thereof.  In the following description, numerous specific
details are set forth 1o order to provide a thorough undersianding of the present disclosure,
It will be readily apparent however, that the present disclosure may be practiced without
Hmitation to these specific details.  In other instances, some methods and structures have
not been described in detail so as not to unnecessarily obscure the present disclosure.
Throughout the present disclosure, the terms “a” and “an” are intended to denote at least
one of a particular element.  As used herein, the term “includes” means includes but not

Hmited to, the term “including” means mcluding but not Hmited to.
: g 2

Generally, a frame-type switch includes a main board, an VO board and a fabric
board. The main board is a single board for implementing calculations of protocol stacks,
distribution and control of forwarding entrics, and device management. The VO board 1s a
single board for implementing data packet forwarding, e.g. internal forwarding and
external forwarding of data packets. The fabric board is a single board for forwarding data
frame-type switch. The chip on the fabric board has a packet forwarding function and is

used to forwarding packets between differcnt VO boards,

The structure of a VXLAN switch is similar to the structure of the frame switch, and
inclades a main board, an VO board and a fabric board. Generally, the number of the VO

boards is larger than 1,

Tn VXLAN applications, similarly with the frame-type switch, cach chip on the
fabric board of the VXLAN switch has the packet forwarding function and is used to

forwarding packets between different /0 boards.

In sorne examples, one VXLAN swilch is selected as a galeway and improvements
arc made to implement a layer 3 gateway function of the VXLAN. The selected VXLAN

switch 1s called a gateway VXLAN switch.

The improvements of the gateway VXLAN switch are as follows.
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The fabric board of the gateway VXLAN switch adopts chips having a forwarding
function and various entry functions. The entry functions at least include a function of
recetving and storing an entry distributed by the main board, a function of entry searching
and etc. In some examples, the fabric board may adopt switch chips adopted by the VO

board of the gateway VXLAN switch.

When the fabric board of the gateway VXLAN switch adopts the chips having the
forwarding function and the entry functions, layer 3 forwarding of a mmlticast data packet
entering the gateway VXLAN switch may be implemented via cooperation of the VO

board and the fabric board of the gateway VXLAN switch.

Figure 1 is a flowchart illustrating a method for forwarding a multicast data packet
according to various examples of the present disclosure. The method is applied to a
gateway VXLAN switch. In some examples, a fabric board of the gateway VXLAN
switch adopts chips having a forwarding function and entry functions, ¢.g. switch chips

adopied by an /O board. As shown in Figure 1, the method includes the following blocks.

At block 101, the VO board of the gateway VXLAN switch receives a muliicast data
packet from a Virtual Local Area Network (VLAN), when at least one multicast group
member port corresponding to the multicast data packet is a first virtual port, the VO
board of the gateway VXLAN switch sends the nmlticast data packet to the fabric board

of the gateway VXLAN swiich.

In some exaruples, the multicast group member port corresponding to the multicast
data packet is included in a layer 3 multicast group entry matching with the multicast data
packet. At block 101, the VO board may search a local layer 3 numlticast group table for
the layer 3 mmlticast group entry matching with a destination [P address and a destination

MAC address of the multicast data packet.

In some examples, the local layer 3 multicast group table may be directly configured

by the main board.

ln some examples, the layer 3 multicast group euntry may include more than one
multicast group member port. When at least one multicast group member port is the first

virtaal port, the VO beard may send the multicast data packet to the fabric board of the
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gateway VXLAN switch, When none of the multicast group member ports is the first
virtual port, for example, the multicast group member port may be a VLAN port, the VO

board may perform other processing.

The meanings of the first virtual port will be described thereinafter and will not be

described herein.

ln some examples, at block 101, the I/O board may add an internal encapsulation to
the multicast data packet, so as to ensure that the multicast data packet is sent from the
1/ board to the fabric board successfully. The internal encapsulation is called a first
internal encapsulation hereinafter. At block 101, the VO board may perform the following
processing as shown in Figure 2 when sending the multicast data packet to the fabric

board of the gateway VXLAN switch.

At block al, the /O board adds the first internal encapsulation to the multicast data

packet.

In some examples, the first internal encapsulation includes a first destination chip
identifier and a first destination port identifier. The first destination chip identifier may be
an identifier of a first virtual chip, and the first destination port identifier may be an

identifier of a first virtnal port.

In some examples, the first virtual chip may be a virtual chip configured in advance
for indicting that the fabric board may coutinue fo perform entry searching and multicast
data packet forwarding. The first virtual port may be a virtual port configured in advance
for indicting that the fabric board may continue to perform entry searching and multicast

data packet forwarding.

At block a2, when the /O board is connected to one fabric board, the multicast data
packet having the first internal encapsulation is sent via an inner port connecting the FO
board with the fabric board. When the I/O board is connected to multiple fabric boards,
the multicast data packet having the first internal encapsulation 1s sent via one of the inner

ports connecting the /O board with the fabric boards respectively.

ln some examples, when the VO board is connected to multiple fabric boards, the

inner ports connecting the VO board with the fabric boards respectively may be bound in
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a logic nner port group. At block a2, when sending the multicast data packet having the
first internal encapsulation via one of the inner ports connecting the /O board with the
fabric boards respectively, the /O board may select one mner port from the inner port
group and send the multicast data packet having the first internal encapsulation via the
selected ioner port. Multiple modes may be used to select one inner port from the inner
port group, e.g. selecting the inner port randomly, or selecting the inner port according to

a certain algorithm, such as Hash algorithm.

After the processing at blocks al and a2 is performed, the multicast data packet
having the first internal encapsulation may be received by the fabric board of the gateway

VXLAN switch.

At block 102, the fabric board of the gateway VXLAN swiich receives the multicast
data packet sent by the VO board, determines that layer 3 multicast forwarding is o be
performed by the fabric board for the multicast data packet. When a mmlticast group
member port corresponding to the multicast data packet is a VXLAN tununel port, the
fabric board may modify a source MAC address of the nmulticast data packet as a gateway
MAC address of the gateway VXLAN switch and send the modified multicast data packet
to an V0 board corresponding to the multicast group member port on the VXLAN switch.
In some examples, the VO board corresponding to the multicast group member port on

the VX AN switch is called a matched VO board.

In some examples, the multicast group member port corresponding to the multicast
data packet is included in a layer 3 multicast group entry matching with the multicast data
packet. At block a2, the fabric board may search a local layer 3 multicast group table for
the layer 3 multicast group eniry matching with a destination IP address and a destination
MAC address of the multicast data packet, so as to determine whether the multicast group

member port in the searched-out layer 3 multicast group entry is the VXLAN tunnel port.

In some examples, the layer 3 multicast group entry locally stored by the fabric
board may be learned by the main board according to a layer 3 multicast group table

lcarning mode and distributed to the fabric board.

In some cxamples, the VXLAN tunnel port is a virtual tunnel port and may be

indicated by using a VXLAN tunnel encapsulation index. For example, the VXLAN
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tunuel port may be Tunnell which 1s the VXLAN tunnel encapsulation index.

In some examples, the layer 3 muliicast group eniry may include more than one
nmulticast group member port. At block 102, when the number of the multicast group
mermber ports is larger than one, for each multicast group member port, the fabric board
may determine whether the multicast group member port is the VXLAN tunnel port.
When the multicast group member port is the VXLAN tunnel port, the fabric board may
modify the source MAC address of the multicast data packet as the gateway MAC
address of the gateway VXLAN switch and send the modified multicast data packet to the
matched 1/0 board. When the multicast group member port is not the VXLAN tannel port,
¢.g. a YLAN port, the fabric board may perform other operations which will not described

herein.

In some examples, the fabric board may receive one copy of the multicast data
packet, and the layer 3 multicast group entry may include more than one mmlticast group
mermber port. When the number of the multicast group member ports included in the layer
3 multicast group entry is N which is an integer larger than 1, the fabric board may copy
the multicast data packet according to the number of the multicast group member ports,
and the number of the copied multicast data packet is WN-1. The fabric board may
distribute the multicast data packet and the copied multicast data packet to the multicast
group member ports respectively. Because contents of the multicast data packet and the
copied multicast data packet arc the same, the copied multicast data packet is called the
multicast data packet in some examples. According to the above processing, each

multicast group member port may receive one copy of the multicast data packet.

In some examples, based on the first internal encapsulation at block 101, the fabric
board may perform the following processing when determining that the layer 3 multicast
forwarding 1s to be performed by the fabric board for the multicast data packet at block

102,

The fabric board may determine the first destination chip identifier and the first
destination port identifier from the header of the first internal encapsulation. If the
determined first destination chip identifier is the identifier of the first virtual chip, and the

first destination port identifier is the identifier of the first virtual port, the fabric board
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may rerove the first internal encapsulation from the multicast data packet having the first
internal encapsulation. If the destination MAC address of the multicast data packet is the
multicast MAC address and the destination 1P address of the multicast data packet is the

multicast [P address, the fabric board may determine that the layer 3 multicast forwarding

(93]

is to be performed by the fabric board for the multicast data packet.

In some cxamples, if the determined first destination chip identifier is not the
identifier of the first virtual chip and/or the first destination port identifier is not the
identifier of the first virtual port, the fabric board may forward the multicast data packet
according to the first destination port identifier without removing the first internal

10 cncapsulation from the multicast data packet having the first internal encapsulation.

In some examples, at block 102, the fabric board may perform the following
processing as shown in Figure 3 when sending the modified multicast data packet to the

matched /O board.

At block bi, the fabric board may determine a target egress port according to the
15 multicast group member port and select an /O board inclading the target egress port as

the matched /O board,

In some examples, the fabric board may perform the following processing as shown
in Figure 4 when determining the target egress port according to the multicast group

member port.

20 At block bil, the fabric board may find a locally stored next hop entry

corresponding to a VXLAN tunnel associated with the multicast group mernber port.

At block b12, when the next hop enitry includes one next hop, the fabric board may
determine the next hop included in the next hop entry as a target next hop; when the next
hop entry includes at least two next hops, the fabric board may sclect one next hop from

25 the at least two next hops and determine the selected next hop as the target next hop.
Multiple modes may be used to sclect the next hop from the at least two next hops, ¢.g.
selecting the next hop randomly, or selecting the next hop according to a certain

algorithm, such as Hash algorithm,

At block bl13, in the next hop entry, if an egress port corresponding to the target next
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hop 1s a single physical port, the fabric board may determine the single physical port as
the target egress port, if the egress port corresponding to the target next hop is a port
group formed by binding at least two physical ports, the fabric board may determine one

physical port in the port group as the target egress port.

s The physical port in the port group may be selected from the port group. Multiple
modes may be used to select the physical port from the port group, e.g. selecting the
physical port randomly, or selecting the physical port according to a certain algorithm,

such as Hash algorithm,

At block b2, the fabric board may add a sccond internal encapsulation to the

10 modified multicast data packet, obtain and send a mmlticast data packet having the second
mternal encapsulation to the matched VO board. The second internal encapsulation may
inchade a VXLAN tunnel encapsulation entry index corresponding to the roulticast group
member port and a Virtnal Forwarding Instance (VF1) corresponding to the multicast

group member port.

15 Tn some examples, the VXLAN tunnel encapsulation entry index corresponding to
the multicast group member port may be stored in a VXLAN tunnel encapsulation entry
corresponding to the wulticast group member port. The VFI corresponding to the
nmulticast group member port may be stored in a VFI entry corresponding to the multicast

group member port.

20 Tn some examples, the VXLAN tonnel encapsulation entry and VFI entry may be

configured at the fabric board in advance.

According to the descriptions at blocks bl and b2, the multicast data packet received
by the matched VO board is the multicast data packet having the sccond internal

encapsulation.

25 At block 103, the matched VO board on the gateway VXLAN switch receives the
multicast data packet sent by the fabric board, adds a VXLAN cncapsulation to the
multicast data packet and forwards the multicast data packet having the VXLAN

encapsulation to a VXLAN.

In some examples, according to the mode used by the fabric board for sending the
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muliicast data packet to the matched VO board at block 102, the multicast data packet
received by the matched VO board is the multicast data packet having the second internal
encapsulation. At block 103, after receiving the multicast data packet having the second

internal encapsulation, the matched VO board may determine the VXLAN tunnel
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encapsulation entry index and the VFI from a header of the second internal encapsulation,
remove the second internal encapsulation from the multicast data packet having the
sccond internal encapsulation, find a locally stored VXLAN tunnel encapsulation entry
corresponding to the VXLAN tannel encapsulation entry index, search a precontfigured
mapping relation between the VFIs and the VNIDs for a VNID corresponding to the
10 determined VFI, add the VXLAN encapsulation to the multicast data packet according to
the VXLAN tunnel encapsulation entry and the searched-out VNID, and send the
multicast data packet having the VXLAN encapsulation via an egress port in the found

VXLAN tunnel encapsulation entry.

In some examples, when adding the VXLAN encapsulation to the multicast data

15 packet according to the VXLAN tunnel encapsulation entry and the searched-out VNID,
the matched VO board may add a VXLAN outer layer header to the multicast data packet
according to VXLAN tonnel encapsulation information in the VXLAN tunnel
encapsulation entry, and add a VXLAN field (e.g. a VNID field) to the multicast data
packet according to the found VNID. To some examples, the VXLAN outer layer header

20 at least includes an outer layer ETH encapsulation. The outer layer ETH encapsulation at
lcast includes an outer layer source MAC address, an outer layer destination MAC

address, an outer layer source IP address, an outer layer destination IP address and ete.

ln some examples, when sending the multicast data packet having the VXLAN
encapsulation via the cgress port in the found VXLAN tunnel encapsulation entry, the

25 following processing may be included. The matched VO board may identify the egress
port from the found VXLAN tunnel encapsulation entry. I the cgress port is a single
physical port, the matched VO board may send the multicast data packet having the
VXLAN encapsulation via the single physical port. If the egress port 1s a port group

formed by binding at least two physical ports, the matched IO board may select one

()
]

physical port from the port group and send the mmiticast data packet having the VXLAN

encapsulation via the selected physical port.
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In some examples, the mode used for selecting the physical port froro the port group
need to ensure that the physical port selected by the matched /O board is the same as the
physical port selected by the fabric board when determining the target egress port. For
example, if the Hash algorithm s used by the fabric board to select the physical port, the

matched /O board may select the physical port by using the Hash algorithm.

In somc examples, the VXLAN tunnel cncapsulation cntry stored locally by the

matched I/0 board may be preconfigured on the matched /O board.

As can be seen from the processing shown in Figure 1, according to the examples of
the present disclosure, the fabric board of the gateway VXLAN switch may adopt chips
having the forwarding function and the entry functions, e.g. the switch chips adopted by
the VO board. After receiving the multicast data packet from the VLAN, the /O board of
the gateway VXLAN switch may scarch the local layer 3 multicast group table for the
fayer 3 multicast group eniry matching with a destination IP address and a destination
MAC address of the multicast data packet, when at least one multicast group member port
corresponding to the multicast data packet is a first virtaal port, the VO board may send
the multicast data packet to the fabric board of the gateway VXLAN switch. The fabric
board of the gateway VXLAN switch may search the local layer 3 multicast group table
for the layer 3 multicast group entry matching with the destination 1P address and the
destination MAC address of the nmlticast data packet. When the multicast group member
port corresponding to the multicast data packet in the layer 3 multicast group entry is the
VXLAN tunnel port, the fabric board may modify the source MAC address of the
multicast data packet as the gateway MAC address of the gateway VXLAN switch and
send the modified multicast data packet to the /O board corresponding to the multicast
group member port on the gateway VXLAN switch. The matched VO board on the
gateway VXLAN switch may add the VXLAN encapsulation to the mmlticast data packet
and forward the multicast data packet having the VXLAN encapsulation to the VXLAN.
Hence, the layer 3 gateway function of the VXLAN is implemented by using the gateway
VXLAN switch, and the multicast data packet is sent from the VLAN to the VXLAN. In
addition, the whole processing is implemented within the gateway VXLAN swiich, no
bandwidth resources are wasted, and wire speed forwarding of the multicast data packet is

implemented.

10
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The processing shown in Figure 1 will be described by taking networking shown in
Figure 5 as an example. As shown in Figure 5, a Physical Machine (PM) 1, PM2, PM3,
PM4 and PMS are devices in a VLAN, a Virtual Machine (VM)1, VM2, VM3, VM4 and
VMS5 are devices in a VXLAN. The gateway VXILAN switch is located between the
VLAN and the VXLAN, and includes VO boards, fabric boards and a main board which

(93]

is not shown in Figare 5. The fabric board adopts the chip having a forwarding function
and entry functions, ¢.g. a switch chip adopted by the ¥/0 board. In the networking shown

in Figure 3, an VO board 1, VO board 2, and VO board 3 are taken as examples.
ln the example, the PM1 sending a mmlticast data packet is taken as an example.

10 The 1/O board 1 of the gateway VXLAN switch may receive a multicast data packet
sent by the PMO1 via a local port, e.g. a port10 shown in Figure 5, In the example, the

received mualticast data packet is called a packet 0.

The VO board 1 may discover that a destination MAC address of the packet 0 is a
nulticast MAC address and a destination [P address of the packet © is a multicast IP

15 address, and determine the packet § as a multicast data packet,

The VO board 1 may search a local layer 3 multicast group table for a layer 3
multicast group entry matching with the destination IP address and the destination MAC

address of the multicast data packet,

The 1O board 1 may discover that the layer 3 roulticast group entry includes §
20 puulticast group member ports. Three multicast group member ports are the first virtual

port, and the other two multicast group member ports are the VLAN port.

Besides the received packet 0, the fabric board 1 may copy two copics of the packet
0. For the three copies of the packet 0, two copies are sent to the two VLAN ports
respectively, and one copy is sent to the first virtual port. The packet sent to the first

25 virtual port is called a packet 2.

The VO board T may add a first internal encapsulation to the packet 2. In the first
internal encapsulation, the first destination chip identifier is an identificr of a first virtual
chip, e.g. chip01 as shown in Figure 5, the first destination port identifier is an identifier

of a first virtual port, e.g. Portl as shown in Figure 5. In the example, a packet obtained

11
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after adding the first internal encapsulation to the packet 2 is called a packet 3.

As shown in Figure 5, the /O board 1 is connected to the fabric boards via a port
group including an inner port 11, an inner port 12 and an inner port 13. The VO board 1
may select one inner port from the port group, ¢.g. the port 11, and send the packet 3 to
the fabric board 1 via the inner port 11. The mode used by the VO board 1 for selecting
the inner port may be configured in advance. For example, Hash algorithm may be used.
ln some example, the VO board 1 may perform Hash calculation of the number of the
Portll, and sclect an inner port having a number corresponding to a result of the Hash

calculation.

The fabric board 1 may receive the packet 3, and determine that the first destination
chip identifier and the first destination port identifier in a header of the first internal
encapsulation of the packet 3 are chip0l and Portl respectively, i.e. the identifier of the
first virtual chip and the identifier of the first virtual port. The fabric board 1 may remove

the first internal encapsulation, and the packet 2 is obtained.

The fabric board 1 may determine the destination MAC address of the packet 2 is the
multicast MAC address, and the destination 1P address of the packet 2 is the multicast 1P
address, and determine that the fabric board 1 need to perform layer 3 multicast

forwarding for the packet 2.

The fabric board 1 may search a local layer 3 multicast group table for a layer 3
multicast group entry matching with the destination IP address and destination MAC

address of the packet 2.

The fabric board 1 may discover three multicast group member ports are inchided in
the layer 3 multicast group entry. For example, the three multicast group member ports

are represented as a Port11, Port12, Port13, which are not shown in Figure 5.

The fabric board 1 may copy two copies of the packet 2 which are represented as a
packet 21 and a packet 22. The fabric board 1 may distribute the packet 2 and two copies
of the packet 2 to the three multicast group member ports. For example, the packet 21 is
distributed to the Port 11, the packet 22 is distributed to the Port 12, and the packet 2 is

distributed to the Port 13,
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In the following processing, the Port 11 1s taken as an example, and the Port 12 and

Port 13 may be processed accordingly.

The fabric board 1| may determine that the Port 11 is a VXLAN tunnel port, and
modify the source MAC address of the packet 21 as a gateway MAC address of the
5 gateway VXLAN switch. In the example, the modified packet 21 is called a packet 4.

The fabric board 1 may find a locally stored next hop entry corresponding to a
VXLAN tunnel associated with the VXLAN tunnel port. After determining that the found
next hop entry inchudes one next hop and an egress port corresponding to the next hopis a
port group formed by binding at least two physical ports, the fabric board 1 may select
10 one physical port of the port group as the target egress port, and an VO board including
the selected physical port is the /O board associated with the multicast group member
port Portll. In the exarmple, the /O board including the target egress port is the V0O board
2.

The fabric board 1 may find a VXLAN tannel encapsulation entry corresponding to
15 the malticast group member port Portll from locally stored VXLAN tunnel encapsulation
entries, and find a VFI entry corresponding to the mmulticast group member port Portll

from locally stored VFI entries.

The fabric board 1 may add a second internal encapsulation to the packet 4, and a

packet obtained after adding the second internal encapsulation to the packet 4 is called a

20 packet 5. The second internal encapsulation may include an index of the VXLAN tunnel
encapsulation entry found by the fabric board 1 and VFI inchuded in the VFI entry found

by the fabric board 1.

The fabric board 1 may send the packet 5 to the VO board 2 via an inner port

connecting the fabric board 1 and the ¥VO board 2.

25 The V0O board 2 may recetve the packet 5 sent by the fabric board 1, determine the
VXLAN tunncl encapsulation entry and the VFI from a header of the second internal
encapsulation, and remove the second internal encapsulation from the packet 5, thus the

packet 4 is obtained.
The VO board 2 may find a locally stored VXLAN tunnel encapsulation entry
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corresponding to the index of the VXLAN tunnel encapsulation entry, search a
preconfigured mapping relation between the VFIs and the VNIDs for a VYNID
corresponding to the determined VFI, e.g. the VNID200as shown in Figure 5, add a
VXLAN encapsulation to the packet 4 according to the found VXLAN tunnel
encapsulation entry and the VNID. In the example, a packet obtained after adding the

VXLAN encapsulation to the packet 4 is called a packet 6.

In some examples, the /O board 2 may add the VXLAN encapsulation to the packet
4 according to the following processing, The /O boeard 2 may add a VXLAN outer layer
header to the packet 4 according to VXLAN tunnel encapsulation information in the
VXLAN tunnel encapsulation entry, and add a VXLAN field {c.g. a VNID ficld) to the
packet 3 according to the found VNID, e.g. the VNINZ0( as shown in Figure 3. As shown
in Figure 5, in the VXLAN encapsulation of the packet 6, the VXLAN outer layer header
includes an outer ETH encapsulation, and the outer ETH encapsulation includes an outer
source MAC address, an outer destination MAC address, an outer source 1P address, an

outer destination [P address,

The VO board 2 may send the packet 6 via an egress port in the found VXLAN
tunnel encapsulation entry. In some examples, the VO board 2 may identify the egress
port from the found VXILAN tunnel encapsulation eniry. The identified egress port is an
egress port of a next hop found by the fabric board. As described above, the egress port is
a port group formed by binding at least two physical ports, and thus the identified egress
port ts the port group. The VO board 2 may select one physical port from the port group
according to the mode used by the fabric board for selecting the target cgress port,
thereby ensuring the port via which the packet 5 is sent is the same as the target egress

port selected by the fabric board.

In the example, if the multicast group member associated with the Port 11 is the
VM11, the VM11 of the VXLAN will receive the multicast data packet sent by the PM1.
Simtlarly, if the multicast group member associated with the Port 12 1s the VM2, the
VM2 of the VXLAN will receive the multicast data packet sent by the PMI; if the
multicast group member associated with the Port 13 is the YM13, the VMI3 of the
VXLAN will receive the multicast data packet sent by the PM1. Therefore, the multicast
data packet is forwarding from the VLAN to the VXLAN by using the gateway VXLAN
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swiich,

Figure 6 1s a diagrarn illustrating a VXLAN switch according to various examples of
the present disclosure. As shown in Figure 6, the VXLAN switch at least inclades an VO
board 61 and a fabric board 62. The fabric board 62 adopts a chip having a forwarding
function and entry functions. As shown in Figure 6, the VXLAN switch includes an /O
board processing unit 601 located at the ¥/O board 61 and a fabric board processing unit

602 located at the fabric board 62.

The VO board processing unit 601 is to receive a multicast data packet from a VLAN,
when at least one multicast group member port corresponding to the multicast data packet
is a first virtual port, send the multicast data packet to the fabric board 62 of the VXLAN
switch. The ¥/O board processing unit 601 is further to receives a multicast data packet
sent by the fabric board 62, add a VXLAN encapsulation to the multicast data packet and

forwards the multicast data packet having the VXLAN encapsulation to a VXLAN.

The fabric board processing unit 602 is to receive the multicast data packet sent by
the /O board 61, determine that layer 3 multicast forwarding is to be performed by the
fabric board 62 for the multicast data packet. When a multicast group member port
corresponding to the multicast data packet 18 a VXLAN tannel port, the fabric board
processing unit 602 is to modify a source MAC address of the multicast data packet as a
gateway MAC address of the VXLAN switch and send the modified multicast data packet

to an /O board corresponding to the multicast group member port on the VXLAN switch.

ln some examples, the multicast group member port corresponding to the multicast
data packet is included in a layer 3 multicast group entry matching with the multicast data
packet. The VO board processing unit 601 is further to search a local layer 3 multicast
group table for the layer 3 multicast group cntry matching with a destination IP address
and a destination MAC address of the mmlticast data packet. The fabric board processing
unit 602 1s further to search a local layer 3 multicast group table for the layer 3 multicast
group entry matching with a destination IP address and a destination MAC address of the

multicast data packet.

In some exampies, the /O board processing unit 601 may send the nmlticast data

packet to the fabric board 62 of the VXLAN swiich according to the following
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processing.

The ¥O board processing unit 601 is to add a first internal encapsulation to the
nmulticast data packet. The first internal encapsulation includes a first destination chip
identifier and a first destination port identifier. The first destination chip identifier may be
an identifier of a first virtual chip, and the first destination port identifier may be an

wdentificr of a first virtual port.

When the VO board 61 is connected to one fabric board 62, the ¥/O board processing
unit 601 is to send the multicast data packet having the first internal encapsulation via an
inner port connecting the /0 board 61 with the fabric board 62, When the VO board 61 is
connected to multiple fabric boards 62, the VO board processing unit 601 is to send the
multicast data packet having the first internal encapsulation via one of the inner ports

connecting the /0O board 61 with the fabric boards 62 respectively.

In some examples, the fabric board processing unit 602 may determine that layer 3
nulticast forwarding is to be performed by the fabric board 62 for the multicast data

packet according to the following processing.

The fabric board processing unit 602 is to determine the first destination chip
identifier and the first destination port identifier from the header of the first internal
encapsulation. If the determined first destination chip identifier is the wdentifier of the first
virtual chip, and the first destination port identifier is the identifier of the first virtual port,
the fabric board processing unit 602 is to remove the first internal encapsulation from the
multicast data packet having the first internal encapsulation. If the destination MAC
address of the multicast data packet is the multicast MAC address and the destination 1P
address of the multicast data packet is the multicast 1P address, the fabric board
processing unit 602 is to determine that layer 3 multicast forwarding is to be performed

by the fabric board 62 for the multicast data packet.

ln some examples, the fabric board processing unit 602 may send the modified
multicast data packet to the VO board corresponding to the multicast group member port

on the VXLAN switch according to the following processing,

The fabric board processing unit 602 is to determinge a target egress pott according to
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the multicast group member port and select an VO board including the target egress port
as the matched VO board, add a second internal encapsulation to the modified multicast
data packet, obtain and send a multicast data packet having the second internal
encapsulation to the IO board including the target egress port. The second internal
encapsulation may include a VXLAN tunuel encapsulation entry index corresponding to
the multicast group member port and a VFI corresponding to the multicast group member

port.

In some examples, the /O board processing unit 601 may add the VXLAN
encapsulation to the multicast data packet and forward the multicast data packet having

the VXLAN encapsulation to the VXLAN according to the following processing.

The /O board processing unit 601 is to determine the VXLAN tunnel encapsulation
entry index and the VFI from a header of the second internal encapsulation, and remove
the second internal encapsulation from the multicast data packet having the second
internal encapsulation, f{ind a locally stored VXLAN tunnel encapsulation entry
corresponding to the VXLAN tunnel encapsulation entry index, search a preconfigured
mapping relation between the VFIs and the VNIDs for a VNID corresponding to the
determined VFIL, add the VXLAN encapsulation to the multicast data packet according to
the VXLAN tunnel encapsulation entry and the scarched-out VNID, and send the
multicast data packet having the VXLAN encapsulation via an cgress port in the found

VXILAN tunnel encapsulation enfry,

In some examples, the fabric board processing unit 602 may determine the target
egress port according to the multicast group member port according to the following

processing.

The fabric board processing unit 602 is to find a locally stored next hop entry

corresponding to a VXLAN tannel associated with the multicast group member port.

When the next hop entry includes one next hop, the fabric board processing unit 602
is to determine the next hop included in the next hop entry as a target next hop; when the
next hop entry includes at least two next hops, the fabric board processing unit 602 is to
select one next hop from the at least two next hops and determine the selected next hop as

the target next hop. In the next hop eniry, when an egress port corresponding to the target
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next hop is a single physical port, the {abric board processing unit 602 is to determine the
single physical port as the target egress port, when the egress port corresponding to the
target next hop is a port group formed by binding at least two physical ports, the fabric
board processing unit 602 is to determine one physical port in the port group as the target

egress port.

Figure 7 is a diagram illustrating a hardware structure of a VXLAN swiich according
to various examples of the present disclosure. As shown in Figare 7, the hardware

structure includes an VO board 71 and a fabric hoard 72.
The VO board 71 includes a first CPU 711 and a first storage 712.
The first storage 712 is to store the /0 board processing unit 601,

The first CPU 711 is to store a running control program of the YO board processing
anit 601, so as to conirol the O board processing unit 601 stored in the first storage 712
to perform the above operations of the /O board processing unit 601, and the operations

will not de described herein.
The VO board 72 inclades a second CPU 721 and a second siorage 722,
The second storage 722 1s to store the fabric board processing unit 602,

The second CPU 721 is fo store a running conirol program of the fabric board
processing unit 602, so as to control the fabric board processing unit 602 stored in the
second storage 722 to perform the above operations of the fabric board processing unit

602, and the operations will not de described herein.

Although described specifically throughout the entirety of the instant disclosure,
representative examples of the present disclosure have utility over a wide range of
applications, and the above discussion is not intended and should not be construed to be

limiting, but is offered as an illustrative discussion of aspects of the disclosure.

What has been described and illustrated herein is an example along with some of its
variations. The terms, descriptions and figures used herein are set forth by way of

tlustration only and are not meant as limitations. Many variations arc possible within
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the spirit and scope of the subject matter, which is intended to be defined by the following
claims - and their equivalents -- in which all terms are meant in their broadest reasonable

sense unless otherwise indicated.
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Claims

1. A method for forwarding a multicast data packet, comprising:

receiving, by an /O board of an Virtual eXtensible Local Area Network (VXLAN)
switch, a multicast data packet from a Virtual Local Area Network (VLAN); when at least
one mullicast group member port corresponding to the multicast data packet is a first
virtual port, sending the multicast data packet to the fabric board of the VXLAN switch;

receiving, by the fabric board of the VXLAN switch, the multicast data packet sent
by the ¥/O board; determining that layer 3 multicast forwarding is to be performed by the
fabric board for the multicast data packet; when a multicast group member port
corresponding to the multicast data packet is a VXLAN tunnel port, modifying a source
Media Access Control (MAC) address of the multicast data packet as a gateway MAC
address of the VXLAN switch; sending the modified multicast data packet to an VO
board corresponding to the multicast group member port on the VXLAN switch; and

receiving, by the YO board corresponding to the multicast group meruber port on the
VXLAN switch, the multicast data packet sent by the fabric board; adding a VXLAN
encapsulation to the multicast data packet and forwarding the mwulticast data packet

having the VXLAN encapsulation to a VXLAN.

2. The method of claim 1, wherein the multicast group member port corresponding
to the multicast data packet is included in a layer 3 multicast group entry maiching with
the multicast data packet; and the method further comprises:

searching, by the VO board, a local layer 3 multicast group table for the layer 3
multicast group entry matching with a destination P address and a destination MAC
address of the multicast data packet;

searching, by the fabric board, a local layer 3 multicast group table for the layer 3
multicast group entry matching with a destination IP address and a destination MAC

address of the multicast data packet.

3. The method of claim I, wherein sending the multicast data packet to the fabric
board of the VXILAN switch comprises:
adding a first internal cocapsulation to the multicast data packet afier removing the

first VXLAN encapsulation; the first internal encapsulation comprising a first destination
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chip identificr and a first destination port identifier; the first destination chip identifier
being an identifier of a first virtual chip, and the first destination port identifier being an
identifier of a first virtual port;

when the /O board is connected to one fabric board, sending the multicast data
packet having the first internal encapsulation via an inner port connecting the /O board
with the fabric board; when the VO board is connected to multiple fabric boards, sending
the multicast data packet having the first internal encapsulation via one of the inner ports

connecting the I/O board with the fabric boards respectively.

4. The method of claim 3, wherein determining that layer 3 multicast forwarding is
to be performed by the fabric board for the multicast data packet compriscs:

determining the first destination chip identifier and the furst destination port
identifier from a header of the first internal encapsulation; if the determined first
destination chip identifier is the identifier of the first virtual chip, and the first destination
port identifier is the identifier of the first virtual port, removing the first internal
encapsulation from the multicast data packet having the {irst internal encapsulation; if the
destination MAC address of the multicast data packet is the nulticast MAC address and
the destination IP address of the multicast data packel is the multicast 1P address,
determining that layer 3 multicast forwarding is to be performed by the fabric board for

the multicast data packet.

5. The method of claim 1, wherein sending the modified multicast data packet to the
/(3 board corresponding to the multicast group member port on the VXLAN switch
COMPIises:

determining a target egress port according to the multicast group member port and
selecting an /O board including the target egress port as the /O board corresponding to
the multicast group member port;

adding a second internal encapsulation to the modified multicast data packet,
obtaining and sending a multicast data packet having the second internal encapsulation to
the VO board including the target egress port: the second internal encapsulation
comprising an VXLAN tunnel encapsulation entry index corresponding to the multicast
group member port and a VFI corresponding to the multicast group member port;

wherein adding the VXLAN encapsulation to the wulticast data packet and

21



(93]

10

i5

26

30

WO 2016/177315 PCT/CN2016/080933

forwarding the multicast data packet having the VXLAN encapsulation to the VXLAN
COMmprises:

determining the VXLAN tunnel encapsulation entry index and the VFI from a
header of the second internal encapsulation; removing the second internal encapsulation
from the multicast data packet having the second internal encapsulation; finding a locally
stored VXLAN tunnel encapsulation entry corresponding to the VXLAN tunnel
encapsulation entry index; searching a preconfigured mapping relation between VFIs and
VNIDs for a VNID corresponding to the determined VFI adding the VXLAN
encapsulation to the multicast data packet according to the VXLAN tunnel encapsulation
entry and the searched-out VNII¥;, and sending the multicast data packet having the
VXLAN cncapsulation via an egress port in the found VXLAN tunnel encapsulation

eniry,

6. The method of claim 5, wherein determining the target egress port according o
the multicast group member port comprises:

finding a locally stored next hop entry corresponding to a VXLAN tunnel associated
with the multicast group member port;

when the next hop entry includes one vext hop, determining the next hop imcluded in
the next hop entry as a target next hop; when the next hop entry includes at least two next
hops, selecting one next hop from the at least two next hops and determining the selected
next hop as the target next hop; in the next hop entry, when an egress port corresponding
to the target next hop is a single physical port, determining the single physical port as the
target egress port, when the egress port corresponding to the target next hop is a port
group tormed by binding at least two physical ports, determining one physical port in the
port group as the target egress port.

7. A VXLAN switch, comprising:

an /O board processing unit, located at an VO board of the VXLAN switch, to
recetve a multicast data packet from a VLAN; when at least one multicast group member
port corresponding to the multicast data packet is a first virtual port, send the multicast
data packet to a fabric board of the VXLAN swiich.; receive a multicast data packet from
the fabric board, add a VXLAN encapsulation to the multicast data packet received from

the fabric board and forward the multicast data packet having the VXL AN encapsulation
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to a VXLAN; and

a fabric board processing unit, located at the fabric board of the VXLAN switch, to
recetve the multicast data packet sent by the VO board, determine that layer 3 multicast
forwarding is to be performed by the fabric board for the multicast data packet; when a
muliicast group mermber port corresponding to the multicast data packet s a VXLAN
tunnel port, modify a source MAC address of the multicast data packet as a gateway
MAC address of the VXLAN swiich and send the modified multicast data packet to an

1/0 board corresponding to the multicast group member port on the VXLAN switch.

& The VXLAN switch of claim 7, wherein the multicast group member port
corresponding to the multicast data packet is included 1n a layer 3 multicast group entry
matching with the multicast data packet;

the /O board processing unit  is further to search a local layer 3 multicast group
table for the layer 3 multicast group entry matching with a destination IP address and a
destination MAC address of the multicast data packet;

the fabric board processing uunit is further to search a local layer 3 multicast group
table for the layer 3 multicast group entry matching with a destination {P address and a

destination MAC address of the multicast data packet,

9. The VXLAN swiich of claim 7, wherein the ¥O board processing unit is to send
the multicast data packet to the fabric board of the VXLAN switch through a process of:

adding a first internal encapsulation to the multicast data packet after removing the
first VXLAN encapsulation; the first internal encapsulation comprising a first destination
chip identifier and a first destination port identifier; the first destination chip identifier
being an identifier of a first virtual chip, and the first destination port identifier being an
identifier of a first virtaal port;

when the VO board is connected to one fabric board, sending the multicast data
packet having the first internal encapsulation via an inner port connecting the VO board
with the fabric board; when the VO board is conuected to multiple fabric boards, sending
the mrulticast data packet having the first internal encapsulation via one of the inner ports

connecting the /0O board with the {abric boards respectively.

10. The VXLAN swiich of claim 7, wherein the {abric board processing unit s to
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determine that layer 3 muliicast forwarding is to be performed by the {abric board for the
multicast data packet through a process of:

determining the first destination chip identifier and the first destination port
identifier from a header of the first internal encapsulation; if the determined first
destination chip identifier is the identifier of the first virtual chip, and the first destination
port identifier is the identifier of the first virtwal port, removing the first internal
encapsulation from the multicast data packet having the first internal encapsulation; if the
destination MAC address of the multicast data packet is the multicast MAC address and
the destination IP address of the multicast data packet is the multicast 1P address,
determining that layer 3 multicast forwarding is to be performed by the fabric board for

the muliticast data packet.

11. The VXLAN switch of claim 7, wherein the fabric board processing unit is to
send the modified roulticast data packet to the VO board corresponding to the multicast
group member port on the VXLAN switch through a process of:

determining a target egress port according to the multicast group member port and
selecting an /O board including the target egress port as the /O board corresponding to
the multicast group member port;

adding a second internal encapsulation to the modified multicast data packet,
obtaining and sending a multicast data packet having the second internal encapsulation to
the VO board including the target egress port; the second internal encapsulation
comprising an VXLAN tunnel encapsulation entry index corresponding to the multicast
group member port and a VFI corresponding to the multicast group member port;

wherein adding the VXLAN cncapsulation to the multicast data packet and
forwarding the multicast data packet having the VXLAN encapsulation to the VXLAN
comprises:

determining the VXLAN tunnel encapsulation entry index and the VFI from a
header of the sccond internal encapsulation; removing the second internal encapsulation
from the multicast data packet having the secound internal encapsulation; finding a locally
stored VXLAN tunnel cncapsulation entry corresponding to the VXLAN tunnel
encapsulation entry index; searching a preconfigured mapping relation between VFIs and
VNIDs for a VYNID corresponding to the determined VFL adding the VXLAN

encapsulation to the multicast data packet according to the VXLAN tunnel encapsulation
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entry and the searched-out VNID; and sending the multicast data packet having the
VXLAN encapsulation via an egress port in the found VXLAN tannel encapsulation

eniry,

12. The VXLAN swiich of claim 11, wherein the fabric board processing unit  is fo
determine the target egress port according to the mmlticast group member port through a
process of:

finding a locally stored next hop entry corresponding to a VXLAN tunnel associated
with the multicast group member port;

when the next hop entry includes one next hop, determining the next hop included in
the next hop entry as a target next hop; when the next hop entry includes at least two next
hops, selecting one next hop from the at least two next hops and determining the selected
next hop as the target next hop; in the next hop entry, when an egress port corresponding
to the target next hop is a single physical port, determining the single physical port as the
target egress port, when the egress port corresponding to the target next hop is a port
group formed by binding at least two physical ports, determining one physical port in the

port group as the target egress port.
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/ 101

the /0O board of the gateway VXLAN switch receives a mualticast data packet
from a VLAN, when at least one multicast group member port corresponding to
the multicast data packet is a first virtual port, the I/O board of the gateway
VXLAN switch sends the multicast data packet to the fabric board of the
gateway VXLAN switch

i % 102

the fabric board of the gateway VXLAN switch receives the multicast data
packet sent by the VO board, determines that layer 3 nmlticast forwarding is to
be performed by the fabric board for the multicast data packet. When a
multicast group member port corresponding to the multicast data packet is a
VXLAN tunnel port, the fabric board may modify a source MAC address of the
multicast data packet as a gateway MAC address of the gateway VXLAN
switch and send the modified multicast data packet to an /O board
corresponding to the multicast group member port on the VXLAN switch. In
some examples, the VO board corresponding to the multicast group member
port on the VXLAN switch s called a matched I/O board

i e

the matched 1/O board on the gateway VXLAN switch receives the multicast
data packet sent by the fabric board, adds a VXLAN eucapsulation to the
multicast data packet and forwards the multicast data packet having the
VXLAN encapsulation to a VXLAN

Figure 1

1/6



WO 2016/177315 PCT/CN2016/080933

//ai

the I/0O board performs the first internal encapsulation for the multicast data
packet

/32

when the 1O board is connected to one fabric board only, the muliicast data
packet having the first internal encapsulation is sent via an inner port
conunecting the /0 board with the fabric board. When the VO board is
connected to multiple fabric boards, the multicast data packet having the first
internal encapsulation is sent via oune of the inner ports connecting the /(0
board with the fabric boards respectively

Figure 2

// bl
the fabric board may determine a target egress port according to the multicast
group member port and select an /0 board including the target egress port as
the matched VO board

/bz

the fabric board may add a second internal encapsulation to the medified
multicast data packet, obtain and send a multicast data packet having the
second internal encapsulation to the maiched VO board. The second internal
cucapsulation may inclade a VXLAN tunnel encapsulation entry index
corresponding to the multicast group member port and a VFI corresponding to
the multicast group member port

Figure 3

2/6



WO 2016/177315 PCT/CN2016/080933

bl
yd

the {abric board may find a locally stored next hop entry corresponding o a
VXLAN tanuel associated with the multicast group member port

//1‘312

when the next hop entry only includes one next hop, the fabric board may
determine the next hop included in the next hop entry as a target next hop;
when the next hop entry includes at least two next hops, the fabric board may
sclect one next hop from the at least two next hops and determine the selected
next hop as the target next hop

//bB

in the next hop entry, if an egress port corresponding to the target next hop is a
single physical port, the fabric board may determine the single physical port as
the target egress port, if the egress port corresponding to the target next hop is a
port group formed by binding at least two physical ports, the fabric board may
determine one physical port in the port group as the targel egress port

Figure 4
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