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computer is not the same as the MAC address associated 
with the account , the server initially denies access to the 
client computer , but may allow access after verification of 
the client computer by the user associated with the account . 
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METHOD AND SYSTEM OF SECURING Credit card processors typically ask account users for 
ACCOUNTS address verification and the Credit Card Verification ( CCV ) 

number on the back of the card ; and may also ask account 
users for a password . If a malicious user accesses this 

Matter enclosed in heavy brackets [ ] appears in the 5 information , they may make fraudulent orders with the 
original patent but forms no part of this reissue specifica - credit card . Therefore , it is up to the merchant accepting the 
tion ; matter printed in italics indicates the additions credit card to protect themselves against malicious users as 
made by reissue ; a claim printed with strikethrough the credit card payment processor will not usually take the 
indicates that the claim was canceled , disclaimed , or held necessary steps to do so ( for example by comparing the 
invalid by a prior post - patent action or proceeding . 10 Internet Protocol ( IP ) address of the client computer oper 

ated by the credit card user to the region in which the order 
is being made , or calling the credit card user ) . 

This application claims the benefit of U . S . Provisional Internet service providers ( ISPs ) may restrict access of 
Patent Application No . 60 / 849 , 008 , filed Oct . 4 . 2006 , and is users to the Internet , often based on the Media Access 
a continuation in part of U . S . patent application Ser . No . 15 Control ( MAC ) address of the computer being used . If a user 
12 / 444 , 133 , filed Apr . 2 , 2009 ( 371 ( c ) ) , both of which are tries to connect a new computer to the ISP using an Internet 
hereby incorporated by reference . connection , they may have to register the new MAC address 

with the ISP before receiving permission . The MAC address 
FIELD OF THE INVENTION of a computer is a unique identifier that can correctly 

20 identify a particular computer on a local area network . It is 
This invention relates to methods and systems of con possible to spoof or change a MAC address , but typically it 

ducting secure transactions over a computer network , and is only possible to discover the MAC address of a computer 
from the same local area network . more particularly to securing authentication systems used in Some account providers , such as online banks , use such transactions . 25 improved security systems which are cookie based . These 
systems ask an account user to remember this computer ” or BACKGROUND OF THE INVENTION “ remember this password " after asking one or two security 
questions . Once the computer is registered , these extra Networks , particularly the global computer network questions are not asked again unless the cookies are deleted 

known as the Internet , are now used for many purchases and 30 from the computer . A deficiency of this system is that it 
other business transactions , usually by means such as a requires the use of cookies , which is not permitted by all 
credit card . A key component of these credit card transac account users and many account users do not want to 
tions is the ability to authenticate the holder of the credit provide answers to additional security questions to access 
card , as the absence of signatures and face - to - face contact their account . 
between the transacting parties makes authentication of the 35 There have been various attempts in the prior art to solve 
credit card holder difficult . this account user authentication issue , including U . S . Patent 
At present , malicious users can gain unauthorized access Publication No . 2004 / 0117321 to Sancho , for a system and 

to online accounts and / or credit cards of account users by method for secure network purchasing . Sancho discloses 
hacking , or stealing or phishing passwords or personal info . that once a merchant / client transaction is initiated , that it can 
These accounts may include game accounts , bank accounts , 40 be traced back to the originating computer using the IP 
and online payment processing systems like those offered by address of that computer , which does not change during the 
PayPalTM or credit card processors . Currently , the preferred transaction . 
way to offer significant security online is to request addi - U . S . Patent Publication No . 2005 / 0177442 to Sullivan et 
tional security questions from the user , which is an incon - al . , for a method and system for performing a retail trans 
venience to the user , and possibly a further security risk . 45 action using a wireless device , discloses a method of iden 
Most online authentication systems therefore trade conve - tifying a wireless Internet connection for an online purchase , 
nience for security . and matching a customer account with transaction data . This 

Online banking tends to have significantly better security system is dependent on a customer account registered with 
compared to payment systems for other account providers the wireless device , and requires the computer to already 
such as PayPal , or accounts for online games . This is 50 have a registered customer account . 
because if a malicious user gains access to an online bank U . S . Patent Publication No . 2005 / 0033653 to Eisenberg et 
account , they can do a significant amount of damage , and the al . , for an electronic mail card purchase verification , dis 
bank may be liable ( they have no merchants on whom to closes a method of looking for additional information about 
offload the liability ) . Therefore , it is in the bank ' s best the purchaser to verify that the transaction is not suspicious . 
interest to ensure that it is difficult to access an online bank 55 This application discloses an automation process for stan 
account . Some banks use cookies and additional security dard security checks known in the art . 
questions to secure their systems , but , as described above , U . S . Patent Publication No . 2004 / 0243832 to Wilf et al . , 
this is an inconvenience to clients . for a verification of a personal identifier received online , 
Most account providers , such as game companies and discloses a method of ensuring secure communication 

payment processors , have relatively weak authentication 60 between two computers over a connection . 
systems . Once a password is known , a malicious user may PCT Patent Application No . WO 2004 / 027620 to Fre 
access accounts and misuse such accounts , usually from any idman et al . , for an authentication system and method , 
computer . The account provider and / or the account user discloses an authentication system with proprietary identi 
must take steps to protect their account . As an example , fication codes , which must be installed on the client / authen 
PayPal requests an account user to verify their account and 65 ticating computers . The MAC address of the computer is 
address at registration , but once that is completed , only a used along with other system details to produce a unique 
single password is needed to allow access to the account . identifier for the client computer that is software dependent . 
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A system that requires such a software installation may be The security system according to the invention is a 
difficult to implement ( and account users may not want to companion for existing authentication and processing sys 
install additional software ) . Such systems also limit the tems . The system may provide for : 
account user to a single computer , and must be reinstalled 1 . a reduction in hacking , fraudulent charges , and staff 
when making a purchase or accessing an account from a new 5 needed to administer a current security system ; 
computer . If any system is too complicated , while it may be 2 . an improvement in client / merchant satisfaction , and the 
secure , it may not practical in application . This is a reason ability to use the effectiveness of the system as selling 
why most current authentication systems ( with the exception point ; 
of bank accounts and very secure sites ) are poor , as they 3 . revenue potential ( for payment processors and publishers ) 

10 for the enhanced security services ; trade convenience for security . 
PCT Patent Application No . WO 2006 / 083063 to Park , for 4 . creation of highly secure authentication systems for 

federal or law enforcement applications accessible via the a system and method for mediating and conducting peer - to Internet ; peer electronic commerce , discloses a method of allowing of allowing 5 5 . elimination of the threat of fraudsters or hackers using IP people who don ' t have a commercial website to have their 15 o have their 15 spoofing to hide their identities and commit fraud ; and 
product details spidered and sold on a regular website . 6 . Provision of a system useful for espionage and for law 

U . S . Patent Publication No . 2006 / 0068785 to Kamijo et enforcement to collect data from online criminals or 
al . , for a secure communication over a medium , discloses a terrorists . 
process to assist in securing insecure communications using A system for enhancing security between a client and a 
a cell phone . 20 server is provided , including : a database , accessible by the 

U . S . Patent Publication No . 2005 / 0209876 to Linlor , for server , the database having a record associated with an 
a secure money transfer between hand - held devices , dis account , the account associated with one or more unique 
closes a method of storing a clients billing information in a profile identifiers ; wherein when the client accesses the 
database and then making a purchase from their computer account , the server receives the one or more unique profile 
using a Personal Identification Number ( PIN ) or biometrics 25 identifiers associated with the client and compares the one or 
to identify themselves . more unique profile identifiers associated with the client to 

It is an object of the present invention to obviate or the one or more unique profile identifiers associated with the 
mitigate the above disadvantages . account , and if one or more unique profile identifiers asso 

ciated with the client is the same as the one or more unique 
SUMMARY OF THE INVENTION 30 profile identifiers associated with the account , permits 

access to the account . 
What is needed is a system that is pre - emptive and uses In one aspect , the present invention provides a system for 

technology already available on every computer that enhancing security between a client and a host server , 
accesses the Internet ; so that additional software may not be comprising : 

35 a host server ; required on the client computer operated by the account user . a database , accessible by the server , said database com The system according to the invention preferably uses a prising a record associated with an account , said database independent of the client computer , and works in account associated with at least one unique profile conjunction with traditional authentication systems , or identifier ; 
optionally without traditional authentication at all ( such as 40 wherein when said client accesses said account , said 
with standard online credit card transactions ) . server receives said at least one unique profile identifier 

The system according to the invention includes a method associated with said client and compares said at least 
to determine one or more unique profile identifiers of a one unique profile identifier associated with said client 
computer and optionally other identifying details from out to said at least one unique profile identifier associated 
side the local area network ( e . g . , via the Internet ) using 45 with said account , and if said at least one unique profile 
common online scripting languages . identifier associated with said client is the same as said 

Authentication is not required for the system according to at least one unique profile identifier associated with 
the invention to function ; instead the system assists in said account , permits access to said account . 
securing existing authentication systems and online credit If the one or more unique profile identifiers associated 
card transactions . The system is also comprehensive and 50 with the client is not the same as the one or more unique 
complete , actually offering an automated security solution profile identifiers associated with the account , the server 
when suspicious transactions are made . In addition to speci communicates with said client to determine if access to the 
fying the computer used in any online transaction using one account should be permitted . 
or more unique profile identifiers of the computer , the The account may associated with a geographic area , and 
system according to the invention may also show the IP 55 the server receives an IP address associated with the client , 
address of the connecting computers between the client and if the geographic area associated with the IP address is 
computer and the receiving server . This allows administra - not the same as the geographic area associated with the 
tors to determine if the alleged account user is using spoof - account or one or more unique profile identifiers of the client 
ing technology to try and hide their identity . The system is not the same as the one or more unique profile identifiers 
according to the invention may be used for law enforcement , 60 associated with the account , the server denies access to the 
by discreetly capturing significant data from online crimi - account . If the geographic area associated with the IP 
nals and terrorists . address is not the same as the geographic area associated 

For an additional level of security , more stringent com - with the account and the one or more unique profile iden 
puter identification may be implemented and biometrics may tifiers of the client is not the same as the one or more unique 
be integrated with the system according to the invention to 65 profile identifiers associated with the account , the server 
gain access to highly sensitive online accounts for govern - may notify law enforcement of the IP address and of the one 
ment and law enforcement . or more unique profile identifiers of the client . 
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The account may be associated with biometric informa embodiment ( e . g . , an embodiment described before the 
tion related to a user , and the server receives the biometric referenced embodiment ) , unless expressly specified other 
information from the client . wise . 

The terms “ including ” , “ comprising ” and variations 
DESCRIPTION OF THE FIGURES 5 thereof mean “ including but not limited to ” , unless expressly 

specified otherwise . 
Exemplary embodiments are illustrated in referenced fig The terms “ a ” , “ an ” and “ the ” mean “ one or more ” , unless 

ures of the drawings . It is intended that the embodiments and expressly specified otherwise . 
figures disclosed herein are to be considered illustrative The term “ plurality ” means “ two or more ” , unless 
rather than restrictive . 10 expressly specified otherwise . 

FIG . 1 is a block diagram of a system according to the The term “ herein ” means “ in the present application , 
invention ; including anything which may be incorporated by refer 

FIG . 2 is a flow chart showing the process by which an ence ” , unless expressly specified otherwise . 
account is opened according to the invention ; The term “ whereby ” is used herein only to precede a 

FIG . 3 is a flow chart showing the process by which an 15 clause or other set of words that express only the intended 
account is accessed according to the invention ; result , objective or consequence of something that is previ 

FIG . 4 is a block diagram showing the interaction between ously and explicitly recited . Thus , when the term “ whereby ” 
an ActiveX Control Container and a Windowed ActiveX is used in a claim , the clause or other words that the term 
Control ; “ whereby ” modifies do not establish specific further limita 

FIG . 5 is a block diagram showing communication 20 tions of the claim or otherwise restricts the meaning or scope 
between an ActiveX Control Container and an ActiveX of the claim . 
Control ; and The term " e . g . " and like terms mean " for example ” , and 

FIG . 6 is a block diagram showing a Java security thus does not limit the term or phrase it explains . For 
architecture . example , in a sentence the computer sends data ( e . g . , 

To reiterate , the figures depict an embodiment of the 25 instructions , a data structure ) over the Internet ” , the term 
present invention for purposes of illustration only . One “ e . g . ” explains that “ instructions ” are an example of " data " 
skilled in the art will readily recognize from the following that the computer may send over the Internet , and also 
description that alternative embodiments of the structures explains that " a data structure ” is an example of " data " that 
and methods illustrated herein may be employed without the computer may send over the Internet . However , both 
departing from the principles of the invention described 30 “ instructions ” and “ a data structure ” are merely examples of 
herein " data ” , and other things besides “ instructions ” and “ a data 

structure ” can be " data " . 
DETAILED DESCRIPTION OF THE The term “ respective ” and like terms mean " taken indi 

INVENTION vidually ” . Thus if two or more things have “ respective ” 
35 characteristics , then each such thing has its own character 

A detailed description of one or more embodiments of the istic , and these characteristics can be different from each 
invention is provided below along with accompanying fig - other but need not be . For example , the phrase “ each of two 
ures that illustrate the principles of the invention . The machines has a respective function ” means that the first such 
invention is described in connection with such embodi - machine has a function and the second such machine has a 
ments , but the invention is not limited to any embodiment . 40 function as well . The function of the first machine may or 
The scope of the invention is limited only by the claims and may not be the same as the function of the second machine . 
the invention encompasses numerous alternatives , modifi The term “ i . e . ” and like terms mean “ that is ” , and thus 
cations and equivalents . Numerous specific details are set limits the term or phrase it explains . For example , in the 
forth in the following description in order to provide a sentence " the computer sends data ( i . e . , instructions ) over 
thorough understanding of the invention . These details are 45 the Internet ” , the term “ i . e . ” explains that “ instructions ” are 
provided for the purpose of example and the invention may the “ data ” that the computer sends over the Internet . 
be practiced according to the claims without some or all of Any given numerical range shall include whole and 
these specific details . For the purpose of clarity , technical fractions of numbers within the range . For example , the 
material that is known in the technical fields related to the range “ 1 to 10 ” shall be interpreted to specifically include 
invention has not been described in detail so that the 50 whole numbers between 1 and 10 ( e . g . , 1 , 2 , 3 , 4 , . . . 9 ) and 
invention is not unnecessarily obscured . non - whole numbers ( e . g . 1 . 1 , 1 . 2 , . . . 1 . 9 ) . 
Terms Where two or more terms or phrases are synonymous 

The term “ invention ” and the like mean “ the one or more ( e . g . , because of an explicit statement that the terms or 
inventions disclosed in this application ” , unless expressly phrases are synonymous ) , instances of one such term / phrase 
specified otherwise . 55 does not mean instances of another such term / phrase must 

The terms “ an aspect ” , “ an embodiment ” , “ embodiment ” , have a different meaning . For example , where a statement 
" embodiments ” , “ the embodiment ” , “ the embodiments ” , renders the meaning of “ including ” to be synonymous with 
“ one or more embodiments ” , “ some embodiments ” , “ certain “ including but not limited to ” , the mere usage of the phrase 
embodiments ” , “ one embodiment " , " another embodiment ” “ including but not limited to ” does not mean that the term 
and the like mean " one or more ( but not all ) embodiments 60 " including ” means something other than “ including but not 
of the disclosed invention ( s ) ” , unless expressly specified limited to ” . 
otherwise . Neither the Title ( set forth at the beginning of the first 

The term “ variation ” of an invention means an embodi - page of the present application ) nor the Abstract ( set forth at 
ment of the invention , unless expressly specified otherwise . the end of the present application ) is to be taken as limiting 

A reference to another embodiment ” or “ another aspect " 65 in any way as the scope of the disclosed invention ( s ) . An 
in describing an embodiment does not imply that the refer - Abstract has been included in this application merely 
enced embodiment is mutually exclusive with another because an Abstract of not more than 150 words is required 
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under 37 C . F . R . section 1 . 72 ( b ) . The title of the present g . BIOS serial and / or model number . 
application and headings of sections provided in the present h . MAC address . 
application are for convenience only , and are not to be taken i . Monitor serial and / or model number . 
as limiting the disclosure in any way . j . RAM serial and / or model number . 
Numerous embodiments are described in the present 5 k . Any universally unique identifier ( UUID ) or globally 

application , and are presented for illustrative purposes only . unique identifier ( GUID ) or any other identifier specific to 
The described embodiments are not , and are not intended to any vendor or device which may be obtained from the be , limiting in any sense . The presently disclosed invention computer or Internet capable device from installed hard ( s ) are widely applicable to numerous embodiments , as is ware or software components . readily apparent from the disclosure . One of ordinary skill in 10 1 . BIOS Manufacturer , the art will recognize that the disclosed invention ( s ) may be m . BIOS Release Date , practiced with various modifications and alterations , such as 
structural and logical modifications . Although particular n . Vendor and Device IDs of all installed PCI devices 

In a most preferred from , the method and system for features of the disclosed invention ( s ) may be described with 
reference to one or more particular embodiments and / or 15 enhancing security between a client and a server : 
drawings , it should be understood that such features are not 1 . the hardware and / or software profile ( including one or 
limited to usage in the one or more particular embodiments more unique profile identifiers ) of a “ connecting com 
or drawings with reference to which they are described , puter ” is analyzed by a client - side application or script 
unless expressly specified otherwise . and the data is sent to a secure host server ; 
No embodiment of method steps or product elements 20 2 . the host secure server assesses this profile data ( including 

described in the present application constitutes the invention one or more unique profile identifiers ) to verify the 
claimed herein , or is essential to the invention claimed identity of the “ purported client ” computer ; 
herein , or is coextensive with the invention claimed herein , 3 . the unique profile identifiers of the " purported client ” 
except where it is either expressly stated to be so in this computer is determined by comparing the profile ( includ 
specification or expressly recited in a claim . 25 ing one or more unique profile identifiers ) of the account 

The invention can be implemented in numerous ways , profile of the actual client as compared to the profile 
including as a process , an apparatus , a system , a computer ( including one or more unique profile identifiers ) of the 
readable medium such as a computer readable storage purported client ; 
medium or a computer network wherein program instruc - 4 . if the unique profile identifiers of the " purported client ” 
tions are sent over optical or communication links . In this 30 computer closely matches the unique profile identifiers of 
specification , these implementations , or any other form that the existing registered client computer on account , access 
the invention may take , may be referred to as systems or may be granted ; 
techniques . A component such as a processor or a memory 5 . if the unique profile identifiers of the “ purported client ” 
described as being configured to perform a task includes computer does not match the unique profile identifiers of 
both a general component that is temporarily configured to 35 the existing registered client computer on account , access 
perform the task at a given time or a specific component that may be denied ; 
is manufactured to perform the task . In general , the order of 6 . if the unique profile identifiers of the " purported client ” 
the steps of disclosed processes may be altered within the computer partially matches the unique profile identifiers 
scope of the invention . of the existing registered client computer on account , 

A key aspect of the present invention is the use ( by for 40 access may be granted , at discretion of host server ; 
example , a host ) of one or more unique profile identifiers of The " profile match level ” may be determined by an 
a computer ( for example , associated with a client computer ) administrator to balance user convenience and security . 
to determine whether access to said host server will be The system as provided herein allows for multiple unique 
allowed , partially allowed or declined . As used herein , “ one profile identities to be added to the access list for a single 
or more ” if preferred but " at least one ” unique profile 45 account or online resource . Preferably , there is a logging 
identifier must be assessed by the host server . Both the system , which allows tracking of the activities of unique 
requisite degree of match and / or number of required profile identifiers by a host administrator . Such an admin 
matches may be set in the security system or protocol of the istrator may decide to block unique profile identities that 
host server . In other words , an entire spectrum of varying have been involved in malicious activities . The logging 
degrees of security clearance can be created based upon the 50 system allows a user to see individual computers / profiles 
pre - selection ( by the host server ) of 1 ) which unique profile that have been accessing their online account , and blocking 
identifiers of a client computer must match those on a client or allowing access for each computer . 
account and 2 ) how many unique profile identifiers of a If a proxy IP or IP spoofing is detected , both the proxy IP 
client computer must match those on a client account . and true IP address will be recorded , which may be used by 

An administrator of the server may create such levels of 55 an administrator to determine if a user is trying to hide 
a security as is desired for any given client or client his / her identity for improper or malicious purposes . 
grouping . It should also be noted that while the system and method 

The unique profile identifiers may be multiple system as described herein protect online accounts very well , they 
components , including , but not limited to : can also be used to offer online protection even when a 
a . CPU serial and / or model number . 60 username / password combination is not normally provided . 
b . Motherboard serial and / or model number . The system and method as described herein can be used to 
c . Hard Drive serial and / or model number . protect any unique identifier used online , such as a credit 
d . Admin SSID or UUID provided by the operating system . card number or a membership number for example . This 
e . Computer manufacturer system serial number and / or allows these online resources / IDs to be protected without 
model number . 65 actually requiring an online account to be created . IDC could 

f . CD - ROM , DVD - ROM or other internal mass media easily be used to create online use only secure credit cards 
storage device serial and / or model number . or payment accounts like PayPal that would only work from 
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registered computers . IDC can also be used to enforce online could be determined for investigation of criminals or 
software licensing as another example . terrorists . A secure script , digitally signed by a well 

Lastly , the system and method as described herein can be known and secure source , will allow users to run the script 
used to verify and validate the true identity of the person that without security warnings . Such a script can be created 
you are dealing with online . From e - mail accounts , Face - 5 using commonly used Internet scripting languages , or the 
book , Twitter , Youtube , any social networking account , etc . script can be included as an application add - on or plug - in 
. . . there is created the certainty that a user is interacting with for computer programs or websites that use authentica 
the real person from such person ' s own authorized com tion ; or the script may be a small stand alone application 
puter , and not some imposter / hacker . distributed by credit card issuers or payment processors . 

The system , according to the invention , restricts access to 10 In a preferred embodiment of the invention , more than 
an account ( or a credit card ) based on one or more unique one of these means for obtaining a MAC address may be 
profile identifiers of the network card 30 in client computer used . 
20 used by the account user 10 . Each network card 30 is MicrosoftTM or JavaTM software may be used to imple 
identifiable by one or more unique profile identifiers . ment the system in order to provide scripts with compat 

A typical system incorporating the invention is shown in 15 ibility with most systems . The system is designed for 
FIG . 1 . In this case , the unique profile identifier is noted as maximum compatibility and discreet operation . In a pre 
the MAC address . Account user 10 , accesses the Internet 50 ferred embodiment , code implementing the method accord 
via client computer 20 to communicate with a server 70 ing to the invention is downloaded from a web server and 
operated by account provider 80 . Server 70 may be a single then executed on client computer 20 and account provider 
computer , software running on a computer , or a plurality of 20 server 
computers . Server 70 communicates with database 90 which Embodiment Using ActiveXTM Controls 
may be within server 70 or one or more computers in The system and method according to the invention may be 
communication with server 70 . Account provider 80 also has implemented using ActiveX controls , which are software 
access to database 90 . Client computer 20 includes a net - components based on the Component Object Model 
work card 30 for communications , network card 30 having 25 ( COMTM ) environment provided by MicrosoftTM Like Java 
a MAC address . applets , ActiveX controls 100 can be used to add rich 

To use the secure account , the MAC address of the client content to web pages . Unlike applets , ActiveX controls 100 
computer must be registered with the server permitting are limited to use in Microsoft ' s Internet ExplorerTM web 
access to the account . If client computer 20 tries to access an browser . 
account or use a credit card via an unregistered computer 30 In the context of this document , the term “ ActiveX ” is 
( and therefore unregistered MAC address ) , then the regis used to refer to the technology that downloads and runs 
tered account user 10 may be notified by e - mail and / or by controls in one of the formats supported by the “ Authenti 
phone , and the account , transaction or credit card can be code ” code signing system , and corresponds to controls that 
suspended due to the suspicious action until the account user can be declared from a web page using an OBJECT tag . 
10 verifies the transaction . If account user 10 was just using 35 Such controls include : COM controls ( filetypes . DLL and 
a different , unregistered computer , account user 10 can OCX ) ; Win32 executable files ( filetype . EXE ) ; INF set - up 
respond to the notification and the account can be re files , used to specify locations and versions for a collection 
activated without intervention from a “ live ” person . of other files ( filetype . INF ) ; and “ cabinet ” files that are 

The MAC address of a particular computer is positioned referred to by an OBJECT tag ( filetype . CAB ) . These 
one level below an IP address , and within a local network it 40 controls are all treated in a very similar way by web - enabled 
can be determined by sending an “ arp - a ” request . MAC ActiveX container 120 applications , including in the use of 
addresses of computers accessing the Internet are deter - the same caching and versioning mechanisms . 
mined and used by ISPs routinely to restrict or allow access ActiveX controls 100 are highly portable COM objects , 
to the Internet by sending a Dynamic Host Configuration and are used extensively throughout Microsoft Windows 
Protocol ( DHCP ) request or an Address Resolution Protocol 45 platforms and , especially , in web - based applications . COM 
( ARP ) request to the client computer . These requests involve objects , including ActiveX controls 100 , can invoke each 
sending a message to the client computer 20 with the other locally and remotely through interfaces defined by the 
request , which in turn responds with the MAC address . COM architecture . The COM architecture allows for 

Communications sent through the Internet only retain the interoperability among binary software components pro 
MAC address of the last IP / Hop in the transmitted packet , 50 duced in disparate ways . 
meaning that the MAC address of the original client com - If an ActiveX control 100 is not installed locally , it is 
puter 20 is not usually preserved as the packet goes from possible to specify a URL where the control can be obtained 
router to router throughout the Internet . However , there are by account user 10 . Once obtained , the control 100 installs 
several ways of determining the MAC address of client itself on client computer 20 automatically if permitted by the 
computer 20 , including the following : 55 browser . Once it is installed , it can be invoked without the 
1 . Capturing the MAC address from the first router or hop need to be downloaded again . 

receiving the packet from client computer 20 . Such a ActiveX controls 100 can be signed or unsigned . A signed 
method requires a series of queries of previous routers and control provides a high degree of verification that the control 
requires cooperation from the ISPs involved . was produced by the signer and has not been modified . As 

2 . " Spoofing ” a DHCP packet or ARP request with the 60 ActiveX controls 100 do not run in a limited environment or 
connecting computer ( as sent from the local subnet ) and “ sandbox ” , it is important to have a high degree of trust in 
storing the resulting MAC address in a text file to be sent the author of the control . 
back to the requesting server 70 . The system and method according to the invention may be 

3 . Using a script that reports the MAC address and may also implemented using an ActiveX control 100 , herein referred 
report the IP address and / or host name of client computer 65 to as an " securelDx control ” . The securelDx control uses 
20 for a message received from a connecting computer . several programmatic elements to interact efficiently with a 
For the purposes of law enforcement , additional details control container and with account user 10 . These program 
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ming elements may be : class ColeControl 130 ; a set of the sequence of instructions within each method to make 
event - firing functions ; and a dispatch map . sure that each instruction is valid , that there are no invalid 

The securelDx control object inherits a set of features jumps between instructions , and the arguments to each 
from its MFC base class , ColeControl 130 . These features instruction are of the correct type . The JVM instruction set 
include in - place activation and Automation logic . COleCon - 5 is designed to allow this analysis to be tractable ; as classes 
trol can provide the control object with the same function are dynamically linked , consistency checks make sure that 
ality as an MFC window object and the ability to fire events . each class is consistent with its superclasses , e . g . that final 
COleControl can also provide windowless controls , which methods are not overridden , and that access permissions are 
rely on their container 120 for some of the functionality a preserved ; security restrictions are imposed on which pack 
window otherwise provides , but offers faster display than 10 ages can be accessed which can be used to prevent access to 
windows . The fired events are used to notify the control implementation classes that would not normally be needed 
container when something important happens in the control . by applets , for example ; and runtime checks are performed 
The automatic logic in the secureIDx control interacts with by some instructions . For example , when an object is stored 
client computer 20 and creates a unique signature for client in an array , the interpreter ( or compiled code ) checks that the 
computer 20 . This unique identity of client computer 20 15 object to be stored is of the correct type , and the array index 
works as an authentication token in addition to the existing is not out of bounds . 
authentication systems , or as an identity token itself . Secu This security scheme does not depend on the trustwor 
relDx is derived from client computer 20 ' s unique profile thiness of the compiler that produced the classfiles ( or on 
identifiers and may also be derived from the client comput whether the code was compiled from source in the Java 
er ' s IP Address or the account user ' s biometrics . 20 language or from another language ) . The compiler for the 
When a control 100 is used within a control container 120 , standard API libraries must be trustworthy , but this can be 

it uses two mechanisms to communicate : it exposes prop ensured because the standard libraries are provided by the 
erties and methods , and it fires events . FIGS . 4 and 5 JVM implementation . However , the scheme is complicated , 
demonstrate how these two mechanisms are implemented . and quite difficult to implement correctly . The presence of 

ActiveX controls 100 are an integral part of systems and 25 several layers increases the potential for error ; a flaw in any 
applications , and they are required for essential functions in layer may cause the whole system to collapse . This is offset 
many environments . Though priorities many change from against the increased efficiency over a fully interpreted 
organization to organization and user to user , it is important language implementation where all checking is done at 
to understand the tradeoffs between functionality and secu run - time ( such as the current implementations of JavaScript 
rity and to make informed decisions about the appropriate 30 and VBScript , or of Safe - Tcl and Safe - Perl ) . 
level of risk . An applet is a software component that runs within a 
Authenticode and Software Signing larger application . Java applets run in the context of a 

Software downloaded from the Internet to client comput - Java - enabled web browser . The web browser is responsible 
ers 20 may contain unauthorized programs or viruses for maintaining the environment or " sandbox ” that manages 
intended to cause damage or provide clandestine network 35 the applet ' s resource access . In practice , this usually serves 
access for malicious users . As networks become more inter to prevent the applet from accessing the local filesystem on 
connected , the threat of malicious software and viruses has client computer . The browser downloads the applet code 
extended . To counter this growing threat , Microsoft devel - from a web server and either embeds the applet into an 
oped AuthenticodeTM technology to enable developers to HTML page or opens a new browser window to show the 
digitally sign software using standard X . 509 public key 40 applet user interface . The default security manager denies 
certificates . Account users can verify the publisher of digi - applets all access to the filesystem and all network access 
tally signed software as well as verify that the software has except to the web host that supplied the applet . 
not been tampered with , because the publisher has signed the The method and system may be incorporated into an 
code . For software distributed on the Internet , most users are applet , referred to herein as secureBox . The secureBox 
more likely to trust software signed by certificates issued by 45 applet is a signed applet that once trusted by a client 
a reputable commercial certification authority . Therefore , if computer runs harmlessly on the client computer with a 
software is distributed via the Internet , it is useful to obtain strict security policy . The applet securely enumerates the 
the services of a commercial certification authority to issue user ' s computer identity by recording the MAC address and 
digital signing certificates to sign the application . optionally the client computer 20 ' s IP address and / or the 
Java Embodiment 50 account user ' s biometric information and posts such identity 

The system and method according to the invention can to server 70 which authenticates or generates alerts based on 
also be implemented using Java . Java refers to a program - submitted identification . 
ming language ; a virtual machine designed to run that Applets do have several disadvantages . For example , 
language ( also known as the “ JVM ” ) ; and a set of APIs and applets require a Java plug - in , which is not always available . 
libraries . The libraries are written in a combination of Java 55 Some organizations do not permit users to install software , 
and other programming languages , for example C and C + + . so these users might not view applets by default . There are 

The Java language is object - oriented , with all code also performance issues . The applet cannot run until the Java 
defined as part of a class . When the software is implemented Virtual Machine is initialized , and this delay can be signifi 
using a JVM , these classes are dynamically loaded as cant . Applets usually execute at a speed that is comparable 
modules of code that can be separately compiled . Classes are 60 to , but slower than , compiled applications . Finally , Java 
stored and represented as a sequence of bytes in a standard applets are considered more difficult and expensive to 
format , called the classfile format . ( They need not be stored develop than html based pages . 
in files as such — it is possible to create and load classfiles on The JAR file format is a convention for using 
the fly , for example by downloading them from a network . ) PKWARETM ' s ZIP format to store Java classes and 

Java ' s security model is based on several layers of veri - 65 resources that may be signed . All JAR files are ZIP files , 
fication , including : checking the structure of each classfile to containing a standard directory called “ / META - INF / " . The 
make sure that it conforms to the classfile format ; checking META - INF directory includes a “ manifest file ” , with name 
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“ MANIFEST . MF ” , that stores additional property informa - 1 . In step 210 , an account user 10 using a client computer 20 
tion about each file ( this avoids having to change the format logs into an online account provided by an account 
of the files themselves ) . It also contains " signature files ” , provider 80 for the first time , or purchases a good or 
with filetype “ . SF ” , that specify a subset of files to be signed service online with their credit card provided by a account 
by a given principal , and detached signatures for the . SF 5 provider 80 , such as a credit card provider for the first 
files . A typical Java security architecture is shown in FIG . 6 . time . 
Deploying Downloadable Code 2 . In step 220 , database 90 at server 70 hosting the account 

Both Java and ActiveX authenticate code by signing it or used by the credit card provider to maintain the credit 
using a digital signature scheme . Digital signatures use card account is queried , and the system determines that 
public - key cryptography ; each signer has a private key , and 10 this is the first time the particular account or credit card 
there is a corresponding public key that can be used to verify has been used online . 
signatures by the signing party . Assuming that the digital 3 . In step 230 , the account is registered and verified . 
signature algorithm is secure and is used correctly , it pre - Depending on the security level selected by the adminis 
vents anyone but the owner of a private key from signing a trator of the account provider 80 , client computer 20 will 
piece of data or code . 15 either : 
An alternative approach to signing for authenticating ( a ) Automatically have its MAC address and IP address 

controls , would be to secure the connection between the web registered to the account or credit card and stored in 
site and the browser , using a transport protocol such as SSL database 90 ; 
3 . 0 ( or secure IP ) that ensures the integrity of the transmitted ( b ) Receive an e - mail automatically emailed to the e - mail 
information . The site certificate would be shown when a 20 address provided to the account provider , to confirm 
control runs or requests additional privileges . This would that the account user 10 has made the request . If the 
have several advantages over code signing , including : in account user 10 confirms the request , the MAC address 
cases where the web pages also need to be authenticated , it and IP address of client computer 20 are registered with 
is much simpler than requiring two separate mechanisms , the account or credit card . If the account user 10 does 
and the account user 80 sees a single , consistent certificate ; 25 not confirm the request , the account or credit card may 
it is common for controls that need extra privileges , beyond automatically be suspended , and an administrator noti 
the default environment or " sandbox ” permissions for Java fied ; or 
or scripts , to also require a secure ( i . e . authenticated , and ( c ) Receive a phone call using the phone number provided 
optionally private ) connection back to the site that served to the account provider 80 , to confirm that they have 
them ; it simplifies creating secure systems of co - operating 30 made the request . If the account user 10 confirms the 
controls and scripts that can span pages ; individual controls request , the MAC address and IP address of the client 
can be revoked at any time , by removing them from all web computer 20 are registered with the account or credit 
sites ; and an malicious user cannot reuse a signed control card . If the account user 10 does not confirm the 
maliciously , because the controls themselves are never request , the account or credit card may be suspended , 
signed . 35 and an administrator notified . Optionally , an additional 

It is not difficult to spoof a MAC address , however , it is automated check could be made by an administrator 
extremely difficult for a malicious user , such as a hacker or using the account user ' s registered phone number to 
fraudster , to know what the MAC address is in the first place . test the type of phone being used ( PSTN line , cell 
In order to determine the MAC address , the malicious user phone , or VOIP ) . If the phone type is not appropriate 
would have to know specifically which client computer 20 40 ( i . e . VOIP instead of a cell phone ) , the administrator 
was used to access the account , which is only really possible could be notified for review and the account suspended . 
if they have direct access to the client computer 20 being Current Account / Fraud Prevention 
used . Further security can be provided by checking the The system according to the invention can also be used to 
region of the IP address and verifying the IP addresses of the protect accounts by preventing unauthorized access to such 
connecting computers to determine if attempts have been 45 accounts . In such a use , the following steps , as seen in FIG . 
made to hide a computer ' s identity . 3 , may occur : 

Given the above , fraud / hacking becomes possible only by 1 . In step 310 , account user 10 logs into their existing online 
malicious users who have physical access to the client account , or makes a purchase with their credit card . 
computer 20 used to access the account or credit card . If this 2 . In step 320 , database 90 is queried , and determines that 
were to happen , a report can be provided showing exactly 50 the account accessed is an existing account . 
which MAC address and IP address was used to access the 3 . In step 330 , depending on the security level selected by 
account , making it easy for a particular case to be disputed the administrator , server 70 queries to the client computer 
by a merchant . 20 for verification purposes , specifically to determine if : 

The system according to the invention provides both ( a ) The MAC address of client computer 20 matches the 
convenience and security , and fraud prevention measures / 55 account ; 
actions to prevent access / purchases from unauthorized com ( b ) The MAC address of client computer 20 matches the 
puters . The system is practical to implement and can com account and the IP address of the client computer 20 is 
pliment existing online authentication checks and / or from the appropriate geographical region ; and / or 
purchases . ( c ) The IP address is accurate and is not being spoofed . 

The system may be viewed as an online computer registry 60 4 . In step 340 , if the database query is successful , the 
and fraud / hack prevention system . The system would be authentication process or purchase continues as intended . 
queried for any publisher or merchant that wants a signifi - 5 . In step 350 , if the database query is NOT successful , 
cant security improvement with their system . depending on the security level selected by the adminis 
The logic follows : trator , the following may happen : 
New Account / Account Creation ( a ) Client computer 20 is automatically e - mailed ( to the 
As seen in FIG . 2 , an embodiment of the process by which e - mail address provided to the administrator ) , to con 

a new account is created includes the steps : firm that they have made the request . If client computer 

65 
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20 confirms the request , the new MAC address and IP Revenue Model . 
address are registered to the account or credit card . This An operator of the system using graduated licensing and 
automatically registers the additional computer for use usage fees may generate revenue . For example : 
with the account . If the client computer 20 does not 1 . Co - located solution — the publisher , payment processor , 
confirm the request , the account or credit card may 5 or other party pays the operator a monthly fee for a fixed 
automatically be suspended , and an administrator noti amount of queries to a database hosted on the operator ' s 
fied ; or servers . This could be done on a shared server or a 

( b ) The account user 10 is automatically phoned ( at the dedicated server ( at an additional cost ) . The information 
phone number provided to the administrator ) , to con stored may only be for the purpose of account verification , 
firm that they have made the request . If the account user 10 so that personal information would not have to be stored 
10 confirms the request , the new MAC address and IP in the database . For example , the database may just have 
address are registered to the account or credit card . This to store the account name , or the last digits of a credit 
automatically registers the additional client computer card , and the MAC address of the client computer 20 . 
20 for use with the account . If the account user 10 does 2 . Local solution — the publisher , payment processor , etc . 
not confirm the request , the account or credit card may 15 pays a license fee to run the software and database on their 
automatically be suspended , and an administrator noti - own server ( this may be restricted by usage , but at a lower 
fied . fee than as indicated above ) . 

For investigative purposes , the system is able to provide 3 . Security notifications a charge per usage fee for auto 
the true IP address and MAC address of attempted frauds or mated security notifications to the account user by e - mail 
hacks , thus allowing investigators to track down fraudsters 20 ( if their account or credit card is being used on an 
or hackers , even if they are using proxy servers . Additional additional computer ) , a higher fee may be charged for 
information could also be used by law enforcement to help automated notifications by telephone . 
gather information regarding online criminals and terrorists . 4 . Payment processors or credit card companies may offer 

The system is automated and has significant revenue these enhanced services to their merchants . Game pub 
potential by having multiple database servers ( co - located or 25 lishers , etc . , may consider the system to release resources 
licensed ) to meet demand , and charge per usage fees for otherwise tied up dealing with hacking / security issues . 
database queries and automated e - mail / call services . The In an alternative embodiment , payment processors may 
system according to the invention thereby may save the access a consolidated credit card security database for each 
online industry significant amounts of time and money . transaction , so that no password would be required . This 
Using the system , the only fraud / hacks possible are by 30 system would offer the convenience of not having to use a 

people who have physical access to the client computer 20 . password , and complete peace of mind for the cardholder 
Although it is possible to spoof IP and MAC addresses , it is and the merchant , knowing that it is not possible to place an 
virtually impossible to know ( or find out ) which MAC order from a computer that has not been authorized to do so . 
address is registered with the account , unless the malicious The invention encompasses all modifications , permuta 
user knows which client computer 20 was used to register 35 tions , additions and sub - combinations of the features 
the account in the first place . The true IP address function described herein . Although the exemplary aspects and 
ality also eliminates the risk of IP address spoofing by embodiments of the invention have been disclosed in detail 
showing the true IP address used by each client computer in for illustrative purposes , it will be recognized that permu 
every online transaction . The system thereby can determine tations , additions , variations , sub - combinations or modifi 
which client computer was used for the transaction , which 40 cations of the disclosed apparatus lie within the scope of the 
would greatly limit a merchant ' s liability by proving that the present invention . 

a location transaction was completed at an authorized location . General Computing Information 
Profiling The present invention can be implemented in numerous 

The system according to the invention can be used for ways , including as a process , an apparatus , a system , a 
anti - fraud / profiling purposes to allow users to look for and 45 computer readable medium such as a computer readable 
be notified of suspicious credit card activity . This additional storage medium or a computer network wherein program 
protection helps make credit card transactions even more instructions are sent over optical or communication links . In 
secure for online purchases . this specification , these implementations , or any other form 
At present credit card companies look for suspicious that the invention may take , may be referred to as systems 

activity on their own . However , each credit card company 50 or techniques . Acomponent such as a processor or a memory 
sets its own criteria , which may not be suitable for every described as being configured to perform a task includes 
card user . The system according to the invention allows both a general component that is temporarily configured to 
clients to determine themselves the types of purchases they perform the task at a given time or a specific component that 
want to allow with a particular credit card . For example , a is manufactured to perform the task . In general , the order of 
card user may want to be notified if a purchase over $ 100 is 55 the steps of disclosed processes may be altered within the 
made on their card , or if there is a purchase overseas , etc . scope of the invention . 
The card users themselves know exactly how they plan on The following discussion provides a brief and general 
using their card , while the credit card providers do not . description of a suitable computing environment in which 

If a suspicious transaction occurs , the card user can various embodiments of the system may be implemented . 
preselect to have the card immediately suspended or they 60 Although not required , embodiments will be described in the 
can be sent an automated e - mail or phone call to confirm general context of computer - executable instructions , such as 
authorization of the purchase . program applications , modules , objects or macros being 

In this embodiment of the system , card users need be able executed by a computer . Those skilled in the relevant art will 
to change their profile settings . For additional security , the appreciate that the invention can be practiced with other 
system may require an automated confirmation e - mail or 65 computer or microcomputer configurations , including hand 
phone call to the account holder when any profile change is held devices , Smartphones ( for example , iPhone , Black 
made . berry , Android ) , as an application on iPad or via multipro 
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cessor systems , microprocessor - based or programmable tion and / or Web client or browser application for permitting 
consumer electronics , personal computers ( “ PCs ” ) , network the computer to exchange data with sources via the Internet , 
PCs , minicomputers , mainframe computers , and the like . corporate Intranets , or other networks as described below , as 
The embodiments can be practiced in distributed computing well as with other server applications on server computers 
environments where tasks or modules are performed by 5 such as those further discussed below . The networking 
remote processing devices , which are linked through a application in the preferred embodiment is mark - up lan 
communications network . In a distributed computing envi guage based , such as hypertext mark - up language 
ronment , program modules may be located in both local and ( " HTML " ) , extensible mark - up language ( “ XML " ) or wire remote memory storage devices . less mark - up language ( “ WML ” ) , and operates with mark A computer system may be used as a server including one 10 up languages that use syntactically delimited characters or more processing units , system memories , and system added to the data of a document to represent the structure of buses that couple various system components including the document . A number of Web server applications and system memory to a processing unit . Computers will at 
times be referred to in the singular herein , but this is not Web client or browser applications are commercially avail 
intended to limit the application to a single computing 15 able , such those available from Mozilla and Microsoft . 
system since in typical embodiments , there will be more The operating system and various applications / modules 
than one computing system or other device involved . Other and / or data can be stored on the hard disk of the hard disk 
computer systems may be employed , such as conventional drive , the optical disk of the optical disk drive and / or the 
and personal computers , where the size or scale of the magnetic disk of the magnetic disk drive . 
system allows . The processing unit may be any logic pro - 20 A computer system can operate in a networked environ 
cessing unit , such as one or more central processing units ment using logical connections to one or more client com 
( " CPUs " ) , digital signal processors ( “ DSPs ” ) , application - puters and / or one or more database systems , such as one or 
specific integrated circuits ( “ ASICs ” ) , etc . Unless described more remote computers or networks . A computer may be 
otherwise , the construction and operation of the various logically connected to one or more client computers and / or 
components are of conventional design . As a result , such 25 database systems under any known method of permitting 
components need not be described in further detail herein , as computers to communicate , for example through a network 
they will be understood by those skilled in the relevant art . such as a local area network ( “ LAN ” ) and / or a wide area 

A computer system includes a bus , and can employ any network ( “ WAN ” ) including , for example , the Internet . Such 
known bus structures or architectures , including a memory networking environments are well known including wired 
bus with memory controller , a peripheral bus , and a local 30 and wireless enterprise - wide computer networks , intranets , 
bus . The computer system memory may include read - only extranets , and the Internet . Other embodiments include other 
memory ( “ ROM ” ) and random access memory ( “ RAM ” ) . A types of communication networks such as telecommunica 
basic input / output system ( “ BIOS ” ) , which can form part of tions networks , cellular networks , paging networks , and 
the ROM , contains basic routines that help transfer infor - other mobile networks . The information sent or received via 
mation between elements within the computing system , such 35 the communications channel may , or may not be encrypted . 
as during start - up . When used in a LAN networking environment , a computer 

The computer system also includes non - volatile memory is connected to the LAN through an adapter or network 
The non - volatile memory may take a variety of forms , for interface card ( communicatively linked to the system bus ) . 
example a hard disk drive for reading from and writing to a When used in a WAN networking environment , a computer 
hard disk , and an optical disk drive and a magnetic disk drive 40 may include an interface and modem or other device , such 
for reading from and writing to removable optical disks and as a network interface card , for establishing communications 
magnetic disks , respectively . The optical disk can be a over the WAN / Internet . 
CD - ROM , while the magnetic disk can be a magnetic floppy In a networked environment , program modules , applica 
disk or diskette . The hard disk drive , optical disk drive and tion programs , or data , or portions thereof , can be stored in 
magnetic disk drive communicate with the processing unit 45 a computer for provision to the networked computers . In one 
via the system bus . The hard disk drive , optical disk drive embodiment , the computer is communicatively linked 
and magnetic disk drive may include appropriate interfaces through a network with TCP / IP middle layer network pro 
or controllers coupled between such drives and the system tocols ; however , other similar network protocol layers are 
bus , as is known by those skilled in the relevant art . The used in other embodiments , such as user datagram protocol 
drives , and their associated computer - readable media , pro - 50 ( “ UDP " ) . Those skilled in the relevant art will readily 
vide non - volatile storage of computer readable instructions , recognize that these network connections are only some 
data structures , program modules and other data for the examples of establishing communications links between 
computing system . Although a computing system may computers , and other links may be used , including wireless 
employ hard disks , optical disks and / or magnetic disks , links . 
those skilled in the relevant art will appreciate that other 55 While in most instances a computer will operate auto 
types of non - volatile computer - readable media that can store matically , where an end user application interface is pro 
data accessible by a computer system may be employed , vided , a user can enter commands and information into the 
such a magnetic cassettes , flash memory cards , digital video computer through a user application interface including 
disks ( “ DVD ” ) , Bernoulli cartridges , RAMs , ROMs , smart input devices , such as a keyboard , and a pointing device , 
cards , etc . 60 such as a mouse . Other input devices can include a micro 

Various program modules or application programs and / or phone , joystick , scanner , etc . These and other input devices 
data can be stored in the computer memory . For example , the are connected to the processing unit through the user appli 
system memory may store an operating system , end user cation interface , such as a serial port interface that couples 
application interfaces , server applications , and one or more to the system bus , although other interfaces , such as a 
application program interfaces ( “ APIs ” ) . 65 parallel port , a game port , or a wireless interface , or a 

The computer system memory also includes one or more universal serial bus ( “ USB ” ) can be used . A monitor or other 
networking applications , for example a Web server applica display device is coupled to the bus via a video interface , 
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such as a video adapter ( not shown ) . The computer can TDMA , CDMA , and 3G ; and / or ( iv ) encrypted to ensure 
include other output devices , such as speakers , printers , etc . privacy or prevent fraud in any of a variety of ways well 

Further and in addition to the other computing system known in the art . 
related disclosure provided herein , it will be readily apparent T hus a description of a process is likewise a description 
to one of ordinary skill in the art that the various processes 5 of a computer - readable medium storing a program for per 
and methods ( and system ) described herein may be imple forming the process . The computer - readable medium can 
mented by , e . g . , appropriately programmed general purpose store ( in any appropriate format ) those program elements 
computers , special purpose computers and computing which are appropriate to perform the method . 

Just as the description of various steps in a process does devices . Typically a processor ( e . g . , one or more micropro 
cessors , one or more microcontrollers , one or more digital 10 not indicate that all the described steps are required , embodi 

ments of an apparatus include a computer / computing device signal processors ) will receive instructions ( e . g . , from a operable to perform some ( but not necessarily all ) of the memory or like device ) , and execute those instructions , described process . thereby performing one or more processes defined by those Likewise , just as the description of various steps in a 
instructions . Instructions may be embodied in , e . g . , a com - 15 process does not indicate that all the described steps are 
puter program . required , embodiments of a computer - readable medium A “ processor ” means one or more microprocessors , cen storing a program or data structure include a computer 
tral processing units ( CPUs ) , computing devices , microcon readable medium storing a program that , when executed , can 
trollers , digital signal processors , or like devices or any cause a processor to perform some ( but not necessarily all ) 
combination thereof . 20 of the described process . 

Thus a description of a process is likewise a description Where databases are described , it will be understood by 
of an apparatus for performing the process . The apparatus one of ordinary skill in the art that ( i ) alternative database 
that performs the process can include , e . g . , a processor and structures to those described may be readily employed , and 
those input devices and output devices that are appropriate ( ii ) other memory structures besides databases may be 
to perform the process . 25 readily employed . Any illustrations or descriptions of any 

Further , programs that implement such methods ( as well sample databases presented herein are illustrative arrange 
as other types of data ) may be stored and transmitted using ments for stored representations of information . Any number 
a variety of media ( e . g . , computer readable media ) in a of other arrangements may be employed besides those 
number of manners . In some embodiments , hard - wired suggested by , e . g . , tables illustrated in drawings or else 
circuitry or custom hardware may be used in place of , or in 30 or in 30 where . Similarly , any illustrated entries of the databases 
combination with , some or all of the software instructions represent exemplary information only ; one of ordinary skill 

in the art will understand that the number and content of the that can implement the processes of various embodiments . entries can be different from those described herein . Further , Thus , various combinations of hardware and software may despite any depiction of the databases as tables , other be used instead of software only . 35 formats ( including relational databases , object - based models The term " computer - readable medium ” refers to any and / or distributed databases ) could be used to store and 
medium , a plurality of the same , or a combination of manipulate the data types described herein . Likewise , obiect 
different media , that participate in providing data ( e . g . , methods or behaviors of a database can be used to imple 
instructions , data structures ) which may be read by a com - ment various processes , such as the described herein . In 
puter , a processor or a like device . Such a medium may take 40 addition , the databases may , in a known manner , be stored 
many forms , including but not limited to , non - volatile locally or remotely from a device which accesses data in 
media , volatile media , and transmission media . Non - volatile such a database . 
media include , for example , optical or magnetic disks and Various embodiments can be configured to work in a 
other persistent memory . Volatile media include dynamic network environment including a computer that is in com 
random access memory ( DRAM ) , which typically consti - 45 munication ( e . g . , via a communications network ) with one 
tutes the main memory . Transmission media include coaxial or more devices . The computer may communicate with the 
cables , copper wire and fiber optics , including the wires that devices directly or indirectly , via any wired or wireless 
comprise a system bus coupled to the processor . Transmis - medium ( e . g . the Internet , LAN , WAN or Ethernet , Token 
sion media may include or convey acoustic waves , light Ring , a telephone line , a cable line , a radio channel , an 
waves and electromagnetic emissions , such as those gener - 50 optical communications line , commercial on - line service 
ated during radio frequency ( RF ) and infrared ( IR ) data providers , bulletin board systems , a satellite communica 
communications . Common forms of computer - readable tions link , a combination of any of the above ) . Each of the 
media include , for example , a floppy disk , a flexible disk , devices may themselves comprise computers or other com 
hard disk , magnetic tape , any other magnetic medium , a puting devices , such as those based on the Intel® Pentium® 
CD - ROM , DVD , any other optical medium , punch cards , 55 or CentrinoTM processor , that are adapted to communicate 
paper tape , any other physical medium with patterns of with the computer . Any number and type of devices may be 
holes , a RAM , a PROM , an EPROM , a FLASH - EEPROM , in communication with the computer . 
any other memory chip or cartridge , a carrier wave as In an embodiment , a server computer or centralized 
described hereinafter , or any other medium from which a authority may not be necessary or desirable . For example , 
computer can read . 60 the present invention may , in an embodiment , be practiced 

Various forms of computer readable media may be on one or more devices without a central authority . In such 
involved in carrying data ( e . g . sequences of instructions ) to an embodiment , any functions described herein as per 
a processor . For example , data may be ( i ) delivered from formed by the server computer or data described as stored on 
RAM to a processor ; ( ii ) carried over a wireless transmission the server computer may instead be performed by or stored 
medium ; ( iii ) formatted and / or transmitted according to 65 on one or more such devices . 
numerous formats , standards or protocols , such as Ethernet Where a process is described , in an embodiment the 
( or IEEE 802 . 3 ) , SAP , ATP , BluetoothTM , and TCP / IP , process may operate without any user intervention . In 
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another embodiment , the process includes some human comparing said at least one profile identifier associated 
intervention ( e . g . , a step is performed by or with the assis with said client computer to said at least one profile 
tance of a human ) . identifier associated with said account ; 
As will be apparent to those skilled in the art , the various comparing the geographic area associated with the IP 

embodiments described above can be combined to provide 5 address of the client computer to the geographic area 
further embodiments . Aspects of the present systems , meth associated with the account ; 
ods and components can be modified , if necessary , to when said at least one profile identifier associated with 
employ systems , methods , components and concepts to said client computer is the same as said at least one 
provide yet further embodiments of the invention . For profile identifier associated with said account , permit 
example , the various methods described above may omit 10 ting access to said account ; 
some acts , include other acts , and / or execute acts in a when said at least one profile identifier associated with 
different order than set out in the illustrated embodiments . said client computer is not the same as said at least one 

profile identifier associated with said account , commu 
I claim : nicating with said client computer to determine if 
1 . A non - transitory computer - readable medium that stores 15 access to said account should be permitted ; 

instructions executable by one or more processors to per - denying access to said account , if said geographic area 
form a method for enhancing security between a client associated with said IP address is not the same as said 
computer and a software server , the method comprising : geographic area associated with said account or said at 

[ providing a software server ; ] least one profile identifier of said client computer is not 
[ providing ] communicating with a database , which is 20 the same as said at least one profile identifier associated 

accessible by the software server , said database com with said account [ ] ; and 
prising a record associated with an account , said notifying [ a law enforcement authority ] an administrator 
account associated with at least one profile identifier , of the IP address and at least one profile identifier of 
wherein said account is associated with a geographic said client computer , if said geographic area associated 
area , said software server receives a geographic area 25 with said IP address is not the same as said geographic 
associated with an [ IP ] Internet Protocol ( IP ) address area associated with said account and said at least one 
associated with said client computer , the software profile identifier of said client computer is not the same 
server comprises a security protocol , said security as said at least one profile identifier associated with said 
protocol indicating 1 ) which [ profile identifiers ] of at account . 
least one profile identifier of [ a ] the client computer 30 2 . The non - transitory computer - readable medium of claim 
must match ( those ] at least one profile identifier on [ a ] 1 , wherein said account is associated with biometric infor 
the client account and 2 ) how many [ profile identifiers ] mation related to a user . 
of at least one profile identifier of [ a ] the client com - 3 . The non - transitory computer - readable medium of claim 
puter must match [ those ) at least one profile identifier 2 , wherein said software server receives said biometric 
on [ a ] the client account , and the [ profile identifiers are ] 35 information from said client computer . 
at least one profile identifier is selected from the group 4 . A non - transitory computer - readable medium that stores 
consisting of : instructions executable by one or more processors to per 

a . [ CPU ] Computer Processing Unit ( CPU ) serial and / or form a method for enhancing security , the method compris 
model number [ : ] , ing : 

b . Motherboard serial and / or model number [ : ] , 40 providing an account ; 
c . Hard Drive serial and / or model number [ : ] , communicating with a database accessible by a software 
d . Admin ( SSID ) Service Set Identifier ( SSID ) or LUUID ) server having a security protocol for permitting access 

Universally Unique Identifier ( UUID ) provided by the to the account , the database comprising at least one 
operating system [ : ] , profile identifier associated with the account and a 

e . Manufacturer assigned computer system serial number 45 geographic area associated with the account ; 
and / or model number [ : ] , receiving from a client computer , by the software server , 

f . [ CD - ROM ] Compact Disk Read Only Memory ( CD at least one profile identifier associated with the client 
ROM ) , [ DVD - ROM ] Digital Versatile Disk Read Only computer and a geographic area associated with an 
Memory ( DVD - ROM ) or other internal mass media Internet Protocol ( IP ) address of the client computer ; 
storage device serial and / or model number [ : ] , 50 comparing the at least one profile identifier associated 

g . [ BIOS ] Basic Input Output System ( BIOS ) serial and / or with the client computer to the at least one profile 
model number [ : ] , identifier associated with the account ; 

h . [ MAC ] Media Access Control ( MAC ) address , comparing the geographic area associated with the IP 
i . Monitor serial and / or model number , address of the client computer to the geographic area 
j . [ RAM ] Random Access Memory ( RAM ) serial and / or 55 associated with the account ; 
model number [ : ] , wherein when the at least one profile identifier associated 

k . An universally unique identifier ( UUID ) or globally with the client computer is the same as the at least one 
unique identifier ( GUID ) associated with the client profile identifier associated with the account , permit 
computer or a vendor of the client computer , ting the client computer access to the account ; 

1 . BIOS Manufacturer , 60 wherein when the at least one profile identifier associated 
m . BIOS Release Date [ : ] , and with the client computer is not the same as the at least 
n . Vendor and Device ( IDs ] Identifiers ( IDs ) of all one profile identifier associated with the account , com 

installed [ PCI ] Peripheral Component Interconnect municating with the client computer to determine if 
( PCI ) devices on the client computer ; access to the account should be permitted ; 

receiving from the client computer , by the software 65 wherein when the geographic area associated with the IP 
server , at least one profile identifier associated with said address of the client computer is not the same as the 
client computer ; geographic area associated with the account and when 
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the at least one profile identifier associated with the 7 . The non - transitory computer - readable medium of 
client computer is not the same as the at least one claim 4 , wherein the database is accessible by the software 
profile identifier associated with the account , notifying server . 
an administrator ; 8 . The non - transitory computer - readable medium of 

wherein the at least one profile identifier associated with 5 claim 4 , wherein communicating with the database compris 
the account is selected from the group consisting of : a ing the at least one profile identifier associated with the 
Computer Processing Unit ( CPU ) serial number , a account and the geographic area associated with the 
CPU model number ; a motherboard serial number , a account , comprises : 
motherboard model number , a hard drive serial num registering the account with the at least one profile 

10 identifier associated with the account and the geo ber , a hard drive model number , an admin Service Set graphic area associated with the account . Identifier ( SSID ) provided by the operating system , an 9 . The non - transitory computer - readable medium of admin Universally Unique Identifier ( UUID ) provided claim 8 , wherein registering the account with the at least one by the operating system , a manufacturer assigned com profile identifier associated with the account and the geo puter system serial number , a manufacturer assigned assigney 15 graphic area associated with the account comprises auto computer system model number , a Compact Disk Read matically registering the account with the at least one profile 
Only Memory ( CD - ROM ) serial number , a CD - ROM identifier associated with the account and the geographic 
model number , a Digital Versatile Disk Read Only area associated with the account . 
Memory ( DVD - ROM ) serial number , a DVD - ROM 10 . The non - transitory computer - readable medium of 
model number , an internal mass media storage device 20 claim 4 , wherein the administrator is an administrator of the 
serial number , an internal mass media storage device software server . 
model number , a Basic Input Output System ( BIOS ) 11 . The non - transitory computer - readable medium of 
serial number , a BIOS model number , a Media Access claim 4 , wherein when the geographic area associated with 
Control ( MAC ) address , a monitor serial number , a the client computer is not the same as the geographic area 
monitor model number , a Random Access Memory 25 associated with the account or when the at least one profile 
( RAM ) serial number , a RAM model number , a univer identifier associated with the client computer is not the same 
sally unique identifier ( UUID ) associated with the as the at least one profile identifier associated with the 
client computer , a universally unique identifier ( UUID ) account , denying the client computer access to the account . 
associated with a vendor of the client computer , a 12 . The non - transitory computer - readable medium of 
globally unique identifier ( GUID ) associated with the 30 claim 11 , wherein notifying the administrator comprises 

notifying the administrator of the geographic area associ client computer , a globally unique identifier ( GUID ) ated with the client computer and the at least one profile associated with a vendor of the client computer , a BIOS identifier associated with the client computer . manufacturer , a BIOS release date , vendor and device 13 . A non - transitory computer - readable medium that 
Identipers ( IDS ) of an installed Feripheral component 35 stores instructions executable by one or more processors to 
Interconnect ( PCI ) devices on the client computer ; perform a method , the method comprising : 

wherein the at least one profile identifier associated with providing an account , wherein the account is associated 
the client computer is selected from the group consist with a user ; ing of : a CPU serial number , a CPU model number ; a providing a security protocol ; 
motherboard serial number , a motherboard model 40 communicating with a database ; 
number , a hard drive serial number , a hard drive model storing at least one profile identifier and a geographic 
number , an admin SSID provided by the operating location associated with the account on the database ; 
system , an admin UUID provided by the operating detecting an attempt to access the account by a computer ; 
system , a manufacturer assigned computer system determining at least one profile identifier associated with 
serial number , a manufacturer assigned computer sys - 45 the computer and a geographic location associated 
tem model number , a CD - ROM serial number , a CD with the computer ; 
ROM model number , a DVD - ROM serial number , a comparing the at least one profile identifier associated 
DVD - ROM model number , an internal mass media with the account to the at least one profile identifier 
storage device serial number , an internal mass media associated with the computer ; 
storage device model number , a BIOS serial number , a 50 comparing the geographic location associated with the 
BIOS model number , a MAC address , a monitor serial account to the geographic location associated with the 
number , a monitor model number , a RAM serial num computer ; 
ber , a RAM model number , a universally unique iden permitting the computer access to the account when 1 ) the 
tifier ( UUID ) associated with the client computer , a at least one profile identifier associated with the 
universally unique identifier ( UUID ) associated with a 55 account is the same as the at least one profile identifier 
vendor of the client computer , a globally unique iden associated with the computer and 2 ) the geographic 
tifier ( GUID ) associated with the client computer , a location associated with the account is the same as the 
globally unique identifier ( GUID ) associated with a geographic location associated with the computer ; 
vendor of the client computer , a BIOS manufacturer , a communicating with the user to determine if access to the 
BIOS release date , vendor and device IDs of all 60 account should be permitted when the at least one 
installed PCI devices on the client computer . profile identifier associated with the account is different 

5 . The non - transitory computer - readable medium of from the at least one profile identifier associated with 
claim 4 , wherein the account is associated with biometric the computer ; 
information related to a user of the account . reporting the at least one profile identifier associated with 

6 . The non - transitory computer - readable medium of 65 the computer and the geographic location associated 
claim 5 , wherein the software server receives said biometric with the computer to an administrator of the at least 
information from the client computer . one profile identifier when 1 ) the at least one profile 
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identifier associated with the account is different from the at least one profile identifier associated with the com 
the at least one profile identifier associated with the puter and 2 ) the geographic location associated with the 
computer and 2 ) the geographic location associated account is different from the geographic location associated 
with the account is different from the geographic loca with the computer comprises : 
tion associated with the computer ; 5 notifying the administrator of the at least one profile 

wherein said at least one profile identifier associated with identifier associated with the computer and the geo 
said account is selected from the group consisting of : a graphic location associated with the computer . 
Computer Processing Unit ( CPU ) serial number , a 15 . The non - transitory computer - readable medium of CPU model number ; a motherboard serial number , a claim 14 , further comprising communicating with the user to motherboard model number , a hard drive serial num - 10 confirm whether the user attempted to access the account ber , a hard drive model number , an admin Service Set with the computer when 1 ) the at least one profile identifier Identifier ( SSID ) provided by the operating system , an associated with the account is different from the at least one admin Universally Unique Identifier ( UUID ) provided 
by the operating system , a manufacturer assigned com profile identifier associated with the computer and 2 ) the 
puter system serial number , a manufacturer assigned 15 geographic location associated with the account is different 
computer system model number , a Compact Disk Read from the geographic location associated with the computer . 
Only Memory ( CD - ROM ) serial number , a CD - ROM 16 . The non - transitory computer - readable medium of 
model number , a Digital Versatile Disk Read Only claim 15 , further comprising : 
Memory ( DVD - ROM serial number , a DVD - ROM when the user confirms that the user attempted to access 
model number , an internal mass media storage device 20 the account with the computer : 
serial number , an internal mass media storage device permitting the computer access to the account , and 
model number , a Basic Input Output System ( BIOS ) storing the at least one profile identifier and the geo 
serial number , a BIOS model number , a Media Access graphic location associated with the computer on the 
Control ( MAC ) address , a monitor serial number , a database as another at least one profile identifier and 
monitor model number , a Random Access Memory 25 another geographic location associated with the 
( RAM ) serial number , a RAM model number , a univer account ; 
sally unique identifier ( UUID ) associated with the when the user does not confirm that the user attempted to 
client computer , a universally unique identifier ( UUID ) access the account with the computer : 
associated with a vendor of the client computer , a suspending the account , and 
globally unique identifier ( GUID ) associated with the 30 notifying the administrator . 
client computer , a globally unique identifier ( GUID ) 17 . The non - transitory computer - readable medium of 
associated with a vendor of the client computer , a BIOS claim 13 , wherein the security protocol is configured to 
manufacturer , a BIOS release date , vendor and device permit the computer access to the account when 1 ) the at 
Identifiers ( IDs ) of all installed Peripheral Component least one profile identifier associated with the account is the 
Interconnect ( PCI ) devices on the client computer ; 35 same as the at least one profile identifier associated with the 

wherein said at least one profile identifier associated with computer and 2 ) the geographic location associated with the 
said client computer is selected from the group con account is the same as the geographic location associated 
sisting of : a CPU serial number , a CPU model number ; with the computer , said security protocol indicating : 
a motherboard serial number , a motherboard model which of the at least one profile identifier associated with 
number , a hard drive serial number , a hard drive model 40 the computer must match the at least one profile 
number , an admin SSID provided by the operating identifier associated with the account , and 
system , an admin UUID provided by the operating a number of the at least one profile identifier associated 
system , a manufacturer assigned computer system with the computer which must match the at least one 
serial number , a manufacturer assigned computer sys profile identifier associated with the account . 
tem model number , a CD - ROM serial number , a CD - 45 18 . The non - transitory computer - readable medium of 
ROM model number , a DVD - ROM serial number , a claim 13 , wherein determining the geographic location 
DVD - ROM model number , an internal mass media associated with the computer , comprises : 
storage device serial number , an internal mass media determining an IP address associated with the computer ; 
storage device model number , a BIOS serial number , a and 
BIOS model number , a MAC address , a monitor serial 50 determining the geographic area associated with the 
number , a monitor model number , a Identifiers RAM computer from the IP address associated with the 
serial number , a RAM model number , a universally computer . 
unique identifier ( UUID ) associated with the client 19 . A non - transitory computer - readable medium that 
computer , a universally unique identifier ( UUID ) asso - stores instructions executable by one or more processors to 
ciated with a vendor of the client computer , a globally 55 perform a method , the method comprising : 
unique identifier ( GUID ) associated with the client registering an account associated with a user , wherein the 
computer , a globally unique identifier ( GUID ) associ account is associated with at least one profile identifier 
ated with a vendor of the client computer , a BIOS and a geographic location ; 
manufacturer , a BIOS release date , vendor and device determining a geographic location associated with a 
IDs of all installed Peripheral Component Interconnect 60 computer attempting to access the account ; 
PCI devices on the client computer . providing a security protocol for permitting access to the 

14 . The non - transitory computer - readable medium of account , wherein the security profile determines at 
claim 13 , wherein the reporting the at least one profile least one profile identifier associated with the computer 
identifier associated with the computer and the geographic attempting to access the account which must match at 
location associated with the computer to the administrator 65 least one profile identifier associated with the account ; 
of the at least one profile identifier when 1 ) the at least one determining at least one profile identifier associated with 
profile identifier associated with the account is different from the computer attempting to access the account ; 
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comparing the at least one profile identifier associated 
with the account to the at least one profile identifier 
associated with the computer ; 

comparing the geographic location associated with the 
account to the geographic location associated with the 5 
computer ; 

permitting the computer access to the account when 1 ) the 
at least one profile identifier associated with the 
account is the same as the at least one profile identifier 
associated with the computer and 2 ) the geographic 10 
location associated with the account is the same as the 
geographic location associated with the computer ; 

denying the computer access to the account when the at 
least one profile identifier associated with the account 
is not the same as the at least one profile identifier 15 
associated with the computer ; 

communicating with the user or computer to determine if 
access to the account should be permitted when the at 
least one profile identifier associated with the account 
is not the same as the at least one profile identifier 20 
associated with the computer ; 

notifying an administrator when 1 ) the at least one profile 
identifier associated with the account is different from 
the at least one profile identifier associated with the 
computer and 2 ) the geographic location associated 25 
with the account is different from the geographic loca 
tion associated with the computer ; 

wherein said at least one profile identifier associated with 
said account is selected from the group consisting of : a 
Computer Processing Unit ( CPU ) serial number , a 30 
CPU model number ; a motherboard serial number , a 
motherboard model number , a hard drive serial num 
ber , a hard drive model number , an admin Service Set 
Identifier ( SSID ) provided by the operating system , an 
admin Universally Unique Identifier ( UUID ) provided 35 
by the operating system , a manufacturer assigned com 
puter system serial number , a manufacturer assigned 
computer system model number , a Compact Disk Read 
Only Memory ( CD - ROM ) serial number , a CD - ROM 
model number , a Digital Versatile Disk Read Only 40 
Memory ( DVD - ROM ) serial number , a DVD - ROM 
model number , an internal mass media storage device 

serial number , an internal mass media storage device 
model number , a Basic Input Output System ( BIOS ) 
serial number , a BIOS model number , a Media Access 
Control ( MAC ) address , a monitor serial number , a 
monitor model number , a Random Access Memory 
( RAM ) serial number , a RAM model number , a univer 
sally unique identifier ( UUID ) associated with the 
client computer , a universally unique identifier ( UUID ) 
associated with a vendor of the client computer , a 
globally unique identifier ( GUID ) associated with the 
client computer , a globally unique identifier ( GUID ) 
associated with a vendor of the client computer , a BIOS 
manufacturer , a BIOS release date , vendor and device 
( IDs ) of all installed Peripheral Component Intercon 
nect ( PCI ) devices on the client computer ; 

wherein said at least one profile identifier associated with 
said client computer is selected from the group con 
sisting of : a CPU serial number , a CPU model number ; 
a motherboard serial number , a motherboard model 
number , a hard drive serial number , a hard drive model 
number , an admin SSID provided by the operating 
system , an admin UUID provided by the operating 
system , a manufacturer assigned computer system 
serial number , a manufacturer assigned computer sys 
tem model number , a CD - ROM serial number , a CD 
ROM model number , a DVD - ROM serial number , a 
DVD - ROM model number , an internal mass media 
storage device serial number , an internal mass media 
storage device model number , a BIOS serial number , a 
BIOS model number , a MAC address , a monitor serial 
number , a monitor model number , a RAM serial num 
ber , a RAM model number , a universally unique iden 
tifier ( UUID ) associated with the client computer , a 
universally unique identifier ( UUID ) associated with a 
vendor of the client computer , a globally unique iden 
tifier ( GUID ) associated with the client computer , a 
globally unique identifier ( GUID ) associated with a 
vendor of the client computer , a BIOS manufacturer , a 
BIOS release date , vendor and device IDs of all 
installed PCI devices on the client computer . 

* * * * * 


