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Abstract:

A system and method for handling Voice over Internet Protocol (V ol P) traffic flows on a computer
network, and, in particular, encrypted Vol P traffic flows. The method including: collecting traffic
flow data with respect to an IP session; collecting parameters associated with the IP session;
determining whether the |P session is a Vol P session; correlating IP sessions having similar
parameters to the collected parameters; and creating at least one Internet Protocol Detail Record
(IPDR) or Call Detail Record (CDR) based on the correlated IP sessions. The system including: a
collection module configured to collect traffic flow data; an analysis module configured to determine
parameters and determine whether the P session is a VoIP session; and a correlation module
configured to correlate IP sessions having similar parameters; and create at least one Internet
Protocol Detail Record {IPDR) or Call Detail Record {CDR) based on the correlated IP sessions.



SYSTEM AND METHOD FOR CLASSIFYING AND HANDLING
VOICE OVER IP TRAFFIC

RELATED APPLICATION
[0001] The present disclosure claims benefit to U.S. Provisional Patent Application
No. 63/084745 filed September 29, 2020, which is hereby incorporated in its entirety herein.

FIELD

[0002] The present disclosure relates generally to classifying and handling of
computer network traffic. More particularly, the present disclosure relates to a system and
method for classifying and handling of Voice over Internet Protoccl (VolP) traffic, including

when encrypted.

BACKGROUND
[0003] Internet Data traffic continues to grow and is becoming increasingly encrypted
in nature, with over 50% of internet traffic already encrypted and the number rising to 80% in
developed markets. Advanced encryption protocols such as TLS 1.3, Encrypted SNI and
Encrypted DNS are either being adopted now or will be widely adopted in the near future. At
the same time, network operators continue to need to understand what applications and
services are being transmitted over the network(s) they operate in order to perform a variety
of tasks, such as, but not limited, to ensuring guality of experience, congestion management,
advanced data services and billing and charging related services including data fraud
detection. In the face of increased encryption, accurately identifying the services in use is a
challenge.
[0004] Meta data (data points} such as IP addresses, hostnames, SNI {Server Name
Identification), SSL Certificate information, DNS records and HTTP User Agents are
traditionally used to allow network operators to classify applications and services. However,
with encrypted traffic, some or all of these data points may not be available.
[0005] As such, there is a need for an improved system and method for classifying
and handling VolP netwark traffic, including encrypted VolP traffic.
[0006] The above information is presented only tc assist with an understanding of the
present disclosure. No determination has been made, and no assertion is made, as to
-1-
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whether any of the above might be applicable as prior art with regard to the present

disclosure.

SUMMARY

[0007] In a first aspect, there is provided a method for classifying and handling Voice
Over Internet Protocol (VolP) traffic flows on a computer network, the method including:
collecting traffic flow data with respect to an IP session; collecting parameters associated
with the IP session; determining whether the IP session is a VolP session; correlating IP
sessions having similar parameters to the collected parameters of the VolP session; and
creating at least one Internet Protocol Detail Records (IPDR}) or Call Detail Records {CDR)
based on the correlated IP session parameters.

[0008] In some cases, the method may further include: storing the parameters
associated with the VolP session; receiving a request, from a third party device, to query the
stored records based on a parameter of interest; querying the stored parameters to
determine at least one record matching with the parameter of interest; and providing any
results that match the parameter of interest, to the third party device.

[0009] In some cases, the traffic flow may be an encrypted traffic flow.

[0010] In some cases, if there is more than one recording matching the parameter of
interest, the method may provide an indication that a plurality of records match the parameter
of interest.

[0011] In scme cases, the parameters may include subscriber attributes, call start
time, call end time and application type.

[0012] In some cases, a record is determined to be a match if the call start time and
call end time are within a predetermined time interval of each other.

[0013] In some cases, the predetermined time interval is based on a latency metric of
the network.

[0014] In some cases, the third party device may be asscciated with a law
enforcement authority.

[0015] In some cases, storing the parameters associated with the VolP may include
consolidating raw data to generate normalize the data.

[0016] In some cases, the method may further include, determining a confidence
level of the created record.
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[0017] In some cases, the IP sessions may originate from the same jurisdiction.
[0018] In another aspect, there is provided a system for classifying Voice Over
Internet Protocol {VolP)} traffic flows on a computer network, the system including: a
collection module configured to collect traffic flow data with respect to an IP session; an
analysis module configured collect parameters associated with the IP session to determine
whether the IP session is a VolP session; and a correlation module configured to correlate IP
sessions having similar parameters to the collected parameters of the VolP session; and
create at least one Internet Protocol Detail Records {IPDR) or Call Detail Records (CDR)
based on the correlated IP session parameters.

[0019] In some cases, the analysis module may further be configured to determine
whether the traffic flow is an encrypted traffic flow.

[0020] In some cases, the system may further include: a memory component
configured to store the parameters associated with the VolP session; and a query module
configured to receive a request, from a third party device, to query the stored records based
on a parameter of interest, query the stored parameters to determine at least one record
matching with the parameter of interest; and provide any results that match the parameter of
interest, to the third party device.

[0021] In some cases, the query module may be configured to provide an indication
that a plurality of records maltch the parameter of interest if there is more than one record
matching the parameter of interest.

[0022] In some cases, the parameters may include, subscriber attributes, IP
addresses, flow bitmasks, call start time, call end time and application type.

[0023] In some cases, a record may be determined to be a match if the call start time
and call end time are within a predetermined time interval of each cther.

[0024] In some cases, the predetermined time interval may be based on a latency
metric for the network.

[0025] In some cases, the third party device may be asscciated with a law
enforcement authority.

[0026] In some cases, the IP sessions may originate from the same jurisdiction.
[0027] In some cases, the analysis module may be configured to consolidate raw data to

generate normalize the data.
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[0028] In some cases, the correlation engine may be further configured to determine a
confidence level of the created record.

[0029] Other aspects and features of the present disclosure will become apparent to
those ordinarily skilled in the art upon review of the following description of specific

embodiments in conjunction with the accompanying figures.

BRIEF DESCRIPTION OF FIGURES

[0030] Embocdiments of the present disclosure will now be described, by way of
example only, with reference to the attached Figures.

[0031] Fig. 1 is a table illustrating the delta visibility between traditional voice and

encrypted VolP;

[0032] Fig. 2 is a table illustrating the delta visibility between Domestic and
International voice and encrypted VolP;

[0033] Fig. 3 illustrates a VolIP call in an example scenario;

[0034] Fig. 4 is a table illustrating call attributes that may be available in the Internet

Protocol Detail Record;

[0035] Fig. 5 illustrates a system for classifying VolP calls according to an
embodiment;

[0036] Fig. 6 illustrates a metheod for classifying VolP calls according to an
embodiment;

[0037] Fig. 7 illustrates a system for classifying VeolP in a network environment,

according to an embodiment;

[0038] Fig. 8 illustrates a method for Front-End processing to obtain IPDRs according
to an embodiment;

[0039] Fig. 9 is a table showing parameters determined at the control plane for both
fixed and mobile users;

[0040] Fig. 10 is a flowchart illustrating a method of querying the system according tc
an embodiment; and

[0041] Fig. 11 is a flowchart illustrating a method for correlating records according to

an embodiment.

DETAILED DESCRIPTION
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[0042] Generally, the present disclosure provides a method and system for
classifying/determining and handling of Voice cver Internet Protocol (VolP) calls in a
computer network. In particular, the system is configured to collect traffic flow data and to
determine traffic flows related to VoIP calls. For traffic flows related to VolP calls, the system
may determine various parameters or information associated with the call. The system is
configured to correlate calls, based on the determined parameters, including, for example,
the start time and duration of the VolIP call. The system may also receive queries or requests
with respect to a particular user or a particular call from, for example, a legal authority or law
enforcement agency. The system is configured to query the stored call information and
provided for a matching record if a matching record exists in the database or storage
associated with the system. In scme cases, the system may provide a plurality of records
when a plurality of records match a guerying parameter of interest.

[0043] There has been a large shift in the course of the last decade from standard voice
telephony {voice calls and SMS)} towards voice over IP services (Voice and Video over IP,
messaging). As content being sent over computer networks is frequently encrypted, the
content is hidden from conventicnal types of interception used in network management
{(sometimes called “lawful interception”). Conventionally, a focus for lawful interception has
been on reconstruction of unencrypted data and solutions available in the market may only
provide visibility on a protocol identification level. Application control plane and content itself
may not be visible, for example, end to end encrypted, which may be enabling malicious
people to engage in easy ways to communicate without being noticed, for example, by law
enforcement agencies {LEAs) or the like.

[0044] Encrypted text and voice/video platforms are toocls that many people use to
communicate these days, and it is expected the trends will continue.

[0045] In conventional voice networks, within the control plane, intelligence sclutions were
able to identify parties involved in the call, with additional call metadata, cell tower details,
codecs, call duration, call scenario, and the like. With visibility inside described data set,
intelligence platforms enabled analysts to identify via user-friendly interfaces communication
end points, location whereabouts, relationship analysis and other analytics with respect to
the phone call. Those details were able to be used for investigations by network operators,
LEAs or the like.
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[0046] Generally, when a user makes a voice call over an encrypted channel, for example
WhatsApp™, or the like, the call related metadata as being part of the application, is
generally encrypted. When the traffic is inspected over the wirg, it will generally reveal only
IP addresses of the user and OTT application server details outside of the country, and count
the amount of data for complete application {(mixture of voice, messaging, file sharing,
browsing). With such poor granularity for conventional metadata extraction, it has become
challenging to generate useful information and to differentiate voice calls from variocus other
types of data, including application data.
[0047] With encryption, many of the solutions available do not have access to or the ability to
extract and generate Call Detail Records {CDRs} for encrypted voice calls, and for that
reason, existing solutions may be considered blind in this area. As a result, encrypted
communication services analysis may be limited to an applicaticn usage and time statistics,
which may be the only aspects that are as visible within the existing conventional solutions.
[0048] Generally, without understanding various data, such as, at what time a call occurred,
over an encrypted channel, it is difficult to produce any information about the call itself.
Figure 1 is a table that illustrates the delta visibility between traditional voice and encrypted
VolP.
[0049] With data and voice being mixed over IP communication channels, traditional
approaches are often unable to pinpoint the event of the call itself, differentiate between text,
file transfer, note, and the like. Traditional approaches may not have the ability to measure
call duration, start and stop timestamps, directicnal flow bitmasks, or cther aspects of a call.
IP sessions, when encrypted, may only provide visibility in terms of header data up to layer 4
plus protocol classification. When focusing on IP addresses, if those are not specifically
assigned to the end users, it is difficult to understand who may be involved in the
communication.
[0050] In a simplified scenario, when two devices communicate over the same network, and
there are known |P addresses for each device, layer 3 header {IP) can reveal devices
involved in communication. However, currently, voice over IP services {Over the top (OTT))
work in more complex envirchments, where communication is relayed over server nodes,
and IP sessions often have server IP addresses as destinations. Frequently, the other side of
a call is hidden behind the server node, and the recipient IP address will not be visible as
their communication is not direct from an IP perspective. IP sessions with available
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unencrypted information for voice over IP for OTT do not tend to have information about the
call nor the other party involved in the call.
[0051] Embediments of the system and method detailed herein are intended to not only
identify a call over encrypted IP channels, but alsc to produce as an end result consolidated
CDRs that can be used by, for example, law enforcement agencies on targeted identities. It
is intended that the CDR provide for data containing both parties of the call, time details, as
well as the callers respective locations, with those attribute sets often being considered
important to the targeted group of customers, such as the law enforcement agencies. At the
same time, it is helpful to protect regular users from their data being exploited or misused in
any way.
[0052] As such, embodiments of the system and method are intended to extract data of
interest by identifying voice call behavior cver encrypted service and collecting relevant
parameters. Further, embodiments are intended to provide for data correlation and analytics
and are intended to correlate and visualize the data in order tc generate useful intelligence.
[0053] Embecdiments of the system and method are intended to extract data and provide for
machine learning and heuristics to take advantage of the available data and create extra
value that is not available by relying on protocol signatures. When extracting the data, the
system and method may focus on understanding the data and generating precise records
when a call is being placed over the encrypted channel, together with call dynamics collected
over time. Embodiments of the system and method are intended to provide for relationship,
location and anomaly analysis.
[0054] Figure 2 is a table illustrating various capabilities related to different call scenarios,
which are detailed herein. In some scenarios, where none of the call data passes through the
traffic inspection elements and is routed internally, there may still be little to no visibility into
the caller information. In other scenarios, it might be possible to identify the country
information, for example, for an cutside party. Further, principles detailed herein may provide
for identifying situations wherein several people make the OTT voice over IP call in the
approximate same time, using same service, and closing the call at the approximate same
time. Each party will generate their own set of data, and when correlation takes place, it may
result in false positives, as all call parties will be valid CDR candidates. Another example
where more than two parties can present matching data for the correlation can be
conference call. These outcomes are managed separately as detailed herein.

-7-
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[0055] Embodiments of the system and method are configured to map to at least one
Internet Protocol Detail Records (IPDR) as it will be understood that IP is used to establish
each leg of a call. From the mapped IPDRs, the system and method are intended to
determine call attributes as detailed herein. The system may be deployed inline, and collect
data as the fraffic flow is ongoing, or may be offline and may receive data from a network
device to be analyzed and correlated after the traffic flow has been completed. In some
cases, the system may also support data replay or being fed data collected from a third party
solution or network device.
[0056] Figure 3 illustrates a VolIP call in an example scenario. User A 10 may initiate a call,
establishing a new connection to the OTT application server 12 inside or outside User A’s
region. Based on the infarmation provided, potentially other OTT server 14 will initiate the call
towards User B 16. Once acknowledged, User A and User B will be connected via servers,
and dedicated connections will be active during the call. Upon call closure, the servers may
generate two or more records (for example, two IPDRs), where one record contains User A
calling the outside server details, and the second would be outside server calling User B.
Both records are intended to be stored within a data server or other memory component. In
cases where either the calling or receiving party is out of the network subscriber region, a
single consolidated record may be generated. Figure 4 is a table illustrating call attributes
that may be available in the IPDR. The values of these attributes may be determined by the
system, for example, during post preocessing. Location and identities are values that may
include further analysis once the call has been completed.
[0057] In order to generate a desired output, a signature based deep packet inspection may
not be sufficient. Deep packet inspection based on signatures may not be able to
differentiate different types of the encrypted traffic (for example, voice, text, file share or the
like). The system and method detailed herein may benefit from technigues such as machine
learning and flow behavior analysis since sub classification of encrypted data may depend on
understanding flow characteristics and session dynamics.
[0058] In at least some embodiments, behavioral correlation allows the system to provide
traffic classification to link together associated flows spanning a plurality of protocols. As a
simple example, consider a DNS request for YouTube ™, followed by an SSL exchange to
known YouTube™ servers. If these are the only two flows observed during a particular
period, then it can be stated with very high confidence that these flows are related. If there
-8 -
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are many flows happening concurrently, as is more likely the case, then correctly assocciating
related flows becomes significantly more challenging. When it comes to machine learning,
the system and associated network devices use supervised machine learning models that
may be, for example, pre-trained in-house and validated for accuracy. These proprietary
meodels and techniques are built upon a variety of different flow parameters, which would be
understood in the art. Employing these technigques, the system is able not only to broadly
classify encrypted traffic into categories (for example, Web Browsing, Video Streaming,
VolP, and the like.} and classify unique applications within categories (for example,
Facebook™ vs. Instagram™, WhatsApp™ vs. Lime™, Netflix™ vs. YouTube™, and the
like). These techniques are intended to be used even when the traffic is encrypted and ESNI
is in use.
[0059] Figure 5 illustrates an embodiment of a system 100 for classifying Voice over
IP traffic flows. The system includes a collection module 110, an analysis module 120, a
correlation engine 130, a query module 140, at least one processor 150 and at least one
memory compecnent 160. The system is generally intended to reside on the core network but
may be distributed and may be inline with the traffic flow or may be offline and receive data
from ancther network device. The modules, including the processor 150 and memory 160,
are in communication with each other but may be distributed over various network devices or
may be housed within a single network device. The processor may be configured to retrieve
stored instruction from the memory 160 and execute the instructions that provide for the
functionality of the modules. The system 100 is intended to receive information from the
computer network equipment that allows the system to determine traffic flow metrics,
including deep packet inspection data such as application type, session metrics (for example,
timestamps, bitmasks and the like) and the like.
[0060] The collection module 110 is configured to collect various traffic metric measurements
associated with a traffic flow and an IP session of a subscriber. The collection module 110
may further be configured to determine subscriber data associated with the IP session, for
example, MSISDN, IMEI, IMSI/ ADSL username, or the like and may further collect data
such as client IP address, server IP address, port number, location data, incoming and
outgoing bitmasks, and the like. Incoming and outgoing bitmasks of a flow is intended to be
reviewed on either side of a record to determine whether the incoming data in one record
appears to be similar in such that it provides a match to the outgoing data of the second side
-9-
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of a record. The collection module 110 is intended to collect this information on encrypted
data flows to determine the VolIP traffic flows. Every VoIP Over The Top {OTT) call is
intended to generate 4 separate detail records about the data streams, incoming and
outgoing patterns for both sides of the call. From the perspective of a single side, there is
incoming and outgoing streams that may be used when data bitmasks are compared for
correlation purposes.

[0061] The analysis module 120 is configured to determine further traffic session metrics
{(sometimes referred to as parameters) associated with the IP session. Additional raw data
records associated with call activity may be used in order to normalize call attributes and
generate consolidated single side call record that may be used for correlation as detailed
herein. The raw data records may include detailed information about at least some of the
traffic session parameters including, for example, application, time, flow bitmasks and the
like. The analysis module 120 may determine protocol or application of the traffic flow and
may be configured to store data associated with traffic flows that match VolP parameters and
disregard other flows. In some cases, the analysis module 120 may disregard non-encrypted
VolIP traffic flows as it is the encrypted VolP traffic flows where determining correlations have
been shown to be more difficult. In some cases, the analysis module may further determine a
start time and end time of the traffic flow. In some cases, the analysis module may further
consolidate the raw data which is intended to provide normalized data to be used for
correlation of the records as detailed herein.

[0062] The correlation engine 130 is configured tc determine correlations between IP
sessions. The correlation engine 130 is configured to determine matching or correlated
Internet Protocol Detail Records (IPDRs) to provide for a single Call Detail Record {CDR) as
detailed herein. In some cases, the correlation engine 130 may find one to none, one to one
or one to many relationships for IPDRs. In some cases, the correlation engine 130 may be
configured to determine a confidence level asscciated with the correlation based on for
example, the matched parameters such as time stamps or bitmasks.

[0063] The query module 140 is configured to perform queries for particular CDRs or
for flagged subscribers based on data received by a law enforcement agency or other legal
authority. The query module 140 may search or review the records stored in a memory

component to determine whether any CDRs or IPDRs meet the criteria in the query.
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[0064] Figure 6 illustrates a method for classifying Voice over IP calls according to an
embodiment. At 205, the collection module is configured to collect traffic flow data with
respect to an IP session. The collection module 110 is further configured to collect data
related to the subscriber, the location and other available parameters of the IP session that
may not be encrypted. At 210, the analysis module 120 is configured to determine whether
the IP session is a call or other type of IP activity. The analysis module 120 is configured to
determine protocol and data flow to determine whether the traffic flow is more likely to be a
call or other activity. The analysis module may determine whether an encrypted traffic flow is
likely to be a VolP traffic flow given the IP activity and traffic flow parameters. The analysis
medule may consolidate any raw data in crder to generate normalize data used for the
correlations.
[0065] At 215, the correlation engine 130 is configured to determine matching or correlating
IP sessions in order to have both sides of the call. In some cases, the correlation engine 130
may determine the other side of the call. In other cases, there may be a plurality of possible
options for the second side of the call. In still other cases, there may not be a second record
available, as detailed herein. In some cases, the correlation engine 130 may provide a
confidence estimate or level based on the perceived accuracy of any correlation.
[0066] At 220, the guery module 140 may receive or have stored a query with respect to call
parameters. The query module 140 may be configured to search the records, as detailed
herein, in order to determine whether there is any CDRs that match the query parameters. At
225, the query module 140 may provide or transmit at least on CDR that matches the guery
parameters.
[0067] Embcdiments of the system and method detailed herein are intended to provide for
inspection of a region or country’s data, which is intended to maximize the results. In some
cases, subscriber mapping may be provided on a country level. Mapping between cell IDs
{and preferably DSLAM location} and gec coordinates for various service providers in the
country may be provided by the system and method. On a high level, embodiments of the
system and method are configured to process all the data and extract records that match the
following ruleset:

e Protocol = Targeted OTT Application(s)

¢ Activity = Voice call

-11 -
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[0068] Once the system determines that the criteria to generate a record are met, at least
one record may be generate at the end of the call and may contain at least some of the
following information:

* Protocol

» Timestamps

e Client IP address

e Server IP address

e Port numbers
Identities (MSISDN, IMEI, IMSI) ADSL username (which is not
registered OTT application number)
Location {Cell ID or DSLAM)

Amount of data {incoming and outgoing packets/octets)

s Flow Bitmasks

e and the like.
Other details may be added or stored based on available flow attributes.
[0069] Exiracted fields may be a combination of the details collected from both control and
data plane associated with the traffic flow and may be extracted from encrypted traffic flows.
Depending on the user management protocol, the system is configured to be capable of
extracting attributes linked to a specific identity {for example, mobile number, APN,
connecting node, cell ID, of the like). IP address may alsc be considered an identity attribute
as well as a key piece of information that links control and data plane. Based on this key
value (IP address) all sessions in the data plane can be linked to all associated attributes for
the subscriber holding IP address on the control plane. In a more challenging envircnment,
data plane might be processing the flows after NAT (Network Address Translation), hiding
original IP address assigned to a subscriber in order to preserve |P address space. If control
plane management is added NAT logs in real time, the system is intended to be capable of
identifying the owners (subscribers) for each IP flow passing data plane even in post NAT
environment.
[0070] Records are generally generated for all calls identified on processed data, and stored
in a database. The system may be configured to include a specific IPDR generation ruleset

granularity to enable front-end to generate records only for a very specific fine-tuned criteria.
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This is important variable when it comes to back-end scalability and elimination of irrelevant
data and noise. It is intended, with the ability tc extract useful information and disregard the
additional noise or irrelevant data, the system is intended to offer more optimized back-end
design and reduce the required resources needed. In some cases, in order to minimize the
footprint needed to store the data, there may be several stages of normalization introduced
for the raw extracted data.
[0071] Figure 7 illustrates an embodiment of the system in an inline mode. The system 100
may sit inline with the subscriber 20 and may collect and review data between the subscriber
and the internet 22, for example reviewing social media, web surfing, streaming video, VoIP
calling and the like. The system 100 may be operatively connected to a raw data buffer 24 or
other memory or data store and may praovide for storing the IPDRs. The system 100 may
further map the IPDRs to the subscriber in view of the subscriber traffic as detailed herein.
Further, an LEA 26 may gquery the system based on post processing and correlations as
detailed herein to determine or receive a CDR based on the mapped and correlated IPDRs.
In some cases, the system 100 may generate reports to be transmitted to or otherwise sent
tc be reviewed by an LEA in the case where there is mapping to known criminal elements,
persons of interest, or otherwise flagged data. In some cases, the data may be presented or
displayed in a visual format to provide detail to the LEA with respect to the CDR data.
[0072] The system may determine various scenarios when generating or reviewing and
searching CDRs. In some cases, for queried criteria both parties of the call may be
successfully identified and CDR may have all fields populated for both {ldentities —
MSISDN/IMSI/IMSI, lccation — CelllD/DSLAM, protocol — OTT app, duration in seconds, and
the like). In other cases, for queried criteria only one side cf the call may be identified (single
IPDR without matching second leg). The system may provide information that queried
parameter found a match and partial output is presented containing only single party
metadata {Identity — MSISDN/IMSI/IMSI, location — CelllD/DSLAM, protocol — OTT app,
duration in seconds} — for example, internaticnal call. In another cases, for queried criteria
multiple IPDRs matched the correlation process, and system may not be able to distinguish
which are parties in a single call (only two sides possible or conference). The system may
provide for output to show all possible combinations that could have happened (with queried
criteria being involved as at least one side of the call}, however, makes a clear differentiation,
that all these scenarios represent a single call, and it may not be clear as to which parties are
-13-
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in the particular call. CDRs generated by this scenario may be flagged or otherwise identified
in order to differentiate these results from the match that may have been found in other
cases. Further, in some cases, no IPDR record may contain any information matching
queried criteria. Based on the confidence and matched variables, the system, and in
particular the correlation engine, may be configured to distinguish different confidence factors
related to the accuracy of any correlaticn (for example, time compared to bitmask)
[0073] Figure 8 is a flow chart for an embodiment of a method 300 for Front-End processing
tc obtain IPDRs where each represents a single leg (half) of the VOIP call. In some cases,
there may be input from both the data plane and the control plane.
[0074] For the control plane input, service providers within the jurisdiction or country may
follow certain procedures and protocols to manage their subscribers. Every device
connecting to a network, requesting a certain service has a set of identities which may be
used to uniguely determine ownership (for example, MSISDN} and many other details such
as device itself {for example, IMEI)}, location {for example, Cell ID) and the like. As the
system and methed are intended to be focused on OTT voice over IP services, the system
may differentiate between two general sets of subscribers: fixed and mobile users. Various
parameters determined or retrieved from the control plane, at 305, for both fixed and mobile
users are shown in figure 9. These parameters may be retrieved from encrypted traffic flows.
It will be understood that control plane data is not intended to be required for correlation. In
some cases, the correlation process may be completed on an IP level and any result may be
a more abstract CDR with |P address as identities.
[0075] Embodiments of the system are intended to provide clear representation when it
comes to the location. In particular, the system is intended to clearly pin a location of a
subscriber on a map via address or cocrdinates. There are various protocols used for
subscriber management (for example: RADIUS, DHCP, CGNAT logs, fixed IP assignments
and the like}. The system is intended to provide for subscriber awareness and various
subscriber management methods may be used to provide insight into a subscriber
associated with each IP session on the data plane. Additionally, subscriber data may be
enriched by data collected by 3rd party systems (for example, dedicated location tracking
solution, IMEI database, or the like}.
[0078] Further input may be received from the data plane, at 310. At 315, the control and
data plane data may be correlated. Generally, complete IP traffic for the entire network {for
-14 -
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example, the country} is processed by enhanced deep packet inspection elements. Every
session may be checked against targeted application with voice traffic flow behavior, using
inspection technigues covering wide range of described options: signatures, behavior
analysis, machine learning and the like, at 320. Once matched, at 325, the system may
generate output as a single message with main parameters as follows:

e Application name

e |dentities

» Location

» Start timestamp

» Stop timestamp

* Amount of data exchanged

e Bitmasks

e or the like.
[0077] Generated raw data over a plurality of records may be consolidated as part of unigue
call information into a single side record.
[0078] At 330, the system is configured to store each IPDRs over a pre-defined retention
period, which may be defined by the service operator, by a law enforcement agency, or the
like. When a guery is executed, the correlation engine 130 is intended to search for IPDRs
containing queried parameter.
[0079] The system may be configured to receive a query to identify all call records specific
for a person of interest even if the person is availing themselves of OTT voice over IP. The
system and method is intended to provide authorities the ability to investigate, track
suspects, or generate new leads.
[0080] Figure 10 illustrates an embodiment of a method 400 for querying the system for
classifying VolP traffic flows. When the system is queried, the query module will start with
any information related to a specific identity, for example, a person or location of interest and
time, or the like, at 405. Time can be specified in general as a full retention pericd, but may
also be a fine tuned option for more specific time windows. In a specific example, a guery
may be associated with a phcne number — MSISDN, as to get the answer: “Who are
MSISDNs targeted MSISDN talked to, as they could be involved in a maliciocus activity and

part of investigation?”
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[0081] In some cases, a person of interest can be represented as a device, mobile number,
ADSL username, cell ID, IP address, or any other information retrieved from the control
plane or otherwise depicting a person of interest, which can be received by the system as
input. Once at least one query parameter, or parameter of interest is defined, the system is
intended to search through the database, at 410, in order to see are there any records
matching queried parameters, at 415. In case there are 0 records, that would suggest there
was no activity for targeted identity within specified time period, meaning suspect did not
make any calls at all and there will be no matching CDRs and no output will be delivered, at
420.
[0082] If record matching queried criteria is found, that would suggest, there was an activity
of interest, and a call may have been made, at 425. This record now has to be compared, via
for example, correlation criteria, against other records in order to identify who was other side
of the call. In a specific example, a user may have an MSISDN=12345678 and makes a call
over OTT voice application A at 08:00:00am with call duration of 1 minute. The system is
intended to now inspect all records generated within a predetermined time interval, for
example. between 07:59:50 and 08:00:10 for application A. There are many records
available for suggested time slot, however, it is expected if general prerequisites are met,
there will be a record generated 08:00:01 with exact same duration of 1 minute. Small drift in
time can be caused by network latency. It will be understood that the system is intended to
have a much higher granularity than second range.
[0083] In scme cases, there may be no records that would match correlation criteria with
original record matching queried parameters that may imply that the cther side of the call
was not processed by the system, which means the other side of the call may reside in
another network, without any visibility {(for example, the call may have been an international
call to some cther country).
[0084] In scme cases, there may be a single record matching correlation criteria with the
original record with queried parameters, at 430. The system may correlated the matching
record and return a CDR having both sides of the call identified to the law enforcement
agency or the authority requesting the query, at 435.
[0085] In some cases, there may be a plurality of records matching the correlation criteria, at
440. The reasons for a plurality of matches may be, for example, false positives, and the
system may not be able to present outcome with the same level of accuracy. In some cases,
-16 -
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the system may flag, at 445, or otherwise mark and store these results, 450. With references
toc the previously noted specific example, there is a chance two random identities made a call
at 08:00:00 with 1 minutes with matching bitmasks (traffic patterns). In that case, there may
be three candidates as potential B side of the call. Output of such scenarioc would list all
possible candidates, and clearly make distinction that using best effort methods the B side of
the party is one of the identities. It is then up to investigation to determine, and potentially
eliminate some of the candidates, if further information is not available.
[0086] Cnce correlation for a found record with queried parameters is finished at 455, results
will be stered and the system may continue looking for further records with queried
parameters, and if found, will repeat the correlation process until all such records in the
database or otherwise store in memory, at 460, are processed, at 465.
[0087] Figure 11 illustrates a method 500 for processing queries according to an
embodiment. As each record containing queried parameters is intended to also include a
timestamp, the system may only attempt to correlate records which have a start timestamps
in the time proximity, within a predetermined time interval, for example, within 1 second, 2
seconds, 5 seconds, 15 seconds of the start time, or the like. The predetermined time
interval is not intended to be fixed, and with lower latency, it can be reduced to improve the
system performance optimizing the process. With less reliable networks, this predetermined
time interval may be higher to make sure potential qualified records for correlation criteria are
covered. It will be understood that the system is able to determine with high degree of
accuracy that other reccrds are not valid candidates for the CDR, and may not be processed.
[0088] When a voice call is made, focus is on real time data flows covering incoming and
outgoing streams for both parties. Two pecple cannot engage in a voice call if one side will
hear what the other person said 10 minutes later. One of the most important characteristics
of the call is quick, fault tolerant exchange of smaller amount of data in real time. Due to the
nature of the voice call over IP, the system is able to conclude that call starts and ends in
close timeframe, and |IP sessions are released in order to save resources on the network.
Once user A closes the call, call will be close for user B almost instantly or shortly thereafter.
In some rare cases, the closure of a call may not terminate the session, a bitmask of the call
may be used to normalize the call duration. As such, there may be no need to run the
correlation module against records that have a start timestamp, for example, 10 seconds, 30
seconds, or the like, after start timestamp of the record containing queried parameters. This
-17 -
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predetermined time interval may be selected based on an understanding of the network with
added safety threshold, which is intended to ensure that a CDR is not generated because
matching record was excluded from the correlation process.

[0089] Today’s computer networks are very complex, and therefor packets can travel via
different paths to reach the packet destination. Networks are being used for many purpcses,
and network elements used are managing the traffic with limited rescurces available. A data
plane processing layer may span across multiple links. Due to the network latency, packet
loss and fragmentation, the system may assume there could be a deviation not only on a
timestamp level (X and Y), but also, depending on the access network type, packet count
and total data exchanged {Z). As the system may be used over different technologies, such
as for example cellular data, broadband internet access, or even satellite, latency can vary in
a wide ranges from less than 10ms to 1000ms. Fragmentation and packet loss may also
heavily depend on the underlying technology being used. As a factor for correlation, bitmasks
may be used to unify data exchange dynamic with time, giving even more granular
parameter that summed up figures for the different data directions.

[0090] Cnce an initial window of qualified IPDR records is set (X}, at 505, those records are
may be processed by the correlation module. The system is configured to support a plurality
of different OTT applications at once, application details do not have to match, at 510. In
case they do not match, then different services may have been used, and the candidate
currently being reviewed and compared may be disqualified from the correlation, at 515.
[0091] At this point in the process, the correlation module may compared start timestamp
and application, at 520. If both criteria are met, the correlation module may continue by
reviewing stop timestamp of the candidate against record with queried parameters. If the
stop time does not matched, that would imply the current record belongs to a call that started
at the same time, using the same OTT provider, however the current record was finished
before or after the targeted call and is unlikely to be a correct match.

[0092] In case both timestamps and application identified match, amount of data may also
be compared, at 525. It is expected incoming packets and data amount cn one leg will match
within variable Z range on outgoing packets and data on other record and vice versa for both
directions. Using bitmask in order to match different directions of the same call is intended to

give improved data exchange accuracy over time.
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[0093] If all criteria met, the system is configured to consolidate the IPDRs into a single CDR
record that will contain control plane information from both identities, at 530. As a control
variable, in order to track and distinguish partial CDR compared to single CDR compared to
multiple CDRs for a single record with gueried parameters, a parameter n may be
introduced. This parameter is intended to be used as a control variable that identifies
scenarios where more than a single B side party may be identified. Based on various
conditions matched, the correlation engine is intended to determine various confidence
factors on generated CDRs. In specific examples, all timestamps and application match may
be almost 100% confident, without any found false positives, however, if a bitmask does not
match the system may still produce a CDR, however, the produced CDR may have a lower
confidence factor than match including 100% in both, time and bitmask.

[0094] The method is intended to repeat for all remaining records within the predefined
timeframe, at 535, and any cutcome may be determined as a potential match and a potential
outputs. It is then determined if the control variable is equal to 0, at 540, in which the output
would be a partial CDR with one sided information, at 545. If the control variable is equal to
1, at 550, it would imply a single second side of the communication was found and a CDR
may be constructed and sent or otherwise outputted as the response to the query, at 555.
[0095] If the control variable is higher than 1, the plurality of possible CDRs may be provided
as the output, at 560. In this case, the cutput would include an identifier that a plurality of
options have been found.

[0096] Whenever a CDR is generated the CDR is intended to include all relevant parameters
{metadata) from both legs (IPDRs), which is intended to identities, application, time, IP
address, location, and the like.

[0097] Embodiments of the system and method are intended to take the advantage of
powerful existing traffic identification capabilities, via, for example, deep packet inspection
and the like. The system identification may be based not only on signatures alone, but rather
heuristics and machine learning, which is intended to offer better results, and understanding,
even for encrypted traffic flows. Without advanced classification technigues, provided by the
system and method detailed herein, it may not be possible to extract traffic of interest from
the general data flows and then handle the data asscciated with that traffic in a way that

allows tracking of the traffic flows.
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[0098] In order to protect user's privacy, extracted “half” records (or IPDRs) may be stored in
a dedicated database, and may be excluded from other automated correlation and analytical
medules. As an end result, it is intended that guerying may be comparing and reviewing, the
data related to specific people of interest, which is intended to preserve privacy of general
users of the computer network.
[0099] The system is intended to parse through time sorted IPDR records and look for all
records matching the various criteria and save the data to a memory or database for further
review, analysis, reporting or the like. Other records with the following types of parameters
may be valid candidates for normalization, for example, if the candidates have:

* Same protocol;

* Same timestamp with minimal deviation;

¢ Same call duration with minimal deviation; and/or

e Same amounts of data exchanged via bitmask analysis.
[00100] In the preceding description, for purposes of explanation, numerous details
are set forth in order to provide a thorough understanding of the embodiments. However, it
will be apparent tc one skilled in the art that these specific details may not be required. In
other instances, well-known structures may be shown in block diagram form in order not to
obscure the understanding. For example, specific details are not provided as to whether the
embodiments or elements thereof described herein are implemented as a software routine,
hardware circuit, firmware, or a combination thereof.
[00101] Embediments of the disclosure or elements thereof may be represented as a
computer program product stored in a machine-readable medium {also referred to as a
computerreadable medium, a processor-readable medium, or a computer usable medium
having a computer-readable prcgram code embodied therein). The machine-readable
medium can be any suitable tangible, ncn-tfransitory medium, including magnetic, optical, or
electrical storage medium including a diskette, compact disk read only memory {CD-ROM),
memory device {volatile or non-volatile}, or similar stocrage mechanism. The machine-
readable medium can contain various sets cof instructions, code sequences, configuration
information, or other data, which, when executed, cause a processocr to perform steps in a
method according to an embodiment of the disclosure. Those of ordinary skill in the art will
appreciate that other instructions and operations necessary to implement the described

implementations can alsc be stored on the machine-readable medium. The instructions
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stored on the machine-readable medium can be executed by a processor or other suitable
processing device, and can interface with circuitry to perform the described tasks.

[00102] The above-described embodiments are intended to be examples only.
Alterations, modifications and variations can be effected to the particular embodiments by
those of skill in the art without departing from the scope, which is defined solely by the claims

appended hereto.
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WHAT IS CLAIMED |S:

1. A method for handling Voice over Internet Protocal {VolP) traffic flows on a computer
network, the method comprising:

collecting traffic flow data with respect to an IP session;

collecting parameters associated with the IP session;

determining whether the IP session is a VoIP session;

correlating IP sessions having similar parameters to the collected parameters
of the VolP session; and

creating at least one Internet Protocol Detail Record {IPDR) or Call Detail

Record (CDR) based on the correlated IP session parameters.

2. The method of claim 1, further comprising:

storing the parameters associated with the VolP session;

receiving a request, from a third party device, to query the stored records based on a
parameter of interest;

guerying the stored parameters to determine at least one record matching with the
parameter of interest; and

providing any results that match the parameter of interest, to the third party device.

3. The method of claim 2, wherein if there is mcre than one record matching the parameter of

interest, providing an indication that a plurality of records match the parameter of interest.

4. The method of claim 2 wherein the parameters comprise subscriber attributes, call start
time, call end time, IP address, location, device information, traffic flow bitmask, and
application type.

5. The method of claim 4 wherein a record is determined to be a match if the call start time
and call end time are within a predetermined time interval of each other.

-22-
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6. The method of claim 5 wherein the predetermined time interval is based on the network

latency.

7. The method of claim 2 wherein the third party device is associated with a law enforcement

authority.

8. The method of claim 2, wherein storing the parameters associated with the VolP

comprises consolidating raw data to generate normalize the data.

9. The method of any one of claim 1 and 2, further comprising determining a confidence level

of the created record.

10. The method of any one of claim 1 and 2, wherein the IP sessions originated from the

same jurisdiction.

11. A system for handling Voice over Internet Protocol (VolP) traffic flows on a computer
network, the system comprising:

a collection module configured to collect traffic flow data with respect to an IP
session;

an analysis module configured collect parameters associated with the IP
session to determine whether the IP session is a VolP session; and

a correlation module configured to correlate IP sessions having similar
parameters to the collected parameters of the VoIP session; and create at least one Internet
Protccol Detail Records (IPDR) or Call Detail Records {CDR) based on the correlated IP

session parameters.

12. The system according to claim 11, further comprising:

a memory component configured to store the parameters associated with the VolP
session; and

a query module configured to receive a request, from a third party device, to query

the stored records based on a parameter of interest, query the stored parameters to
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determine at least one record matching with the parameter of interest; and provide any

results that match the parameter of interest, to the third party device.
13. The system of claim 11, wherein the guery module is configured to provide an indication
that a plurality of records match the parameter of interest if there is more than one record

matching the parameter of interest.

14. The system of claim 11, wherein the parameters comprise subscriber attributes, call start

time, call end time and application type.

15. The system of claim 14, wherein a record is determined to be a match if the call start time

and call end time are within a predetermined time interval of each cther.

16. The system of claim 15, wherein the predetermined time interval is based on the network

latency.

17. The system of claim 12, wherein the third party device is associated with a law

enforcement authority.

18. The system of claim 11, wherein the IP sessions originated from the same jurisdiction.

19. The system of claim 11, wherein the analysis module is configured to consoclidate raw

data to generate normalize the data.

20. The system of claim 11, wherein the correlation engine is further configured to determine

a confidence level of the created record.
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