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SYSTEM AND METHOD FOR EFFICIENT USE OF NETWORK BANDWIDTH

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Provisional Patent Application No.
61/682,828, filed on August 14, 2012, entitled "System and Method for Efficient Use of
Bandwidth Based on User Profiles and Other Data." The entire disclosure of the

foregoing provisional patent application is incorporated by reference herein.
BACKGROUND

[0002] There continues to be an ever increasing demand for wireless spectrum resulting
from the proliferation of wireless mobile computing devices (e.g., smartphones, tablet
computers, etc.) combined with the widespread adoption of throughput hungry
applications and services (e.g., video and music services). Mobile broadband (network
access via cellular telephone tower and/or satellite link) in particular has become
overburdened, especially during certain times of day. Because the available mobile
broadband spectrum is non-renewable and limited, this increased demand motivates the

need for the more efficient use of network bandwidth.

[0003] In addition, most wireless mobile computing devices are capable of accessing two
or more distinct wireless networks, such as mobile broadband (e.g., 3G or 4G cellular
network) and Wi-Fi (wireless local area network). While mobile broadband access
typically provides a significantly broader coverage area, many mobile broadband

providers no longer provide unlimited throughput for a set fee and/or may throttle speeds
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during peak hours or periods of high usage. For example, the monthly fee for mobile
broadband may only provide up to 2 GB data traffic, with additional traffic in excess of 2
GB billed at a higher per GB rate. Wi-Fi access, on the other hand, is often available at
no cost, or a set fee regardless of bandwidth usage. Thus, many users prefer to use a less
expensive network, particularly for large data transfers (e.g., downloading video). Of
course users also want to be able to consume desired content (e.g., watch an Internet
video) at any time, rather than only when they have Wi-Fi network access. Similarly,
mobile broadband providers also desire to better balance network traffic and use their

bandwidth more efficiently, while maintaining a high quality of service..
[0004]

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] While the specification concludes with claims which particularly point out and
distinctly claim the invention, it is believed the present invention will be better
understood from the following description of certain examples taken in conjunction with
the accompanying drawings. In the drawings, like numerals represent like elements

throughout the several views.

[00006] FIG. 1 depicts a block diagram of a predictive, automated, user-centric content
loading system and a user’s mobile device associated therewith according to one

embodiment.

[0007] FIG.2 depicts a high-level overview of the four components of the System and

their interaction and interrelationships.

[0008] FIG. 3 depicts a high-level overview of the three components constituting the
Learning Module, and their interaction.FIG. 4 depicts the primary interactions between
the content personalization module and the other modules, as well with the supported

applications.
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[0009] FIG. 5 depicts a schematic illustration of the overall architecture of one particular
embodiment of the System.
[0010] The additional FIGS. are further described below.
[0011] The drawings are not intended to be limiting in any way, and it is contemplated

that various embodiments of the invention may be carried out in a variety of other ways,
including those not necessarily depicted in the drawings. The accompanying drawings
incorporated in and forming a part of the specification illustrate several aspects of the
present invention, and together with the description serve to explain the principles of the
invention; it being understood, however, that this invention is not limited to the precise

arrangements shown.
DETAILED DESCRIPTION

[0012] The following description of certain examples should not be used to limit the
scope of the present invention. Other features, aspects, and advantages of the versions
disclosed herein will become apparent to those skilled in the art from the following
description, which is by way of illustration, one of the best modes contemplated for
carrying out the invention. As will be realized, the versions described herein are capable
of other different and obvious aspects, all without departing from the invention. For
example, although the systems and methods will be described herein in conjunction with
a mobile device running the Android® operating system, it will be understood that the
systems and methods are not limited to this particular operating system. In addition,
although specific content types and their corresponding applications (e.g., YouTube
videos), as well as specific social networking sites and platforms (e.g., Facebook) are
mentioned in describing the systems and methods, the systems and methods may be
configured to be used in connection with any of a variety of other content types, content
services, content providers, and associated applications known to those skilled in the art
or hereafter developed. Accordingly, the drawings and descriptions should be regarded as

illustrative in nature and not restrictive.
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[0013] The present invention provides systems and methods for the efficient use of
network bandwidth based on user profiles and other data. User activity with respect to
content requests by a wireless mobile device are monitored in order to construct a content
consumption profile for the user. The system then predicts content which the user is
likely to request in the future, and, in some embodiments, determines other content which
the user is predicted to be interested in receiving. The content is then prefetched and
stored in local memory of the user’s mobile device for later retrieval and consumption by

the user.

[0014] The predictive automated user-centric loading the SystemSystem (or platform)
described further herein generally comprises, among other things, a client (e.g., software)
that resides on an end user’s mobile device which connects to a backend server. FIG. 1
depicts a block diagram of one embodiment of the System along with a user’s mobile
device (10) on which the client software is stored in one or more memories (14) of the
mobile device (10). Mobile device (10) is configured to communicate with server (20)
(sometimes referred to herein as a Cloud Server) via one or more networks (30, 32, 34).
In one embodiment, network (30) comprises a wireless mobile broadband network (e.g.,
a 3G or 4G cellular network) and network (32) comprises a wireless local area network
(Wi-Fi). In the embodiment shown, network (34) comprises the Internet such that
networks (30, 32) act as sub-networks linking the mobile device (10) and server (20) to
one another and other servers accessible via Internet (34) (e.g., servers storing content a
user wishes to access). In other embodiments, networks (30, 32, 34) can be a local area
network (LAN), wide area network (WAN), virtual private network (VPN), personal area
network (e.g., an ad-hoc network using Bluetooth) or any other means of transferring

information between the mobile device (10) and remote server (20).

[0015] Mobile device (10) generally comprises a mobile computing device having an
internal configuration of hardware including a processor such as a central processing
unit, or CPU (12), memory (14), power supply (e.g., a battery) (15), display (16), input
device (18) (e.g., a keypad and/or touch screen). The CPU (12) is a controller for

controlling the operations of the mobile device (10), and is connected to the memory (14)
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by, for example, a memory bus. The memory (14) stores, for example, the operating
system for the mobile device (10), as well as System software, application software (e.g.,
“apps”), prefetched content and other data. Memory (14) can be implemented using any
type of suitable storage medium including a flash memory device (e.g., an SD-card), a
hard disk, random access memory (RAM), static random access memory (SRAM), read-
only memory (ROM), electrically erasable programmable read-only memory
(EEPROM), programmable read-only memory (PROM), magnetic memory, magnetic
disk, optical disk, and other types of memory known to those skilled in the art or
hereafter developed. Mobile device (10) may include more than one memory (14), which
may be the same or different, and one or more of memories (14) may be set aside for a

variety of purposes, such as a portion of memory (14) reserved for cache storage.

[0016] In some embodiments, mobile device (10) comprises a mobile phone (e.g., a
smartphone), a tablet computer, a notebook computer, a PDA, a laptop computer or other
mobile device providing similar functionality. Mobile device (10) may include other
features and components typically found in smartphones and tablet computers such as
network interfaces, a location detection device such as a GPS receiver, speakers, ports
and the like. Display (16) can present an image or video (e.g., for consumption by a

user), and can be implemented in various ways, including, for example, a liquid crystal

display (LCD).

[0017] Networks (30, 32, 34) connect the mobile device (10) and remote server (20), as
well as connect mobile device (10) to various other remote content providers (e.g.,
YouTube, Internet websites, etc.). Remote server (20) can be, for example, a computer
having an internal configuration of hardware including a processor such as a central
processing unit (CPU) (22) and a memory (24). The CPU (22) can be a controller for
controlling the operations of the server (20). The CPU (22) is connected to the memory
(24) by, for example, a memory bus. The memory (24) can be random access memory
(RAM) or any other suitable memory device. The memory (24) can store data and
program instructions which are used by the CPU (22). Other suitable implementations are

possible, as the term “server” is intended to broadly encompass any computerized
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component(s), system(s) or entities, regardless of form, which is adapted to provide data,
files, applications, content, or other services to one or more other devices or entities on a
computer network. For example, in some embodiments the processing and data functions
of the remote server (20) can be distributed among multiple servers which comprise
portions of the same computing device and/or portions of two or more separate
computing devices (e.g., physically separate servers for performing different functions

identified herein for remote server (20)).

[0018] As detailed in the following description, the System analyses content consumed
by the user and from it predicts what the user will be likely to request in the near future.
“Content” can be any form of information accessible to the mobile device (12) over
networks (30, 32, 24), such as video, music, other audio files, websites, news, sports
scores, and other forms of information available over the network(s), particularly
information accessible over Internet (34) from various content and information providers.
The System also monitors the user’s mobility and wireless connectivity patterns (e.g.,
Wi-Fi and roaming), and from this builds a profile for the user’s wireless connectivity
(including the characteristics of the different networks the user has access to). In
addition, the System profiles the different content categories consumed by the user, based
on their dynamic rate, as well as the usage of the data plan by the user’s mobile device.
These profiles are used to determine when predicted content will be pushed to the mobile
device in order to guarantee the highest quality of service and the best utilization of the
available network resources. In certain embodiments, the System offloads traffic from
peak to off-peak times within a particular network while in other embodiments, the
System will offload the traffic from costly long distance networks (e.g., 3G networks) to

more affordable short distance networks (e.g., Wi-Fi and peer-to-peer, or “P2P”).

[0019] In some embodiments of the System, the user has the ability to control certain
parameters of the scheduling framework as allowed by the dynamic setting feature
provided via a user interface (e.g., on the mobile device). This user interface puts the user
in control of the mobile data usage by offering customized reports, personalized alerts,

and sophisticated management tools, while the System performs its functions in the
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[0020]

[0021]

[0022]

background. In some instances, the System continually updates the user on the achieved

cost-savings.

Using the various user profiles and user-consumed content, and, in some
embodiments the profiles and consumption patterns of other users, the System,
specifically Cloud Server (20), creates a content schedule unique to each user. In one
embodiment, the content schedule identifies content which the System predicts the user
will request in the future, as well as the anticipated time the user will request such
content. The content schedule is provided to the mobile device, updated periodically. The
mobile device utilizes the content schedule and prefetches content for storage in cache
memory of the device. Cached content is stored, for example, in a reserved block of
memory (14), or in other memory provided in mobile device (12) such as an SD-card or
other form of FLASH memory. The content schedule, however, is not a strict hour-by-
hour or minute-by-minute set of instructions blindly followed by the mobile device.
Rather, the content schedule is symbolic, acting more as a scheduling guideline, with the
mobile device, specifically the mobile device app of the System, adjusting the
prefetching of content to real time conditions such as type of network access (e.g., Wi-Fi

vs. 3G), battery status, etc.

The cached content, prefetched via the System, can be consumed either through
the user interface of an associated application for that type of content (e.g., a Facebook or
YouTube app on the mobile device), or through the System’s user interface provided on
the mobile device. In some embodiments, the content schedule also includes content
which the System recommends to a user, based on, for example, the user’s profiles and
past content consumption. This recommendation engine is jointly optimized with the
prediction and caching modules to offer the best performance. The System architecture
also allows for integrating compression at the application layer, and hence, combines the
bandwidth savings offered by personalized caching with that resulting from efficient

compression of multimedia content.

The System is based on the following observations:



WO 2014/028672 PCT/US2013/055021

-8-

1. The mismatch between supply, in terms of the bandwidth capacity of mobile
broadband networks, and demand, in terms of the traffic that needs to be supported. This
mismatch is caused by the peak demand rather than the average one. In a typical setting,

the peak-to-average demand ratio can be as high as an order of magnitude.

2. The dominant traffic leading to the bandwidth crunch is delay tolerant data
traffic. Existing network architectures, however, fail to leverage the delay tolerance
characteristic as they are optimized for real time traffic. For example, while most
multimedia content consumed by user’s for entertainment was, in most instances, created
long before the user desires to consume it, networks treats each multimedia content
request as a real time request to be delivered over the network at the moment the user

clicks to watch it.

3. Recent studies have established that mobile device usage is predictable, to a large
degree. This predictability includes user interests in different categories of multimedia
content, mobility patterns which determine daily accessibility to different mobile
networks (e.g., Wi-Fi, 3G femtocells, etc..), a user’s usage of their data plan over a
monthly cycle, and the utilization of the mobile device resources (e.g., battery, memory,

and processing power).

4. The capabilities of the mobile devices, in terms of memory and processing power,
continue to follow Moore’s law; i.e., doubling every 18 months. In addition, recent
advances in cloud computing have resulted in an unprecedented amount of computing
resources being made available for enhancing performance of different cyber
applications, conditioned on the utilization of efficient algorithmic approaches. One can

now pose the question:

[0023] Embodiments of the Systems and methods described herein overcome bandwidth
challenges, at the mobile device and/or network level, by exploiting the predictability of
user behavior to enable efficient delivery of digital multimedia content to end users via
the most affordable delivery method at the optimal time. As detailed further herein, this

paradigm allows the consumer to enjoy a personalized mobile Internet experience, with
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the highest possible Quality of Service (QoS) and the least expenditure of network

resources and at the lowest price.

The System generally comprises the following three steps:prediction, scheduling and (in
some embodiments) recommending. These steps lead to traffic smoothing (e.g., a
reduction in the peak-to-average demand ratio), smart offloading of traffic to networks
which are less expensive and/or have greater unused capacity, reduced delay experienced
by users (e.g., no buffering required for prefetched content), and reduced monthly costs

to users (e.g., reduced data plan overage charges).

[0024] 1. Predict: The System compiles one or more profiles for each user based on
past behavior that models user’s interest in content (e.g., categories, genres, content
types, etc.), mobility pattern determining access to different mobile networks, usage of
mobile device (e.g., battery consumption, memory and processing power usage), and the
user’s pattern of consuming any applicable monthly data plans. Similarly, the System
builds profiles for different content types in terms of their refresh rate (e.g., news ticker
has a faster refresh rate than music videos) and the different mobile networks in terms of

their throughput and congestion characteristics.

[0025] 2. Schedule: The profiles developed in Step 1 are utilized to schedule
content caching on the user’s mobile device at the optimal time. The scheduling
algorithm is constructed based on a multi-objective optimization criteria that: a) enhances
user experience by avoiding intolerable delays experienced with real time delivery of
content (e.g., buffering delays); b) alleviates congestions suffered by almost all major
mobile networks by offloading peak traffic to off-peak times and less congested networks
(e.g.,, Wi-Fi); ¢) lowers the cost incurred by end users by prefetching most of their
throughput-hungry content from more affordable networks (e.g., Wi-Fi and Peer-to-Peer
(P2P)); and d) optimizing usage resources of the mobile device in terms of battery,

memory, and processing power.

[0026] 3. Recommend: The third step of some embodiments is the use of a

recommendation engine that offers incentives in the form of suggested content to users to
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consume locally cached content, and as a result, reduces the peak demand in mobile
networks. This recommendation system is optimized based on, for example, the billing
system of the user’s mobile broadband network along with the user’s preferences and

economic requirements.

[0027] These three steps are tightly inter-related and form the basic building blocks of the
System described herein. The joint optimization of the engines executing the three steps
above leads to the construction of a scalable solution addressing the bandwidth crunch in
different environments (based on the available mobile networks and mobile device
capability). For example, by jointly optimizing the prediction algorithm and
recommendation system design, one will achieve a much higher hit ratio, and hence,
minimize the probability of downloading content that will not be consumed by the user.
The basic principle which enables this joint optimization is the decomposition of user
behavior into: (1) a structured component that can be identified from past behavior and
captured in the user profile; and (2) an arbitrary component that can be influenced by the
recommendation system. For example, in absence of the recommendation system, the
prediction algorithm must bear the responsibility of figuring out exactly the content that
will be requested by the user of any specific type. On the other hand, a carefully
constructed recommendation system will render it sufficient for the prediction algorithm
to identify the category (or genre) of interest to the user, download an item within this
class, and then recommend this item to the user. If this item is close enough to the user’s
interest, the user will have a strong incentive to consume it instead of asking for real time
content from the more expensive network since delays and congestions associated with
real time transmission are avoided, and this cached content will correspond to lower cost

for the user (since pre-fetching typically happens using less expensive mobile network).

[0028] The System observes and learns from a multitude of parameters such as, users’
preferences and activities, WiFi availability patterns, economical responsiveness,
location, battery level, 3G rates, etc., and carries out optimization over a considerably
wide set of variables (including an enormous number of dynamically changing content

items). Thus, the design of the System is broken down into a group of interacting
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components (or modules). The four main components are learning, scheduling, content
personalization, and real-time modules. FIG.2 depicts a high-level overview of these four
components (or modules) and their interaction and interrelationships. In some
embodiments, certain of these four components are elements of the Cloud Server (20),
while others are elements of the mobile device (10). In still further embodiments portions
of one or more of the four components are elements of the Cloud Server (20), while other
portions are elements of the mobile device (10) (e.g., some of the Learning Component is
on the Cloud Server (20), and some is on the mobile device (10) (e.g., programmed as

part of the mobile device application).

[0029] Learning Module: represents the ultimate source of information for the entire

system. It includes the following functionalities:

1. Constructs models for relevant parameters to be used by the other modules, including,

but not limited to, user demand, network state, and battery dynamics.

2. Allows for interactive user input and generates adaptive user interaction to enhance
the user recognition of his own preferences, and enables manual configuration of several
parameters, including but not limited to Wi-Fi availability, content preferences, and

activity times.

3. Triggers the scheduling component if a considerable deviation from the models is

detected.

The Learning Module comprises three main components: tracking, interactive, and

processing:

a) Interactive Component: constitutes the ultimate interface with the user. It is
responsible for collecting the user configuration and settings, dynamically receiving and

displaying user interaction, and unifying user data.

b) Tracking Component: is the information gathering center on the mobile device.
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c) Processing Component: carries out appropriate analysis and processing on the
collected data. FIG. 3 is a high-level overview of the three components

constituting the Learning Module, and their interactions.

System State: quantifies the network conditions as well as the battery level at every time

slot £. The state of the system at time ¢ is denoted by X_{t}, a 3-dimensional vector with

entries { W3{t}.G3{£}, B{f)) that are described as follows.

Optimization Cycle: is a number T of time slots defining the operational timescale for
the back-end server. This period is determined by the scheduling module, and varies from

one user to another.

Trigger: is a signal generated by the learning module to indicate a reschedule instruction.

Trigger is denoted by { € {{,1}.

User Activity History: is a collection of information gathered about the user over the
previous optimization cycle. Essentially, the user activity history is used by the learning
module to construct the statistical demand profile, and by the content personalization

module to optimize the proactive downloads. It is denoted by &, with

W = L0t T —14)
41 = {{gﬁ\i R Si‘ﬂ I A S X5,

Priority Policy: determines the significance of each content to be downloaded.
Typically, it is diminishing over time, with a factor that depends on the respective data
source. For example, rapidly changing content such as Facebook updates may be
assigned fast decaying priorities, whereas static YouTube content may receive heavy-
tailed priorities. This policy is set by the content personalization module. Notation T

describes the priority policy, which is an & —dimensional vector with entry
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corresponds to the decay rule for data source 1.

Service Policy: is the updated schedule with the exact personalized content. While the
schedule & provides the allowable data units to be preloaded from each data source, the
service policy decides on the specific content which best-fits the user’s interests. The
service policy is denoted by ¥ = {w:{x 1122, with v{x_, £} is the set of video ID’s to be

downloaded in time slot £, under state x._.

Save-to-watch-later: is a function implemented by PAUL to allow users to input specific
video content they want to watch in future. This function is enabled by the real-time
module, whereby the user can enter the selected videos and set deadlines by which the
videos have to be delivered. Notation SE{¢} represents the set of save-to-watch-later
videos, and their associate deadlines, at time slot ¢. Note that the user requests Ug{t}
differ from SEB{t} in the following sense: ¥z {t} are the videos that the user requests to

&

watch at time £, whereas SI{ t} are what the user wants to download in order to watch in

A

future. Hence, not all SE¥{¢} are watched in future.

[0030] Scheduling Module: constructs a schedule for the next optimization cycle. It tells
how much data should be preloaded from each of the content sources and at/by which
time content should be pulled by the mobile device (assuming other conditions are met,
such as connectivity, memory space, battery level, etc.). The inherent design objective is
to minimize the data delivery cost, including the price paid, the QoS impairments, the
freshness of the preloaded content, and the battery consumption. It includes the following

functionalities:

1. With the available information about the future dynamics the scheduler decides on a
proactive download amount from each content source (e.g., YouTube, Facebook, etc.),
and over an optimization cycle (e.g., one day, a 12-hour cycle, an 8-hour cycle, etc.). The

scheduler minimizes the expected cost for future data retrievals.
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2. The scheduler responds to triggers from the learning module to carry out a new cycle

of scheduling.

[0031] Content Personalization Module: is concerned with the optimization of the
scheduled data to best match the user’s preferences and interests. Its underlying design
objective is to maximize the probability that the preloaded content is actually requested

by the user. It includes the following functionalities:

1. While the schedule received from the scheduling module does not specify the exact
content to be fetched, content personalization module needs to carefully spread the
allowable amount of data (e.g., a predetermined amount per user based on past
consumption, or a user-set preference) over a number of content items that lay reasonably
accurate within the user’s interests. Such a design requires sufficient knowledge about

the nature of each application/data source as well as the user’s trends.

2. It generates a priority policy to be implemented by the real-time module so as to

handle backlogs and facilitate a stable operation.

3. It tracks and possibly reschedules backlogged content items from the previous
optimization cycle. In particular, it receives a set of served content from the real-time

module, and hence deduces the un-served ones.

4. Tt categorizes, itemizes, and assigns ID’s to the content items from all supported

applications.

FIG. 4 depicts the primary interactions between the content personalization module and the other

modules, as well with the supported applications.

[0032] Real-time Module: executes the service policy generated by the content
personalization module together with the priority policy, and reports the backlog and
served data to the respective modules. Also, it allows for save-fo-watch-later function
whereby the user can specify content elements to watch at a later time. It includes the

following functionality:
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1. It observes the system state, and applies the service policy with the associate

priorities.

2. It reports the served content to the content personalization module, and the backlog

data amounts to the scheduling module.

[0033] The scheduling, content prediction and content recommendation modules are
compiled based on various acquired data. Content prediction, for example, is based on
the types, category, genre and, in some instances, predetermined channels (e.g., a user’s
YouTube channel) or user accounts (e.g., a user’s Facebook account). The algorithms not
only are multi-objective optimizations of various parameters, in some embodiments they
are adaptive (i.e., they adapt, or learn, based on ongoing user consumption patterns of

prefetched data.

[0034] By way of one example, the scheduling algorithm can be configured to adapt
based on several performance aspects, including hit-ratio dynamics, user connectivity
patterns, consumption rates, efficiency of data delivery, user preferences, etc. A learning
component monitors the user behavior and response throughout the past interactions, and
supplies the scheduler with sufficient statistical information to carry out an adaptive
allocation of proactive downloads. Further, the learning component utilizes a dynamic
notification mechanism which consistently sends questions/notifications to the users in

accordance with their behavior in the past.

[0035] The adaptive allocation of proactive downloads dynamically adjusts the number
of scheduled content items (e.g., videos) from each application (e.g., Youtube, Facebook,
etc.) depending on changing user activities, and preferences. It operates at a faster time
scale, typically on a daily basis, and improves the hit-ratio performance through an
increasing number of downloads from the applications attaining higher hit-ratio, and
reducing the number of videos from unused applications. The hit-ratio is simply

percentage of prefetched, predicted content which a user later requests for consumption.



WO 2014/028672 PCT/US2013/055021

[0036]

- 16 -
With connection to the modular design terminologies, the following quantities are
adopted:

Data sources: The data source will be represented by an application. Given a total of &f
applications, the notation »:{«} is used to denote the set of preferred applications on day

Q.
Optimization cycle: is taken to be one day of length T time slots.

Data Unit: is one video (or other content item).

£

Proactive  download vector: of the day +1 is denoted Dby
S{d +1) = {(S{d+ 1) kicmassy, Where §.{d +1} is the number of videos scheduled
from application ¢ on day &+ 1. This number is decomposed to
Fld+ 1y =C{d+ 13+ 5{d + 1}, whereC,{d + 1} is the number of videos scheduled
by the existing schedule according to the user preferences, and will primarily act as the
governing large time-scale dynamics. On the other hand, «.{< + 1} is the adaptively
adjusted increment or decrement to C,;{d + 1} which covers the faster daily dynamics.
The number C.{+ 1} can only be non-negative, whereas o{< + 1} can take on
negative values. Nevertheless, the quantity §,{« + 1} is always non-negative. That is, we

should always have:

5

S+ =max{0Ci{d+ 1) +o{d+1)), iemid+1)

Load vector: is captured through the parameter &.{«} which is the number of consumed

videos from application { on day <.

Served content: or delivered data on day & for application i is denoted by &, {d},

m

£ Emid

o

User activity history: will keep track of the load vector over the past €, days. Also, it
will contain information about the last day on which the user updated a certain setting.
Specifically, Lz is the last day the user updated the preferences/frequencies, ¥{{} is the

last day the user updated the categories of application .
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Moreover, in the internal memory of the server, the following quantities need to be kept
track of. (1) the last day a question about preferences has been asked to the user, denote it
by &, (2) the last day a question about categories update for application &, if any, has
been asked to the user, denote this by L.{i}. (3) the last day a question about

authentication for application {, if any, has been asked to the user, denote it by £ 4{{}.

[0037] Learning Module Responsibilities. The learning module is required to process
the daily logs of aforementioned quantities and produce the following statistics, and pass
them to the scheduler, in addition to applying a smart notification procedure so as to

enhance the user experience.

[0038] Statistical Measures. The average hit ratio over the last <y days'. This is denoted

by F{} and calculated as

‘. . (1)

o
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The average hit ratio of application { over the last = days. This is denoted by F{<} and

calculated as

~. fEm{d). N

The hit ratio of the current day & over all preferred applications. This is denoted by ¥}

and calculated as

)

'Current day is denoted by £.
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The hit ratio of application ¢ for the current day &. This is denoted by y; {f} and calculated as

A {d} .
yidl= ——, {cmi{d}L 4
L‘{\ & SE{RIE k_ } ( )
[0039] Notification. Notifications are sent to the user based on his average activities and

behavior. The procedure sends three types of notifications. First, a preference/frequency
update notification which is to be sent over long periods of time since the dynamics of
preference change are essentially slow. A notification can be sent if d; has passed since
the user updated the preferences. When a preference notification is sent, the user can
either respond, or ignore it. In either case, after a notification is sent the user is given an
extra £y days without preference notification being sent. Second, an authentication/log
in notification that needs to be sent if the user prefers an application which requires the
user authentication. We use the set 4°{«} to denote all the applications preferred by the
user on day & and require his authentication, yet he has not logged in. A number of days

&, has to separate any two authentication notifications targeting the same application.

[0040] Third, a category update notification. This type is sent to inquire about category
preference for some application, usually experiencing a low hit ratio, on average. The set

x{d} consists of all applications preferred by the user on day <and allow for category
selection. Yet the set { comprises those in ¥{d} with low hit ratio, on average. The
category selection by the user is assumed to be valid for &, days after which the user can
be notified for category update. A duration of ¢ days is recommended to separate any
two category update questions targeting the same application. Figure 1 demonstrates a
flowchart of the notification procedure. Note that, the notification procedure returns 1 if

it successfully manages to send a notification, and O otherwise. FIG. 13 depicts a

flowchart of the notification procedure implemented by the learning module.

[0041] Scheduling Module Responsibilities. The schedule will operate over two time-

scales: the first one is large, typically order of weeks, or possibly months, and concerns
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the long-term preferences of the user. The operation of this time scale is determined by
the existing scheduling algorithm which relies on the input user preferences and
maximum number of videos per day to assign corresponding peaks and download
strategy. We refer to the output of this schedule for application ¢ by C.{«f + 1} as
mentioned in the previous section. The second time scale is shorter, operates on a daily
basis and dynamically adjusts a value «{d + 1} based on the daily and short-term

averaged activities of the user. For day & + 1, the scheduler initially sets

£

&

m

3 3
Fa & T

N

o

)= (d), tem

§
A

7l

L)

then possibly changes =;{< + 13 for some applications depending on the user’s behavior.
Further, it is responsible for checking and sending appropriate notifications to improve its

long term performance.

The focus herein is on the short time scale (or adaptive) part of the algorithm
since the large time scale is already implemented. The operation is of scheduler is based

on segmenting the users based on their hit-ratios using thresholds y; and gz, where

L

v

P
LR

1 o B ~z
First segment: F{g} = v;

This user has a high average hit ratio, potentially likes the service, and can consume more
videos. The scheduler thus selects one application with high hit ratio, and increases the
number of videos for it by at most 1, and keeps the rest unchanged. Figure 2 depicts a
flowchart of adjusting the number of videos for a user in the first segment. The function
rand{!] selects a random element from set { according to a uniform distribution. The
procedure increase{i} is responsible for raising the number of scheduled videos from
application { by at most one at a time, and is discussed below. FIG. 14 depicts a

flowchart displaying the adjustment of the number of videos for a user with hit ratio

Second segment: ¥y < F{&} =l yz. The user belonging to this segment is most

likely enjoying good service for at least one application, yet other applications are
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essentially not performing well enough. Thus, the scheduler needs to figure out the
problem with the low hit ratio applications and work on solving them appropriately.
Moreover, well performing applications, i.e., those with high daily hit ratio, can be
rewarded by extra downloads. The flowchart shown in Figure 3 displays the adaptive
operation of the schedulerfor a user in the second segment. The procedure decreass{{}
is responsible for reducing the number of scheduled videos from application ¢ by at most
one at a time, and is presented below. FIG. 15 depicts a flowchart displaying the

.

adjustment of the number of videos for a user with hit ratio ¥ = F{s} < v,

SR
]

Third segment: F'{e} <=y . Belonging to this segments are users who potentially
gave up the application, or undergoing exceptional events affecting their activity, such as
traveling. For this segment, the scheduler should carefully distinguish between different
users depending on their activities. For example, users with exceptional inactivity can be
suggested to temporarily deactivate the proactive service. Moreover, users who have just
activated the service after a deactivation period need to be granted a window of days so
that sufficient statistics about their behavior can be drawn. On the other hand, users who
forgot about the application, and do not respond to notifications or service deactivation
suggestions are more susceptible to decreasing the number of videos so as to both: reduce
the burden on their device, and enhance the utilization of the back-end server. The
flowchart presented in FIG. 16 illustrates the operation of the scheduler for the third-

segment users.

After constructing sets §; and {,, the algorithm checks &, which is the last day on
which the user has allowed the proactive download service, allow preloading (AP). If that
update is recent, i.e., no more than &3z days have passed, then the user is considered as a
returning user and is given d,; days to converge to a consistent behavior. Nevertheless,

unetification procedure takes place during this period in order to facilitate faster

convergence.

Conversely, if the last allow-preloading update is not recent, i.e., more than =

days have passed, then the scheduler tries to distinguish between three cases:
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Case 1: The user is fine with at least one application, yet he does not care about others.
Case 2: The user is exceptionally undergoing some circumstances reducing his activity.

Case 3: The user has discarded the application despite of the several notification and

service deactivation suggestions.

The first case is captured by the condition that #; = @, and the applications witnessing
high daily hit ratio are eligible for increase, other applications receive a decrease and a
notification is sent to improve the learning. The second case is quantified by the
condition that {; = ¢& and no “suggestion of service deactivation” has been sent to him
over the past @&, days, thus such a suggestion needs to be sent. Finally, the third case is
neither the first nor the second, hence one applications receives a decrease, and a

notification is sent.

[0047] Increase and Decrease Procedures. The éncrsase and dscrsase procedures are
implemented by the scheduler to either raise or reduce the number of videos scheduled

for a certain application by one.

[0048] increase{i}, The procedure imerease{i} is described in Figure 17. The quantity
#{d} = X oo {d) captures the total number of adjusted videos on day «. The limit
& is the ultimate bound on the total number of these videos. Besides checking the upper
bound constraint, the fucrgase procedure is protecting from drift through a stop-and-
wait mechanism whereby g{d} can be increased until it reaches an edge £, at which it
has to be kept for £z days without increase. Afterwards, if the user is still attaining a high
hit ratio, the edge will be extended by a window ¥ and further increments will be
enabled. The parameter L is the day on which the edge has been reached and is updated

dynamically.

[0049] decrease{f}. This procedure handles the operation of reducing the number of
scheduled videos for a certain application by one. To that end, it checks three levels of

protection:
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1. Total number of scheduled videos on day & + 1 must not drop below a factor
@ > 1 of the number of preferred applications by the user. Note that |[mi{d + 1} is the

size of the set of preferred applications on day & + 1.

2. A minimum number of days & has to elapse after the last reduction. We use £, to

denote the last day on which a successful reduction took place.

3. Reducing the number of videos for any application should guarantee that at least

one video from that application is in the new schedule. Thus preventing starvation events.

FIG. 18 depicts a flowchart of the decrease(i) procedure.

[0050] Handling o~ and g Hit Ratio, and Deactivated Preloading. On operation, the

learning module might encounter several applications with & delivered videos and
positive consumed. According the hit ratio definitions discussed in Section 1 this will
result in €2 hit ratio. To avoid involving {nfty into the algorithm, we may replace it with
the number of consumer videos. Another possibility is a /¢ hit ratio which means that
no consumption because of no delivery. In this case, we would better ignore the statistics

of this day for that application.

[0051] Finally, if a user has set the “allow preloading” feature to 0O, i.e., deactivated

proactive services, then an activation reminder is to be sent to him every =, days.

[0052] In some embodiments, the System will transform the mobile device into a
personalized mobile Internet portal for the user. Each device will be loaded with content
whenever it has access to inexpensive short-range wireless networks connecting it to the
Internet (e.g., Wi-Fi or femtocells). In some embodiments, once the device is loaded with
content it can also trade its content with its mobile neighbors throughout the day via P2P
short-range communication to make sure that it remains refreshed with the most recent
personalized content without burdening the more expensive long-range network (e.g.,
3G). This way, the supply, in terms of the total available throughput to the user, will scale

linearly with the number of users, thereby fundamentally eliminating the bandwidth
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crunch. The valuable resources of the long-range wireless networks can be more
efficiently utilized for more urgent information (e.g., GPS, alerts, news tickers, etc.) and

real time communication (e.g., phone or video calls).

[0053] Next, one specific embodiment of a system and method is described, wherein the

System supports the following functionalities:

I: Monitoring and Reporting: The user behavior in terms of interest in different
categories of content, interest in content for particular mobile applications, mobility
patterns and access to different mobile networks, utilization of mobile device resources
such as battery, memory, and processing power, and consumption of the monthly data
plan in addition to roaming activities, is monitored by the application (i.e., software)
running on the user's mobile device. The collected data is used to generate reports about
different aspects of the user behavior and utilization of resources. These reports are

presented to the user in a user interface ("UI") associated with the the System.

2: Profiling: The data collected in the monitoring phase is also used to create a
detailed profile for each user which captures the different aspects of behavior that affect
the design of the caching/scheduling module(s). In addition to profiling the user, the
different content categories as well as the user's mobile applications, are profiled
according to their dynamic rate (refresh—e.g., how often content available for
prefetching is replaced, updated and/or added for each application). In addition, the user's
different mobile networks are profiled based on their throughput and congestion

characteristics.

3: Caching: Using the profiles developed for the users (mobile devices), content, and
mobile networks, the System, particularly the mobile device, will pre-fetch content and
store it locally. The pre-fetch schedule is optimized according to multi-objective criteria
which allows for offering the highest quality user experience in addition to minimizing
the cost associated with monthly data consumption and, in some instances, easing
burdens on networks and smoothing traffic (e.g., shifting some traffic to oft-peak demand

times). The cached content will be available for consumption either through the user
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interface of the supported mobile application or via the System user interface. Thus, in
some embodiments, the same mobile app (e.g., YouTube, Facebook, etc.) is employed by
the user to consume prefetched content. The requested content is delivered to the mobile
app from cache memory rather than via a real time network connection (which often

requires buffering and the resultant delays).

4: Recommendation: The the System user interface allows the user to consume the
cached content based on a simple and elegant recommendation interface. In addition,
based on the collected statistics regarding the user, content, and mobile networks, a
recommendation system allowing the user to change the setting of the caching and data
plan usage is included in the Ul The user input is passed, in a parameterized form, to the
caching/scheduling module. This way, the user has control on optimizing the usage of the
data plan to suit his/her own preferences. In addition to the dynamic setting, the System
also supports alert functionalities to aid the user in optimizing the performance platform

(e.g., issuing an alert in case of roaming and/or excessive usage of data).

[0054] The overall architecture of a particular embodiment of the System is shown in
FIG. 5. In this example of a configuration for the Android® 4 operating system, the
System uses the VPN connectivity allowed by the Android® 4 operating system of
mobile device (110) to forward the traffic initiated by different mobile applications to the
the System’s forwarding server (130B). This collected traffic is then used, at the Cloud
Server (130A), for building the profiles used to optimize the caching algorithm. It will be
understood that forwarding server (130B) may be incorporated into Cloud Server (130A)
or omitted entirely. Predicted and recommended content is downloaded by the mobile
device and is stored locally on the mobile device (e.g., on an SD-card or other memory
store of the mobile device). If/when a certain mobile application, supported by the
System, requests a certain item which is available locally, then the request is intercepted
(e.g., by the mobile device) and rerouted to the local memory location. The Mobile

Application (MA) and Cloud Server (CS) architectures are detailed further herein.

Mobile Application Architecture
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The Mobile Application ("MA") generally comprises a software application (which may
comprise one or more individual programs, routines and/or subroutines stored in the
mobile device memory), and includes a variety of functionalities, various modules which
implement these functionalities, and interfaces between these modules. FIG. 6 depicts a
block diagram of the MA modules and interfaces, including the interface with the Cloud

Server over the network. MA Modules

The MA embodiment depicted in the block diagram of FIG. 6 has the following

modules:
() MA Content Logger Module (MACLM)

This module is responsible for logging the content consumption of the applications
traffic. Each time a new HTTP packet arrives to the Cloud Server VPN Handler
(described below), it sends the required details to the MACLM to log the requested
content. These details include, for example,:

a. Hostname: www.youtube.com

b. Get request URL: /watch?v=o0l-soTwszFs
The MACLM will append the record to the content log file which contains a list of
records (lines). Each record contains, for example, the following details:

a. Application Identifier: it is the hostname provided by the VPN Handler

Module.
b. Logging Time: The time of the content consumption.
c. Other Parameter: This parameter depends on the content being logged, and

will be extracted from the HTTP GET Request URL. Examples for the
apps parameter are as follows:

1. Last.fm: genre/artist

2. YouTube: video id

3. CNN: section name

(2) MA Battery Logger Module (MABLM)
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This module is responsible for logging the battery usage of the device. Each time the
device gets a low battery signal, is connected to the charger (USB/AC), is disconnected
from the charger, or is in a steady battery state, an Intent is received from the system and
the MABLM will append a new battery record to the battery log file. The battery log file

contains a list of records (lines), where each record contains, for example, the following

details:
a. Battery State: one of the following states
1. Connected AC (ac): the device is connected to the AC charger.
2. Connected USB (usb): the device is connected to the USB charger.
3. Disconnected (disconn): the device is disconnected from the
charger AC/USB.
4. Battery LOW (batt_low): the device is in low battery state.
5. Battery OK (batt_ok): the device is above the low battery state and
in the stable state.
b. Logging Time: The time of receiving the Intent.

3) MA Statistics Calculator Module (MASCM)

This module is responsible for determining the amount of bandwidth ("BW") saved for
the user either on 3G or Wi-Fi (in case of Wi-Fi, by reducing the wait time for the video
buffering) for each app. The MASCM is divided into two main components: a statistics

calculator and a statistics logger:

a. Statistics Logger: sub-module that logs the amount of BW saved for the
apps.
b. Statistics Calculator: sub-module that is responsible for calculating the

amount of BW saved for the user and how much money the user saved.
Each time a cached packet arrives to the MAVPNH, it sends the required details to the
Statistics Logger to log the amount of BW saved for each app. These details include:
1. Hostname: www.cnn.com
2. Size of data saved (Kbytes): it is the size of the injected packet and
its payload.
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The Statistics Logger will modify or insert (in the case of the first record of the day) the
application recording the statistics log file. This file contains a list of days, each
containing a list of application records (lines), where each record contains, for example,
the following details:

1. Application Identifier: it is the hostname provided by the

CSVPNH.

2. BW saved (Kbytes): the size of BW saved by the System.
When the UI needs to display the amount of BW and money saved for the user, it sends a
request to the Statistics Calculator where it reads the statistics log file and calculates the
amount of BW and money saved for the user, and classifies them according to the user’s

selected options (today, week, month ... etc.).
[0059] 4) MA WiFi Logger Module MAWLM)

This module receives connectivity change information to log when the mobile device
enters and exits Wi-Fi networks, and calculates bandwidth when the mobile device enters
a Wi-Fi network by downloading a specified file on the Cloud Server ("CS") three times
in order to calculate the average bandwidth. The CS Handler will send and clear the logs
periodically. The MAWLM will also send notification to the Data Usage Monitoring
module (MADUM) upon Wi-Fi network enter and exit. For each day of week a Wi-Fi
log will be maintained in a separate file, with each file prefixed by day number (0-6).

The log file is in plain text format, with fields separated, for example, by the '<' character.
[0060] 5) MA App Usage Logger Module (MAAULM)

Some operating systems such as the Android® system provide a way to launch a
preference activity in order to display application usage statistics settings for the user.
However, it is often not possible to grab that data for use by the mobile device. The
MAAULM is implemented as part of the content logger, and adds date and time records
for each content being logged. The data can be aggregated on the CS to deduce

application usage statistics.
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(6) MA Data Usage Monitoring (MADUM)

The Android® operating system provides network traffic statistics for getting total
number of bytes sent/received through the mobile interface or all network interfaces and
number of bytes sent/received for a specific application only through all network
interfaces since device boot. The MADUM module uses this data together with
notifications from the Wi-Fi Logger module (MAWLM) to calculate the number of bytes
sent/received for each app through the mobile interface alone on daily basis, and writes
the calculated data to log file. It also reads the log file data upon UI request and returns
the calculated data grouped by today, last week, or last month. The MADUM is also
configured to clear logged data older than one month ago. The MADUM will also
disable 3G data altogether once the number of bytes sent/received exceeds a data plan
limit set by the user in their preferences. As a result, apps will be restricted to Wi-Fi

access only (which will require root access on the mobile device).
(7) MA Preferences Module (MAPM)

This module is responsible for loading and saving user preferences. The UI uses this
module to save the preferences after the user finishes modifying them. The MAPM also
loads the last saved preferences for the UL. The MACSH (described further herein) will
request the last saved preferences from MAPM when those preferences are to be sent to
the CS. The format of the file saved will be described further herein. The user-selectable

preferences may include, for example:

. Should the System cache on Wi-Fi & 3G or Wi-Fi only?
. Is the mobile in Roaming mode?
. What is the data plan limit?

(8) MA Recommendation Engine Module (MAREM)

This module receives the recommendation survey from the CS Handler, reads questions

and answers, and pushes a notification for the user. When the user answers questions in
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the UI, the MAREM writes user's answers and notifies the Scheduler module (MASM) to
send the survey results to the CS through the CS Handler.

[0064] 9) MA Dispatcher (MADIS)

This is the module that is responsible for executing the schedule received from the server.
In one embodiment, the MADIS is a singleton class which runs in the background. It
parses the current schedule, and handles the execution of its tasks. In the exemplary
embodiment described herein, each task has two times: a time which the task cannot start
before; and a time which the task cannot start after. Each task will also include the type
of connectivity to be fetched over (e.g., Any/Wi-Fi Only). At any point of time, a task is
executed if and only if both the start time has passed, and the expiration time is yet to
come, and the specified connectivity exists. The MADIS parses the schedule, and checks
if the next task is ready for execution. If it is not ready, it sleeps until the starting time of
the task. If the next task is ready for execution, it executes it and repeats the process for
the next task. The task is executed by calling the Fetching Module and passing the task
parameters to that module. At any point in time, when the CS handler receives a new
schedule, it calls the MADIS to restart dispatching the new schedule. If the MADIS
needs to execute a task, but there is no acceptable battery level and/or no connectivity at
all, it will sleep in the background until the required battery level is reached and/or any
type of connectivity is available. If the MADIS needs to execute a task but there is no
acceptable connectivity, it will mark that task as a holding task, and move forward to the
next task. If the next task is ready, it will execute it and repeat the process. If, at any
point, the scheduler reaches a task that is not due yet, it will stop iterating and sleep until

that task is due or until connectivity is available for any of the holding tasks (if any).
[0065] (10)  MA Caching Module MACM)

This module is responsible for keeping track of cached content; it is divided into three

main components, as shown in FIG. 7.
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Cache Handler: sub-module that handles and keeps track of the cached

content wherein each item of cached content has, for example, the

following details:

1.

2.

URL: the identifier for the content.

Path: the location of the content on the SD-Card or other memory

of the mobile device.

Date: the fetching date of the content.

Cache Cleaner: sub-module that is responsible for cleaning the mobile

device memory (e.g., the SD-Card) and removing the old and unused

content. The cleaning criteria differs from one type of cached content to

another, for example:

1.

Last.fm: the playlist of last.fm is cleaned after it is consumed, but
the audio files will be cleaned if a new playlist arrives or after a

specified time interval.

CNN: the digest of content is cleaned after its consumption as well,
but the other files will be cleaned with the new digest or after a

specified time interval.

Youtube: the cached videos are cleaned after a specified time

interval.

Cache: the cached content on the SD-Card (or other memory of the

mobile device).

Each time the CSVPNH gets a request, it asks the MACM about the availability of
incoming packet request URL. The MACM then searches for the URL in the mobile

device memory, and will return the location of the cached content (e.g., its location on

the SD-Card). Each time the MAFM starts fetching content it communicates with the

MACM to check if the content has been previously cached or not, and the MACM
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returns the result. After the MAFM finishes the fetching of the content it notifies the

MACM of the new content added to the cache and provides the details stated earlier.
[0066] (11)  MA Fetching Module (MAFM)

This module is responsible for caching content to the SD-Card (or other memory store),
wherein the MADIS initiates a fetching session by communicating with the MAFM to
start fetching the content. Thereafter, the MAFM communicates with the MACM to
notify it with the new cached content. The MAFM is divided into three main

components, as shown in FIG. 8.

a. Fetching Manager: sub-module that handles the sequence of fetching the
content and to manage the fetchers in either a parallel or a sequential manner, it
could be represented as queues or sets
b. App Fetchers: sub-module that is responsible for fetching the content and
saving it to the SD-Card
c. Cache: the cached content in the SD-Card.
Each time the MADIS finishes parsing the schedule it sends a fetching requests to the
Fetching Manager which gives priority to the fetching tasks and starts the appropriate
App Fetcher for each task. The App Fetcher communicates with MACM to make sure
that this content has not been cached before and then it starts fetching the content
according to the application type. Some examples are as follows:
. Last.fm Fetcher: is divided into two fetchers
1. Playlist Fetcher: a fetcher that gets the list of audio files that the
user will be playing later.
2. Audio Fetcher: a fetcher that fetches the list of audio files in the
playlist fetched.
Last.fm Fetcher will need to send to the MACM to notify it with the new
cached content for each of the two fetchers.

. CNN Fetcher: is divided into two fetchers:
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1. Digest Fetcher: a fetcher that sends a request to the CNN servers to
get a new digest of content.
2. Content Fetcher: a fetcher to fetch the multimedia files and
content of the digest fetched.
CNN Fetcher will need to send to the MACM to notify it with the new
cached content for each of the two fetchers.
. YouTube Fetcher:

it is responsible for fetching the YouTube videos and sending to the
MACM to notify it with the new cached content.

When MAFM finishes fetching all current tasks, it will inform MADIS that no fetching

tasks are currently ongoing.
[0067] (12)  MA Scheduler Module (MASM)

This module is responsible for scheduling the communication between the MA and the
CS, where it asks the MACSH to send the Wi-Fi log, Battery log, Content log, Statistics
log, Data Usage log, Recommendation Survey Result, and receive Schedule and
Recommendation Survey. The MASM is divided to the 10 main components as shown in

FIG. 9.

a. MA Scheduler: sub-module that handles the communication with the CS
and handles the timers of the periodical sending and receiving of logs and
schedule.

b. Send Wi-Fi Log: sub-module that is responsible for sending the Wi-Fi log

to the CS.

c. Send Battery Log: sub-module that is responsible for sending the Battery
log to the CS.

d. Send Content Log: sub-module that is responsible for sending the Content
log to the CS.

e. Send Statistics Log: sub-module that is responsible for sending the

Statistics log to the CS.
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f. Send Data Usage Log: sub-module that is responsible for sending the Data
Usage log to the CS.
g Send Recommendation Survey Result: sub-module that is responsible for

sending the Recommendation survey result to the CS.
h. Send User Preferences: sub-module that is responsible for sending the

preferences of the user.

L. Receive Schedule: sub-module that is responsible for receiving the
schedule from the CS.
J- Receive Recommendation Survey: sub-module that is responsible for

receiving the Recommendation Survey from the CS.
Each time the timer identifies that it needs to communicate with the CS; it will call the
MA Scheduler to start executing the appropriate sender or receiver, which in turn

communicates with the MACSH to send the log or receiver the schedule.
[0068] (13)  Facebook Connect Module (FCM)

This module is responsible for handing the connecting of the user to his/her Facebook
account and giving the Facebook fetcher the authorization to access the Facebook news
feed to be able to cache the required content. The Facebook SDK written in java is used

to connect to Facebook.
[0069] (14) MA VPN Handler (MAVPNH)

This is the module that handles VPN connections on the MA, and is configured as shown
in FIG. 10. The VPN Manager sub-module extends, for example, the Android® VPN
Services class to build a VPN solution; it creates a virtual network interface, configures
addresses and routing rules, and returns a file descriptor to the application. Each read
from the descriptor retrieves an outgoing packet which was routed to the interface. Each
write to the descriptor injects an incoming packet just like it was received from the
interface. Reading/Writing from/to the descriptor is performed in parallel. The interface
is running on Internet Protocol (IP), so packets always start with IP headers. The

application completes a VPN connection by processing and exchanging packets with the
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remote server over a tunnel. The VPN Manager submodule investigates the packet to
determine if it is a TCP Packet and holds HTTP traffic in order to extract and send
request method and "Host" HTTP header field from the outgoing packets to the Packet
Interceptor sub-module. The VPN Handler module uses the Jpcap library to capture

network packets and extends its functionality to generate network packets.

[0070] The Packet Interceptor sub-module sends the extracted request method and "Host"
HTTP header field to the Content Logger module, and filters using a host-application
table before sending the extracted request method and "Host" HTTP header field to the
Cache Handler module. In this manner, only the requests for the supported applications
are sent to the Cache Handler in order to retrieve cached content for the request, if any.
The Package Interceptor sub-module receives the result from the Cache Handler module
and forwards it to the VPN sub-module. If there no cached content is found, the VPN
manager sub-module writes the outgoing packet to the tunnel. If cached content is found,
the VPN manager sub-module drops the outgoing packet and creates a new Packet

Injector to handle the loading of the cached content into packet(s).

[0071] The Packet Injector handles the breakdown of large cached content (e.g.,
audio/video files) into packets. The VPN manager sub-module manages handling
multiple packet injectors for different cached content requested for different applications
at the same time, while reading the incoming packets from the tunnel, and writing all of
the previous to the descriptor. The VPN Manager sub-module also keeps track of running
packet injectors for different applications, so that if it intercepts a new outgoing packet
for an already running application, it will break loading packets for cached content. The
Packet Injector also sends the size of loaded cache content to the Statistics Calculator

module.

[0072] As described above, the VPN Handler module of all user devices sends the HTTP
traffic to CSVPNH (described below) for routing. This can be a potential bottleneck of
the system. If desired, one way to balance the extra load on the system is for the

MAVPNH to interact with a dynamic CSVPNH. Each time the mobile device has a data
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connection, and before setting up the VPN network, MAVPNH will invoke MACSH to
request an IP-Port pair from the CSMAH. The obtained IP-Port pair is then be used for
the ongoing connection until it is interrupted. The same process is repeated for any

established connection.
(15) MAUI

This is the user interface of the application. It is responsible for displaying the content
usage statistics, providing an elegant way for the user to browse through the cached
content, collecting the data plan information from the user, suggesting recommended

actions for the users, etc..
(16) MA Cloud Server Handler (MACSH)

This is the module that handles all communication with the CS. It sends Wi-Fi, Battery
and Content logs periodically to CS, and receives and saves schedules to file, and sends
notifications to the Dispatcher module. It also sends bandwidth savings statistics to CS in
addition to receiving recommendation surveys from the CS and sending recommendation
survey results to CS. In the embodiment shown and described herein, the MACSH is the
only module which communicates with the CS. The MACSH also includes a REST
client to call REST web services provided by the CS. Requests and responses are sent
and received in JSON format, and data is sent/received as value of "data" parameter

name.

Cloud Server (CS) Architecture

This section describes the architecture of one embodiment of the Cloud Server
("CS"), including its modules, the interfaces between these modules, and the sequence of
operations that are performed by such modules. FIG. 11 is a block diagram depicting an

exemplary CS configuration and its communications with the Mobile Application.
CS Modules

() CS VPN Handler (CSVPNH)
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This is the module that handles VPN connection on the CS. The CSVPNH forwards IP
packets received/sent from/to the MA through a created tunnel. It handles multiple
sessions at a time and performs simple authentication using device ID. No packet
investigation is done at this stage. A dedicated machine (or multiple machines) is
provided for forwarding in order to optimize performance. As described for the
MAVPNH, one approach for solving any performance issues that might arise is to have
multiple instances of the CSVPNH. The CSMAH will request an IP-Port pair from the
CSLBM, and the IP-Port pair is then be used for the ongoing connection until
interrupted. (It should be noted that the CSLBM is not depicted in FIG. 7 above.)

[0077] 2) CS Mobile Application Handler (CSMAH)

This is the module that handles all communication with the MA. It receives Wi-Fi,
battery and content logs, and sends logs to Logs Manager module. The CSMAH also
retrieves schedule from the CSSM and sends schedules to the MA upon request. It also
receives bandwidth savings statistics and data usage logs from the MA, and sends
statistics and data usage logs to CSLMM. The CSMAH also sends recommendation
surveys to the MA upon request, and receives recommendation survey results from the
MA. In the exemplary embodiment shown, no other module in the CS communicates
with the MA except the CSMAH. The CSMAH uses a web framework to provide REST
web services. Requests and responses are sent/received in JSON format, and data is

sent/received as value of "data" parameter name.
[0078] 3) CS Load Balancing Module (CSLBM)

This module, if provided, is responsible for balancing loads when there are multiple
instances of the CSVPNH. The MA will request an IP-Port pair for the CSVPNH each
time it establishes a 3G connection. The CSMAH will forward that request to the
CSLBM, which will monitor how many connections each CSVPNH instance is currently
handling. The CSLBM will respond to the request with the IP-Port pair of the CSVPNH
with acceptable load. The algorithm used in this module can be relatively simple, or

more complex depending upon the estimated performance of a single CSVPNH instance.
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4 CS Logs Manager Module (CSLMM)

This module is responsible for saving/loading the logs to/from the Cloud Server Database
("CSDB"). The CSLMM is invoked when the MA handler sends a new log in order to
save the new log to the CSDB. The CSLMM also invokes the CSPMM providing
previous logs to re-generate the profiles. The CSLMM includes several sub-modules:
a. Content Logs Manager Module
This sub-module is responsible for saving/loading content logs to/from database.
The input file received from CSMAH to be saved in the database will be
formatted as described further herein. The sub-module will parse the file, create a
new day record in the database tables, and insert the records as rows. After saving
the new logs to the database, it will invoke the CSPMM providing previous
content logs. The CSPMM will use this data to update the content profiles.
b. WiFi Logs Manager Module
This sub-module is responsible for saving/loading Wi-Fi logs to/from database.
The input file received from CSMAH to be saved in the database will be
formatted as described further herein. The sub-module will parse the file, create a
new day record in the database tables, and insert the records as rows. After saving
the new logs to the database, it will invoke the CSPMM providing previous Wi-Fi
logs. The CSPMM will use this data to re-generate the connectivity profiles.
c. Battery Logs Manager Module
This sub-module is responsible for saving/loading battery logs to/from database.
The input file to be saved in the database will be formatted as described further
herein. The sub-module will parse the file, and insert the records as rows. After
saving the new logs to the database, it will invoke the CSPMM providing
previous battery logs. The CSPMM will use this data to re-generate the battery
profiles.
d. Statistics Logs Manager Module
This sub-module is responsible for saving/loading statistics logs to/from database.

The input file to be saved in the database will be formatted as further described
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herein. The sub-module will parse the file, and insert the records as rows. After
saving the new logs to the database, it will invoke CSPMM providing previous
battery logs. The CSPMM will use this data to re-generate the traffic statistics
profiles.

e. Dataplan Logs Manager Module

This sub-module is responsible for saving/loading data plan logs to/from
database. The input file to be saved in the database will be formatted as further
described herein. The sub-module will parse the file and insert the records as
rows. After saving the new log to the database, it will invoke CSPMM providing
previous data plan logs. The CSPMM will use this data to re-generate the data
plan profiles.

f. Recommendation Survey Manager Module

This sub-module is responsible for loading recommendation survey question from
database, and also saving/loading recommendation survey answers to/from
database. The input file to be saved in the database will be formatted as further
described herein. The sub-module will parse the answers file and insert the
answers in the database. This module will be invoked by CSSM to reflect the
survey answers into the scheduling decisions.

g User Preferences Manager Module

This sub-module is responsible for saving/loading data plan logs to/from
database. The input file to be saved in the database will be formatted as further
described herein. The sub-module will parse the file and update the user
preferences in the database. The CSSM will get the user preferences from this

sub-module to reflect it in the resulting schedule.

5 CS Profile Manager Module (CSPMM)

The CSPMM includes a number of components:

a. Profiles Manager
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This is a sub-module which is responsible for saving and loading the user profiles.
It saves the profiles generated by the rest of the sub-modules of CSPMM, and
loads the profiles requested by the CSSM.

b. Content Profile

This is a content requests profiler where records are more structured. The input to
this sub-module will be the content log array returned from the CSLMM. Some
statistics are calculated such as the minimum (earliest) and maximum (latest)
times that this request has been made throughout multiple weeks of a specific day
(e.g., the latest time the request to content X has been made during the last five
Sundays), the average time of all the requests made by a certain application ID to
a certain category, and the priority of this request (application profiler). Each
application request is used to compute the priority of this application ID for later
use in the scheduler. A reference count for each application ID is calculated. This
count reflects the number of requests made by this application. A high reference
count means that this application is demanded more frequently than others,
increasing the priority of this application. The average request time will be used
for scheduling the task at the right time and the maximum (latest) time will be
used as an expiry date

c. Wi-Fi Profiler

This component is responsible for profiling the Wi-Fi log files. The input to this
sub-module will be the Wi-Fi log array returned from CSLMM. This profiler
provides two mechanisms for representing Wi-Fi logs: a daily mechanism which
deals with all log records as daily records which means that all entities are
combined into one single 24 hour day; and a weekly mechanism which deals with
log records as separate days thus combined in a longer period of 7 days.

d. Battery Profiler

This component is responsible for estimating the charging and the discharging
times. The input to this module will be the battery log array returned from the
CSLMM. This information will be used later in the scheduler. The discharging
period (battery low) will be reflected as no Wi-Fi periods in the BW density
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function. For example whenever a battery low period is found, this will be
reflected on the estimated available BW as no available BW to decrease the
priority (or even prevent) scheduling tasks at this period of time.

e. Dataplan Profiler

This component is responsible for estimating the data plan usages of the user. The
input to this sub-module will be the data plan log array returned from the
CSLMM. This information will be used later in the scheduler. The data plan
profile will be reflected in scheduling affecting whether to cache content via 3G
or not. The current data usage along with the data plan limit is used for that
decision.

f. Bandwidth Modeler

This component creates the BW Density function. It provides means to get the
contributing Wi-Fi entities in each point and their corresponding BW values. A
point in the BW density function can be obtained by accumulating the BW of all
the Wi-Fi entities that contributes in this specific time slot (if any) from different
weeks on a certain day. For example point X in time has a BW value of the
average of all Wi-Fi entities found during this time X from the last five Sundays.

If there is no Wi-Fi during certain period a value of zero will be used instead.

(6) CS Scheduler Module (CSSM)

This module is optimized according to a multi-objective criterion that takes into account
the profiles of the user, content, and mobile network. It also takes input from the dynamic
setting (recommendation) functionality supported by the Ul The resulting schedule will

be sent to the mobile unit to execute

(7) CS Database Interface (CSDBI)

This module is responsible for mapping and abstracting the database server in the CS. It
uses an Object Relational Mapping (ORM) design pattern to handle all queries and
operations performed against the CS database (CSDB). This means there are two layers.

The first layer is the Database Abstraction Layer (DBAL) which allows one to plug in
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any supported database type without the need to rewrite all the code or queries. The
second layer maps database tables into objects in both directions, i.e., it retrieves data
from the database in form of objects, and when told to save data maps back the object to
its original table(s) in the database. The ORM Architecture is further explained by FIG.
12.

Cloud Server Operations Sequence

() Saving Logs Operation Sequence

CS MobileApplication Handler (CSMAH) Operation: Once a day, the MA will
send the Wi-Fi logs, battery logs, and content logs to the CS. The CSMA will accept the
files and pass them to CS Logs Manager Module (CSLMM).

CS Logs Manager Module (CSLMM) Operation: The CSLMM will parse the log
files received, and save the parsed data to the CSDB. It will also load the logs of the

previous weeks and pass them to the CSPMM to update the user profiles.

CS Profiles Manager Module (CSPMM) Operation: The CSPMM will be invoked
by the CSLMM to update the user profiles. It will generate the new profiles, and save
them to the database.

(2) Requesting Schedule Operation Sequence

CS Mobile Application Handler (CSMAH) Operation: Once a day, the MA will
request a new schedule from the CS. The CSMA will accept the request, invoke the CS
Scheduler (CSS), and send the resulting file.

CS Schedule Module (CSSM) Operation: The scheduler will generate the
schedule on the fly and return it to CSMAH. In order to generate the schedule, it will

need the profiles. So, it will request the latest user profiles from CSPMM.
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Cloud Server (CS) — Mobile Application (MA) Interfaces

[0085] The CS offers an API that allows the MA to call methods that respond in REST
style JSON. Individual methods are detailed in the tables below.
ID Web Service Name Description
1 Register Registers a user's device id
2 Send Wi-Fi Log Sends user's Wi-Fi logs
3 Send Battery Log Send user's battery logs
4 Send Content Log Send user's traffic content logs
5 Fetch Schedule Retrieve user's caching schedule
6 Send Statistics Send user's bandwidth saving statistics
7 Send Data Usage Send user’s traffic usage statistics
8 Fetch Recommendation Survey Retrieve user’s recommendation survey
9 Send Recommendation Survey Send user’s recommendation survey
Result result
10 Request CSVPNH Request an IP-Port pair for CSVPN
instance
11 Send Preferences Send user’s preferences

[0086] MA InterfacesRegisterWebservice
Request Request http://[hostname:port]/register
Method Post
Request Json Object containing: device_id
Response No response
Response 200: operation done successfully

[0087]

code 410: unknown server error
420: database error
440: parameters format error

Request Ex:

{‘device_id’:’3a302cbe-7772-381e-a66c¢-
5307ddalf517’}

Response Ex: | {}

Send WiFi Log Webservice
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Request Request http://[hostname:port]/send_wifi_log
Method Post
Request Json Object containing: device_id and data (See Wifi Log File Format)
Response No response
Response 200: operation done successfully
code 410: unknown server error
420: database error
430: authentication device_id
440: parameters format error
Request Ex: {‘device_id’:’3a302cbe-7772-381e-a66¢c-5307ddalf517°,'data":'See Wifi Log

File Format'}

Response Ex:

U

[0088] Send Battery Log Webservice
Request Request http://[hostname:port]/send_battery_log
Method Post
Request Json Object containing: device_id and data (See Battery Log File Format)
Response No response
Response 200: operation done successfully
code 410: unknown server error
420: database error
430: authentication device_id
440: parameters format error
Request Ex: {‘device_id’:’3a302cbe-7772-381e-a66¢c-5307ddalf517°,'data":'See Battery Log

File Format'}

Response Ex:

U

[0089] Send Content Log Webservice
Request Request http://[hostname:port]/send_content_log
Method Post
Request Json Object containing: device_id and data (See Content Log File Format)
Response No response
Response 200: operation done successfully
code 410: unknown server error
420: database error
430: authentication device_id
440: parameters format error
Request Ex: {‘device_id’:’3a302cbe-7772-381e-a66c-5307ddalf517’,'data":'See Content

Log File Format'}
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| Response Ex: | {}

[0090] Fetch Schedule Webservice
Request Request http://[hostname:port]/fetch_schedule
Method Post
Request Json Object containing: device_id
Response Json Object containg schedule
Response 200: operation done successfully
code 210: empty result
410: unknown server error
420: database error
430: authentication device_id
440: parameters format error
Request Ex: {‘device_id’:’3a302cbe-7772-381e-a66c-5307ddalf517’}
Response Ex: | {'data':'See Schedule File Format'}

[0091] Send Statistics Webservice
Request Request http://[hostname:port] send_statistics
Method Post
Request Request Json Object containing: device_id and data (See Statistics File Format)
Response No response
Response 200: operation done successfully
code 410: unknown server error
420: database error
430: authentication device_id
440: parameters format error
Request Ex: {‘device_id’:’3a302cbe-7772-381e-a66¢c-5307ddalf517’,'data":'See Statistics
File Format'}
Response Ex: | {}

[0092] Send Data Usage Webservice
Request Request http://[hostname:port] send_data_usage
Method Post
Request Request Json Object containing: device_id and data (see Data Usage File

Format)

Response

No response
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Response 200: operation done successfully
code 410: unknown server error
420: database error
430: authentication device_id
440: parameters format error
Request Ex: {‘device_id’:’3a302cbe-7772-381e-a66¢c-5307ddalf517°,’data’:’see Data Usage

File Format’}

Response Ex:

U

[0093] Fetch Recommendation Survey Webservice
Request Request http://[hostname:port] fetch_recommendation_survey
Method Post
Request Request Json Object containing: device_id
Response Response Json Object containing: data (See Recommendation
Survey File Format)
Response 200: operation done successfully
code 410: unknown server error
420: database error
430: authentication device_id
440: parameters format error
Request Ex: {‘device_id’:’3a302cbe-7772-381e-a66c-5307ddalf517’}

Response Ex:

{'data’.'See Data Usage File Format'}

[0094] Send Recommendation Survey Result Webservice
Request Request http://[hostname:port] send_recommendation_survey_result
Method Post
Request Request Json Object containing: device_id and data
Response No response
Response 200: operation done successfully
code 410: unknown server error
420: database error
430: authentication device_id
440: parameters format error
Request Ex: {‘device_id’:’3a302cbe-7772-381e-a66c-5307ddalf517’,'data".'See

Recommendation Survey Result File Format'}

Response Ex:

U

[0095]

Request CSVPNHWebservice (send statistics webservice)
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Request Request http://[hostname:port] get_csvpnh
Method Post
Request Request Json Object containing: device_id
Response Json Object Containg IP-Port pair
Response 200: operation done successfully
code 410: unknown server error

420: database error
430: authentication device_id
440: parameters format error
Request Ex: {‘device_id’:’3a302cbe-7772-381e-a66c-5307ddalf517’}

Response Ex:

{‘IP’:’70:38:54:17°,Port’:’2050’ }

[0096] SendPreferencesWebservice

Request Request http://[hostname:port] send_preferences

Method Post

Request Request Json Object containing: device_id and data (see preferences file format
Fig.19)

Response No response

Response 200: operation done successfully

code 410: unknown server error
420: database error
430: authentication device_id
440: parameters format error

Request Ex: {‘device_id’:’3a302cbe-7772-381e-a66c-5307ddalf517’,'data".'See Preferences

File Format'}

Response Ex:

U

Exemplary XML File Formats

[0097]

Some exemplary XML file formats used in the system and method described

herein are provided below.

Wi-Fi Logger

This is the file sent from MA to CS that contains the user’s Wi-Fi logs.

Format

State<Day<Date<Time<Bandwidth<Name
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ENTER/EXIT<EEEE<yyyy-MM-dd<HH:mm<WiFi Network Bandwidth<WiFi Network Name

Example:
ENTER<Saturday<2012-03-24<14:55<512<inmobly2

EXIT<Saturday<2012-03-24<15:10<512< inmobly2

Content Logger

This is the file sent from MA to CS that contains the user’s content logs.

Format
Host<Day<Date<Time<Other parameter
Host<EEEE<yyyy-MM-dd<HH:mm<Other parameter

Example:
lastfm.com<Friday<2012-03-23<14:55<Rock
youtube.com<Friday<2012-03-23<14:55<0l-soTwszFs
cnn.com<Friday<2012-03-23<14:55<sports
unknown.com<Friday<2012-03-23<14:55<NA

Battery Logger

This is the file sent from MA to CS that contains the user’s battery logs.

Format
State<Day<Date<Time
State<EEEE<yyyy-MM-dd<HH:mm

Example:
(ac/usb/disconn/batt_low/batt_ok)<Friday<2012-03-23<14:55

Statistics Logger

This is the file sent from MA to CS that contains the user’s traffic statistics logs.

Format
#dd-MM-YYYY
Host<Size(KB)
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Example:
#25-01-2011
lastfm.com<125024
youtube.com<5023412
cnn.com<2304

Data Usage Logger

This is the file sent from MA to CS that contains the user’s traffic data usage logs.

Format
#dd-MM-YYYY
Package<Sent Size(KB)<Receive Size(KB)

Example:

#25-01-2011
Com.facebook.android<536<8503453
com.google.android.youtube<2356<943025834

Recommendation Survey Logger

This is the file sent from MA to CS that contains the user’s recommendation survey

Format
Question ID<Question Text
Answer 1 ID:Answer 1 Text<Answer 2 ID:Answer 2 Text

Example:
148<Do you prefer to cache Facebook videos?
I:Yes<2:No

Recommendation Survey Result Logger

This is the file sent from MA to CS that contains the user’s recommendation survey result

Format
Question ID«Selacted Answer ID
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Example:

148<2

Preferences

This is the file sent from MA to CS that contains the user’s preferences.

Format
wifi-only(0)/wifi-and-3g(1)<no-roaming(0)/roaming(1)<data-plan-limit(in MB)

Example:
0<1<2000

[0098]

[0099]

While several devices and components thereof have been discussed in detail
above, it should be understood that the components, features, configurations, and
methods of using the devices discussed are not limited to the contexts provided above. In
particular, components, features, configurations, and methods of use described in the
context of one of the devices may be incorporated into any of the other devices.
Furthermore, not limited to the further description provided below, additional and
alternative suitable components, features, configurations, and methods of using the
devices, as well as various ways in which the teachings herein may be combined and
interchanged, will be apparent to those of ordinary skill in the art in view of the teachings

herein.

Having shown and described various versions in the present disclosure, further
adaptations of the methods and systems described herein may be accomplished by
appropriate modifications by one of ordinary skill in the art without departing from the
scope of the present invention. Several of such potential modifications have been
mentioned, and others will be apparent to those skilled in the art. For instance, the
examples, versions, geometrics, materials, dimensions, ratios, steps, and the like

discussed above are illustrative and are not required.
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Claims:

1. A system for optimizing the use of network bandwidth by a mobile device comprising a
mobile application client, which resides on the mobile device, and is connected to a cloud server,
wherein the system analyzes user content consumption, provides a prefetching schedule to the
mobile device, and the mobile device prefetches content partially in accordance with the

schedule.

2. The system of claim 1, wherein Virtual Private Network (VPN) is setup through which

all the traffic from/to the mobile device is routed, as shown and described herein.

3. The system of claim 2, wherein the traffic routed through the VPN is analyzed to

determine the user preference in different content types.

4. The system of any preceding claim wherein the content preferences of the user are stored

in content log files at the cloud server and/or mobile client.

5. The system of any preceding claim wherein the user mobility pattern and access to

different mobile networks is stored in a log file.

6. The system of any preceding claim wherein the usage of the battery is profiled and stored

in a log file.

7. The system of any preceding claim wherein the usage of the monthly data plan is stored

in a log file.

8. The system of any preceding claim wherein the aforementioned log files are used to

create a user profile, which is used to compile the prefetching schedule.
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9. The system of any preceding claim wherein the user profile is used to create a pre-
fetching schedule for the content anticipated to be requested by the user through different mobile

applications residing on the mobile device.

10. The system of any preceding claim wherein the pre-fetching schedule is computed by the

cloud server and sent to the mobile client.

11. The system of any preceding claim wherein the schedule contains priority for each item
and specific conditions under which each item is to be cached (e.g., battery level, time window

for pre-fetching, and availability of certain mobile networks).

12. The system of any preceding claim wherein the schedule is executed by a dedicated

module in the mobile client.

13. The system of any preceding claim wherein the traffic requests generated by different
mobile applications, and routed through the VPN, are intercepted and analyzed to determine if

the requested content is available in the local memory.

14. The system of any preceding claim wherein if the requested content is available in the

local memory, the corresponding requests is rerouted to the local memory instead of the internet.

15. The system of any preceding claim wherein if the requested content is not available in the

local memory, the corresponding requests is forwarded to their intended destination.

16. The system of any preceding claim wherein if the compression functionality is activated,
the multimedia content is compressed by the cloud server before being forwarded to the mobile

device (this applied to the pre-fetched and real time content).

17. The system of any preceding claim wherein a user interface is available for accessing the

cached content independent of the application requesting it.



WO 2014/028672 PCT/US2013/055021

-5 -

18. The system of any preceding claim wherein the user interface is equipped with a

recommendation engine for different content categories.

19. The system of any preceding claim wherein the recommendation engine is optimized in
conjunction with the profiling and caching module to incentive the user to consume the cached

content and minimize the probability of downloading content that will not be consumed.

20. The system of any preceding claim wherein the user interface offers customized reports
to the user about his/her preferences, usage patterns, utility of (and alerts related to) the data

plan, and savings achieved by the platform.

21. The system of any preceding claim wherein the user interface provides the user with

customized, and dynamic, settings to control certain parameters of the caching functionality.

22. The system of any preceding claim wherein the user profile is modified according to the

input obtained from the user through the dynamic setting panel.

23. A system architecture for constructing a platform for predictive automated user-centric

loading of content for various mobile platforms.

24. A system architecture that is implemented using software for certain modules (especially
for traffic forwarding and/or analysis in cloud) can be implemented using hardware modules as

well as software.

25. A method of optimizing the use of network bandwidth using the system of any preceding

claim.
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