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MECHANISM FOR CLOSING BACK DOOR ACCESS
MECHANISMS IN PERSONAL COMPUTER SYSTEMS

This Application is a continuation-in-part of co-pending U.S. Patent Application No. 09/852,372,
entitled, “Secure Execution Box and Method,” filed on May 10, 2001, whose inventors are Dale E. Gulick and
Geoffrey S. Strongin. This Application is also a inuation-in-part of co-pending U.S. Patent Application No.

09/852,942, entitled, “Computer System Architecture for Enhanced Security and Manageability,” filed on May
10, 2001, whose inventors are Geoffrey S. Strongin and Dale E. Gulick.
TECHNICAL FIELD

This invention relates generally to computing systems, and, more particularly, to a method and

apparatus for protecting personal computer systems from unauthorized back door accesses.
BACKGROUND ART

Fig. 1 illustrates an exemplary computer system 100. The computer system 100 includes a processor
102, a north bridge 104, memory 106, Advanced Graphics Port (AGP) memory 108, a Peripheral Component
Interconnect (PCl) bus 110, a south bridge 112, a battery, an AT Attachment (ATA) interface 114 (more
commonly known as an Integrated Drive Electronics (IDE) interface), a universal serial bus (USB) interface
116, a Low Pin Count (LPC) bus 118, an input/output controller chip (Superl/O™) 120, and BIOS memory 122.
It is noted that the north bridge 104 and the south bridge 112 may include only a single chip or a plurality of
chips, leading to the collective term “chipset.” It is also noted that other buses, devices, and/or subsystems may
be included in the computer system 100 as desired, e.g. caches, modewms, parallel or serial interfaces, SCSI
interfaces, network interface cards, etc. [*Superl/O" is a trademark of National Semiconductor Corporation of
Santa Clara, Calif.]

The processor 102 is coupled to the north bridge 104. The north bridge 104 provides an interface
between the processor 102, the memory 106, the AGP memory 108, and the PCI bus 110. The south bridge 112
provides an interface between the PCI bus 110 and the peripherals, devices, and subsystems coupled to the IDE
interface 114, the USB interface 116, and the LPC bus 118. The battery 113 is shown coupled to the south
bridge 112. The Super VO™ chip 120 is coupled to the LPC bus 118.

The north bridge 104 provides communications access between and/or among the processor 102,
memory 106, the AGP memory 108, devices coupled to the PCI bus 110, and devices and subsystems coupled
to the south bridge 112. Typically, removable peripheral devices are inserted into PCI “slots” (not shown) that
connect to the PCI bus 110 to couple to the computer system 100. Alternatively, devices located on a
motherboard may be directly connected to the PCI bus 110.

The south bridge 112 provides an interface between the PCI bus 110 and various devices and
subsystems, such as a modem, a printer, keyboard, mouse, etc., which are generally coupled to the computer
system 100 through the LPC bus 118 (or its predecessors, such as an X-bus or an ISA bus). The south bridge
112 includes the logic used to interface the devices to the rest of computer system 100 through the IDE interface
114, the USB interface 116, and the LPC bus 118.

From a hardware point of view, an x86 operating environment provides little for protecting user
privacy, providing security for corporate secrets and assets, or protecting the ownership rights of content

providers. All of these goals, privacy, security, and ownership (collectively, PSO) are becoming critical in an
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age of Internet-connected computers. The original personal computers were not designed in anticipation of
PSO needs.

From a sofiware point of view, the x86 operating environment is equally poor for PSO. The ease of
direct access to the hardware through software or simply by opening the cover of the personal computer allows
an intruder or thief to compromise most security software and devices. The personal computer’s exemplary
ease of use only adds to the problems for PSO.

DISCLOSURE OF INVENTION

In accordance with the present invention, a processor is provided. The processor includes a first
register configured to store one or more hardware-debug-test (HDT) enable bits, a first control logic coupled to
receive a plurality of HDT input signais, and a second control logic coupled to the first register. The first
control logic is coupled to access the first register. The second control logic is configured to store one or more
default values in the first register in response to a reset of the processor.

In accordance with the present invention, a method for determining an HDT mode enable status is
provided. The method includes receiving a request to initiate the HDT mode, determining HDT mode enable
status, and initiating the HDT mode if the HDT mode enable status is set to enabled.

In accordance with the present invention, a method for modifying micracode is provided. The method

) 4,

includes receiving a request to modify determining loader enable status, and modifying

microcode if the microcode loader enable status is set to enabled.

In accordance with the present invention, a method of changing HDT mode status is provided. The
method includes receiving a request to change HDT mode status, determining HDT mode enable lock status,
modifying HDT mode status if the HDT mode enable lock status is set to unlocked.

In accordance with the present invention, a method of changing microcode loader enable status is
provided. The method includes receiving a request to change microcode loader enable status, determining
microcode loader enable lock status, and modifying microcode loader enable status if the microcode loader
enable lock status is set to unlocked.

In accordance with the present invention, a method of operating a processor is provided. The method
includes obtaining one or more default values selected from the group consisting of reading the one or more
default values from one or more non-volatite memory cells and receiving the one or more default values as a
strapped value through a pult-up or pull-down resistor. The method includes writing the one or more default
values as one or more various entries in one or more registers in response to a reset of the processor. The one or
more various entries are selected from the group consisting of one or more HDT enable bits, one or more HDT
enable lock bits, one or more microcode loader enabie bits, and one or more microcode loader enable lock bits.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention may be understood by reference to the following description taken in conjunction with

the ying drawings, in which like identify similar elements, and in which:

Fig. 1 illustrates a block diagram of a prior art computer system;

Fig. 2 illustrates a flowchart of an i of data and flow in a p system
having a secure execution box, according to one aspect of the present invention;
Fig. 3 illustrates a block diagram of an embodiment of a computer system having SMM MSRs,

according to one aspect of the present invention;
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Figs. 4A-4D illustrate block diagrams of embodi of including lock registers and logic,

according to various aspects of the present invention;

Fig. 5 illustrates a flowchart of an embodiment of a method for initiating HDT mode, according to one
aspect of the present invention;

Fig. 6 illustrates a flowchart of an embodiment of a method for changing the HDT enable status,

according to one aspect of the present invention;

Fig. 7 i a of an of a method for initiating the microcode loader,

according to one aspect of the present invention; and
Fig. 8 illustrates a flowchart of an embodiment of 2 method for changing the microcode loader enable

status, according to one aspect of the present invention.

While the invention is i to various modifi and al forms, specific

embodiments thereof have been shown by way of example in the drawings and are herein described in detail. 1t
should be understood, however, that the description herein of specific embodiments is not intended to limit the
invention to the particular forms disclosed, but on the contrary, the intention is to cover all modifications,
equivalents, and alternatives falling within the scope of the invention as defined by the appended claims.
MODE(S) FOR CARRYING OUT THE INVENTION
Tllustrative embodiments of the invention are described below. In the interest of clarity, not all features

of an actual implementation are described in this specification. It will, of course, be appreciated that in the

development of any such actual numerous imp ion-specifi isions must be made to

achieve the developers’ specific goals, such as i with syst: lated and busi lated constraints,
which will vary from one implementation to another. Moreover, it will be appreciated that such a development
effort might be complex and time-consuming, but would nevertheless be a routine undertaking for those of ordi-
nary skill in the art having the benefit of this disclosure. The use of a letter in association with a reference
number is intended to show alternative embodiments or examples of the item to which the reference number is
connected.

System Management Mode (SMM) is a mode of operation in the computer system that was
implemented to conserve power. The SMM was created for the fourth generation x86 processors. As newer
x86 generation processors have appeared, the SMM has become relatively transparent to the operating system.
That is, computer systems enter and leave the SMM with little or no impact on the operating system.

Fig. 2 illustrates a block diagram of an embodiment of a flowchart showing data and command flow in
a computer system having a secure execution box 260, according to one aspect of the present invention. User

input and output (I/0) data and/or commands 205 are provided to and received from one or more applications

210. The lications 210 exch data and ds with cry hy service providers 215 within the
computer system, such as the computer system 100 or any other computer system. The cryptography service
providers 215 may use API (Application Programming Interface) calls 220 to interact with drivers 225 that
provide access to hardware 230.

According to one aspect of the present invention, the drivers 225 and the hardware 230 are part of a
secure execution box configured to operate in a secure execution mode (SEM) 260. Trusted privacy, security
and ownership (PSO) operations, also referred to simply as security operations, may take place while the

computer system is in SEM 260. Software calls propagated from the user I/O 205 and/or the applications 210
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may be placed into the secure execution box in SMM 260. The software calls have access to the secure
execution box in SEM 260 to various security hardware resources.

Fig. 3 illustrates a block diagram of an embodiment of a computer systems 300 with SMM MSRs,
according to various aspects of the present invention. Fig. 3 includes a processor 305, a north bridge 310,
memory 306, and a south bridge 330. The processor includes one or more SMM MSRs (machine specific
registers) 307. The north bridge 310 includes a memory controller 315. The north bridge 310 is coupled
between the processor 305 and the south bridge 330, to the processor 305 through a local bus 308 and to the
south bridge 330 through the PCI bus 110. The north bridge 310 is coupled to receive the SMIACT# signal
from the processor 305.

In the i of Fig. 3, the p
standard processor signals (e.g. SMIACT# to the north bridge 310) and/or bus cycles on the local bus 308 and
PCI bus 110.

In various embodiments of the present invention, the security of SMM is assumed. It is noted that one

system 300 signals that the processor 305 is in SMM using

or more so-called “backdoors™ may exist that could be exploited to compromise the security of SMM. The
issues contemplated include misuse of the hardware debug test (HDT) mode of the processor 305 as well as the
ability of the processor 305 to load and replace microcode. Illustrated in Figs. 4A-D are various embodiments
305A, 3058, 305C, 305D of the processor 305, each of which includes various security protections against one
or more backdoor attacks.

In Fig. 4A, the processor 305A includes HDT control logic 410A, HDT reset logic 420A, and one or
more registers, including an HDT enable register 415 and non-volatile random access memory (NVRAM) 430.
As shown, the HDT controt logic 410A is coupled to receive a plurality of input signals through a plurality of
HDT pins 405. The HDT control logic 410A is further coupled to the HDT enable register 415. The HDT reset
logic 420A is coupled to receive a RESET signal over a line 425 and to access (i.e. read and write) the HDT
enable register 415 and the NVRAM 430.

In Fig. 4B, the processor 305B of Fig. 4B includes HDT control logic 410B, HDT reset logic 420B,
and two registers, including the HDT enable register 415 and an HDT enable lock register 435, As shown, the
HDT control logic 410B is coupled to receive a plurality of input signals through the plurality of HDT pins 405.
The HDT control logic 410B is further coupled to the HDT enable register 415 and the HDT enable lock
register 435. The HDT reset logic 420B is coupled to receive the RESET signal over the line 425 and a signal,
such as over a line 440, through a pull-up (or pull-down) resistor 445.

In Fig. 4C, the processor 305C includes microcode control logic 455, microcode loader enable reset
logic 465, and one or more registers, including a microcode loader enable register 460. As shown, the
microcode control logic 455 is coupled to receive a plurality of input signals through a plurality of microcode
input pins 450. The microcode control logic 455 is further coupled to the microcode loader enable register 460.
The microcode loader enable reset logic 465 is coupled to receive the RESET signal and to access the
microcode loader enable register 460.

[n Fig. 4D, the processar 305D includes HDT control logic 410 integrated with the microcode control
logic 455, the HDT reset logic 420, and the MLE reset logic 465 to form control/reset logic 475. The HDT
enable register 415 and the microcode loader enable register 460 are integrated into a multibit lock register 480.

A plurality of inputs 470 arc shown to the control/reset logic 475. The plurality of inputs 470 may include the

-4-
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HDT inputs 405, the microcode inputs 450, and/or the reset si; ing means. Other embodi (not shown)

integrate only the HDT control logic 410 and the microcode control logic 455, or just the HDT reset logic 420
and the MLE reset logic 465.

According to various embodiments of the present invention, the registers 415, 435, and 460, as well as
the NVRAM 430 include storage space for one or more bits. In one embodiment, each register is configured to
store a single bit. It is noted that the enable registers 415 and 460 may also be integrated into a single lock
register, and the HDT enable lock register 435 may be used as a microcode enable lock register. It is
contemplated that the registers 415, 435, 460, and/or 480 could be included in the SMM MSRs 307,

In various embodiments, the HDT enable register 415 is configured to store one or more HDT enable
bits signifying whether HDT mode is enabled or disabled. The HDT reset logic 420 is configured to set the one
or more HDT enable bits to a default state upon a reset of the processor 305.

Multiple embodiments for controlling the HDT modes are contemplated, such as those illustrated in
Figs. 4A and 4B. In one embodiment, the HDT mode is enabled as the default on non-production processors
305 used for engineering and testing. The HDT mode may be disabled as the default in standard production
processors 305. In another embodiment, illustrated in Fig. 4A, the default state may be stored in and read from
the NVRAM 430. In this embodiment, the default state may be ch but in the i badif

the default state is set to disabled. In still another embodiment, illustrated in Fig. 4B, the default state is set
using a strapping option. The default value is provided to the HDT reset logic 420B through the pull-up (or
pull-down) resistor 445,

Multiple embodiments for controlling the microcode loader modes are also contemplated, such as
those illustrated in Figs. 4C and 4D. In one embodiment, not illustrated, the microcode update mode is enabled
as the default on non-production processors 305 uscd for engineering and testing. The microcode update mode
may be disabled as the defauit in standard production processors 305. In another embodiment, similar to that
illustrated in Fig. 4A, the default state may be stored in and read from the NVRAM 430. In this embodiment,
the default state may be cl ble, but in the ill d embodi; the default state is sct to disabled. In

still another embodiment, illustrated in Fig. 4B, the default state is using a strapping option. The default value
is provided to the MLE reset logic 465 through the pull-up (or pull-down) resistor 445.

Tuming now to Fig. 5, a method 500 for initiating the HDT mode is shown. In response to receiving a
request to enter the HDT mode (step 505), the HDT control logic 410 checks the status of the one or more HDT
enable bits to sce if the HDT mode is enabled or disabled (step 510). If the HDT mode is enabled (step 515),
then the HDT control logic 410 initiates the HDT mode (step 520). If the HDT mode is disabled (step 515),
then the HDT control logic 410 will not initiate the HDT mode.

Tuming now to Fig. 6, a method 600 for changing the HDT mode enable status, which includes an
HDT mode lock, is shown. In response to receiving a request to enter the HDT mode (step 605), the HDT
control logic 410 checks the status of the one or more HDT enable lock bits to determine if the HDT lock mode
is locked or unlocked (step 610). Ifthe HDT lock mode is unlocked (step 615), then the HDT control logic 410
initiates HDT mode (step 635). If the HDT lock mode is locked (step 615), then the HDT control logic 410
requests authorization to change the HDT lock mode status (step 620). If the change is authorized (step 625),
then the HDT control logic 410 changes the HDT mode lock bit to unlocked (step 630). If the change is not
authorized (step 625), then the HDT control logic 410 does not change the HDT mode lock bit.
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In various embodiments, the HDT enable status may be changed by setting or resetting the one or more
HDT enable status bits. For example, the HDT mode may be disabled, but inside SMM, a predetermined input
to the HDT control logic 410 may signal the HDT control logic 410 to change the HDT mode status to enabled.
In the embodiment of Fig. 4A, for example, once signaled, the HDT control logic 410 would change the status
of the HDT enable bit from disabled to enabled.

Referring back to the embodiment of Fig, 4B, for example, in response to receiving a request to change
the HDT mode status, the HDT control logic 410 checks the status of the one or more HDT enable lock bits to
see if the HDT lock mode is enabled or disabled. If the HDT lock mode is disabled, then the HDT contro} logic
410 may change the HDT mode status. If the HDT lock mode is enabled, then the HDT control logic 410 will
not change the HDT mode status.

It is noted that the method 600 may alternatively terminate if the HDT lock mode is locked (step 615),
instead of requesting authorization to change the HDT lock mode status {step 620). The method 600 may also
include receiving a request to change the HDT lock mode status (not shown) prior to the method 600 requesting
authorization (step 620).

Turning now to Fig. 7, a method 700 for initiating the microcode loader is shown. In response to
receiving a request to initiate the microcode update mode (step 705), the microcede control logic 455 checks the
status of the one or more microcode enable bits to see if microcode update mode is enabled or disabled (step
710). If the microcode update mode is enabled (step 715), then the microcode control logic 455 initiates the
microcode update mode (step 720). If the microcode update mode is disabled (step 715), then the microcode
control logic 455 will not initiate the microcode update mode.

Turning now to Fig. 8, a method 800 for changing the microcode update mode enable status, which
inctudes a microcode mode lock, is shown. In response to receiving a request to enter the microcode mode (step
805), the microcode control logic 455 checks the status of the one or more microcode enable lock bits to see if
the microcode mode is locked or untocked (step 810). If the microcode lock mode is unfocked (step 815), then
the microcode control logic 455 initiates the microcode mode (step 835). If the microcode lock mode is locked
(step 815), then the microcode control logic 455 requests authorization to change the microcode mode lock
status (step 820). If the change is authorized (step 825), then the microcode control logic 455 changes the
microcode mode lock bit to unlocked (step 830). If the change is not authorized (step 825), then the microcode
control logic 455 does not change the microcode mode lock bit.

In various embodiments, the microcode enable status may be changed by setting or resetting the one or
more microcode enable status bits. For example, the microcode mode may be disabled, but inside SMM, a
predetermined input to the microcode control logic 455 may signal the microcode control logic 455 to change
the microcode mode status to enabled. In the embodiment of Fig. 4C, for example, once signaled, the
microcode control logic 455 will change the status of the one or more microcode enable bits from disabled to
enabled.

In response to receiving a request to change the microcode mode status, the microcode control logic
455 may check the status of the one or more microcode enable lock bits to determine if the microcode lock
mode is enabled or disabled. 1f the microcode lock mode is disabled, then the microcode control logic 455 may
change the microcode mode status. If the microcode lock mode is enabled, then the microcode control logic

455 will not change the microcode mode status.

JP 2005-501313 A 2005.1.13
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It is noted that the method 800 may alternatively terminate if the microcode update lock status is
locked (step 815), instead of requesting authorization to change the microcode update lock status (step 820).
The method 800 may also include receiving a request to change the microcode update lock status (not shown)
prior to the method 3500 requesting authorization (step 820).

For the purposes of this disclosure, references to ROM are to be construed as also applying to flash
memory and other substantially non-volatile memory types. Note that while the methods of the present
invention disclosed herein have been illustrated as flowcharts, various elements of the flowcharts may be
omitted or performed in different order in various embodiments. Note also that the methods of the present
invention disclosed herein admit to variations in implementation.

Some aspects of the invention as disclosed above may be implemented in hardware or software. Thus,
some portions of the detailed descriptions herein are consequently presented in terms of a hardware
implemented process and some portions of the detailed descriptions herein are consequently presented in terms
of a software-implemented process involving symbolic representations of operations on data bits within a
memory of a computing system or computing device. These descriptions and representations are the means
used by those in the art to convey most effectively the substance of their work to others skilled in the art using
both hardware and software. The process and operation of both require physical manipulations of physical
quantities. In software, usually, though not necessarily, these quantities take the form of electrical, magnetic, or
optical signals capable of being stored, transferred, combined, compared, and otherwise manipulated. 1t has
proven convenient at times, principally for reasons of common usage, to refer to these signals as bits, values,
elements, symbols, characters, terms, numbers, or the like.

1t should be borne in mind, however, that all of these and similar terms are to be associated with the
appropriate physical quantities and are merely convenient labels applied to these quantifies. Unless specifically
stated or otherwise as may be apparent, throughout the present disclosure, these descriptions refer to the action
and processes of an electronic device, that manipulates and transforms data represented as physical (electronic,
magnetic, or optical) quantities within some electronic device’s storage into other data similarly represented as
physical quantities within the storage, or in transmission or display devices. Exemplary of the terms denoting

such a description are, without limitation, the terms “pr

“displaying,” and the like.

Note also that the software-implemented aspects of the invention are typically encoded on some form
of program storage medium or implemented over some type of transmission medium. The program storage
medium may be magnetic (e.g., a floppy disk or a hard drive) or optical (¢.g., a compact disk read only memory,
or “CD ROM™), and may be read only or random access. Similarly, the transmission medium may be twisted
wire pairs, coaxial cable, optical fiber, or some other suitable transmission medium known to the art. The
invention is not limited by these aspects of any given implementation.

The particular embodiments disclosed above are illustrative only, as the invention may be modified
and practiced in different but equivalent manners apparent to those skilled in the art having the benefit of the
teachings herein. Furthermore, no limitations are intended to the detaiis of construction or design herein shown,
other than as described in the claims below. It is therefore evident that the particular embodiments disclosed
above may be altered or modified and all such variations are considered within the scope of the invention.

Accordingly, the protection sought herein is as set forth in the claims below.

7-
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CLAIMS
1. A processor, comprising:
a first register configured to store one or more hardware-debug-test (HDT) enable bits;
a first control logic coupled to receive a plurality of HDT input signals, wherein the first control logic is coupled
to access the first register; and
a second control logic coupled to the first register, wherein the second control logic is configured to store one or

more default values in the first register in response to a reset of the processor.

2. The processor of claim 1, wherein the first control logic is further configured to receive a request to
enter an HDT mode, wherein the first control logic is further configured to read selected entries of the
one or more HDT enable bits stored in the first register in response to the request to enter HDT mode,
and wherein the first control logic is further configured to grant or deny the request to enter HDT mode

based on the selected entries of the one or more HDT enable bits.

3. The processor of claim 1, further comprising:

one or more non-volatile memory cells configured to store the one or more default values for the one or more
HDT enable bits, wherein the sccond control logic is further coupled to read the one or more default
values for the one or more HDT enable bits from the one or more non-volatile memory cells and to
write the one or more default values for the one or more HDT enable bits into the first register in

response to the reset of the processor.

4. The processor of claim 1, wherein the second control logic is further coupled to receive a signal
indicative of the one or more default values for the onc or more HDT enable bits and to write the one
or more default values for the one or more HDT enable bits into the first register in response to the

reset of the processor.

5. The processor of claim 1, further comprising:

a third register configured to store one or more microcode loader enable bits;

a third control logic coupled to receive a plurality of microcode inputs, wherein the third control logic is
coupled to access the third register; and

a fourth control logic coupled to the third register, wherein the fourth control logic is configured to store one or

more default values in the third register in response to a reset of the processor.

6. The processor of claim 5, wherein the third control logic is further configured to receive a request to
modify microcode, wherein the third control logic is further configured to read selected entries of the
one or more microcode toader enable bits stored in the third register in response to the request to
modify microcode, and wherein the third control logic is further configured to grant or deny the request

to modify microcode based on the selected entries of the one or more microcode loader enable bits.

7. The processor of claim 1, further comprising:

8-
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a second register coupled to the first control logic, wherein the second register is configured 1o store one or

9.

more HDT enable lock bits.

The processor of claim 7, wherein the first control logic is further configured to receive a request to
modify HDT mode status, wherein the first control logic is further configured to read selected entries
in the one or more HDT enable lock bits stored in the second register in response to the request to
modify HDT mode status, and wherein the first control logic is further configured to grant or deny the
request to modify HDT mode based on the selected entries in the one or more HDT enable lock bits.

A processor, comprising:

a first control logic coupled to receive a plurality of microcode inputs;

a first register coupled to the first control logic, wherein the first register is configured to store one or more

microcode loader enable bits; and

a second controt logic coupled to the first register, wherein the second control logic is configured to store one or

11

more default values in the first register in response to a reset of the processor.

The processor of claim 9, wherein the first control logic is further configured to receive a request to
modify microcode, wherein the first control logic is further configured to read selected entries of the
one or more microcode loader enable bits stored in the first register in response to the request to
modify microcode, and wherein the first control logic is further configured to grant or deny the request

to modify microcode based on the selected entries of the one or more microcode loader enable bits.

The processor of claim 9, further comprising:

one or more non-volatile memory cells configured to store the one or more default values for the one or more

13

microcode loader enable bits, wherein the second control logic is further coupled to read the one or
more default values for the one or more microcode loader enable bits from the one or more non-
volatile memory cells and to write the one or more default values for the one or more microcode loader

enable bits into the microcode loader register in response to the reset of the processor.

The processor of claim 9, wherein the second control logic is further coupled to receive a signal
indicative of the one or more default values for the onc or more microcode loader enable bits and to
write the one or more default values for the one or more microcode loader enable bits into the first

register in response to the reset of the processor.

The processor of claim 9, further comprising:

a second register coupled to the first control logic, wherein the second register is configured to store one or

more microcode loader enable lock bits.

The processor of claim 13, wherein the first control logic is further configured to receive a request to

modify microcode loader lock status, wherein the first control logic is further configured to read

JP 2005-501313 A 2005.1.13
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selected entries in the one or more microcode loader enable lock bits stored in the second register in
response 1o the request to modify microcode loader lock status, and wherein the first control logic is
further configured to grant or deny the request to modify microcode loader lock status based on the

selected entries in the one or more microcode loader enable lock bits.

15. A method for determining an HDT mode enable status, the method comprising:
receiving a request to initiate the HDT mode;

determining HDT mode enable status;

initiating the HDT mode if the HDT mode enable status is set to enabled.

16. The method of claim 15, wherein determining HDT mode enable status comprises reading one or more

entries corresponding to one or more HDT enable bits from a register.

7. A method for modifying microcode, the method comprising:
receiving a request to modify microcode;
determining microcode loader enable status;

modifying microcode if the microcode loader enable status is set to enabled.

18. The method of claim 17, wherein determining microcode loader enable status comprises reading one or

more entries corresponding to one or more microcode loader enable bits from a register.

19. A method of changing HDT mode status, the method comprising:
receiving a request to change HDT mode status;
determining HDT mode enable lock status; and

modifying HDT mode status if the HDT mode enable lock status is set to unlocked.

20. The method of claim 19, wherein determining HDT mode enable lock status comprises reading one or

more entries corresponding to one or more HDT enable lock bits from a register.

21. The method of claim 19, wherein modifying HDT mode status comprises writing one or more entries

corresponding to one or more HDT enable bits to a register.

22. A method of changing microcode loader enable status, the method comprising:
receiving a request to change microcode loader enable status;
determining microcode loader enable lock status; and

modifying microcode loader enable status if the microcode loader enable lock status is set to unlocked.

23. The method of claim 22, wherein determining microcode loader enable lock status comprises reading

one or more entries corresponding to one or more microcode loader enable lock bits from a register.

-10-
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24. The methed of claim 22, wherein modifying microcode loader enable status comprises writing one or

more entries corresponding to one or more microcode loader enable bits to a register.

25. A method of operating a processor, the method comprising:
obtaining one or more default values, wherein obtaining the one or more default values is selected from the
group consisting of:
reading the one or more default values from one or more non-volatile memory cells, and
receiving the one or more default values as a strapped value through a pull-up or puil-down
resistor; and
writing the one or more default values as one or more various entries in one or more registers in response to a
reset of the processor, wherein the one or more various entries are selected from the group consisting
of:
one or more HDT enable bits,
one or more HDT enable lock bits,
one or more microcode loader enable bits, and

one or more microcede loader enable lock bits.

-11-
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