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(57) Abstract: A midspan power over Ethernet ("PoE") injector (20) connects via LAM cables (514) to remote PDs (518). Each
cable (514) has a remote end; and a midspan end (516). The cables (514) includes receiving and transmitting conductors, and insu-
lated electrical conductors. The injector (20) includes pairs of sockets (24) a first socket (24) of each pair is a powered socket, and a
second socket (24) is unpowered and carries only data. A data-signal bus (188) interconnects the unpowered and powered sockets.
Power switches (156), equal in number to the socket pairs, connect respectively to one of the powered sockets (24). Without negoti -
ating with a PD (518) connected by the cable (514) to the powered socket (24), a controller (34) causes switches (156) to close
thereby transmitting electrical power via the powered socket (24) connected thereto and the cable (514) mated therewith to the PD
(518). The controller (34) also concurrently monitors operational status: a. of each connected PD (518); and b. internal conditions
within the injector (20).
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POWER OVER ETHERNET INJECTOR

Technical Field

The present disclosure relates generally to power sourcing
equipment {("PSE"} for supplying slectrical power together with
data on Ethernet cabling to a rewote powered devics {("PD"},
and, more particularly, to a FEE for reliably powering,

rann@;tlnq to, prote rfinq, and resetting the PDs.

Background Arg

Powar over Ethernet {(*PoE") echnology lg a system for
transmitting electrical power safeiy, ~ogether with data, via

an Erthernet cable algo known as a local area network {"LAaN")
cable. An Institute of Electrical and Electroniceg Engineers
{("IEBE") standard IEEE B802.3 for PoE requires LAN category &
cable or highesr for high power transmission, but can operate
with category 3 LAN cable for transmitting less power. In
accordance with the I[BEE standsrd, electrical power lg trans-
mitted in common mode over two (2) or wmore of the differential
pairg of wires inciuded in an Ethernet cable from the PSE |
i.e. either:

1. a power supply inciuded in a PoE-enabled networking

device such as an Bthernebt switch; or

2. a widspan power supply located somewhere along a
langth of Ethernet cable.

The original IEEE 802.3af-2003 PoE standard provides up to 15.4

W of DC power {(minimum 44 V DT and 350 wmd) via an Ethernet

cable. The IBEE standard assures delivering only 12.95 W of

a2lectrical power at the PD since a length of Ethernet cable
S5

dissipateg some of the electrical power. The updated IEEE
802.3ab-2009 PoR gtandard, also identified as PoB+ or PoBE plus,
transmits up to 25.5 W of power via an Ethernet cable. The

PoE+ standard prohibits a PD, typically a WiFi access point
(AP}, a voice-over-IiF (VolIP; phone or a security camera, fronm
using all four pairs for power. Despite this prohibition, sowme
PoR products, allegedly compatibkle with the 802 .2at standard,
offer up to 51 W of electrical power over a single BEthernet
cable by transmitting electrical power via all four (4) of an
Ethernet Category 5 cable's differential pairs.
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Some PoE PSE devices send electrical power via otherwise
unused conductors in the Bthernet Cable. Such PSE devices are
generally termed ‘passive PoE”. Other PolE PFSE devices,
commonly known asg “active PoE” such asg 8-wire 1000BT giligabit
Pol, send both electrical power and data to a remobte FD via the
same EBEthernet cable conductors,

The 862.11laf standard provides a method whereby the PSE
and the PD negotiate the amount of power a PD reqguires. Using
a mathod gpecified in the IEEE standard, initially a PoE source
transmits & slowly increasing voltage {(sawtooth or ramp) to the
PD. As the wvoltage changes, the PD responds by drawing
different load currents. The PoE source then "classifies® the

D baged on the amount of current the PD draws at each voltags
level. For exawmple, a PoE source may assign one PO drawing
15.4W maximum to one clasgs, and another PD drawing 25.5¥W to a
different class. Baged on the awmount of power the FD draws,
the PoE scurce then sets a maximuwr current level to be supplied
to the PD. This procegs is called "negotiation™ and "claggifi-
cation.

PSE deviceg that fully implement the IEEE 802.3af or
B02.3at Pok sgtandards encounter various technical problems.
PSE deviceg operating in full compliance with the IEEE 802.11af
gtandard work satisfactorily in a typical office environment,
but prove unsatisfactory if the PD ig outdoors, has multiple
splices and/or connectors, or is a long distance from the PoE
source ., In remote and/or outdoor applications, the Bthernet
cable's length often exceeds the initial IEBE standard's 100
metars or 328 feet., The electrical performance of category 5
or 3 Ethernet cablies and connectors when usged for PoB exhibit
unexpected relatively high and unstable =lectyical resgistance
between an Ethernet cable's differential pairs of wires, and
between those differential pairs and any outexr ghield. For
such ingtallations negotiation and clasgification in accordance
with the IEEE 802.3af standard may fail, particularly during
claggification for various reasons.

1. Intermittent and resistive connections at the

Ethernet cable's terminations freguently when un-
shielded twisted pair ("UTP") cables are used out-

doors.
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Short circuits and disconnects can ocouy, particular-
1y in cutdoor applications, most commonly when UTE
cable deteriorate, or when the BEthernet cable’'s
termination gets wet, or when the RJ45 connections
originally intended for low~-current indoor use are
uged outdoors.

i

Induced electrical noise on conductors carrving
electrical power conductors can ocour whan power is
back-fed in a cowmplex network, whan PDs include
switching regulators, when slectrogtatic discharge
("ESD")  is encountered (particularly in outdoox
gsituvations}, and when eslectromagnetic interference
{("EMI") is inductively, magnetically, and capacitive-
1y coupled into the Ethernet cable. For example, an
indoor installation in which a long Brhernet cable
rung past a sgerieg of overhead fluorescent light
ballasts.

Yet anothey problem ig that either or both the PD and the
ESE may be damaged by power surges and electrostatic discharge
("EED") veceived via an Ethernet cable or a PSE device's input
power connection. PSE devices which fully implement the I1EEE
802 .3af standard are particulariy vulnevable to ESD damage when
a field effect transister (PEFET") ig used for switching as
recommended by the standard. A FET's low gate-drain breakdown
voltage makes thewm particularly wvulnerable to transient
electrical surges. A growing use of longer Bthernet cables
with ocutdoor PDs for which UTP cables were not designed creates
a network of antennas which attracts large transient electrical
surges.

Furthermore, a FD may “lockup” perhapsg due to a semicon-
ductor “latchup” in the PD's internal components. A conven-
tional midspan PoE PSE cannot detect if such a latch-up ocours.
In many gituations, only a complete power-oyeling with £full
shutoff of electrical power supplied by the P5E restore the
PD'ae operation. Conventional PSE‘s are incapable of automati-
cally detecting and correcting this type of lockup.

Finally, power glitches and brief interruptionsg of AC
power to conventional PSE will cause attached devices to lockup

or faill. The most common existing solution to this problem is



10

B2
[84]

30

[P
It

WO 2014/161009 PCT/US2014/036457
-4 -

te attach an external uninterruptable powexr supply {("Upg"
thereby providing the PISE with battery backup. A PSE that
receiveg electrical power from an UPS cannot power up multiple
PDg in pre-determined sequence with propey delays. Consequent-
1y, even though the UFS provides uninterrupted e=lectrical
powar, 1if the battery eventually becomesg fully discharged when
electrical power 15 subsegquently restored the PDs may not
operate properly particularly if some PDg must be fully

oparational before other PDs can begin operation.

Digclosure

The pregent disclogure is an improved midspan Pob injec-
tor.

An object of the present disclosure 1is to provide a
midspan Poe injector for energizing the operation of FDsg that
doss not reguire "negotiation” and/or *classification.®

Another object of the present invention isg to provide a
midgpan FOE injector that may be enabled for actively wmonitor-
ing the operational status of of PDs connected thereto.

Another obiject of the pregent invention is to provide a
midgpan POE injector thabt may autonomously restore to operation
a PD that has ceaged operation.

another obiject of the presgent invention iz to provide &
midgpan POE injector that monitors operational status internal
condivionsg within the PoB injector.

Another object of the pregent invention iz to provide a
midepan POE injector capable of autonomously reporting about
ite statug and the status of PDs connected thereto to a remote
gite.

Another obiject of the pressnt invention is to provide a
midgpan POE injector that resists both damage to itself and
damage to PDs connected thereto from electrical surges.

Another obidect of the pregent invention iz to provide a
midspan POE injector whose operation and that of PDs connected
thereto may be powered sither by AC power supplied to the Pog
injector, ov if energy from the AC power source ghould fail by
an external battervy.

Anothear object of the presgent invention is to provide a

midspan POE injector whoss cpsration an administrabor can
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readlily arrvanges for anyv arbitrary collection of Phs connected
thereto.

Ancther object of the present dinvention ig to provide a
midspan POE injector whose operation an administrator can
readily configure for semi-autonomwous operation with any
arbitrary collection of Plg connected thereto.

Briefly, discleosed is a midspan Fol injector for supplving
alectrical power to PDs that are:

a. located remotely from the POE injector; and
b. regpectively connected to the POE injector by a first

LAY cabkle.
The LaN cable has:

&. a remote end that connectsg to the PLD; and

b. a wmidspan end that connects to the POE injector.
The LAN cable includes:

a. recelilving conductors via which the PD receives data;

b. transmitting conductorsg via which the PFD transmits

data; and

c. aft least a pair of insulated electrical conductors
via which the PD recelves electrical power from the
POE injector.

The disclosed POE injector includes paireg of sockets:

a. a first of the socketg of esach palr being a powered
zocket that receives the midspan end of the LAN
cable; and

L. a second of the sockets of each pailr being an
unpowered socket that recelives a widspan end of a
gacond LAN cable.

The second LAN cable carries only data received by and trans-
mitted frowm the PD. In addition to the pailrs of sockets, the
POE injector includes a data-signal bus that interconnects the
unpowered socket and the powered gocket to couple data signals
therebetwesn.

The PoE injector also includes powsr switches equal in
number to the number of gocket pairs. Each power switch is
respectively cvonnected to one of the powerad =zockets. When
cleosed, the power switch suppliss eslectyical power to the
powered socket for coupling therefrom via the wmidspan end of
the first LAN cable that is mated with powered socket to the
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pair of insulated electrical conductors included in the first
LAN cable.

Without negotiating with a PD connected to one of the
powered sockets by the first LAN cable, a controller, also
inciuded in the PeoE injector, transmits a signal which causses
one of the power switches to c¢loge thereby transmitting
electrical power to the connected PD via the powered socket and
the interconnecting first LAN cable. In addition to transmit-
ting individual signals for closing individual power switiches,
the controller also concurrently monitors operational status
hoth:

a. of each D connected to the powered socket by a first
LA&N cable; and
b. internal conditions within the POE injector.

Brief Degcoription of Drawindgs

FIG. 1 is a perspective view 0f a PoE injector in accor-
dance with the pregent disclosure:;

FIG. 2 depicts the relationship between FIG. 2A and 2B,
the combined ¥FiGs. forwing a functional block diasgram for an
slectronic circuit included the PoE injector of FIG. 1;

FIG. 2A ig a functional block diagram of a control printed

»

circult board ("PCRY) included in the PoR injector depicted in
a

53
b~
43
3

B is a schematic block diagram of a power control
FCB included in the PoE injector depicted in FIG. 1;

FIG. 3 dis a schematic block diagram depicting a power
source configuration circulit included in power control PCB
itllustratred in FIG. 2B;

FIG. 4 is a schematic block diagram depicting a singlie PD
reset circuit, eight of which are included in power control PCB
illustrated in FIC. 2B, for transmitting a reset signal to a BD
connected to the PokE injector;

FIG. 5 block diagram illustrating a system that includes
the FoE injector depicted in FiGs. 1-4 concurrently monitoring
both operational status of a PD connected to the PoE injector,
and operational conditions internalily within the PoE injector;

FIG. & depicts the relationship between FIG. 6A and 6B,

the conbined FiGe. forming a decisional flow chart for an
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AauboPing® operation periormed by the PoB indector in monitor-
ing operational status of a PD connected thereto, and in
attempting to restore the connected PD to an operabing condi-
tion if the PoE injector determines that the PD is no longer
operating;

FIG. 6A is a portion of the functional flow chart for the
*putoPing” operation performed by the FoE injector;

FIG. 6B is another portion of the functional flow chart
for the "AutoPing" operation performed by the PoE injector;

FIG. 6C illustrates a multi-threaded script of a type an
administrator can prepare for controlling opevation of the PoE
injector;

FIG. 7 presents a Web browssy’'s image of an "Port Control™
page, also called the home page, transmittaed from an internal
Web server inciuded in the PoE injector of FIG. 1 to a host
computerts Web browser that permits controlling the PoR
injector's supplyving of electrical power suppliied to PbDsg
connected thereto:

FI1G. 8 depicts an orxder for concatenating FiGs. 8A-8BD in
assembling a Web Browser's image of a "Satup" page transmitted
from the internal Web server included in the PoE injector of
"IG. 1;

FIGs. B8A-8D, when concatenabted in the order depicted in

tri
52

rz]

8

T

. 8, present a Web browser's image of a "Setup" page
transmitted from the internal Web server included in the PoE
injector of FILG. 1 to a host cooputer’s Web browser that an
administrator uses for configuring the PoE injector's opera-
tion;

FIG. 9 pregentg a Web browser's image that provides an
exampie of a "Seripting® page transmittaed from the internal Web
gerver included in the PoE injector of FIG. 1 to a host
computer's Web browser that an administrator uses in preparing
a script for controliling the PolE injector's opsration;

FIG. 10 presents a Web browser's image of a "Date/Tima"
page transmitted from the internal Web server included in the
PoE injector of FIC. 1 to a host computer’'s Web browser that is
uged for assigning a date and time to the PoBE injector;

FIG. 11 presents a Web browser's image of an "AutoPing”

page transmitted from the internal Web server included in the
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Pol injector of FIG. 1 to a host computer's Web browser that is
uged for; and

FIG. 12 presgents a Web browser's image of an "System Log®
page transmitted from the internal Web server incliuded in the
Pol injector of FIG. 1 to a host computer’s Web browser that
reporte a history of events that have ocourrved while the Pol

injector operated.

Best Mode for Carrving Out the Disclosure

FIG. 1 depicts a midgpan PoB injector in accordance with
the present disclosure referred to by the general reference
character 20. Ag illliustrated in FiIG. 1, the Pof injechbor 2¢
includes a grounded and shislded sheet metal case 22 which
houges & RJI45-2X8 double deck gang socket 24, one conventional
10/100 Ethernet Interface provided by a single RJ45 sockeb 26,
a ligquid crystal display {("L&D") 28, and a keypad 239. As
described in greater detail below, the PoE injector 20 provides
alectrical power to one horizontal row of eight (8) RJI4E
sockets included in the RJ45-2X8 doubls deck gang socket 24 for
energizing operation of PDg connected to the RI45 sockets by a
LAN cable. Also enclosed within the case 22 is a control PCR
32 enclosed within a dashed line in the block diagram of PIG.
24

Az depicted in FIG. 23, the control PCB 22 includes &
programmad controller 34 that connects to the LCD 28 via a LOD
display bus 36 and to the keypad 29 by a kevboard bus 38, When
the PoE injector 20 1is operating, the programmed controller 34
exchanges data with an electrically ervasable programmables read-
only memory ("EEPROM"™) 42, a flash memory 44 and a RAM 46, As
dezcribed in greater detall below, via the conventional 147100
Ethernet port provided by the RJ45 socket 26 a computer program
axecuted by the programmed controlley 34 permits an administra-
tor to:

1. supply data for configuring and controlliing the

operation of the PoBE injector 20 in enserglizing
oparation of PDs connected to the Fok injector 20 via

the RI45-2X8 doubkle deck gang socket 24 by LAN cables
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2 snter programming scripts to configure power-up
sequeances, PD monitoring parameter, and PD rebootisng
gsequences; and
3. receive data from the PoBE injector 20 pertinent to

ite configuration and operation, and Lo the operation
of connected Phs.
The compubter program executed by the programmad controller 34
also wmonitors the responsiveness of PDs whose operation is
being energized by electrical power received from the RJI45-2X8
double deck gang socket 24.

The programmed controller 34 wmay be implemented using
various different microcontrolliers. For example, presently the
preferred programmed controlley 34 for a PoE injector 20 that
includes only the RJ4% socket 26 for administrator communica-
tions with the PoE injector 20 ag described in the preceding
paragraph 1=z a 7TM-331 Web Server Controller, wmarketed by
Taifatech Inc., B¥-1, No. 289, Sec. 2, Kuan~-¥Fu Rd., Hsin Chu,
Taiwan R.0.C. Alternatively, 1f administrator communications
with the PoE injector 20 as described in the precading para-
graph are to be effected using WiFi, then a AR3331 Highly-
Integrated and Cogt Effective I[EEE 802.1ln System on a Chip
("B50C"), marketed by Atheros Communications, Incorporated, 5480
Greal America Parkway., Santa Clara, California, may be used
advantageously for implemanting the programmad controller 34.

Ag depicted in FIG. 22, the conventional 10/100 Bthernet
port provided by the RJI4LH socket 26 connectg to one side of a
physical layver IC (PPHY") 52 that preferably iz a Realtek
Single Chip 8ingle Port 10/100M PFast Ethernst FPhyceiver
RTLB201. The other side of the PHY 52 connsctg to the pro-
grammed controlliery 34. The compuber program exacutad by the
programmed controller 34 transmits signals via a relay control
data bus 54 to a latch IC 56 included in the control BCB 22.

In addition to the programmed controller 34, the control
FCE 32 also dnciudes a supervisory wmicroprocessor &2 that
preferably ig a Mictrochip PICIO0FZ02 microcontroller, marksted
by Microchip Technology, Inc. 2355 West Chandley Blvd.,
Chandler, Arizona. A bidirecticonal kesp-alive signal bus €4
interconnects the supervisory wmicroprocessor 62 and the

programmed controller 34. If reqguired, the supervisory
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microprocessor €2 can fully reset the programmed controller 34
via a reset gignal line 66 without affecting the status of PbDs
connected to the PoE injector 20, The supervisory microproces-
a0y 62 also supplies an output strobe signal 72 and a pulse
width modulaticon {(*PWM*) signal 74 to the latch IC 586.

Regponding to a cowmbination of sgignals vegeived regpec-
tively from the programmed controller 34 and from the supervi-
sory microprocessor 62, the control PCB 32 transmits a set of
eilght (8} signals via a relay signal bus 76 from the control
PCR 32 to a power control board 78 that is illustrated in FIG.
2B within a dashed line.

Referring now to FIG. 28, the Po# injector 29 includes an
AC-DC gwitching power gupply 82 whose operation ig preferably
energized elther by 120 or 240 volt alternating curvent {("AC") .
An optional external backup battery 84 and also an optional
external battery charger 86 may be connected to bhattery
connection terminals 88 located on the outside of the the cage
22, not illustrated in ¥FIG. 1, for snergizing operation of the
Pol injector 20 during a power failure. Alternmatively, if an
AC power source iz not availlable, operation of the PORE
injector 20 and Pls comnnected thereto may be energized by any
available DC power source such as a solar or wind-driven
generator connected to the babttery connection terminals 88 in
parallel with the external backup battery 84.

For PoE injectors 20 that supply either 15v or 24V
electrical power to PDs, a negative output 22 of the AC-DC
switching power supply 82 and a negative terminal of the
opticnal external backup battery 84 connect directly to circult
ground of the power control beoard 78. A positive gubput 94 of
the AC-0C switching power supply 82 and a positive terminal of
the optional external backup battery 84 of such PoE injectors
20 connect divectly to a power combining and regulating circuilt

cireuilr 98 ingliuded in the powsr control beoard 78 that is

depicted in greater detaill in ¥FIG. 3. For PoE injectors 20
that supply 48v slectrical power to PDg, the polarity of

connections beatwesn the power contyol board 78 and the AC-DC
switching power supply 82 and the external backup battery B84

are reversed.
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Beferring now to FIG. 3, within the power combining and
regulating cilrcuilt circuit 98 the positive output %94 of the

AC-DC gwitching power supply 82 connecteg Lo:

1. an anode 302 of a diode 304; and
2 first terminals of parallel connected:

a. polymeric positive temperature coefficient
{"PPTC™) device 306, a/k/a a resettable fuse;
and
b. resigtor 308.
The gecond terminals of the PPIC device 304 and the resistor
308 connect to a first terminal of an overall current limiting
raesigtor 312. A second terminal of the registor 312 connects
to a battery tyrickle charging output 316 of the PoE inijector
20. In this way the PPTC device 306 and the rvegistors 308 and
312 provide a dual-rate battery charging with a minimum of
componeants.

Installing an optional battery recharging jumpser 318,
indicated by a dashed line in Fl8s. 2B and 3, bestwesn the
trickles charging output 316 and a positive terminal of the
optional external backup battery 84 permits the PoE injector 20
to zupply a battery recharging current to the external backup
battery 84. A potentiometer 320 counected to the AC-DC
awitching power supply 82 permits adijusbting the ocutput voltage
prasent at the juncture of the PPTC device 306 and the resistor
308 go a proper trickle charging current flows to any optional
external backup battery 84.

If initially & battery recharging current drawn by the
external backup battery 84 excesds that permitted by the PPIC
device 306, then the recharging current flows only through the
geries comnectad registors 308 and 312. 1f the recharging
current is below the threshold of the PPTC device 306, then
current f£lows both through the serieg connected resigtors 308
and 312 and the series connected PPIC device 306 and the
resigtor 312.

If the optional external backup battery 84 and perhaps the
optional external battery chargery 86 are connected to the PoE
injecteor 20, within the power combining and regulating circuit

cirouit 38 their pogitive terminals connect respectively to:
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1. a first pole of a ninety wvolt (80 ¥} 2-pole gas
digcharge tube {(*GDT") 2231; and

2. an ancde 322 of a diode 324.
A gecond pole of the GDT 221, a Bourns 2027 Series 2-pole gas
discharge tube or a corresponding component from Littlsfusse,
connects to circult ground., A cathode 326 of the dicde 324
connects to a cathode 328 of the diode 304.

Configured in this way, the diodes 304 and 324 ensure that
the voltage present at the juncture of their cathodes 326, 328
will be the higher of the voltages supplied to the power
combining and regulating circult cirxcult 98 by the AC-DC
eawitching power gupply 82 and the external backup battery 84.
Thug, 1f the 120 or 240 volt AC supplied to the AC-DC gwitching
ower supply 82 or the AC-DC gwitching power supply 82 itself
should fail, the PoE injector 20 will receive electrical power
from an optional external backup battery 84 thersby ensuring
uninterrupted operation of the PoE injector 20.

The Juncture of the cathodes 328, 328 connects fo:

1. a first rerminal of a transient voltages suppression

P

diode 33Z;

B

a cathode 334 of a first protection diode 33&6; and

an input terminal of a voltage regulator clroult 338.

LS

& gsecond terminal of the transient voltage suppression dicde
332 connects to vircuit ground. The transient voltage suppres-
sion diode 332 ig preferably chosen from a 5KP Series of
transisnt voltage suppression diodes. Because the disgclosged
Pob idinjector 20 may be configured for supplyving a specified
voltage, e.g. 15V, 24V, or 48V, to Pdg via LAN cables, the
particular type of SKP Serieg of trangsient voltags suppression
diodeg inciuded in the power control board 78 depends upon the
voltage to be supplied by the PoE injector 20 to PDs.

8o the PoE injectoy 20 can provide the amount of electri-
cal current required for ensrgizing up toe eight (8) Ps, the
voltage regulator circuilt 2338 preferably inciudes a pair of
LM338 Adjustable Regulators, marketed by Texas Instruments,
that are connected in pavallel. Within the voltage regulatox
clroult 338, both an output terminal and a housing, which is
also an oubput terminal, of each LM338 Adjustable Regulator

respectively connect to a £irst terminal of a 0.1 ohw resistor
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not depicted in any of the FIGs. A junction betwesn second

terminalg of the 0.1 ochm resistors connects to:

1. a first termimal of an output resistor 346; and
2. a parallel connected:
a. cathode 352 of a second protection diode 3954
and
h. firvst terminal of a feedback resistor 356,
A juncture between an anode 358 of the second protection diode
354 and a second terminal of the registor 356 connect to:

1. an adjustment terminal of each LM338 Adjustable
Regulator included in the voltage regulator circuilt

33

and

e

8
a parallel connscted:
a. first terminal and wiper of an adjustable
ragistor 362; and
b. first terminal of a registor 264.
A juncture between second terminale of the adijustable resistor
362 and the registor 364 connects through a resigtor 368 to
circult ground. Adjusting the resistance of the adjustable
resigtor 362 parnits getting the output voltage produced by the
voltage regulatoery circult 338 to a gpecific valus.
A second terminal of the output resistor 346 connects to

a juncture between:

1. an anode 372 of the firgt protection dicde 335; and
2. a First terminal of a resistor 374 a secgond terminal

of which connects to circult ground.
The juncture among the second terminal of the outpub resistor
346, the anode 372 of the first protection diode 336 and the
first terminal of the resistor 374 is an output 378 of power
combining and regulating circuit circoult 98.

As depicted in PIG. 2B, the output 378 of the power
combining and regulating circuit circuit 98 connects to a first
input terminal 132 of a double-pole double-throw polarity
reversing switch 134, A gecond input terminal 136 of the
polarity reversing switch 134 connects teo circult ground.

The powar control board 78 includes several componants foxr
protecting the PoOE injector 20 from damage by EMI, power
surges, static, and nearby lightning cause transients to which

LaN cabhles such as category % or & cable mayv be exposed. PoE
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injectors that uwegse FET switches for injecting slectrical powsy
into an Ethernet cable exhibit poor reliability in bransient
snvironments caused by power surges, gtatic, and nearby
lightning. Included among the transient protection components
of the PoE injector 20 ig the transient voltags suppression
diode 332 incliuded in the power combining and regulating
clrouit circult 98. Furthermore, the transient protection
components inciuded in the PoE injector 20 protect it from
miswired LAN cables, e.g. two PoE injectors 20 connected to
gach other. Analogougly, the diode 324 ensures that a miswired
external backup bhattery 84 canncot damage the PoE injector 20.

In addition to the transient protection GDT 221 and
trangient voltags guppression diode 332 included in the power
combining and regulating circuit circuit 98 depicted in FIG. 3,
the power combining and regulating circuit circuit 28 also
includes both a Schettky dicde 282 and a transient voltage
suppregsion diode 384 that ils similar to the transient voltage
suppression diode 322, The dicdes 382, 384 connect in parallel
between the output 378 of the power combining and regulating
clreuit coircuit 98 and circult ground thereby placing them
acrogs the input terminals of the polarity reversing switch
134. The diode 382 ig preferably a fast response 10-204
Schottky diode, and the trangient voltage suppression diode 384
is preferably chosen from a SKP Series of transient voltage
suppression diodes. As depicted in FIG. 3, the power control
board 78 also inciudes a ninety volt (80 V) 3-pole gas dis-
charge tube ("GDT"} 142, preferably a Bourns 20368 =zseriles
miniature 3-pole gas discharge tube or a corresponding compo-
nent from Littlefusge. Output terminals of the polarity
reversing switch 134 connect across opposite poles of the GDT
142, and a third pole of the GDT 142 connects to circuit
ground.

Via the relay signal bus 76, inputs of sight {8} coil
drivers 152 inciuded in the powexr control board 78 receive
signals from the latch IC %6 incliuded in the control PCE 32.
An output of each relay driver 152 connects to a first fterminal
of a coil 154 of a preferred doubel-pole, double-throw relay
186. A second terminal of the coil 154 regeives +12V electri-

cal powsr. A normally open contact 162 of the relay 156



10

B2
[84]

30

[P
It

WO 2014/161009 PCT/US2014/036457
- 15 -

connects through a parallel connected PPIC device 164 and
transient veoltage suppression diods 166, afk/a a transorb or
tranzork, to a first output terminal 168 of the polarity
reversing switch 134. A normally closed contact 172 of the
relay 15¢ connects directly fo a second cutput terminal 178 of
the polarity reversing switch 134. In conformance with the
IEEE Pol gtandard, an armature 182 of the relay 156 connects to
ping 4-5 of one sgocket included in the RJI45-2X8 double deck
gang socket 24. Also in conformance with conformance with the
IEBE PoE standard, pinsg 7-8 of one hovizontal row of sockets
invluded in the RJ45-2X8 double deck gang socket 24 connect
directly to the second output terminal 178 of the polarity
reversing switch 134. Eight (8) data-signal buseg 188 regpec-
tively connect together those contacts of vertically adjacent
palrs of sockets included in the RJI45-2X8 double deck gang
gocket 24 that the IEEE PoE =standard specifies for carrving
data signalsg.

Configured in this way, the relay 1%6 operatbeg as a power
switch which when the coil 154 of the relay 1%¢ is not ener-
gized and the normally open contact 162 and armaturse 182 are
open interconnects via the normally closed contact 172 and
armature 182 pins 4-5 and 7-8 of one socket included in the
RJ45-2¥8 double deck gang socket 24. Enervgizing the coill 154
of the relay 156 decouples ping 4-5 of that socket from pins
7-8 thereof, and the normally open contact 162 and the armature
182 close whereby the relay 156 switchesg to coupling slectrical
powar to ping 4-5% of that socket from the normally open contact
162. During operation of the Pok injector 20, the PWM signal
74 that the supervisory microprocessor 62 supplies to the latch
IC 56 pulse width modulates the electrical signal suppliied to
each coil 154 of all relays 156 thereby reducing electrical
power dissipated by the relays 156.

o the PFeE injector 20 can detect 1if a PD draws an
exceggive amount of current which causes the PPTC device 164 to
enter its high resistance state, cathodes 192 of dicdes 194
connect regpectively to the normally open contact 162 of aach
relay 156. An anode 196 of each of the diodes 194 connects to
a dicode OR line 198. The diode OR line 198 connects to:

1. one terminal of a piezcelectric beeper 202; and
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2. an anode 204 of a Zeney diode 206,

A cathode 208 of the diode 208 connects to:

1. a first terminal of a resistor 212; and
2. a second terminal of the plezoelectric beeper 202.

& second terminal of the registor 212 connects to the second
output terminal 178 of the polarity vreversing switch 134,
Configured in this way the pilezcoelectric beeper 202 includad in
the the PolE injector 20 emits an audible alarm if any connected
PD drawg an excessive amount of current.

Manufacturers of sgome PDs eguip thelr productg with a
remobe reset feature that is not presently included in the IEEE
sgtandard. Transmitting a sufficiently high positive polarity
DC woltage to such a PD via a LAN cable's Rx signal lines
cauges the PO to execute a reset procedure. To accommodate
this feature of such PDs, the power control board 78 of the PoE
injector 29 includes eight {(8) relay drivers 222 that respec-
tively receive a signal for resetting a particular PO gpecified
by data sent from the programmed controller 34 of the control
BCE 32. Upon receiving such a signal, the relay driver 227
transmits a signal via a relay signal line 224 to a reset

circulit 226 incliuded in the power controel board 78, that is

n

Az deplcted in FIG. 4, the gignal veceived by the reget
it 226 from the relay driver 222 via the relay signal line
224 is applied to a first terminal of a coil 402 of a relay
404. A gecond terminal of the coll 402 recaives +5V 2lectrical
power . Normally open contacts 406 of relavs 404 respechively
included in each of the reget circuits 226 connect in paralliel
to a cathode 412 of a diode 414. An anocde 416 of the diode 414
connects to a first terminal of a resistor 418 the =econd
terminal of which connects to the output 378 of the power
combining and regulating circuit cirvcuit 98. An armature 422
of the relay 404 connects ro:
1. a first pole of a ninety volt {80 V) 2-pole gas
discharge tube ("GDT"} 424; and
2. a PD reset signal line 228.
second pole of the GDT 424, a Bournsg 2027 Series 2-pole gas

A
discharge tube, connects to circuit ground.
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Beferring back to ¥IG. 2B, the PD reget signal line 2238
connects the reget clroult 226 to eithexr of the Rx gignal lines
included in the corresponding data-signal bus 188, i.e. to
githear pin 1 or pin 2 of the corrvegponding RI4S socket included
in the RJI45-2X8 double deck gang socket 24 that connects via a
LAN cable to a PD. Configured in this way, the PoB injector 20
can bransmit the positive polarity DU voltage to a resettable
FD that is regquired to initiate its resetting procedure.

In addition to the programmed controller 34 and the
supervigory microprogessor 62 present on the control PCB 32,
the PoR injector 20 includes a monitoring wicroprocessor 502
located on the power control board 78. Preferably, the
monitoring microprocessor 502 is a ATmegal28-AU0 Microcontroller
marketed by Atmel Corporation 2326 Orchard Parkway, San Jose,
California. The monitoring wmicroprocessor 502 and the pro-
grammed controller 24 exchange data via a bidirectional serial
data link formed by serial communication lineg 506 and 508,
Regponsive to data received frow the programmed controlley 34,
the monitoring microprocessor 502 transmits a sgsignal via a
resaet signal bus 512 to a gpecified relay driver 222 which
activates sending a reset gignal to a specifisd FD as described
previously.

FIG. 5 illustrates a sgystem in which a LAN cable 514
having a midspan end 516 that wmates with an RJ45 socket
included in the RJI45-2X8 double deck gang socket 24 connects to
a PD 518. To provide the control PCB 32 with data regarding
the status of the powsr conbtrol beoard 78 and of PDhsg 518
connected thereto, eight (8} analog-to-digital converter
{("ADRC™) dnput ping 522 included in the preferrsd wonitoring
microprovessor 502 parymit moniteoring veltages at various polints
in the power control board 78. Veltages present at selected
lovations within the power control board 78, appropriately
scaled registively ag i1llugtrated in FIG, %, are applied to
individual ADC input ping 522. For example, a scaled value of
the voltage present on the diocde OR line 198, indicated by a
dashad line in FIG. 2B, is applied to one of the ADC input pins
522. caled voltages appilisd to other ADC input pins 522 of

the monitoring microprocessor 502 are:
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1. the voltage present abt the output 378 of the powsry

combining and regulating circult cilroult 98;

Z. 3.0 volt power supplied to various IC inciuded in the
20; and
3. the positive battery voltage supplied to the power

contrel board 8.
Firmware executed by the programmed controller 34 receives the
resultys of this wonitoring via the serial communication line
506. As depicted in FIG. 5, the programmed controller 34 can
transmit nmonitorsd results to other workstations %32, 534 via
the PHY 52 and the RJ45 =zocket 26 either to:

1. a SYSLOG server ag a report gpecified in a script as

degeribed in greater detail below; and/or

2. a Network Management Station {(*NMS*) ag a Simple

Network Management Protocol {("SNMPY) mesgsage.

The PoE injector 20 provides under wvoltage lockout
("UVLO") and over voltage protection {(*OVE®) both of which are
asgential for proper coperation of the PoE injector 20 when
powered by the external backup battery 84. Both of these
functions are implemented in filyvmware executed by the pro-
gramned controller 34. In performing UVLO and OVP, the
programmed controller 34, uses the following data received from
the monitoring microprocessor 502.

1. Voltage present on the diode OR line 198
2. AC input voltage receilved by the AC-DC switching

power gupply 82

3 Battery voltage =zupplied to the battery connection
terminals 88
4. The voltage transmitted from the power combining and

regulating circuit circuit 98 teo the first inpub

terminal 132 via the output 378
UVLO prevents damaging the external backup battery 284 by
an sxcessive discharge. A typleal 12V gealed-lead acid battery
is discharged mors than 90% when its output voltage decreases
to 11V. Upon didcharging the extermnal backup battery 84 to
this extent, continuing full operation of the PoE injector 20
would rapidly fully discharge the battery. If & battery
remaing in a fully discharged state for an extended interval

ite plarteg sulfate, expand and ultimately destroy the battery.
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Furthermore, when a battery becomes 99% dicharged it enters a
high-impedance gtate in which battery voltage may oscillates up
and down. 7To prevent both damaging the external backup battery
84 and perhaps PDs 518 connected to the PoR injector 20,
firmware executed by the programmed controllier 34:

1. immediately stops supplyving electrical power to the
RJ45-2¥8 double deck gang socket 24 upon sensing from
the battery's voltage that the external backup
battery 84 is 30% discharged; and

2. does nob resume supplving power to the RJILH-2XE
double deck gang =socket 24 until the battery's
voltage increases approzimately five to ten percent
{5-10%) above the voltage when 90% digcharged.

As described in greater detall below, if an administrator for
the PoE injector 20 has prepared scoripti{s) that program
operation of the PoE injector 20, then those sgcriptis) are
executed as the programmed controller 34 restores electrical
power Lo the RJI45-2¥8 double deck gang socket 24 after a UVLO
event occurs.

OVP occurs 1f filrmware executed by the programmed control-

ler 34 detects either:

1. an excessively high voltage at the cutput 378 of the
power combining and regulating circuit ciyouln 98; or

2, an excessively high voltage at the battery connection
terminals 88, i.e. 20% greater than the mawximul
allowed battery charging voltage.

If firymware executed by the programmed controller 24 detects
geither of the preceding conditiong, then the programmed
controller 34 immediately stops suppliving electrical power to
the RI45-2X8 double deck gang sacket 24, Every thirty sseconds
after turning off power to the RI45-2X8 double deck gang sockeb
24, the programmed controller 34 again checks both voltages and
will not regume supplving power to the RJI45-2X8 double deck
gang sockat 24 until both voltages are below their respective
OVE thresholds.

In practice, firmware executed by the programmed control-
ler 34 ignores exceggive AC voltage supplied teo the AC-DC
switching power supply 82 since the AC-DC switching power

supply 82 has been carefully configured to gracsfully handle
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over valtage conditicns. Included among various features of
the input to the AC-DC awitching power supply 82, none of which
appear in any of the FIGs., which provide the AC-DC switching

power supply 82 with an ability to handle over voltage ave:

1. an input filter {pil network)} having:
a. grounded capacitors to reduce ghort AC tran-
glents; and
L. saries inductors to attenuate input ourrent

changes;

Z. a common mode choke;

3. a negative temperature coefficient (YNTCY) Inrush

current limiter; and

4. a Metal Oxide Varistor {("MOV®) connected acrosg the

AC input to the AC-DC switching power supply 82 aftex
the preceding components.

While the preceding power protection aspects of the AC-DC
switching power gupply 82 are directed toward anomolous
conditions in AC input power, they also provide protection for
electrical power coming from the power control board 78. If an
electrical surge traversing one orv morve of the LAN cables 514
reaches the power controel board 78, the surge will seek the
eagiegt path to ground which, bescauge no isclation ig perfect,
ig through the AC-DC switching power supply 82 where these
protection components are located and can contribute to

absorbing and dissipating the surge.

Description of Software

In addition to supplying the output strobe signal 72 and
the PWM signal 74 bto the latch IC 56, a computer program
executed by the supsrvisory microprocegsor 62 monitors opera-
ticn of the programmed controliler 34. If the supervisory
microprocegssor 62 detects that the programmed controller 34 has
stopped operating, the supervisory microprocessor 62 autono-
mougly freezes the gtate of relay control signalg pregent in

the latch IC 5¢€ and reboots the programmed controller 34,
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The computer program executad by the programmed controlley
24 provides a Web server for communicating with a host computer
via a LAN connected to the RJI45 socket 26. The internal Web
zerver of the PoB injector 20:
1. handles secure authentication that restricts access
to the PoE injector 20 to authorized individuals;

b

permits checking operating status of the PoOE injector

20;

3. can enable the PoE injector 20 for performing an
AutoPing operation to track operation of any or all
of the eight (8} PFbha 518 that rveceive electrical
powar from the RI45-2X8 double deck gang socket 24
and, when reguired, reboot such PD's operation;

4. monitors condition of the and all eight (8) PPRIC

devices 164;

i

via a gcovipting facility, provides accegs to basic
commands for controlling electrical power supplied to
any or all of the eight (8) RJI4% sockets included in
the RJ45-2X8 double deck gang socket 24 thereby
enabling the PoB injsctor 20 to individually control
operation of each of the eight {8) Pls 518 that
recaive electrical power from the RI45-2X8 double
deck gang socket 24; and

&, permits establishing a scoript that specifies trans-

1
mizgion of a Wake on Lan ("WOL") message via the RJ45
socket 26 frow the FoE injector 20 to a hosgt comput-
ar.
A computer program listing appendix that accompanieg thisg
patent application inciudes the text of the computer program
erxacutad by the programmed controller 34.
At a host computer, a Web browser accesses the internal
Web gerver of the PoE injector 20 by entering an Internet
Frotocol {("Ip") address in the Web browser's uniform resource

locators {("URLsY}, also called universal resourcse locators,

field. The default IP address for the Web server of ths PoE
injector 20 is htip://122.1€68.0.100. BAccessing the Web server

produces a log-in megsage on the host computer's Web browser.
The default "user name" for the Web gerver of the PoE injector

20 dis "ugername, " and the default password is "1234." The Web
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gerver's operation permits changing both the "user pame® and
password after a succeessiul log-in using the default "ugey

name” and password.

Home Page
FIG. 7 pregsents an image of a howe page that appears on
the host computer's Web browser immediately after a succeggiul-
ly logging into the Web server provided by the PoBE injector 20.
As listed along the left hand gide of the "Port Control® home
page, the home page includes links to twelive {(12) other pages,
i.e. pages in addition to the "Port Control! home page. The
upper seven (7} links are fixed links to Web pages provided by
the internal Web server that the PoE injector 20 transmits to
the host computer. ‘The lower =six {8) links are to Web pages
axternal to the PoR injector 20, Someone logged onto the PoOE
injector 20 may select any of the links. The seven (7} Web
pages provided by the Po¥ injector 20 are:
1. "Port Control™, which appears on the host computerts
browser ag the internal Wsb server's home page

immediately after a succesgsgful log-in;

2. thetup; ™

3. "Soripting;

4. "Date/Pime; "

5. "AutoPing; ™

6. "8ystem Log;" and
7. fLogout . ”

The lowest four links of the six (6} links appearing below the
gseven (7} fixed links permit an administrabtor to specify a link
to any Internet Web page by specifying that page's URL that is

then stored in the PoE injsctor 20.

Port Control¥ Page

Splecring the phrage "kPort Conbroel™ on any Web page
transmitted from the internal Web server of the PoE injector 20
to the host computer's browsery causes the home page, also
called the PPort Control® page, reproduced in FIG. 7 to appeax
at the host computer's browser. Appearing in FIG. 7 to the
right of the ligt of links ig a table summarizing the status of

the eight {(8) pairs of interconnected RJ45 sockets included in



o3

B2

Lok
U

WO 2014/161009 PCT/US2014/036457

ek
I

the RJI45-2¥8 double deck gang socket 24. This home or “Porb
Control® page permits manually switching on oy off electricity
supplied to individual pairs of interconnected RJI4S sockets
included in the RJ45-2X8 double deck gang socket 24. Using the
"Port Control" page, 1f enabled while setting up the PoE
injector 20, =lectricity supplied to dindividual pairs of
interconnectad RJ4% sockets inciuded in the RJI45-2X8 double
deck gang socket 24 wmay be cyoled, 1.e. the PoB injector 20
switches power off, waits for the time interval specified on
the setup page, and then switches power back on., A "Master
Control" section at the bottom of the "Port Control® page
permits turning all outlets off, all ocutlets on, and cycling
glectrical power to all outlets as described above. In setting
up the Pol injector 20, the administrator specifies an individ-
ual log-in "user name” that is permitted to control operation
of a specific pair of interconnected RJI4% gockets listed on the
"Port Control' page.

The image that appears on & browger when the administrator
logs onto the PoB injector 20 is that which appears in FIG. 7,
i.e. the administrator hasg access to all eight (8) palrs of
interconnectad RJ45% sockets inciunded in the RJI45-2X8 double
deck gang socket 24. When others who are not the adminigtrator
log onto the PoR injector 20 usging their "user name, " the image
that appears on the browser is limited to those pairs of
interconnected RJ45 sockets idncluded in the RJI45-2X8 double
deck gang socket 24 that, ag degeribed below, the administra-~
tor, using the "Setup® page, has asszigned to the logged on
"uger name. " If the administrator has not granted a particular
Tuger name® accesg Lo a particular pailr of interconnected RJI45
gockets, that pair dossn't even appear on the hrowser.
Congeguently, if a user other than the administrator selects
any of the operationg appsaring in the "Master Control" section
of the "Port Contyrol” page, the operation is performed on only
those pairs of pairs of interconnected RJ4% sockets appearing

on the browser. This particular azpect of the Pof injector 20

o]

k%

ig uzseful in an environment in which a single PoE injector 20
gsupplies electrical power Lo two (2} or wmore different groups
of PDs 518 and different individuals are responsible for each

group of Phg 518.
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"Setup® Page

Selecting the word "Setup” in the home page, or in any of
the other pagez, causesg a "Setup® page to appsar at the host
computer’s browser. The adminisgtrator uses the "Setup" page,
that appears in FIG. 8, for configuring operation of the PoE

injector 20. The "Setup” page permits assigning:

1. a "Controller name® to the Pol injector 20;
2. names to outlets 1 through 8 of the PoE injector 20;
3. time delay intervals associated with various events

performed by the PoE inijector 20;
4. a default recovery procedure to be executed if the

PoB injector 29 were to loose electrical power;

L

URLg identifving four (4} Web pages external to the
FoBE injector 20 that will appear in the four (4)
lowest links of the link table that appears at the
upper left hand =ide of esach Web page;
&, different IP addresses, sach IP address having a
format that is well known to those who are familiax
with 1P addressing issuves, for the PolE injector 20
thereby overwriting the default IP address for the
Pol injector 20;

7. credentiale for the administrator of the PoE injector
20;

g, an access control "uger name’ and password for each
of the eight (8) pairs of interconnected RJI4S sockets
included in the RI45-~2X8 double deck gang socket 24;

9. accuezs settings for the entire PoR injector 20;

12, an accessg control "uger name’ and password f£or each
of the eight (8) pairs of interconnected RJ45 sockets
inciuded in the RJ45-2%8 double deck gang socket 24;
and

11. accesg settings for the entire PoE injector 20.

A "Unit NamesY blogk at the top of the YSetup" page
permits assigning a name to the PoE injectoxr 20 which, in the
illustration of FIG. 8, iz named "Main S8ite PoE Injector®™. The
"Unit Namez" block alzo permits asgigning identifying names to
gach pair of interconnected RJI45 gockets included in the
RJI45-2X8 double deck gang gocket 24. Names for each of these
pairs of RJ45 sockets such as "UBNT WifFi AP 1," "UBNT WipFi &P
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2,% "PoE Switch 1,* "PoE Security Camera 11%," *PoE Security
Camera 2," "PoE Security Camera 3," "VoIP Phons 1% and "VolPp
Phone 2" appear in the illiustration of FlGs. 7 and 8.

A "Delay' block in FIG. 8's "Setup" page permibs assigning
a time value to:

1. a "Wrong password lockout™ interval;

2. an "ON sequence delav™ interval which specifies an

interval between supplying electricity to successzive
PDg 518 that receive electrical power £rom the
RJ45-2¥8 double deck gang socket 24

3. a time interval betwean the internal Web server's
refreshing the Web page appearing at the host comput-
ay; and

4. enabling or disabling Web page refreshing.

A "Wrong password lockout” field in the "Setup' page's
"Dalay?® block permitg specifying a time interval during which
the PoE injector 20 becomes inaccessible from a host computer’s
browser after thres succesgive failed log-in attempts. An
interval between zero {0) and sixty {60} minutes may be
assigned advantagecusly to the "Wrong password lockout® field.

The "On seguence delay” helps prevent power surges and
triggering cirouit breakers which may cccur if multiple PDs 518
receive electrical power simulitanecusly. The delay iz also
useful for allowing PD $18 radios time for rebooting. A delay
of sixty {60} seconds between supplying electricity to each
sucreggive interconnected palr of RJI45 sockets inciuded in the
RJI45-2%8 double deck gang aocket 24.

The "Power Logs Recovery Mode® block in FIG. 8'g "Setup®
page permits gelecting one of thres alternative reasgponse
strateglies after the PoR iniector Z0 resumes regeiving electri-
cal power following an electrical power interruption.

1. Selecting the top alternative gpecifieg that electri-
cal power will not be restored to any palr of inter~
connacted RI45 =ockets included in the RJI45-2¥S8
double deck gang socket 24 until auvthorized from the
hozst computer'=z browser.

2. Selecting the middle alternative specifies that
alectrical power will be rastored success iy to

each palr of interconnected RI45 sockets included in
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the RJI45-2X8 double deck gang socket 24 with each
successive power restoratblion gseparated by the delay
gpecified in the "ON seguence delay" field described
above.

3. Selecting the lower alternative gpecifies that
electrical power will be restored to only those pairs
of interconnected RJI4S sockets included in  the
RJ45-2¥8 double deck gang socket 24 that were being
energized prior to the electrical power interruption,
with each succesggive power rastoration separated by
the delay specified in the "ON saguence delay" field
described above.

Note that if a goript hag been written apecifyving

operation of the Pok injector 20 and scriptad opera-

tion has been enabled, rather than any of the three

preceding alternatives the PoR injector 20 autowmati-

cally executes the script upon restoration of elec-
trical power.

A "Uger Defined Links® bklock in FIG. B's "Setup" page

permits specifying a waximun of four {4) URLs for linking to a

maximum of four (4) different:

1. powar conbrollers;
2. webh pages; and/or
3. remote wab sites.

The "User Defined Links® block also permits entering a text
naming sach of the URLs entered. The names sntered for each
URL appear on all =seven {7} of the internal Web server pages
transmitted from the PoB injector 20 to the host computer's
browsar.

When initially installing the PoE injector 20, a "Network®
block in FIG. 8's "Setup" page permits replacing the defauit IP
address for the Web gerver with an IP address, a network mask,
and a gateway for the PoE injector 20. The P address, nebwork
mazsk, and gateway assigned to the FPoE injector 20 must be valid
for the LAN to which the RJI4% sgocket 26 connects. When
changing the IP address, network mask, and gateway, it may be
neceggary to rvestart the PoBE injector 20 together with any
network awitches to validate the new IP address, nebtwork mask,

and gateway connected to an Tauto-configuring” switch's port.
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Any newly assioned IP address, nstwork mask, and gateway should
be recordad gomewhere @lge for fubture reference. A "Protegt®
button at the right hand side of the "Network?® block on the
"Setup® page permite locking the network settings. Once
locked, the network settings can be changed only after pressing
with a small diameter length of wire, sugh as that provided by
an opened paper ¢iip, a physical reset buthton 2%2. In FIG. 1,
the reget button 252 appears adjacent to the lower right hand
corner of the RJI4S socket 26, and aiso in FIG. 2A block
diagram.

An "Adwinistrator credentials® block in FIG. 8's "Bebup"
page permitg the administrator to changs the administrator’'s
log-in "user name" and password.

An "Access control” block in ¥IG. 8'g "Setup" pags permits
an administrator of the PoE injector 20 to grant others control
of specifiad pairg of interconnected RJ45 sockets. In granting
control over individual pairs of interconnected RJI45 sockets to
others, the administrator enters a "user name” and a password
in the "Accesgz conbrol' klock for each pair of intercomnnectsd

RJ45 sockets being designated for that dndividual's control.

*Scripting" Page

FIG. 9 provides an example of a "Scripting® page transmit-
ted from the internal Web server included in the PoBE injector
20 to a host computer's Web browser. An administrator wmay use

the “Scripting® page to enter goripting language commands uged

script for controlling operation of the PoE injector 20.
The gcripting language can be used to create custom conbrol and
reboot segquences, echedule periodic reboots, customize the
information presentad on the LD 28 such as PoE voltage
monitors. Programmable scripts can also create customized
power-up and power-down geguencegs with variable "On seguence
delay" intervalg. The scoripting language usging BASIC commands
lets an administrator customize operation of the PoE injector
20. A script's exscution may be started manually, automatical-
1y on power-up, by external http command, or as a result of an
AutoPing event.

The software controlling operation of the PoE injector 20

executes gcripts that specify customized procedures for
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mapnaging the operation of each of the pairs of interconnected
RJ45 sockets included in the RJI45-2X8 double deck gang socket
24 . For wmogt individuals, using the scripting language

requires no computer programning experience.

Hardware Requirements

User-defined scoripts are stored in a pon-volatils BEPROM

o

included in the PoE injector 20.
Entering Scripts

As illustrated in the FIG. 9 Web browser's image of a
"Scoripting® page, a script's individual commands are entered on
suceesaive lineg in the Web page. Selecting EDIT or pressing
a kevboard's return key coples that line's command to a common
code apace. If the command is syntactically incorrect, the Web
browger's image will be refregh without any changes. After
entering a script, wmarking the "Enable Scripting® checkbox on
the "Scripting" page permits the PoE injector 20 to run the
sQript. After enabling script sexecution, a "Run" button
replaces the "Edit® button located along the right hand side of
the "Scripting' page depicted in FIG. 9. Pregsing the "Run®
button causeg the PoBE injector 20 to perform the associated
geript's command. Alternatively, other events described in

greater detail below can initiate script execution.

Supported Commands

¥You may entery up to 127 of the permitted commands.
Commands are executed in the sequence appearing in a script
with a "step delay"” between each command. The step delay can
he ag short as 1 second {one command per second! or slower if
dezired. BASIC commandsg selected from the following list are
antered one after the another on successive lines in the
"Soripting® page followed by selecting the "Edit" button after

entering each command.
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Multiple Threads
A thread specifies ig a process usually for controlling

the PoBE injector 20 in a specified way. The PoE injector 20
can run concurrently:

1. multiple processeg; O

2. the game process up to 63 Limes.
Multiple scripts may specify mu1tiple threadg. Scripts sghare
a commaon code space,  Up to 62 thrsads may run concurrently.
Care must be exercised when starting threads. Multiple

simultansousg threads may be pasily started unintentionally.

FIG. 60 illiustrates a multi-threaded script of a type an
administrator might preparve for programming opervation of the
PoE injector 20. Step no. 1 in the script's listing, that
appears along the left hand gilde of FIG. 60, commences exadu-
tion of a first thread 682 by turning on poway to port 1 of the
PolE injector 20, i.2. the PoE injector 20 supplies electrical
power to RJI45-2X8 double deck gang socket 24 no. 1 depicted in
PG, 1. A comment *Server 1" thabt appears to the right of the
goript'e step no. 1 command "ON 1Y indicates that a first LAN
cable 514 is to supply slectrical power to that particulaxr PD
518 from the RI45-2X8 double deck gang socket 24 no. 1.

Step no. 2 in the script's listing specifies that the
programmed controller 34 ig to pause executing the scoript for
three {(3) wminutes while "Server 1V commences operating, i.e.
boots up. The next gtep no. 3 specifies that while the
programred controliler 34 1s to continue executing first thread
€82, it dis alsc to commence executing a second thread 686 at
atep no. & in the scoript's listing.

Step no. 4 in the =zcript listing for fivst thread 682
specifies that power is to be turned on to port 2 of the PoE
injector 20, i.e. the PoE injector 20 supplieg electrical power
to RJ45~2X8 double deck gang socket 24 no. 2 depicted in PIG.
1. A& comment "DSL Router" that appears to the right of the
goript's step no. 2 command YON 2 indicateg that a second LAN
cable 514 18 to supply electrical power to that particular PBD
518 from the Ri45-2X8 double deck gang socket 24 no. 2. Step
no. 5 in the script's listing for first thread 682 gpecifies

that the programmed controller 34 is to pause executing the
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geript until ¥riday the 12th at noon asg indicated by the
comment to the right of the "WAIT 8% command.

Step no. 6 in the script listing for first thread 682
apecifies that on Friday the 13th at noon the PoRE injector 20
is to cycle electrical power to port no. 2, i.e. turn elsctri-
cal power to the "ISL Router® firvst off and then on, thereby
clearing and regetting the "DSL Routser.® 3tep no. 7 in the
script listing for first thread 682 c¢auses the thread's
exacution begin executing a loop 688 by returning to step no.
5 to again pauge the first thread 682 until ¥riday the 13th at
noon.

Meanwhile, concurrently with the execution of the first
thread €82 by the programmed controller 34, the programmed
controller 34 beging executing second thread 686 in step no. 8
by initiating starting an "AutoPing' operation for IP address
"192.188.1.1" az indicted in step. no. 8&'s comment. As
described in greater detail below, the "AutoPing' operation
determines 1f a device at IP address "1%2.168.1.1" is coperating
and avtomatically reboots that devices without human interven-
tion if the PoE injector 20 determines that the device is
sufficiently unresponsive. Then in step no. ¢ the second
thread 686 sends a report to a SYSLOG server that the comment
to the right of step ne. 2 indicatez that *ICMP Monitoring
Started.® After gending the message to the SYSLOG server,

axecution of loop 688 in step no. 10 stops executing.

Btarting Scripts
Thare are geveral ways for starting scripte:

On powsayr up
This feature automatically starts a script at Line 1
when scripting is enabled and power ig fivst applied to ox
Upon power being restored to the PoE injector 20. An
erroneous script can be easily terminated by pressing the
egel bubtton 252 to disabls sgoripting. If a script will
nevar be executad “"on power up,” inzert the "END" command
in the scoript's Line 1. Commands for a script that will

naever be exacuted "on power up® begin in Line 2 or further

down on the "Scripting" page.
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By ancther thread - RUN NNN

One thread can initiate exscution of another thread
by uging the RUN NNN command. For example, 1f a scriphb'e
Line 10 containsg the command "RUN 50, " then execution of
Line 190 initlateg a new thread that beging with the
command appearing in the script's line 50. AaAfter exacub-
ing the "RUN 50" command in Line 10, execution of the
initiating thread continues with the command appearing in

the script's Line 11.

By Entering a URL

To initliate a =sceriptl's execution via a URL, a usger
mugt fivst suecessgfully log into the internal Web server
of the PoE injector 20 by entering a "user name” and that
user name's password. After logging into the Web server
of the PoR injector 20, entering the URL http://Your IP
Jecript?runNiNN=run intc the browsger's command line and
pressing the kevboardtfs return key starts execution at the
gcript's line NNN. For example, entering:

http://7122.168.0.100 /=zoript?2runllfsrun

starte script execution at Line 100.

Uzing cURL or a similar function

Seripts can be authenticated and started using a ¢URL
tool which permits conveniently sending HTTP commands
without the command's being typed into the browser's
command 1ine. Library and command line versionsg of the
cURL tool are available via the Internet. For example.
entering the cURL:
http://admin:12348192.168.0.100/scriptfrunlol=run
inte the browser's command line and pressing the
keyvboard's return key startg a gscript's execution at Line
100 at the gpecified IP address after authenticating admin

with admin's password 1234.
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Via programmable web links

The programmablie web links along the left side of the
page can be used for starting a script by entering
TgoriptPrunf02” in the "Usey Defined Links" gection of the
"Qetup’ page for the internal Welb server of the PoR
injector 20, Using the "User Defined Links" gection of
the "Setup" page in this way effectively establishes a
desktop shortout icon within the internal Web server for

starting the script.

By wmanually clicking the "Run® hutton

As desgcribed above, marking the "Enable scripting”
box on the "Scripting" page cauges a "RUN" button's
appearance to the right of script lineg. Pressing a "Run®
button cauges the PoE injector 20 to perform the script's

command.

Via AutoPing

The AuboFing featurese of thes PeE injector 20 can be
configured for attomatically starting a script's execution
upen iooging 1P connectivity to a PO 518. Entering the
gcript's line number where sxecubtion is to begin on the
"AautoePing® page in the "Script® box located to the right
of IP address enablesg the script's execution upon loosing

IP connaectivity to the specified PD 518,

Enabling/Disabling Scripting

Before editing a script, scripting must be disabled on the
"Setup” page thereby stoppling all threads. After editing a
geript, scripting must be enabled on the "Setup® pags before
any script will start executing. Pressing the hardware reseb
button 252 resets the PoE injector 20 to the defaunlt login and

dizables goripting.
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Stopping a Script
A script automatically terminates upon reaching the
gscriptie END command. Clicking on the "Scripting® pages "Stop
all running threads" button terminatesg execubtion wmanually.
Lfrer logging into the Web gerver of the PoE indector 20, all
scripte' execution can also be terminated by entering:
http://¥Youxr IPF/scripb.cgi?stop

inte the browser's command line and pressing return.

Relay Debounce Warning

Fven with the scripting step delayz, it is possible to
create a script which will rapidly coyecle a relay supplyving
electrical power to a pair of interconnscted RJI4S sockets
included in the RJI45-2X8 double deck gang socket 24. Thig
rapid relay coycling could cause an over current condition,
tripped breaker, gtregs the power controller or attached
sguipment. To protect against damage to attached eguipment ox
to the power controller, the response time of relays is limited
by hardware to about 500 mg. To avoild excesgsively rapid relay
cycling, scripbteg ghould be tegted Before running multiple

threads.

Scripting Command Formatb

Text enclosed within parentheses indicate a variable's
definition. A scripting command that includes the Line mumber
of the wvariable's definition without parventhesgis uges the
variable defined in that line. For example, a script line that
containg "AUTOPRING 1" executes an AutoPing for the IPF address

atored in the script's Line 1.

AUTOPING (N}

This command enables performing dutoPing at the IP address
specified in the soript’'e Line N. For example, 1f the scoript's
Line 1 specifies the IP address 192.168.0.101 by enclosing the
IP address within parenthesis, in accordance with the "Setup"

age's settings AutoPing will be parformed to the IP address

"3

mn

speration begins only after a series of successful pings are

i

pecified in the script's Line 1. Note that an AutoPing
&

s
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ugsed for confirming a reliable connection to the specified IP

addregs.

NOP No operation

Scripts can include a HOP command usefully for debugging
the script, to create a delay, or as a target for a GO TO
zoriph command. Exscution of a scoript's NOP command causes a
delay equal to the program step delay that is equivalent to a

script'se SLEEP 0 command.

END Ends exzecution
A thread's execution that encounters a scripb's END
command terminates the thread's exscution. Only the thread

that encounters the script's END command stops.

RUN (L} Create Thread
Thresad execution that snoounters a script's RUN (L)
command starts execution of a new thread at line number (L) in

the script.

GOPO (L) Branch
Thread execution that sncounters a sceript's GOTO (L}
compand unconditionally branches to line pumber (L) in the

script.

GOSUR {L) Subroutine Call

C

Thread execution that encounters a script's GOSUR
command begins exscuting a subroutine at the gcript's Line {L}.
The GOSUB (L) command is used in conjunction with a script's
RETURN command.

RETURN

Thread execution that encounters a script's RETURN command
resumes script execution at the line following the GOSUB
command that began thes subroutine's execution. Note: a
aubroutine ig "emulated” by starting a thread. The script line
where the GOSUB {L} occurs counts as a thread, and the script

lines beginning at Line (L)} count as another thread. This can
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be a gignificant consideration in inplementing soripts since

only 63 simultaneocus threads are allowed.

ON (NN} Activate Relay

An ON (NN} command energizes gpecified relays for supply-
ing electrical power to particular pairs of interconnected RJ4H
aockebe dncliuded in the RJ45-2X8 double deck gang socksht 24.
For example, the scoript command "ON 123" turns on electrical
power to pairs of intercomnnected RJ45 sockets 1, 2 and 3
inciuded in the RI45-2X8 double deck gang socket 24 leaving
pairs of interconnected RJI45 sockets 4-8 unaffected. The
argument {(NK} for the "ON" command ig a list. The command "ON
1357*  segquentiallyv supplies elsctrical powsy to the odd
nurbared pairs of interconnected RJI4% sockets. To prevent
excessive inrush electrical currents, the sequence delay timer,
i.2. the value specified in *On Sequence Dalay" in the delay
section of the "Setup” page, separates energizing sach relay in
a gequence of relavs specified in a multi-relay ON command.
{For Deutsches Ingtitut £Gr Normung =.V., in English the German
Institute fory Srtandardization, ("DINY) relays, activating a

relay closes the NO contacts and opens the NC contacts. }

OFF (NN} Deactivate Relay

An OFF (NN} command denergizes specified relays for
supplying electrical power to particular pairs of interconnect-
ed RJI4% sockets included in the RJILH-2X8 double deck gang
socket 24. For example, the script command MOFF 123" turns off
electrical power to pailrs of interconnected RJ45 sockets 1, 2
and 3 inciuded in the RI45-2X8 double deck gang socket 24
leaving pairs of interconnected RJI45 gsockets 4-82 unaffected.
Tha OFF command acts immediately, i.e. without any delay in
denergizing the relays. (For a DIN relay, deactivating a relay

cipseg the NC contacts and opens the NO contacts. )
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RESTORE Restorss All RBslays

After a restoration of electrical power to the PoE
injector 20, the ocourrence of a RESTORE command in a script
returns all relays to the settings ag they existed before the
power loss  in muameric  sequence, 1.2, to  the relays'
"pre-powerloss® state, A delay interval geparateg each
successive relay energization as described above for the "ON

(NN " command.

CYCLE (NN) Cycles Relays

A CYCLE command turns the apecified relays OFF and the
hack ON. ¥For example, CYCLE 13 first turnsg relayeg 1 and 3 off,
and then turns them back on with the dslay interval described
above for the YON (NN}* comand interposed between each
successive relay energization. Cyeling relays first off and
then on causes PDs %18 receiving electrical power from pairs of
interconnected RJI45 sockets inciuded in the RJI45-2X8 double

deck gang socket 24 to rsboot.

BEEP (T} Actlvate Baeper

A BEEF (T) command activates audio alarm incliuded in the
PoE injector 20. Use BEBEP ON to gtart a conbinuoug alarm, and
BEEP OFF to stop a continucus alarm. The beeper can algo be
activated for 1-254 seconds with a BEEP command, e.g. BEEP 120
starts the beeper sounding for 120 seconds. BEEP 0 is eguiva-
lent to BEEP OFF. BEEP 255 ig eguivalent to BEEF ON.

SLEEP (T) Sleep Delay

A SLEBP (T) command causes the thread pause exzecution for
a specified interval. Delay length can be specified in hours,
minutes or secondsg. The SLEEP (T} command is useful in scripts
specifyving a periodic operation such azs weekly reboots of Phs
518. "SLEEP 1 8" pauses thread esxecubtion for one {1} second.
"SLEEP I H" pauses thread execution for sleeps for two ({2)
hours. "SLEEP 3 D" pauses thread execution for three {(3) davs.
Numerical valuesg inciuded in a "SLEEP {(T)" command must be

between 2 and 255,
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LOG {5} Report to Svslog
A LOG (3} command causesg the PoE injector 20 to send the
string variable (3} specified in the sgcript to the SYBLOG

zerver gpecified by the IP address entered on the "Setup® page.

DISPLAY {8}

Causes the PoE injector Z0 to display on the LOD 28, in
accordance with formatting commandg described below, text
specified by a text string (§) defined within the script. The
LCD ig organized as twoe (2} lines each line containing 16

characters.

String Variables
A script may define a literal string of text, a.g. "HELLO
WORLD". A string may also inciude text generated by the POE
3,

injector 20. % gtrings listed below are automatically generat-

ad and updated by the PoE injector 20:

%% literal "%®

%0 - Dutlets state in the form "12456Y {(ON are digsplaved;
%0 - Outlets gtate in the form "+4-dsde--"

n ~ Serial number

$f - Flirmware version

¥d - System time/date

M - MAC address of the powesr controlleyw

%1 - 1P address of the power controllsr

f¥m - 1P network mask

%g - IP gateway

Special formatting characters may be generated using "\
escape sequences. Special characters generated this way are
useful for the DISPLAY command. Listed below are the various
egcape sequengees togethey with a description of their effect on
the LCD display.
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-~ printg the literal *\* character to the LOD
VI - pogition cursor Line 1 beginning

2 - pogition curscor Line 2 beginning

VE - clear LOD =zcoreen

" - new line

\r - carriage return (LCD doee nobt soroll)

v~ clear to the end of the current line

TIME (S}
The TIME command synchronize with a Network Time Protocol

{("NTP") seyver identified by the server's IF address {(string

e

e

KILL (WmN)
KILL terminates execution of all threads started at Line
NNN except for the current thread. KILL 0 terminates execution

of all threads.

WALT (%)

Unlike the PSLEEP" command which pauses script exzecution
for a specified time interval, the "WAIT" command pauses script
execution until a specified time and date occurs on a real time
clock included in the PoE injector 20. The formar of the
PTIMET command argument resembles that of a popular crontab

entry, i.e. five fields separated by sgpaces. Bach field is

either an asterisgk {(meaning any value) or a numbesr, Possible
numerical ranges for each of the argument's five (5) fields

appear below.

1 Minute 0-59
2 Hour 0-23
3 Day of month 1-31
4 Month 1-12
&% Day of week 0-7 Sunday is 0 or 7

Note, that the condition is satisfied if all fields match. Fox

example the script
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ON 3

WAIT 00 12 12 * b
CYCLE 3

GOTO 2

reboots the PO 518 energized from the third pair of intercon-
nected RG4S sockets included in the RJI45-2¥8 double deck gang
socket 24 every Friday the 13th at noon. {(Note that the cron
dasmon treats the preceding time specification differently,
i.e. the walt would expire each Friday and on the 13th of sach

month, )

sPate/Time" Page

FIG. 10 depicts a "Date/Time" page transmitted from the
internal Web gerver incliuded in the PoE injector 20 of FIG. 1
to a host cowmputerts Web browser that an administrator usesg for
asgigning a date and time to a clock dnciuded in the PoE

injector 20.

"rutoPing® Page

AutoPing is a process determining if a PD 518 is operating
and for for automatically rebooting an unresponsive PDI 518
without human intervention. If a PD 518 becomes gufficiently
unresponsive to Internet Control Message Protocol {"ICMPH}
*ping" interrogation packets, AutoPing attempts to reboot PDs
518 by coyvceling the PD's electrical power. FIG. 11 provides an
exanple of a "AutoPling” page transmitted from the internal Web
server included in the PoB injector 20 to a host computer's Web
browsar.

To set up an AutoPing, an administrator first specifies an
IP Addrezs of a PD 518 to which the PoE injector 20 will
periodically transmit IP "ping® interrogation packeta, and then
awalt responseg thevreto, After gpecifyving the IP addregs of
the FD 518, by marking checkboxes the administrator specifies
thoge pairs of interconnected RJI45 sockets inciluded in the
RI45-2X8 double deck gang socket 24 for which powsy will be
cycled if the PD 518 fails teo respond to "ping” interrogation

packets. The administrator can specify IP addresses for
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different FOs 518 to which 'ping® packets will be sent on
succegsive lines of the "AutoPing" page.

ag indicated near the bottom of FIG. 11, the administra-
tor also specifies AuvtoPing's operating characteristics on the
rhutobing® page. Five different settings that are unigue for
sach IP address control AutcoPing operating characteristics.

Time Between Pings

This field specifies a time Interval between trans-
mitving "ping® interrogation packets to the specified IP
address (es) . €0 seconds between successive Tping”
interrogation packets should be ugeful for most applica-

tions.

Ping Failureg Before Reboot

Thig field specifies a number of failed communica-
tions attewpts that nmust occocur sequentially before
attempting to reboot am unresponsive PD 518. For example,
when set to 5, the specified PD 518 must fail to respond
to 5 asuccessive "ping® interrogation packets bhefore
AutoPing cyoleg electrical power to the gpecified pairs of
interconnected RJI45 sockets included in the RJI45-2X8
double deck gang mocket 24. Since network overlocads and
migged interrogation and/or reply packets can ogcur
occagionally during normal network operation, between S
and 10 failed communications attempts 1g recommended

before cvycling electrical power.

Ping Responges to Enable AutoPing

Thisg fieslds specifies a number of successive *ping”
interrogation packets to which the PoE injector 20 must
receive a response from the PD 518 before AutoPing becomes
enablied for cyoling electrical power to the specified
pairs of intercomnnectad RJ45 sockats included in the
RI45-2K8 double deck gang socket 24 if the PD 518 were to
subsegquently stop responding fo ‘'Yping' interrocgation

packats.
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Times to Attewmpt Reboot

Iif a PD 518 becomeg unrelilable, this field sets &
maximur nmumber for how many timeg electrical power to the
gpecified pairs of interconnected RJ45 sockets included in
the RJ45-2X8 double deck gang socket 24 will ke covcelied
without the PD 518 regponding to "ping" interrvogation
packets. For example, entering the number 5% limits
AutoPing's coyceling of electrical power to the specified
pairs of interconnected RJ45 sockets inciuded in the
RJ45~2X8 double deck gang socket 24 5 times before

AutoPing ceases trying to reboot the unresponsive PD 518.

Device Reboot Delay

After rebooting a FD 518 with a cold-boot power-off,
AutoPing should wait for a specified interval before
gending "ping" interrogation packets to the IF addresgs.
This field permite specifying an interval following
cyceling of electrical power to the specified paivrs of
interconnected RJI45 socketg included in the RJ45-2X8

double deck gang socket 24 to provide sufficient time for

o

the PD 518 to complete ite rebooting process. Fo
axample, a typical value for a PD's rebooting would be at
least three (3} minutes, and depending upon the specific
type of PD 518 could be longer. Entering 180 causeg the
PoE injector 20 to start checking the PD 518 for normal
operation thres (3} wminutes after the PD 518 begins

rebooting.

Afrer gpecifying AutoPing's operating characteristics, to

gtart sending "ping' interrogabion packets to a particular PO

518 the administrator:

1. marksg the checkbox immediately to the left of the IP
address of the PD 518 that 1is to recelive ‘ping®
interrogation packets; and

2. clicks on the checkbox button for that IF address
that is in the left hand column of checkboxes beneath

the word "aAction.®
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Terminating AutoPing to a PD 518 for which AutcePing is operat-
ing essentially reguires repeabting the preceding process. To
terminate AutoPing the administrator:
1. unmarks the checkbox immediately to the left of the
IP address of the PD 518 for which AutoPing is then
operating and is to be terminated; and

2 clicks on the checkbox button for that IP address
that is in the left hand column of checkboxes beneath

the word "Action.®

The "Autobing® page algo permits starting a scoript's
execution by entering the scripb's line number where execution
ig to begin in an IF address' row of "AutoFing" page data.
AutoPing initiates scoript execution at the gpescified line
number when a specified PD 512 fails to respond to the number
of successive IP "ping” interrogation packets designated in the
AutoPing page's "Ping failures before reboot® field. The
converge operaticon is also available, That ig, ag described
above a script command can start AutoPing's operation for a
gpecified 1P address.

Finally, the right hand of the *AutoPing” page includes a

report detalling the nuwrbers of:

1. "ping” interrogation packetg transmitted;
2. *ping' interrogabion packet reasponses veceived:; and
3. *hits, " which counts the number of transmitted "ping™"

interrogation packets to which the specified PD 518
fails to respond within the interval designated in

the AutoPing page's "Time between pings" field.

4

FiGg., 6A and 6B form a decigional flow chart for the
"auboPing® operation ins

1. monitoring operational status of & PD 518; and

2. attempting to restorsa the PD 518 to an operating

conditicon if the Pok injector 20 determines that the
PD 518 i= no longer operabing.

If thers exists a scyipt specifving that an "Autobing®
operation isg to be performed for a gpecified PD 518, upon
initially powering up the PoB injector 20 the rautoPing"®
oparation commences in block 602 for the gpecified IP address.

Alternatively, the "AutoPing® operation begins in block 602
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directly from the "Autoking® Page as described above. In block
604, r"AutoPing" attenpts to contact a gpecified FD 518 by
sending four {4} succeggive ICMP "ping® packets to the speci-
fied IP address. In decision block 806 r"autoPing® checks to
determine whether the specified PD 518 has replied to all four
{4} "ping" packets. If there has besen no reply to any of the
four {4} "ping* packets, in block 608 "aAutoPing® digableg
*AutoPing™ for the specified IP address. After disabling
"autoPing” for the specified IP address, "AutoPing” waita an
interval of time in block 610 before returning to biock &02,

If the PD 518 has replied to all four (4) "ping" packets,
after initializing both a counter "N* and a "Fail Counter™ ro
zero {0} then "AutoPing” beginsg a "ping® sequence in block 612
by walting the specified time between sending "ping" packets.
After the specified time between sending "ping® packets has
elapsed, in block €14 "AutoPing® then gendg a "ping" packet of
a sgpecified packet size to the specified IP address. In
deciszion block 616 *AutoPing” assesseg whether a reply to the
"ping" packet was both timely and reports the proper packet
gize. If the reply wasg timely and veports the proper packet
size, "AutoPing"” returns to block 612 via a block 618 which
gats the counbter "N' to zerco (0}, and again waits the specified
time between sending "ping® packets.

If in decision block 616 "AutoPing' determines that the
reply to the "ping® packet was untimely or reported an improper
packet size, r"AutoPing® in block €22 addg one (1) to the
counter "N*., Then in decision block 624 "AutoPing” checks the

counter *N' and returns to block 612 if the countey "NY ig less

than four {4}. If in decision block 624 the counter N
exceeds three (3), then TAutoPing®” proceeds to block 632

whereupon the programued controller 34 transmits a signal which
rurng off electrical power to the RI45-2X8 double deck gang
gsocket 24 to which a LAN cable %14 connects the gpecified PD
518.

After walting in block 624 a short time after electri

=
@
oE

i

power to the specified PD 518 has been turned off, as specifi

the programmed controlier 24 in block €36 sgsends information

about the failure wvia the RJ45 socket 26 as either a SNMP
a2

megsage, an B-mall, or a notification via the Short Message
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Service {("8M&"}. After sending information about the faillure
in bloc 636, the programmed controller 34 in block §&42
transmits a signal which restores electrical power to the
apecified PD 518. Following a "Sleep Delay” in block 644 which
allows time for the PO 518 to resume normal operabion,
"AutoPing” in block 646 increments the "Fall Counter.” In
decizion block 652 AutoPing assesses whether the "Fall Counter®
axceads five (5). If the *"Fail Counter® exceeds five (5), then
AutoPing proceeds to block 608. If the "Fail Counter® does not
excead 5, in block 69%4 "AutoPing® attempts to contact the FD
518 by sending a ICMP ‘’ping" packet to the specified IP
address

In decigion block 662 PAutoPing! assesges whether a reply
to the "ping® packet was both tlmely and reports the proper
packet size. If the reply was timely and reports the proper
packet gize, "AutoPing® in block 664 zerog the "Fail Counter,
and in block 666 the programmed controllier 34 sends information
that the P 518 has resumed operating via the RJ45H gocket 26 ag
either a SHMP wmesgage, an BE-mail, or a notification wvia the

Short Mesgage Servige ("SMS*) . After sending information that
the PD 518 hag resumed operating, "AuboPing™ returns via block
618 to block 612.

If in decigion block 662 "AutoPRing® determines that the
reply to the ICMP "ping® packet sent in block 654 was untimely
or reported an improper packet size, YAutoPing" raturns to
block 632 to once again attempt restoring the PO 518 to
operation by again by turning electrical power to the PD 518
firgt off and then on in blocks 632 through 646,

evstem Log® Page

The PoE injector 20 automatically keeps a log of system
avents including loging (successful and attempted), changss to
saettings, outlet switching, power interruptions, and AutoPRing
evants. Recent events are stored in the log of the PoR

injector 24 and accegsible from the Systewm Log page depicted in

!;j

IG. 12. Major events like logins, logouts, and changes to
att

in
any script. In addition to a log of events stored in the PoE

<

{ﬂ

ngs and power switching ave logged automatically without



10

B2
[84]

30

[P
It

WO 2014/161009 PCT/US2014/036457
- A5 -

indector 20, multiple PoB injectors 20 can independently axport
the ocourrence of events to a zingle external sysliog gserver.

Syvalog ig a standard for logging computer data. A syslog

1

vetem includes at least two devices.

s

[

1. A device that generateg messages, e.g. the PoR

injector 20.

b

A merxver that veceives and logs messages, reports
receiving messages, and analyzes received messages.
The PoE injector 20 supports syslog to track and log events
such ag logins, outlet switching, power consumpbion, etc. To
activate the PoE injector 20 for transwitting events to a
ayslog server, an administrator enters an 1P address in the
8yalog Ssrver” field of the internal Web server’sg "Setup! pags
depicted in FIG. 8. Any number of Pok injectors 20 may report
to a gingle syslog server.

Syslog can be used in cowmbination with scripting. For
example, an administrator may want to periodically report a
particular type of event occurring within the PoE injector 20.
After entering an 1P addresse for the gyvslog servey on the
PSetup® page, an administrator need compose only a simple

script to pericodically send the occurrence of such events to

e
£}

the gsvsliog server. As readily apparsnt to those gkilled in
the art, one or more soripts can be written to gsend meszsages
about wvirtually anything occourring in the PoE injector 20 to
the specified syslog server,

Free gvslog server softwares 1s available for wvarious
different operating systems such as Windows, Linux and Bolaris.
An administrator can guickly identify such syslog server
software using any conventional Internet gearch engines such as

Google or Bing.

"Logout® Link

Splecring the "Logout” link on any Web page transmitted to
the host cowputer's browser from the internal Web seryver of the
PoRE injector 20 restores the log-in messags on the host

computer's Web browser.

Although the present invention has been described in terms

of the presgently preferred embodiment, it is to be understood
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that such disclosure is purely illustrative and is not to be
interpreted as limiting. Consequently, without departing from
the epirit and scope of the disclosure, various alterations,
modifications, and/or alternative applications of the disclo-
sure will, no doubt, be suggested to those skilled in the art
afrer having read the preceding disclosure.

Although the present invention hag been described in terms
of the presently preferred embodiment, it is to be understood
that such disclosure is purely illustrative and is not to be
interpreted as limiting. Congequently, without departing from
the spirit and scope of the disclosure, variocus alterations,
modifications, and/or alternative applications of the disclo-
sure will, no doubt, be suggested to those skilled in the art
after having read the preceding disclosure. Accordingly, it is
intended that the following claims be interpreted as encompass-
ing all alterationsg, modifications, or alternative applications

as fall within the true spirit and scope of the disclosure.
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What is claimed is:
1. A midspan power over EBthernet {("PoE") injector (20)

for supplying slectrical power to at least one powered device
("RD*) (518} that isg:

a. located remotelyv from the PORE injector {(20); and
b, connectable to the POE injector (20) by a first LAN

cable {(514) having:

i, a remote end that ds connectable to the PD
{513); and

ii. a midgpan end {516} that is connectable to the
POE injector {20},

the first LAN cable {(%14) including:

i. receiving conductors via which the PD (518)
receives data;

ii. transmitting conductors via which the PD (518)
transmits data; and

iii. at least a pair of insulated electrical conduc-
tors via which the PR {(518) receives glectrical
power from the POE injector {20},

the POE injector (20} comprising:

a. att least one (1) palr of =mockets {247,
i. a first of the sockets (24) of the pair being a

powerad socket {24} for receiving the midspan
end (516) of the first LAN cable (%14); and

1i. & second of the sockets (24) of the pair being
an unpowsred sgocket (24} for recelving a
midspan end of a second LAN cable, the second
LAN cable carrving only data received bv and
trangmitted frowm the PD (518},

the PFOE injector {20) dnciuding a data-signal bus

{188} interconnecting the unpowered socket (24} and

the powered socket (24) for coupling data signals

therebetween;

b. a power switch (1563 that:
i. ig connected to the powered socket {(24); and
ii. when closed supplies electrical power to the

powered sockeb {24} to be coupled therefrom via
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the midspan end {518} <of a first LAN cable
{514) that is mated with powered socket (24} to
the pair of insulated electrical conductors of
the £irst LAY cable (514); and
Q. a controllier (24} that without negotiating with a PD

{518} connected to the powered socket {24) by a first

LAN cable (514):

i. transmits a signal which effects clozing of the
powar switch (156) thereby transmitting elec-

trical power to the connected PD {(518) wvia:

1. the powered socket (24); and
Z. a first LAN cable {514} connected thereto;
and
1i. concurrently monitors operational status both:
1. of a PD (518} connected to the powered

gsocket {24) by a firgt LAN cable (514}

and
2. internal conditiong within the POE injec-
tor {20).
2. The POE dnjector (20} of olaiwm 1 wherein the POE

injector {20} determines operational sgtatus of a PD (518}
connected by a first LAN cable {(514) to the POE injector {20}
by sending a geries of interrogations addressed to the PD (518}
and analyzing replies received from the PD {518) in resgponsge

thereto.

3. The POE injector (20} of claim 2 wherein when
analyvegis of replies received from the connected PD {518) by the
POE injector (20} establishes that the PD (518} is not coperat-
ing, the controller {34}:

a. first terminates the gignal transmitited to the power
switch (156} which effects closing of the power
awitch {(156) and transmission of electrical power to
the connected PD {518); and

b. then after an interyval of time again transwmits a
signal which effects cloging of the powsr switch
{156} thereby resuming transmission of electrical

power to the connected PD (518} .
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4. The POE injector (20} of <laim 2 wherein when
analysig of replies received from the connected PD {518} deter-
mines that the PD (518) is not operating, the controller (24)

gends a messags to a gpecified SYSLOG server.

5 The POE injector (20} of clailm 1 wherein the POE
injector {20} includes a  fast-response  semiconductor
voltage-limiting device {166) connected to the power switch
{156} for limiting voltage present across a pair of insulated

electrical conductors incliuded in a first LAN cable {(514}.

&, The POE injector {20} of c<laim 5§ wherein the
fagt-regponge semiconductor voltage~limiting device (166} is a

transient voltage protection diode, a/k/a transorb or tranzorb,

7, The POE injector (20} of claim 1 wherein the POE
injector {20} includes a gasg discharge tube (142) connected to
the power switch {1%6) for limiting voltage present across a
pailr of insulated electricval conductors included in a first LAN
cable {(514}.

8. The POE injector {20} of claim 1 wherein the POE
injector {20} includes a polymeric positive temperature
coefficient device (164) comnected to the power switch (156)
for Ilimiting voltage present acrogss a palr of ingulated

electrical conductors inciuded in a first LAN cable {514).

9. The POE inijsctor 0} of claim 1 wherein while the
power switch {1%68}) is transwmitting electrical powsery to the
powered socket {24} the POE injector (20} monitors electrical
power at the powered gocket {24) to assess whether voltage
acrosg the pailr of insulated electrical conductors of the first

LAN cable (514} indicates the presence of a short circuit.

10. The POE injesctor (20} of claim 9 wherein whan the POE
injecteor (20) detects a short circult an audible alarm sounds.
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11. The FOE dnjector (20} of claim 1 wherein the power

gwitah (1%8) 1

i

a relay.

12. The POE injector (20) of claim 11 wherein the relay

is a double-pole, double-throw relayv.

12. The POE injector {(20) of claim 12 wherein, when the
relay power switch (156) is open and not supplying electrical
power to the powerad socket {24}, the power switch (156}

connectag together wvia the powersd gocket {24} a pair of

5 insulated electirical conductors of a first LAN cable (514} the
midspan end (516} of which is mated with the powered socket
{24} and wvia which first LAN cable {514} a PD ({518} receives
alectrical power frow the POE injector {20}.

14. The POE injector {20) of claim 1 further comprising
an isoclated, voltage regulated and current limited AC-DC
awitching power supply (82) for:

a. energizing coperation of the POE injector (20); and

5 b. aupplving electrical power to the power switch {1563

that the power switch (156} supplieg to the powsred
socket {(24).

15. The POE injector (20} of claim 14 wherein the POE
injector {20):

¢ further comprises a palr of terminals (88} for

connecting to the POE injector {(20) a battery {84}

g that is not incliuded in POE injector (20}; and

d. includeg a power gource configuration circuit (38)

which auvtomatically ensureg that slectrical power
from the battery (84) energizes operation of the POE
injector {20) when the AC-DC switching power supply
10 {82} fails to supply electrical power for snergizing

operation of the POE injector (20).

1€. The POE injector {(20; of claim 15 wherein the POE
injecteor {20} further comprises a trickle charging output (31§6)
for supplyving a battery recharging current drawn from the AC-DC
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switching power supply {(82) fo a batrtery {84) connected to the

pair of terminals (88).

17.

The POE injector (20} of claim 1 furtheyr comprising

a reset circuit {(226) for transmitting a reset zignal to the

data-signal bus (188} for transmission to a PD (518} via the

powered zocket {(24) and a firvst LAN cable (514) whose midspan

end (516)

18.

&,

1g.

is mated with the powered socket (24).

The POE injector {(20) of claim 1 wherein:
the POE injector (20) includes:

b

i. more than one (1} unpowered sgocket ({24

e’

7oand
powered socket (24) pairs, =ach unpowered
socket (24} and powared socket (24) paly being
ragpectively interconnected by a data-signal
bug {188}); and
i1, a nuwber of power switches (15%6) egual in
number to that of unpowered socket (24) and
powered socket {24} pairs, each power switach
(156} being respectively:
1. connected to the powersd socket (24} of
one {1} unpowered socket (24) and powered

gocket {(24) padr; and

|48

whan closed supplying electrical power to
the powered socket (24) theresof;

the POE injector {20) gtores a script that specifies
a sequence in which electyical powey is to be ini-
tially supplisd succesgively to individual powered
sockeba {(24); and

the controller (34) when initially commencing opera-
tion in accordance with the soript successively
transmitsg signals to the respective power switches
{156} that effects the cloging thereof thereby
supplying electrical powar successively to powerad

sockets (24) in the sequence gpecified by the script.

The POE injector {(20) of cliaim 18 further comprising

an iscolated, wvoltage regulated and ourrent limited AC-DC

switching power supply {(82) for:
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snergizing operation of the POE injector (20); and
supplving electrical power to all power switches
{156} that supply electrical power to powered sockets
{24} .

The POE injector (20} of claim 1% wherein the POE
{20} ¢

further compriges a pair of terminalg (88) for
connecting to the POE injector (20) a battery (84}
that iz not included in POE injector {20}); and
includes a power source configuration circult (958)
which automatically engureg that electrical power
from the battery (84) energizes operation of the POE
injector (20) when the AC-DC switching power supply
{82} fails to supply electrical power for energizing

operation of the POE injector {(20).

The POE injector (20} of claim 18 further cowmprising
one electrical surgs suppression device {142, 332,

that 1g shared among all powsy switches (156) that

supply electrical power to powered sockets {(24).

a.
B b.
28,
injector
a.
5
d.
10
21,
at leasn
382, 384}
22
a.
5
10
15

The POE injector (20} of claim 1 wherein:

the POE injector (20) includes:

i. more than one (1) unpowered sgocket (24 and
powered socket (24} pairs, each unpowerad
socket (24) and powered socket {(24) pair being
respectively intesrconnected by a data-signal
bug {(188); and

ii. a nurber of power switches (158} eqgual in
number to that of unpowered socket (24) and
powerad socket (24) pairs, =ach powsay gwibtch
{156} being regpectively:

1. connected to the powered socket (24) of
one (1) unpowersed socket (24) and powsred

gocket (24} palr; and

B

when cloged supplyving electrical power to
the powered socket (24} thereof; and
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the POE injector (20} determines operatiocnal status
of at least one (1) PD (518) connected by a first LAN
cable (514} to the POE injector {(20) by sending a
geries interrogations addressed to the PD {(518) and
analyzing replies recsived from the 2D {518} in

ragponse therato.

The POE injector (20} of claim 22 wherein:

the POE injector (20} stores a soript that specifias

a gequence in which slectrical power iz to be ini-

tially supplied successively to individual powered

socketas {(24); and

when analyegls of replies vegeived from the connected

FD {518} to which interrogations are addressed the

POE injector {(20) determines that the PD (518} is not

operating, the controller {34):

1. in accordance with the script first terminates
gignals transmitted to those power switches
{156} specified by the script which effect
closing of the gpecifiled power sgwitches (1563
and transmission of electrical power to con-
nected Phe {518); and

ii. then in accordance with the script successively
transmite signals to the respective power
switches (156} sapecified by the script that
effect the closing theresof thereby supplyving
glectrical powsr sucuessively to powesred sock-
ats {24} in the sgeguence specified by the

script.
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Soript listing

1 ON i {"Server 17
~Spit into
582 -
2 SLEEP 3 Minutes 082~ o 2 Threads
3 RUN & ¥ Eﬁﬁfﬁ%
i
4 ON 2 ('DSL Router”) «— 688
s
5 WAIT 8 (001213 89 v E | infinite
: | Loop
6 CYCLE 2 ('DSL Router”) ]
7 GOTO 5 Second
Thread
8 AUTOPING 1 ("192.168.1.1")
g LOG 2 {HOMP Monitoring Started”)
10 END
\ J
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Script step delay 1 seconds. {1-255)

seconds. {0-60)

£.CD backlight on time 3

Serial port 1 selup Consale

Serial port 2 setup Consale

Serial ports mode

Start on warm reboot at 0
Enable scripting o
Trace script 8

{ subeit T 1 Stop all oy sunning threads

1 Starting Rowter W
s K :fg‘f\\“\\‘:?‘ :
2 10 secands pEoy
.................................................................................. oy
3 5.8.8.8 Lp
- N
- b }.‘:"‘\'\'\'\'\'N'I}s
4 Remote Besef Activated. S
- éjé*\\\\\\\:;f{
5 00097 :

1 bIseLav 1 (Starfing Router'} Run
3 SLEEP 18 Seconds Riin
3 TiNE 2 ('8 8.8.8% Run
4  WAIT 5{0009** 7} Rin
5  coxcik 12345 ("UBNT WiFi AP, DSL Roufer, 80" Run
5 SLEEP 38 Sesconds Run
7 on & ("Alarm Bell) Run
8 END Run
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