(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2015/084874 A1l

© 2015/084874 A1 1IN 00 AN 0010 10O RO

11 June 2015 (11.06.2015) WIPO I PCT
(51) International Patent Classification: Santa Clara, California 95050 (US). VAN TOL, Ladd;
GO6F 15/16 (2006.01) 6307 NE 7th Avenue, Portland, Oregon 97211 (US).
(21) International Application Number: (74) Agents: SCHEER, Bradley W. et al.; Schwegman, Lund-
PCT/US2014/068211 berg & Woessner, P.A., P.O. Box 2938, Minneapolis, Min-
ta 55402 .
(22) International Filing Date: fesota (US)
2 December 2014 (02.12.2014) (81) Designated States (unless otherwise indicated, for every
. ] . kind of national protection available). AE, AG, AL, AM,
(25) Filing Language: English AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(26) Publication Language: English BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
L. DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(30) Priority Data: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
14/094,929 3 December 2013 (03.12.2013) us KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
(63) Related by continuation (CON) or continuation-in-part MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(CIP) to earlier application: PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
Us 14/094,929 (CON) SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
Filed on 3 December 2013 (03.12.2013) IR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(71) Applicant: EBAY INC. [US/US]; 2145 Hamilton Ave., (84) Designated States (unless otherwise indicated, for every
San Jose, California 95125 (US). kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
(72) Imventors: YANG, Jun; 7031 Anjou Creek Circle, San TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
Jose, California 95120 (US). YANG, Zhenyin; 12895 TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
Woodmount Drive, Saratoga, California 95070 (US). DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
ROMERQO, Steven; 3729 SW Kelly Ave., Portland, Ore- LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
gon 97239 (US). SHAH, Anthony; 779 Hilmar Street,
[Continued on next page]
(54) Title: FEDERATED IDENTITY CREATION
HM~, 130
SERVICE MORILE Pl
PROVIDING IDENTITY
MACHINE & g MACHINE
¥
SERVICE
PROVIDING — 1108
MACHINE
151— DEVICE DEVICE |— 42
150 gg DEVICE DEVICE @ - 14
152~ N 142

FG. 1

(57) Abstract: A user may have multiple identities used to access multiple services or accounts. The user may use the multiple iden -
tities online from a device. The system may detect that the multiple identities connect from the device and determine that the mul -
tiple online identities all have associated relationships with the user. A federated user identifier may, accordingly, be created. Based
on the common identification, various features may be enabled, including fraud detection and targeted advertising.



WO 2015/084874 A1 AT 00T 0O O A

SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, Published:

GW, KM, ML, MR, NE, SN, TD, TG). —  with international search report (Art. 21(3))



WO 2015/084874 PCT/US2014/068211

FEDERATED IDENTITY CREATION

S RELATED APPLICATION

18081} This international patent application claims the benefit of priority to
U.S. Patent Application Serial No. 14/094,929, filed December 3, 2013, the
entire contents of which are hereby incorporated by reference herein in its
entirety.

16
TECHNICAL FIELD
188062} The subject matter disclosed herein generally relates to user
accounts m electronic systerns. Specifically, in one example, the present

disclosure provides a federated mobile identity for multiple user accounts. The

[I—
W

subject also relates to systems, methods and media for creating federated user

wlentities.

BACKGROUND
{B083] A wser may have one electronic identity associated with one or

24 more onling services and a different clectronic identity associated with other
onling services. Under some circumstances, a user may have nwltiple electronic
identities associated with the same online service. Each online service may,
separately, gather information about the user and the user’s corresponding

clectronic identity.

BRIEF DESCRIPTION OF THE DRAWINGS

{8084} Some embodiments are illustrated by way of example and not
Hmitation in the figures of the accompanying drawings.

18045} FiG. 1 1s a block diagram iHustrating an example of a network

30 environment for implementing particular disclosed embodiments.
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[8086] FIG. 2 is a block diagram Hustrating components of a service

providing machine for implementing particular disclosed embodiments.

{8807} FIG. 3 is a block diagram illustrating components of a mobile

identity machine for implementing particular disclosed embodiments.

{8068} FIGS. 4-8 are block diagrams illustrating data relationships in

particular disclosed embodiments.

{8049} FIG. 9 1s a flowchart illustrating operations of a deviee in
erforming particular disclosed embodimenis.

18014} FIG. 10 15 a block diagram illustrating an example computer system

architecture.

{8011} Example methods and systems are direcied to determining that g
single user is accessing multipie computer accounts. Tn one exanple, a system
identifies different user and device identities all relating to the same user, and
identifies relationships between these vser and device identities. A unigue
federated identity is created for the user utilizing at least porticns of the user and
device identities, or at least some of the identified relationships.

{8612} Examples merely typify possible variations. Unless explicitly
stated otherwise, components and functions are optional and may be combined
or subdivided, and operations may vary in sequence or be combined or
subdivided. In the following description, for purposes of explanation, rumerous
specific details are set forth to provide a thorough understanding of example
embodiments. However, it will be evident to one skilled in the art that the
present subject matter may be practiced without these specific details.

{8013} A wser may have multiple accounts with multiple computer-
provided services. That the multiple accounts are all associated with the user
may be determined by recognizing patterns in the way the nuihtiple accounts are
accessed. For example, a connection from a single mobile phone to accouonts on
multiple services may suggest that each of those connections originates from a
stugle user since a single individual typically uses mobile phones. Other
example embodiments may determine user identity based on commmonality of

transactions or assets or other criteria.

o
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[B014] A service provider may commuonicate with an identity provider to
request additional information about the user corresponding to the user account
of the service provider, te provide information about the account, or both. The
identity provider may respond with additional information about the user, stove
ihe information about the account, or both.

18015} In some examples, systems, methods and media are provided that
aid in discovering user identities {(for example, accounts from multiple business
properties or companies} and device identities (for example, mobile smart
phones, tablet computers and person computcrs), and help in establishing
relationships among such identities. A unique federated identity 1s created to
represent a graph of inter-related identities for each user.

[8616] In some examples, a common unique device identifier is provided
for mobile devices. A mechanism is designed and implemented (for example, in
108 or Android operating systems) to generate and use a comomon device
identifier that is shared by muwltiple mobile applications (“apps”™) running on the
same device with controlled life cycle management. User accounts used
multiple apps can be associated with each other through the common device
identifier. By logging and analyzing activities incurred on mobile devices within
cach app, associations {or relationships) betwesn user accounts and devices can
be identified and, in some examples, these can further derive relationships
between other user accounts.

8617} In some examples, many associated user accounts and devices can
be included in a graph that represcunts the comprehensive profile of the account,
device or owner (or all three) and the relationships across, for example, multiple
business entities or adjacencies. In some examples, a federated identity is created
1o represent the identity of the graph (1.c. user profile, or person). This federated
identity, for example, can be used in user personalization and engagement
operations. In one such example, a user profile can be built from many activitics
on mukiiple accounts and devices of a user, thus, creating a more complete user

protile (graph) for better personalization efforts. In promoting user engageraent,
for example, real time events occurring in or on a single accoumnt or device can
be used as a signal to all other accounts inchided in the same identity graph. Ina

multi-device experience {or session}, the profile graph includes data about ali (at
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least many) of the devices used by a user; therefore, the graph itself or the
unique federated identifier associated with it can be used to allow for a more
seamless multi-device experience.
[6818] In some examples, targeted nformation or other content can be
prescnted via a mobile device. More generally, such information may be
presented via an “interface”. An interface can exist in many forms. For example,
the interface may mteract with a user in a functional or physical way, and may
contribute and/or consume content. The interface mayor may not be associated
with g device. The interface may be mouse driven, voice driven, or touch driven,
for example. An associated device may or may not be network enabled. The
device or interface may be associated with local or proximate processing
capability. In some examples, a physical interface may be presented by “smart”
glasses (for example, Google glasses). In other cmbodiments, an interface may
¢ an Intangible, such as a hologram. In further examples, the interface may be
may be a non-mobile surface, such as a wall, table top, or side of an appliance.
In other examples, an interface may be provided in a kiosk, or by a surface or
device jnside & motor vehicle, for example.
{8619} In some examples, targeted information or other content may be
associated with a “location determination” of a user. This term includes
detecting 2 user’s presence or location. It may involve active sensing (for
example, an accelerometer or other sensor) or a passive identification (for
example, RFID). Location identification can be used as a trigger to present
targeted mformation or other contont in an interface
{8020] Targeted information or other content may include “consumable”
information or “non-consumable” information (for cxample, metadata).
Consumable examples can be displayed, emailed, pushed, or included in a text
message. The information may include tiles, social media, digital data, physical
{billboard) embodiments, audio files, commercial art, smart advertisoments and
so forth.
86211 A “device” 1 any physical object that is capable of being a
communication device or can present an interface. The device may be associated

with local computational or remote computational functionality.

PCT/US2014/068211
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{8022} In some examples, targeted information may mclude “ad content”.
Ad conient may inchude promotionsl information that characterizes this
nformation from general content. A “promeotion” in ad content need not be ted

1o comumerce, or payient, or a transaction, but will usually be associated with

(&3]

receipt of some kind of value, The value could relate to a good or a service (or

hybrid of the same).

18623} The presentation of the targeted information may seek to extend on-

Hine user “sessions.” In a multi-device world, the conventional definition of a

session is becoming increasingly inapplicable. Viewed more broadly, a session

16 m this disclosure includes the idea that the user is trying to achicve a particular

task, with that task potentially spread over meltiple devices and extended time

periods. The user could pick up a session on a different device or after a lapse of
time, and so forth. A user could have many paraliel sessions going on

stmudtancously, for example. A session may include user phases, such as a

discovery phase, an exploratory phase, a follow-up phase, and so forth. Sessions

may be assessed or tied 0 a succoss metric, such as a “Bid-Buy-Offer-Watch-

Ask selier question” (BBOWA) metric, for example.

{8024} Thus, in some embodiments, a method comprises identifying, using

a processor of a machine, 3 first user authentication comprising a first user

20 identifier; identifying a second user authentication comprising a secound user
dentifier different from the first user identifier; determining that the first user
wdentifier and the second user identifier both correspond o a first user; and
creating a unique federated identifier for the first user based on a relationship
between the first user identifier and the second user identificr.

25 [B025] In some embodiments, a system may comprise a memory; a
conunurication module to tdentify a first user authentication comprising a first
aser identifier; identify a second user authentication comprising a second user
identifier different from the first user identificr; and an identification moduie to

ctermine, using a processor of a machine, that the first user identifier and the

36 second user identifier both correspond to a furst user; and create a unique

federated identitier for the first user based on a relationship between the first

user identifier and the second user identifier.
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[3826] In some embodiments, a non-transttory maching-readable medium
may comprise instructions that, when executed by one or more processors of a
maching, cause the machine to perform operations comprising identifying, using
a processor of a machine, a first user authentication comprising a first user
identifier; identifying a sccond user authentication comprising a second vser
identifier different from the first user identifier; determining that the first user
identifier and the second user identifier both correspond to a first user; and
creating a unique federated identifier for the first user based on a relationship
between the first user identifier and the second user identifier.

{8027] Turning now to the accompanying drawings, FIG. 11s a block
diagram illustrating an example of a network environment for implementing
particular disclosed embodiments. The network environment 100 includes a
service providing machine 110a, a service providing machine 110b, a mobile
identity machine 130, and devices 141, 142, 151, and 152, all communicatively
coupled to each other via a petwork 180, The service providing machines 110a
and 110b, the mobile identity maching 130, and the devices 141, 142, 151, and
152 may cach be implemented 1o a computer system, in whole or in part, as
described below with respect to FIG. 18

8628 The devices 141, 142, 151, and 152 may be used by the users 140
and 150 to access services provided by the service providing machines 110 {e.g.,
the service providing machine 110a and the service providing machine 110b).
The service providing machines 110a and 110b may provide services such as
financial or banking services, secial networking services, refail or wholesale
services, commumication services, real property management or other official
registries, or other services. The service providing machines 110a and 110b may
access the mobile identity machine 130 to gather additional information about
the users 140 and 150, to provide information about the users 140 and 150, or
both.

[8629] For example, the user 150 may access the service providing
machine 1102 using the device 151, The service providing machine 1102 may
then inform the mobile identity machine 130 of the access and request
mformation from the mobile identity machine 130, The mobile identity machine

130 may not have any information about the user 150 and mmforms the service
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providing machine 110a of this. The user 150 may then access a second service
providing machine 110b osing the device 151, The second service providing
machine 110b may then inform the mobile identity machine 130 of the access
and request Information from the mobile identity machine 130, The mobile
identity machine 130 may inform the second service providing machine 110b of
the previous access from the same device 151 to the first service providing
machine 110a. Based on this information, the second service providing machine
110b may alter the services provided to the user 150, For example, produets
offered or advertisements prosented may be altered based on the information
provided by the mobile identity machine 130. As a more specific example, if the
first service providing machine 110a provides a service relating to a particular
sport and the second service providing machine 110b provides a retail service,
the sccond service providing machine 110b may provide advertiscmonts related
te the sport for the user 150 that uses both services. In some example
embodiments, the seccond service providing machine 110b may also
communicate with the first service providing machine 110a {o gather additional
mformation regarding the user 150,

{8030] {n another example, the user 150 may aceess a service providing
machine 110a or 110b using the device 151, The service providing machine
110a or 110b may then inform the mobile identity machine 130 of the access and
request information from the mobile identity machine 130, The mobile identity
machine 130 may not have any information about the user 150, and informs the
service providing machine 1103 or 110b of this. The user 150 may then acecss
the service providing machine 110a or 110b using the device 152, The service
providing machine 110a ov 110b may then mform the mobile identity machine
130 of the access and request information from the mobile identity machine 130
The mobile identity machine 130 may inform the service providing machine
1102 or 110b of the previous access from the different device 151 1o the service
providing machine 110a or 1106b. Based on this information, the service
providing machine i i0a or 110b may alter the services provided to the user 150.
For exaraple, products offered or advertisements presented may be altered based
on the information provided by the mobile identity machine 130. As a more

specific example, connecting from multiple devices may correlate with a certain
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economic status, and advertisements may be more narrowly targeted based on
this.

{8831} Omne or both of the users 140 and 150 may be a luman user, a
machine user {e.g., a computer configured by a software program to interact with
one or more of the devices 141, 142, 151, and 152), or any suitable combination
thercof {c.g., a human assisted by 2 machine or 2 machine supervised by a
human). The oser 140 is not part of the network environment 100, but is
associated with the devices 141 and 142 and may be a user of the devices 141
and 142, For example, the devices 141 and 142 may each be a desktop
computer, a vehicle computer, a tablet computer, 4 navigational device, a
portable media device, or a smart phone belonging to the user 140, The device
141 or 142 may include or sitaply be comprised by a user interface as defined
above. Likewise, the user 150 is not part of the network snvironment 100, but is
associated with the devices 151 and 152, As an example, the devices 151 and
152 may each be a desktop computer, a vehicle computer, a tablet computer, a
navigational device, a portable media device, or a smart phone belonging to the
user 150.

{66323 Any of the machings, databases, or devices shown in FIG. 1 may
be implemented in a general-purpose computer modified (e.g., configured or
progranvued) by software to be a special-purpose compuier to perform the
fimetions described herein for that machine, database, or device. For example, a
computer system able to implement any one or more of the methodologices
described herein is discussed below with respect to FIG, 18, As used herein, a
“database” 15 a data storage resource and may store data structured as a text file,
a table, a spreadsheet, a relational database (e.g., an object-relational database), a
triple store, 8 hicrarchical data store, or any suitable combination thereof.
Moreover, any two or more of the machines, databases, or devices illustrated in
FIG. 1 may be combined into a single machine, and the fimetions described
herein for any single machine, database, or device may be subdivided among
multiplc machines, databases, or devices.

{8033] The network 190 may be any network that enables conmmunication
between or among machines, databascs, and devices (e.g., the service providing

machines 110a or 110b and the mobile identity machine 130). Accordingly, the



h

16

20

[\
(&3]

WO 2015/084874

network 190 may be a wired network, a wireless network {e.g., a mobile or
cellular network), or any suttable combination thereof, The network 190 may
melude one or more portions that constitute a private network, a public network
{e.z., the Internet), or any suitable combination thereof.

{8034} FiIG. 2 s a block diagram illusirating components of a service
providing machine 110a or 110b for implementing particular disclosed
embodiments. The service providing machine 110z or 110b 15 shown as
imcluding a user interface module 210, an identification module 228, a storage
maodule 230, a communication module 240, and a recommendation module 260,
all configured to communicate with cach other (e.g., via a bus, shared memory,
or a switch). Any one or more of the modules described herein may be
implemenicd using hardware {¢.g., a processor of a machine) or a combination of
hardware and software. For exaraple, any roodule described herein may
configure a processor to perform the operations described herein for that module.
Moreover, any two or more of these modules may be combined into a single
maodule, or be referred to by alternate names, and the functions described herein
for a single medule may be subdivided among multiple modules. Furthermore,
according to varions example embodiments, modules described herein as being
implemenicd within a single machine, database, or device may be distributed
across multiple machines, databases, or devices.

{B035] The user interface module 210 may be contfigured to provide a user
wnterface to a user 140 or 150 connecting to the service providing machine 11a
or H10b. For example, the service providing machine 110a or 110b may serve a
web page. The user 140 or 150 may respond to the user interface by an
authentication that may include logging in (e.g., with a user name and
password). The login information provided by the user 140 or 150 may be
stored by the storage module 230 and used to identify the user 140 or 150 by the
dentification modulde 220, The commumication module 240 may then
commumnicate information about the user 140 or 150 to the mobile identity
machine 130, and receive information about the user 140 or 150 in response.
The recommendation module 260 may then provide recommendations to the
aser 140 or 150 or otherwise alier the user experience based on the additional

mformation received by the communication module 240,

PCT/US2014/068211



(&3]

10

20

WO 2015/084874 PCT/US2014/068211

{8036} FIG. 3 is a block diagram iHostrating components of a mobile
identity machine 130 for implementing particular disclosed embodiments. The
mobile identity machine 130 is shown as inchuding a user interface module 310,
an identification module 320, a storage module 330, a commmunication module
3440, and a correlation modude 350, all configured to communicate with each
other {c.g., via 8 bus, shared memory, or a switch). Any onc or more of the
modules described herein may be implemented using hardware (e.g., a processor
ot a machine) or a combination of hardware and software. For example, any
module described herein may configure a processor (o perform the operations
described herein for that module. Morcover, any two or more of these modules
may be combined into a single module, and the fumctions described herein for a
single module may be subdivided among multiple modules. Furthermore,
according to various example embodiments, modules described herein as being
implemented within a single machine, database, or device may be distribuied
across mudtiple machings, databases, or devices.

18037} The user interface module 310 may be configured to provide e user
ntertace to a user 140 or 130 comnecting to the mobile idontity machine 130,
For example, the mobile identity machine 130 may serve a web page to an
administrative user. The administrative user may respond to the user interface
by an authentication that may include logging in. The admirdstrative user may
be able to view the user identitics stored by the storage module 330, modify the
data, change which aspects of the data are available to different service
providers, etc. For example, the service providers may pay a foe to the mobile
identity service and, depending on the amount of the fee paid, the mobile identity
service may provide more ov less information regarding the user. In some
example embodiments, an administrator may control these settings using a user
mterface presented by the user interface module 310,

[6838] The communication module 340 may conmunicate with one or
more of the service providing machines 110a or 110b to send and receive
nformation regarding uscrs 140 or 150. The identification module 326 may
then, using the correlation module 350, determine the identity of the user 140 or
150 accessing the service providing machine 1102 or 110b. Information

egarding the user 140 or 150 may be stored by the storage module 330, and
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accessed by the correlation module 350 and the identification module 320 in the
process of identifying the user 140 or 150

{8839 In some examples, the communication module 240 or 340 can
dentify a first user authentication comprising 8 first user identifier, and identify

a sccond user agthentication comprising a second user identifier different from

using a processor of a machine, that the first user identifier and the second user
identifier both correspond to a first user, and create a unique federated identifier
for the first user based on 3 relationship between the first user identificr and the
sccond user identifier.

{60481 In some examples, the identification module 220 or 330 can further
inciude at least a portion of the first user identifier and the second user identifier
in the unique federated identificr for the first user. The first user identificr may
be associated with a user account number or property identifier, and the second
user identifior may include a user device identifier. In some exampies,
determining that the first user identifier and the second user identifier both
correspond 1o the first user is based on receiving both the first user identifier and
the user device identifier from the device.

16641} In some examples, the first user authentication is for a first service
or accountt and the sccond user authentication is for a second service or account.
In some examples, the communication module 240 or 340 1s able to receive 2
first user preference associated with the first or second user authentication, and
the identification module 220 or 320 is able to apply the furst user preference to a
service associated with the second user authentication based on a determination
that the first user identifier, the second user identifier, or the unique federated
wdentifier corresponds to the first user.

[BB42] In some examples, the communication module 240 or 340 15
further to identifying a first user preference associated with the first user, and the
identification module 220 or 320 is able to use the unique federated identifier in
causing the presentation to the fivst user of targeted content based on the
identified first aser preference,

{8043} FiIG. 4 15 a diagramn illustrating data relationships {graph types) in

particular disclosed embodiments. The web of relationships 400 may be used to

i1
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establish a single identity for a oser based on muoltiple relationships between the
user and various services., For example, device relationships are shown between
PayPal and each of a mobile device, a cookic {stored on a device), and a
computer. When a single account is accessed from multiple devices, each of
those devices may be associated with the vser of the accouont.

18044} Also shown are transaction relationships between PayPal and cach
of a savings account and a Visa card. When a single account transters funds
from multiple financial accounts, each of those accounis may be associated with
the user of the account.

18045} The third type of relationship shown is the asset relationship. Each
of a phone number, an address, an email address, and a mobile phone number
has an assct relationship with both PayPal and cBay. Additionally, a credit card
has an assct relationship with PayPal, and a credit card has an asset relationship
with eBay and StubHub. When separate user accounts have overlapping contact
or financial mformation, the separate user accounts may be associated with a
single user.

{8046} The fourth type of relationship shown is the aser relationship.
Facebook is shown as having a user relationship with PayPal and ¢Bay, while
StubHub also bhas a user relationship with cBay., Wheu a single user account is
ased to access multiple serviees, mformation gathered about the user account by
cach service may be combined to form a more complete mobile identity for the
user.

18047} FiG. 815 a block diagram illustrating data relationships in
particular disclosed embodiments. FIG. 5 shows an example embodiment in a
network 500 in which each of Marketplace, Stubhub, Mile, and Red Laser
comprises an example of the service providing machines 110a or 110h, and cach
of PayPal Access and Facebook comprises an example of the mobile identity
machine 130, In this example embodiment, each of the relying partics {¢.g.,
Marketplace, Stubhub, Milo, or Red Laser) communicates with one or both of
the identity providers {e.g., PayPal Access or Facebook) to share user
mformation. The identity providers may communicate with cach other to share
the user information they have gathered from the relying partics communicating

with them. The relying partics may conmunicate with cach other to share user

PCT/US2014/068211
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mformation corresponding to a user identity retrieved from one or more of the
identity providers.

HHE Y FIG. 6 is a block diagram Hustrating data relationships in
particular disclosed embodiments. FIG, 6 shows an example embodiment in a
network 600, The mobile identity host {¢.g., @ mobile identity machine 130}
may comanmunicate with the trintty host {¢.g., 2 sccond mobile identity machine
130) and gather information regarding the provider and the two identities for the
aser. The marketplace host (e.g., a service providing machine 110a or 110b)
may commmmicate with the mobile identity host and provide information
regarding the user gathered in the marketplace. The mobile identity host may
also gather information based on adjacency, or the use of the same device to
access multiple accounts. Additional linking information for the user may also
be gathered from another Hoked source. Accordingly, the mobile identity host
may gather a set of information about the user, such as a provider, identifier, and
type. The mobile identity host may also gather a set of user ids (e.g., user
names, account mimbers, otc.) used by the user to access various services. Asa
result, one of the other hosts maay access the mobile identity host and access the
mformation stored therein regarding the user based on providing the user id used
1o access the mobile identity host. In other exampiec embodiments, additional
mformation regarding the user may be provided.

[8049] FIG. 7 is a block illustrating data relationships in particular
disclosed embodiments. FIG. 7 shows an example embodiment in a network
700, Inthis embodiment, PayPal Access s the identity provider (“1DP”) and
Marketplace, Stubhub, Milo, and PayPal are the relying parties and service
providers. As shown, each of the service providers may have a distinct user [D
for the user, while having the same vnique identifier (“UUD) for the device
being used to access the service. The dotted lines indicate that cach service
provider may communicate with the other service providers to gather
mformation for the user. The service provider requesting information may
identify the user by the UUID for the device, or by using an identity provided by
the 1DP. Hither way, the service provider may gather information about the user
aggregated from all of the service providers. For example, the correlation

modale 350 of FIG. 3 may perform this function.
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[B050] FIG. 8 is a block diagram iHostrating data relationships in
particular disclosed embodiments. The relationships may exist in a network 800.
FiG. B additionally shows data that may be gathered about the user from various
sources. For example, information about the recency and frequency of
purchases, along with other financial or monetary data, may help identify the
user segment. Likewise, information about products purchased, the categorics
those products fall in, and the price of these products may help idertify =
purchase profile of the user. Data may also be gathered from a mobile device
used by the user that may be able to provide time zone and geo-location
mformation about the user. The user may bave user profiles with one or more of
the services that may provide the gender and age group of the user. The vser
may have patterns of use that may be determined by tracking the user’s access to
the various service providers. For example, the usetr’s usage pattern may be
predictable based on the ime of day, a pattern of access {¢.g., accessing one
service at the same thime as accessing another service, or after a transaction on
the other service has completed), or the location of the user (e.g., accessing
certain services from one location that may correspend to 2 work location and
other services from another location that may correspond to a home location).
[6651] Any of the machines, databases, or devices described herein may be
used or configured, partially or entirely, as appropriate to perform one or more of
the methods, operations, or functions described herein, or as set forth below in
the following methed steps. Other devices or systems may be emploved. Some
cxamples of the present disclosure include methods for the creation of federated
user identities,

18652} One such method 1s ilhustrated in FIG. 8. While the various
operations of the method 900 arc described in reference to the service providing
machine 110z or 110b of FIG, 2 and the mobile identity machine 130 of FIG. 3,
other devices or systems may be employed to perform the method 900 in other
embodiments. In this example embodiment, a method 900 includes: at block
502, identifying, using a processor of a maching, a first user awthentication
comprising a tfirst user identifier; at bilock 904, iderdifying a second user
authentication comprising a second user identifier different from the first user
identifier; at block 906, determining that the first user identifier and the second

user identifier both correspond to a first user; and at block 908, creating a undque
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PCT/US2014/068211



o

10

[I—
W

20

34

WO 2015/084874 PCT/US2014/068211

federated identifier for the first user based on a relationship between the first
user identifier and the second user identifier.

{B053] The method 900 may further comprise: at block 910, meluding at
least a portion of the first user identifier and the second user identifier in the
unique federated identifier for the first user. In some examples, the first user
wdentificr 1s associated with a user account number of property identifier, and the
second user identiticr includes a user device identifier.

18854] In some examples, determining that the first user identifier and the
second user wdeuntifier both correspond to the first user is based, at block 912, on
receiving both the first user identitier and the user device identifier from the
device. In some examples, the first user authentication is for a first service or
accound, and the second user authentication is for a second service or account.
8655} The method 900 may further comprise: at block 914, receiving a
first user preference associated with the first or second user authentication, and
applying the first user preference to a service associated with the second user
authentication based on a determination that the first user identificr, the sccond
user wdentifier, or the unique federated 1dentifier corresponds to the first user.
[8056] In some examples, the method 900 further comprises: at block 216,
identifying a first user preference associated with the first user and, at block 918,
using the uniqoe federated identifier in causing the presentation to the first user
of targeted content based on the identified first user preference.

{8857} According 1o various example embodiments, one ot more of the
methodologies described herein may facilitate identification of a user by a
service provider. The identification of the user may allow the service provider to
provide a more precisely tuned experience to the user. This enhanced user
experience may provide the service provider with a competitive advantage. For
example, ttems viewed by a user accessing an online retailer may be tracked and
shared with other service providers, allowing advertising to be targeted.
Similarly, categories searched, brands bought, optimal notification choices {e.g.,
preferred device, preferred time, preferred place), average price of ttems
purchased, total amount recently spent {e.g., over the last week, month, quarter,
or year} may all be fracked and shared with other service providers. As another

example, a user that chose a preferred delivery method for one service provider
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may find that another service provider has pre-selected that delivery method as a
default option, based on the shared user information from the user’s mobile
dentity.

[B858] According to various example embodiments, one or more of the

o

methodologies hercin may facilitate identification of mukliiple devices associated

with a user. The identification of the vwltiple devices may allow a service

provider to direct communications more effectively. For example, if a user
generally accesses a service from a laptop compater during the day and accesses
the service from a mobile device at night, then a commumication for the user may

16 be directed to the laptop computer if sent during the daytime, and to the mobile
device if sent at night.

{6859 According to various example embodiments, one or more of the
methodologies herein may facilitate the detection of fraud. For exaraple, if 2
user creates an vnusually large number of accounts (e.g., two or more or five or

15 more) for a particular service, this may suggest that the user is attempting to
engage in a large number of simultanecus frauduient transactions while avoiding
having any individual account shut down due to numerous complaints. In
another example, if fraud is detected on one account, preventative measures may
be taken with respect to other accounts belonging to the same user.

20 18060} FiG. 18 15 a block diagram iHhustrating components of a machine
1000 able to read nstructions from a machine-readable medium (e.g., a
machine-readable storage medium, a computer-readable storage medium, or any
suitable combination thercot) and perform any one or more of the methodologies
discussed herein, according to some example embodiments. Specifically, FIG.

25 18 shows a diagrammatic representation of the machine 1000 in the example
form of a computer system and within which instroctions 1024 (e.g., software, a
program, an application, an applet, an app, or other executable code) for causing
the machine 1000 to perform any one or more of the methodologies discussed
herein. In alternative embodiments, the machine 1000 operates as a standalong

36 device or may be comnected {¢.g., networked) to other machines. In a networked

deployment, the machine 1600 may operate in the capacity of a server machine

or a client machine in a server-client network environment, or as a peer machine

in a distributed {c.g., peer-io-peer) network environment. The machine 1000

t6
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may be a server computer, a chient computer, a personal computer (PC), a tablet
compuicr, a laptop computer, a netbook, a sei-top box (STB), 2 personal digital
assistant (PDAY, 2 celiular telephone, a smartphone, a web appliance, a network
router, a network switch, a network bridge, or any machine capable of executing
the instructions 1024, sequentially or otherwise, that specify actions to be taken
by that machine 1000, Further, while only a single machine is illusirated, the
term “maching” shall also be taken to nclude a coliection of machings that,
mdividually or jointly, exccute the imstractions 1024 to perform all or part of any
one or more of the methodologies discussed herein.

[a061] The machine 1000 inclades a processor 1002 (e.g., a central
processing unit (CPU)Y, 2 graphics processing unit (GPU}, a digital signal
processor (3SP), an application specific integrated circuit {ASIC), a radio-
frequency infegrated cireuit (RFIC), or any suitable combination thereof), a main
memory 1004, and a static memory 1006, which are configured to communicate
with gach other via a bus 1008, The machine 1600 may further mnclade a
graphics display 1010 (e.g., a plasma display panel (PDP), a light cmitting diode
(LED) display, a iquid crystal display (1LCD), a projector, or a cathode ray tube
(CRTY). The machine 1000 may also include an alphanumeric input device 1012
(2.g., 3 keyboard), a cursor control device 1014 {e.g., a mouse, a touchpad,
trackball, a joystick, a motion scusor, or other pointing instrumend), & storage
anit 1016, a signal generation device 1018 (e.g., a speaker}, and a network
mterface device 1020

18662] The storage unit 1016 mcludes a machine-readable medium 1022
on which 1s stored the instructions 1024 embodying any one or more of the
methodologies or functions deseribed herein. The nstructions 1024 may also
reside, completely or at least partially, within the main memory 1004, within the
processor 1002 (e.g., within the processor’s cache memory), or both, during
execution thereof by the machine 1000. Accordingly, the main memory 1004
and the processor 1002 may be considered machine-readable media. The
instructions 1024 may be transmitted or received over a network 1026 (e.g.,
network 190) via the network iterface device 1020,

[8863] As used herein, the term “memory” refers to a machine-readable

medium able to store data temporarily or permanently and may be taken o
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mclude, but not be mited to, random-access memory (RAM), read-only
memory {ROM), buffer memory, flash memory, and cache memory. While the
machine-readable medium 1022 is shown in an cxample embodiment to be g
single medium, the term “machine-readable mediom” should be taken to melode
a single medinm or multiple media (e.g., a centralized or distributed database, or
associated caches and servers) able to store instructions 1024, As used herein, a
“database” is a data storage resource and may store data structured as a text file,
a table, a spreadsheet, a relational database {c.g., an object-relational database), a
triple store, a hicrarchical data store, or any suitable combination thereof. The
torm “machine-readable medium” shall also be taken to include any medium or
combination of muitiple media that is capable of storing instructions 1024 for
execution by a machine (o.g., machine 1000), such that the mstroctions 1024,
when executed by one or more processors of the machine {e.g., processor 16023,
cause the machine 1000 to perform any one or more of the methodologies
described herein. Accordingly, a “machine-readable medium” refers to a single
storage apparatus or device, as well as “cloud-based” storage systems or storage
networks that include multiple storage apparatus or devices. The term
“machine-readable mediom™ shall, accordingly, be taken to incluade, but not be
Himited to, one or more data repositorics in the form of a solid-state memory, an
optical medium, a magnetic medium, or any suiiable combination thereof.
18064} Throughout this specification, phiral instances may implement
components, operations, of structores described as a single instance. Although
individual operations of one or more methods are illusirated and described as
sgparate operations, one or more of the individual operations may be performed
concurrently, and nothing requires that the operations be performed in the order
ustrated. Structures and functionality presented as separate components in
example configurations may be imiplemented as a combined structure or
compenent. Similarly, structures and functionality presented as a single
component may be tmplemented as separate components. These and other
variations, modifications, additions, and improvements fall within the scope of
the subject matter herein.

{8065} Certain embodiments are described herein as including logic or a
mumber of components, modules, or mechanisms. Modules may constitute

cither sottware modules (e.g., code embodied on a machine-readable medium or
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n 3 transwmission signal) or hardware modules. A “hardware module™ is 2
tangible unit capable of performing certain operations and may be configured or
arranged in a certain physical manner. In various example embodiments, one or
more computer systems (e.g., a standalone computer system, a chient computer
system, or a server compater system) or ong or more hardware modules of a
computer system {e.g., @ processer or a group of processors) may be configured
by software {¢.g., an application or application portion) as a hardware module
that operaies to perform certain operations as described herein.

{8866} In some embodiments, a hardware module may be implemented
mechanically, electronically, or in any suitable combination thereof. For
example, a hardware module may inchude dedicated circuitry or logic that is
permanently configured to perform cortain operations. For example, a hardware
module may be a special-purpose processor, such as a field programemable gate
arvay {FPGA) or an ASIC. A hardware module may also include programmable
logic or circuitry that is temporarily configared by software to perform certain
operations. For example, 3 hardware module may include software
encompassed within a general-purpose processor or other programmable
processor. [t will be appreciated that the decision to implement a hardware
module mechanically, in dedicated and permanently configored circuitry, or in
termporarily configured circuitry (e.g., configured by software) may be driven by
cost and time considerations.

8067} Accordingly, the phrase “hardware module”™ should be ynderstood
o encorapass a tangible endity, be that an entity that is physically construcied,
permanently configured {e.g., hardwired), or temporarily configured (e.g.,
programumed) to operale in a certain manner or to perform certain operations
described herein. As used herein, “hardwarc-implomented module” refers to a
hardware module. Counsidering embodiments in which hardware modules are
temporarily configured {¢.g., programmed), cach of the hardware modules need
not be configured or instaniiated at any one instance in time. For example,
where a hardware module comprises a general-purpose processor configured by
software to becorae a special-purpose processor, the general-purpose processer
may be configured as respectively different special-purpose processors (2.3,
comprising different hardware modules) at different times. Software may,

accordingly, configure a processor, for cxample, o constitute a particular
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hardware module at one instance of time and to constitute a different hardware
module at 3 different instance of time.

[B868] Hardware modules can provide information to, and receive
wnformation from, other hardware modules. Accordingly, the described
hardware modules may be regarded as being communicatively coupled. Where
multiple hardware modules exist contemporaneously, communications may be
achieved through signal ransmission {e.g., over appropriate ¢ircuits and buses)
between or among two or more of the hardware modules. In embodiments in
which multiple hardware moduies are configured or instantiated at different
times, conmmunications between such hardware modules may be achieved, for
example, throogh the storage and retrieval of information in memory structures
to which the muitiple hardware modules have aceess. For example, one
hardware roodule may perform an operation and store the output of that
operation in a memory device to which it is commmunicatively coupled. A further
hardware module may then, at a later time, access the memory deviee to retrieve
and process the stored output. Hardware modules may also initiate
communications with input or output devices, and can operate on a resource
{(e.g., a collection of information).

18669} The various operations of example methods described herein may
be performed, at least partially, by one or more processors that are temporarily
configured {c.g., by software) or permanently configured to perform the relevant
operations. Whether temporarily or permanently configured, such processors
may constiftte processor-implerended modules that operate to perform one or
more operations or functions described herein. As used herein, “processor-
implemented module” refers to a hardware module implemented using one or
I PIOCESSOLS.

18674 Similarly, the methods described herein may be at least partially
processor-implemented, a processor being an example of hardware. For
cxample, at least some of the operations of a method may be performed by one
OF TNOTE Processors or processor-implemented modules. Moreover, the one or
OTe processors may also operate to support performance of the relevant
operations in a “cloud computing” environment or as a “software as a service”

(5aaS}). For example, at least some of the operations may be performed by a
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group of computers {(as examples of machines inchuding processors), with these
operations being accessible via a network (c.g., the Internet) and via one or more
appropriate interfaces (e.g., an application program interface (AP}

{8071} The performance of certain of the operations may be distributed

o

among the one or more processors, not only residing withio a single machine,
but deployed across a number of machines. In some example embodiments, the
ONE OT WOTE Processors of processor-implemented modules may be located n a
single geographic location {e.g., within a home enviromment, an office
environment, or a server farny. in other example embodiments, the one or more
16 processors or processor-implemented modules may be disimbuted across a
number of geographic locations.
18672} Some portions of the subject matter discussed herein may be
presented in termos of algorithims or symbolic representations of operations on
data stored as bits or binary digital signals within 8 machine memory (e.g., a
15 computer memory ). Such algorithms or symbolic ropresentations are examples
of techmiques used by those of ordinary skill in the data processing arts to
convey the substance of their work to others skilled in the art. As used herein,
an “algorithm” is a self-consistent sequence of operations or simnlar processing
leading to a desired result. o this context, algorithms and operations involve
20 physical manipulation of physical quantities. Typically, but not nocessarily,
such quantitics may take the form of electrical, magnetic, or optical signals
capable of being stored, accessed, transferred, combined, compared, or otherwise
manipulated by a machine. It is convenient at times, privcipally for reasons of

39 &

common usage, to refer to such signals using words such as “data,” “content,”

2% 4&,

elements,

s “Syl’l’lb()i&,” 43 bR 24 9% &
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“bits,” “values, characters,” “terms,” “numbers,”

“numerals,” or the like. However, these words are merely convenient labels and
are 1o be associated with appropriate physical quantitics.

18673} Unless specifically stated otherwise, discussions herein using words

b1 Y 4L

such as “processing,” “computing,” “calculating,” “determining,” “presenting,”

)

36 “displaying,” or the Hke may refer to actions or processes of a machine (e.g., 2
computer) that manipulates or transforms data represented as physical {e.g.,
electronic, magnetic, or optical) quantities within one or more memories (e.g.,

volatile memory, non-velatife memory, or any suitablie combination thereod),
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registers, or other machine components that receive, store, transmit, or display
nformation. Furthermore, unless specifically stated otherwise, the terms “a” or
“an” are herein used, #s is conumoen in patent documents, to include one or more
than one imstance. Finally, as used herein, the conjumetion “or” refers to a non-

exclusive “or,” unless specifically stated otherwise.

EXAMPLES

{8074} 1. A system, comprising a memory; a communication module to
identify a first user authentication comprising a first user idendifier; iderdify =
second user authentication comprising a second user identifier different from the
first user identificr; and an identification module to determine, using a processor
of a machine, that the first user identifier and the second user identifier both
correspond to a first user; and create a unmique federated dentifier for the first
aser based on 2 relationship between the first user identifier and the second user
identifier,

18675} 2. The system of example 1, wherein the identification module 18
further configured to include at least a portion of the first user identifier and the
second user identifier in the unigue federated identifier for the first user.

18676} 3. The system of example 1, wherein the fivst user identifier is
associated with a user account mumber or a property identifier; the second user
identifier inclodes a user device identifier; and wherein the determining by the
identification module that the first user identiticr and the second user identifier
both correspond to the first user is based on receiving both the first user
dentifier and the aser device dentifier from a device.

8877} 4,  The system of exanmple 1, wherein the first user authentication
15 for a first service or account; and the second user auvthentication 18 for a second
service or account.

[BG7R] 3. The system of example 1, wherein the communication module
1s further to receive a first user preference associated with the first or second user
authentication; and the identification module is further to apply the first user
preference (o a service associated with the sccond user authentication based on a
determination that the first user identifier, the second user identifier, or the

anique federated identifier corresponds to the first aser.

2
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[8879] 6. The system of example 1, wherein the communication module
1s further to idontity a first user preference associated with the first user; and the
dentitication module is further to use the unique federated idendifior in causing a
presentation to the first user of targeted content based on the identified fivst user
preference.

18080} 7. A method comprising identifying, using a processor of a
machine, a first user authentication comprising a first user identificr; identifying
a second user authentication comprising a second user identifier different from
the first user identifier; determining that the fivst user identifier and the second
user wentifier both correspond to a fivst user; and creating a umque federated
dentifier for the first aser based on a relationship between the first user identifier
and the second user identifier.

{8081} 8. The method of example 7, further comprising including at
least a portion of the fivst user identifier and the second vser identifier n the
unique federated identifier for the first user.

[B882] 9. The method of example 7 wherein the first user identifier is
associated with a user account number or property identifier; the second user
dentifier inchudes a user device identifier; and determining that the first user
wdentificr and the second user identifier both corresponding to the first user is
based on receiving both the first user identifier and the user device identifier
from a device.

166831 13, The method of example 7 wherein the first user autheuntication
18 for a first service or account; and the second user authentication is for a second
service or accoumnt.

18084} 11, The method of example 7, further comprising receiving @ first
aser preference associated with the first or second user anthentication; and
applying the first user preference to a service associated with the second user
authentication based on a determination that the first user identificr, the sccond
user identificr, or the unique federated identifier corresponds to the first uscr,
{8085} 12, The method of exarmple 7, further comprising identifving a
first user preference associated with the first user; and using the unique federated
identifier in causing a preserdation to the first user of targeted content based on

the identified first user preference.
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[B086] 13. A non-transttory machine-readable storage medium
comprising instructions that, when executed by one or more processors of a
maching, cause the machine to perform operations conmprising identifying, using
the processor of the machine, a first user authentication comprising a first user
identifier; identifying a sccond user authentication comprising a second vser
identifier different from the first user identifier; determining that the first user
identifier and the second user identifier both correspond to a first user; and
creating a unique federated identifier for the first user based on a relationship
between the first user identifier and the second user identifier.

{8887} 14, The non-transitory machine-readable storage medium of
example 13, wherein the operations further comprise including at least a portion
of the first user identifier and the second user identifier in the unique federated
wdentiticr for the first user.

[BB8E] 15.  The non-transitory machine-readable storage medium of
example 13, wherein the first user identificr is associated with a user account
number or property identifier; the second user identifier inchudes a user device
identifier; and deternuning that the first user identifier and the second user
identifier both corresponding to the first user is based on receiving both the first
user identifier and the user device identificr from a device.

{8689} 16, The non-transitory machine-readable storage medium of
example 13, wherein the first yser authentication is for a first service or account;
and the second user authentication is for g second service or account.

{86941 17, The non-transitory machine-readable storage medium of
example 13, wherein the operations further comprise receiving a first user
preference associated with the first or second user authentication; and applying
the first user preference to & service associated with the second user
agthentication based on & determination that the first user identifier, the second
user identitfier, or the uniqoe federated identifier corresponds to the first user.
[8891] 18. The non-transitory machine-readable storage medium of
example 13, wherein the operations further comprise identifying a first user
preference associated with the first user; and using the unique federated
identificr in causing a presentation o the first user of targeted content based on

the wdentified first user preference.
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8692} The above detailed description includes references to the
accompanying drawings, which form a part of the detailed description. The
drawings show, by way of illustration, specific cmbodiments in which the
mvention can be practiced. These embodiments are also referred to herein as
“examples”, some of which are listed just above. Such examples can inclode
clements in addition to those shown or described. However, the present
mventors also contemplate examples m which ounly those elements shown or
described are provided. Moreover, the present inventors also contemplate
examples using any combination or permutation of those clements shown or
described (or one or more aspects thereof), cither with respect to 2 particular
example (or one or more aspects thereot), or with respect to other examples (or

one or more aspects thereot) shown or described herein.
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CLAIMS

What 1s claimed is:

1. A system, comprising:
3
& MCIaory;
a commaunication module to:
identify a first user authentication comprising a
16 first user identificr;
identify a second user authentication comprising a
second user identifier different from the first user
identifier; and
15 an identification module to:
ctorming, using a processor of a machine, that the
first user identifier and the second user identifier both
correspond to a first user; and
create a unique federated identifier for the first
20 user based on a relationship between the first user
identitier and the second user identifier,
2. The system of claim 1, wherein:
25

the identification module is further configored to inclade at least a
portion of the first user identifier and the second user identifier in the

unique federated identifior for the first user,
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3. The system of claim 1, wherei:

the first user wentifier 1s associated with a user account number

or a property identifier;

the second user identifier includes a user device identifier; and

wherein the determining by the identification module that the first

user identifier and the second user identifier both correspond fo the first

user is based on receiving both the first user wdentifier and the user device

identifier from a device.

4, The system of claim 1, whereine

the first user authentication is for a first service or account; and

the second user authentication is for a second service or account.

N

The system of claim 1, whereine

the communication module is further (o receive a first user

preference associated with the first or second user authentication; and

the identification module is further to apply the first user
preference to a service associated with the second user authentication
based on a determination that the fivst user 1dentifier, the second user

identifier, or the unique federated identifier corresponds to the first user.

o]
~
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o

The system of claim 1, wherein:

the commuonication module s further to identify a first user

(&3]

preference associated with the first user; and

the identification module is further to use the unique federated
identifier in causing a presentation {o the first user of targeted content
based on the identified first user preference.

10

~J

A method comprising:

identifying, using a processor of a maching, a first user

15 authentication comprising a first user identitier;

udentifying a second user authentication comprising a second user

wdentifier different from the first user identifier;

20 determining that the first user identificr and the sccond vser

identifier both correspond to a first user; and

creating a unique federated identifier for the first user basedona

relationship between the first user identifier and the second user

N2
Loy

identifier.

8. The method of claim 7, further comprising:

36 mnchuding at least a portion of the first user identifier and the

sccond user identificr in the unique federated identifier for the first user.

Q. The method of claim 7 wherein:

28
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the first user wdentifier is associated with a user account number

or property identificr;

the second user identifier includes a user device identifier; and

(&3]

deteroining that the first user identifier and the sccond user
identifier both corresponding to the first user is based on receiving both
the first user identificr and the user device identificr from a device.

10

10 The method of claim 7 wherein:

the furst user authentication is for & first service or account; and

o

the second user authentication is for a second service o account.

11 The method of claim 7, further comprising:

receiving a first user preference associated with the first or sccond

user authentication; and

applying the first user preference to a service associated with the

second user authentication based on a determination that the first user

N2
Loy

identifier, the second user identifier, or the unique federated identifier

corresponds to the first user.

24
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12. The method of claim 7, further comprising:

wdentifying a first user preference associated with the first user;

and

(&3]

using the unique federated identifier in causing a presentation to
the first user of targeted contont based ou the identified first user

preference.

10
13. A non-transitory machine-readable storage medium comprising
mstructions that, when executed by one or more processors of a machine, cause

the machine o perform operations comprising:

15 identifying, using the processor of the machine, a first user

authentication comprising a first user identifier;

identitfying a second user authentication comprising a second user

identfier different from the first user identifier;

deteronining that the first user identifier and the sccond user

identifier both correspond to a first user; and

creating a unique federated identifier for the first user based ona

N2
Loy

relationship between the first user identifier and the sccond user

identifier.

.
(]
o
o
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14.  The non-traunsiiory machine-readable storage medium of claim {3,

wherein the operations further comprise:

mcluding at least a portion of the first user identifier and the

3 second user identifier in the onique federated identifier for the first user.
15.  The non-traunsiiory machine-readable storage medium of claim 13,
wherein:

10
the first user wdentifier is associated with a user account number
or property identifier;
the second user identifier inchudes a user device identifier; and
15
determining that the first user identifier and the second user
identificr both corresponding to the first user is based on receiving both
the first user identificr and the user device identifier from a device.
20
16.  The non-transitory machine-readable storage medium of claim 13,
wheretn:
the first user authentication is for a first service or account; and
25

the second user authentication is for a second service or account.

(3]
s
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17.  The non-transitory machine-readablc storage medium of claim 13,

wherein the operations further comprise:

(&3]

receiving a first user preference associated with the first or second

user authentication; and

applying the first user preference to a service associated with the
second user authentication based on a determination that the first user
10 identificr, the second user identifier, or the unique federated identifier

corresponds 1o the first user.

18.  The non-transitory machine-readable storage medium of claim 13,

15 wherein the operations further comprise:

identifying a first user preforence associated with the first user;

and

20 using the unique federated identifier in causing a presentation to
the first user of targeted content based ou the idontitied first user

preference.

(5]
oo
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