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A remote communication system provides a fast, efficient
and user-friendly interface which does not suffer from the
inefficiencies of the data transfer bottlenecks inherent in the
prior art devices and methods. An operating system based
remote communication system is achieved by providing a
remote computer with a small, relatively simple terminal
program which receives and interprets both data and com-
mand instructions from the host system. The present inven-
tion employs commands which are based on fundamental
tasks that the operating system of the remote system may
understand and implement, such as creating windows, but-
tons edit fields, listboxes and other operating system objects.
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/\ 200

Host Issues A
Command To
Display A
Specific Dialog Box

A

YES

Does Terminal
Have the

Specific Resource
File?

202

(\210

Terminal Requests
Specific Resource

File From Host

| '/\212

Host Sends
Specific Resource
File To Terminal

|

\

| '/\204

V

Terminal

Directs Operating
System To Display

| '/\214

Terminal Receives
Specific Resource
File

Program

Dialog Box

\

| /—\ 206

Termina

| Sends

Acknowledgement
To Host That Dialog

Box is D

isplayed

US 2002/0184400 A1



Patent Application Publication  Dec. 5,2002 Sheet 8 of 11 US 2002/0184400 A1

Ascii Escape
ESC ,———> Character (27)
The Ascii
::> Character (1)
Trans. # |::> Four Bit
Blocksize Transmission Number
And Four Bit Blocksize
Block Block Number
Number :> Of The Data
8 Bit CRC
CRC Check l:> Check Number
Block(s)
DATA > OfData
Two Bytes Of
CRC Check |::> A 16 Bit CRC
Check Number




Patent Application Publication

FIG. 6

ESC

ACK or NAK

Trans. #
Blocksize

Block
Number

CRC Check

Dec. 5,2002 Sheet 9 of 11 US 2002/0184400 A1

Ascii Escape
Character (27)

Ascii (6) or
Ascii (21)

Four Bit
Transmission Number
And Four Bit Blocksize

Block Number

Of The Data

8 Bit CRC
Check Number

ﬂ I @ ﬂ



Patent Application Publication

Dec. 5,2002 Sheet 10 of 11

US 2002/0184400 A1

FIG. 7
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OPERATING SYSTEM BASED REMOTE
COMMUNICATION SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates to the field of remote
communication systems, and more particularly to a remote
system which interfaces with one or more host systems by
receiving and interpreting advanced operating system based
command instructions from a host system and executing the
instructions on the remote system using the operating system
instruction set of the remote system.

BACKGROUND OF THE INVENTION

[0002] Remote terminals are commonly used to commu-
nicate with host computer systems. Such terminals provide
users at remote locations with access to the programs,
databases and other resources of the host system. The
communication between remote terminal and host system
typically occurs via telephone lines or other serial or parallel
communication lines. A strict communication protocol is
required to send and receive data or other information to and
from the host system.

[0003] Traditionally, a terminal comprised a dedicated
hardware device which was capable of sending information
to a host system and receiving and displaying information
received from the host system. The teletype machine is one
early example of a dedicated hardware terminal. The tele-
type machine is capable of interpreting a stream of data
characters from a host system and printing the results of its
interpretation on fan fold paper for the user to view. Users
of teletype machines are also able to send messages or
requests to the host system by typing on the teletype
machine’s keyboard.

[0004] An improvement to the basic teletype machine is a
cathode ray tube (CRT) terminal. Early character based CRT
terminals communicate with host systems in much the same
way as the older teletype machines. However, instead of
printing information received from the host system on fan
fold paper, the information is displayed on the CRT screen.
Displaying the information on the screen enhances the user
interface of the terminal. Character based terminals com-
municate by interpreting a stream of alphanumeric and
control characters sent by the host system. Alphanumeric
characters sent by the host system are displayed on the
screen of the remote terminal while control characters are
used to control the location of the terminal cursor, thereby
controlling the location of the alphanumeric characters to be
displayed.

[0005] The character based CRT terminals, while an
improvement over the basic teletype machines, have certain
drawbacks and deficiencies. Specifically, the user interfaces
of character based terminals are severely limited due to the
main bottleneck of remote communication—namely, trans-
fer speed. Since only a limited amount of data may be sent
via the communication lines to the remote terminal at any
given time, it is often necessary to provide the user at the
remote terminal with short, cryptic command line prompts
rather than more elaborate full text prompt screens, thereby
reducing the data transfer bottleneck of the system. As a
result, either system speed or user friendliness suffers mea-
surably.
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[0006] Another type of terminal which uses a CRT display
is a graphics based terminal. In addition to displaying
alphanumerical characters, graphics based terminals are
capable of interpreting commands from the host computer to
draw lines, boxes, circles, stylized text, and certain graphical
characters on the graphics display of the terminal. In this
way, the user-friendliness of the interface may be improved
over character based terminals. However, graphics based
terminals are typically more expensive than character based
terminals and offer improvements in the user friendliness of
the interface only at the sacrifice of system speed.

[0007] With the explosion in the popularity of the personal
computer, a large market arose for the development of
terminal emulators. A terminal emulator typically has a
small software program which allows a computer to emulate
a “dumb” terminal so that the computer can communicate
remotely with a host system using the known communica-
tion protocol of a dedicated terminal. The host system often
is unaware that a terminal emulator is communicating with
it rather than an actual terminal. The host system simply
sends and receives data consistent with the known commu-
nication protocol. The terminal emulator program interprets
the commands from the host system and sends and receives
information to and from the host system.

[0008] Of course, the same problems and limitations
inherent in the character based and graphics based dedicated
terminals, such as limited throughput and user unfriendli-
ness, are also present in character based and graphic based
terminal emulators.

[0009] To improve upon the user interface and to avoid
many of the problems associated with the bottleneck of data
throughput, some “terminal emulator” systems employ host
specific dedicated terminal software programs. Such dedi-
cated terminal programs reside on the remote computers and
are executed by the remote computers to initiate and main-
tain communication with the host systems. Unlike standard
character and graphics terminal emulators described above,
terminal programs often have certain graphics as well as the
text of many of the prompt screens already stored in the
fixed storage device of the remote computer. For example,
before connecting to a host system, the terminal program
may display a log-on screen or a help screen to assist the
user. The text of the log-on or help screen is accessible
remotely to the terminal program without needing to com-
municate with the host system.

[0010] In addition, calculations and other executable func-
tions may be performed by the dedicated terminal program
on the remote computer. In this manner, the dedicated
terminal programs convert the remote computer into a
“smart” terminal, thereby relieving the host system from
many of the tasks normally performed by the host system.
The result is customized, user-friendly prompt screens,
added features such as on-line help and other tools, and
increased speed and efficiency of the entire system.

[0011] The dedicated terminal programs, however, also
have certain drawbacks and deficiencies. By definition, these
complicated software programs are not terminal emulators
because they are not actually “emulating” any specific type
of terminal. Instead, the terminal software program and host
system communicate with each other using a unique proto-
col which both systems understand. The software programs
are customized to the specific requirements of the host
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system and interact as an integral part of the host software.
As a result, a major problem with dedicated software pro-
grams is that they are only compatible with the software of
one specific host system. True terminal emulators use stan-
dard character or graphics communication protocols known
to many host systems, and therefore, true terminal emulators
are generic and may communicate with hundreds of host
systems. Host specific dedicated terminal programs on the
other hand are not flexible and only recognize and respond
to very specific commands of one host system.

[0012] Moreover, since each command of the dedicated
software program is specific to the host for which it was
designed, a new terminal program must be written for each
new host system. Developing hundreds or thousands of
dedicated terminal programs for each different type of host
system is unworkable. In addition to the time-consuming
nature and expense of such an undertaking, many remote
systems would not have sufficient data storage capacity to
store the thousands of dedicated terminal programs required.

[0013] A second problem with dedicated terminal pro-
grams is that they are often large and complicated. Since a
primary purpose of the dedicated terminal program is to
off-load certain tasks and text handling responsibilities from
the host system to the remote computer, the software pro-
grams usually require a substantial amount of disk storage
space and are typically difficult to install and maintain on the
remote computer.

[0014] A third problem with dedicated terminal programs
is the difficulty in implementing dynamic changes to the
host. With standard character or graphics terminals or emu-
lators, changes to the host system do not require changes to
the terminals or emulators themselves. However, with dedi-
cated terminal programs, a change in the host system often
requires substantial corresponding changes to the dedicated
terminal program as well. For example, when the host
system modifies or adds a new feature to a prompt screen,
such as to the log-in screen or a help screen, then both the
host system and the dedicated terminal program must be
updated to accommodate the change. Updating the dedicated
terminal program at each remote location is no minor task.
Disks containing the updated version of the dedicated ter-
minal program must be sent through the mail to each remote
location or some other kind of sophisticated on-line patching
of the dedicated terminal program must be performed.

SUMMARY OF THE INVENTION

[0015] In view of the foregoing, it is a primary object of
the present invention to provide a fast, efficient remote
communication system which provides user-friendly opera-
tion without the drawbacks and deficiencies of the prior art
systems and devices.

[0016] A general object of the present invention is to
provide a flexible remote communication system which can
utilize the operating systems of remote computers to achieve
user-friendly interfaces with the host system, such as those
found in graphical or windowing environments.

[0017] Another general object of the present invention is
to provide a remote communication system which is
designed to be compatible with many independent host
systems.

[0018] An additional object of the present invention is to
provide a remote communication system which has a rela-
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tively small software interface program and does not require
modification when the systems of the hosts are updated or
modified.

[0019] The foregoing and other objects are, in the present
invention, embodied in an improved remote communication
system. This system is different from prior devices and
methods that have large, complicated terminal dedicated
programs which are incompatible the software of multiple
host systems and which are difficult to maintain and update
as the host systems are changed and updated. The remote
communication system of the present invention provides a
fast, efficient and user-friendly interface which does not
suffer from the inefficiencies of the data transfer bottlenecks
inherent in the prior art devices and methods.

[0020] In accordance with one aspect of the present inven-
tion, an operating system based remote communication
system is achieved by providing a remote computer with a
small, relatively simple terminal program which receives
and interprets both data and command instructions from the
host system. Rather than having a complicated dedicated
terminal program to interpret and execute host specific
commands, the emulator of the present invention employs
commands which are based on fundamental tasks that the
operating system of the remote terminal may understand and
implement, such as creating windows, buttons, edit fields,
listboxes and other operating system objects. In addition to
sending, receiving and displaying data between the host
system and the terminal, a function of the remote commu-
nication system of the present invention is to receive and
interpret instructions from the host, instruct the operating
system of the remote terminal to execute the instructions,
and then report the successful completion of the instruction
back to the host system.

[0021] Thus, the present invention discloses a remote
communication system wherein user-friendliness is
achieved by providing the user with a windowing or graphic
interface with which the user is familiar; speed and through-
put is increased by relieving the host system from the burden
of displaying and maintaining the user interface; and port-
ability and flexibility is achieved by employing commands
tailored to the features of the operating system of the remote
terminal computers, not host specific commands.

[0022] An advantage to the present invention includes the
ability to maintain the beneficial characteristics of character
based emulators, graphics based emulators, and dedicated
terminal program “emulators” while alleviating many of the
problems inherent in each of the systems.

[0023] Other objects and advantages of the present inven-
tion will become apparent from the following detailed
description when taken in conjunction with the drawings, in
which:

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] FIG. 1 is a schematic diagram of a preferred
embodiment of the present invention—a remote communi-
cation system—showing the arrangement of some of its
major elements.

[0025] FIG. 2 is a flow chart representation of a preferred
sequence of operations followed by the remote communi-
cation and the host systems of FIG. 1 to initiate remote
communications and start a terminal session.



US 2002/0184400 A1l

[0026] FIG. 3A shows the general data structure format of
commands sent between the remote communication and host
systems of FIG. 1.

[0027] FIGS. 3B-3D list fundamental core commands
used by the remote communication and host systems of FIG.
1 as well as their parameters and a short description.

[0028] FIG. 4 is a flow chart representation of a preferred
sequence of operations followed by the remote communi-
cation and host systems of FIG. 1 to create dialog boxes on
the remote computer.

[0029] FIG. 5 is a diagram showing the data structure and
file transfer protocol used to transmit resources and other
files to the remote communication system of FIG. 1.

[0030] FIG. 6 is a diagram showing the data structure for
a positive acknowledgement (ACK) and a negative
acknowledgement (NAK).

[0031] FIG. 7 is a flow chart representation of a preferred
sequence of operations followed by the remote communi-
cation and host systems of FIG. 1 to transmit files to the
remote computer.

[0032] FIG. 8 is a flow chart representation of a preferred
sequence of operations followed by the remote communi-
cation and host systems of FIG. 1 to display and maintain
listboxes on the remote computer.

[0033] While the invention will be described in connection
with certain preferred embodiments, there is no intent to
limit it to those embodiments. On the contrary, the intent is
to cover all alternatives, modifications and equivalents
included within the spirit and scope of the invention as
defined by the appended claims.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

[0034] Referring to FIG. 1, there is shown a block dia-
gram of a preferred embodiment of the present invention in
the form of a remote communication system 10. The remote
communication system 10 consists generally of a personal
computer 12 having a microprocessor (CPU) 14 and other
compatible peripherals including a modem 16, a hard disk
drive (HDD) 18, a video graphics card 20, a serial keyboard
port 21, a keyboard 22 and a display monitor 26. Commu-
nication between the microprocessor 14 and the peripherals
is achieved through a communication bus 30.

[0035] The microprocessor 14 may be an Intel 80486 and
the computer 12 is preferably running the Microsoft® Win-
dows™ operating system and has 8 Megabytes of random
access memory (RAM) 24. While certain elements used in
the illustrative embodiment of the present invention are
specifically identified herein, many variations and substitu-
tions, known to those skilled in the art, can be employed
without deviating from the intended scope of the present
invention.

[0036] Typically, the remote communication system 10
operates and may be used as follows. A user—using the
remote communication system as a terminal—directs the
remote communication system 10 to initiate communication
with a host system 50 by entering commands through the
keyboard 22. A terminal emulator program 11 stored in the
RAM 24 controls the operation of the remote communica-
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tion system 10 and the transmission and receipt of data to
and from the host system 50. Log-in and other information
is modulated by the modem 16 of the remote communication
system 10 and is sent to the host system 50 via telephone
lines 48. A modem 54 connected to the host system 50
demodulates the received information. Alternatively, an
Integrated Service Digital Network (ISDN) or other com-
munications means, such as a digital phone line, for
example, may be employed in lieu of the modems for
communication between the host system and the terminal.

[0037] In the preferred embodiment, the host system 50
consists generally of a 80486-66 Mz Gateway 2000 com-
puter 62 having a microprocessor (CPU) 64 and other
compatible peripherals including a hard disk drive (HDD)
68. Communication between the microprocessor 64 and the
peripherals is achieved through a communication bus 70.

[0038] As shown in FIG. 2, the remote communication
system 10 calls the host system 50 at step 100. If the remote
communication system 10 has a copy of the terminal pro-
gram 11, then the remote communication system 10 waits 5
seconds for the host system 50 to answer (step 104) and

sends the host system a login string “----” (step 106). The
host system 50 acknowledges receipt of the login string by
sending login response string “====" (step 108). At step

110, the remote communication system 10 sends the host
system S50 an initialization string comprising information
about the remote computer 12, such as the type of operating
system, processor and display being used and whether the
remote computer 12 has a mouse. At this point, communi-
cation has been established and the host system 50 can begin
to send commands or other instructions or data to the remote
communication system 10 as described in more detail below.

[0039] Conversely, if the remote computer 12 does not
have the terminal program 11, the host system 50 after
waiting 7 seconds without receiving the login character
string “----"" from the remote computer 12, sends an ASCII
text prompt asking if the user would like to download the
terminal program 11 (step 112). If the user answers “no”,
then the host system 50 simply hangs up (step 116). How-
ever, if the user answers “yes”, then the host system 50 sends
the terminal program 11 to the remote computer 12 using an
industry standard file transfer protocol, such as xmodem
(step 118), and asks if the user would like to start a terminal
session (step 120). If the user answers “no”, the host system
50 again simply hangs up (step 122). If the user answers
“yes”, then the remote computer 12 executes the terminal
program 11 while maintaining the connection to the host
system 50 and begins the terminal session as described
above by sending the host system 50 the login string “----"
(step 106).

[0040] After the login process is completed, the host
system 50 sends commands or other instructions to the
remote communication system 10 depending upon the
requirements of the host system 50. As is well known in the
art, the host system 50 has a host program 51 which is stored
in the RAM 66 of the host system 50 and which perform one
or more of a limitless number of services. For example, the
host system may provide bulletin board services, database or
other informational services, or more advanced project spe-
cific services. Of course, the host program 51 may be written
in any known programming language compatible with the
operating system of the host system 50.
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[0041] As commands are received from the host system
50, the terminal emulator program 11 interprets the com-
mands and passes them onto the operating system of the
remote communication system 10 for execution.

[0042] FIG. 3A shows the general data structure format of
commands sent between the host system 50 and the remote
communication system 10. In the preferred embodiment, an
escape character (27) which is one byte long precedes every
command. After the escape character, a one or two byte
command set follows. The first byte of the command set is
the command itself. The next byte is an optional extension
for the command. After the command set, parameters of the
command, if any, follow. An 8 bit cyclical redundancy check
(CRC) number follows the parameters to ensure that the
command and parameters have been transmitted and
received properly. If a command contains no extensions or
parameters, a CRC check follows the command without any
gaps or null spaces. In some instances, parameters of a
command may include data of a variable length. In such
cases, the variable length data follows the CRC check. A list
of fundamental core commands used in the preferred
embodiment of the present invention as well as their param-
eters and a short description is shown in the tables of FIGS.
3B-3D.

[0043] Certain commands directed to controlling graphics
do not follow the general command format. Instead, graph-
ics commands such as “Select Brush”, “Select Pen”, “Draw
Circle” and “Draw Metafile” do not contain the lead escape
character (27). Since such graphics commands are often sent
together in sets of commands (e.g. to control the display 26
of the remote communication system 10), it is more efficient
to identify a set of these commands with a special escape
sequence—in this case “<ESC><B>". After receiving the
special escape sequence, the subsequent flow of commands
are interpreted by the remote communication system 10 to
be graphics commands until an escape character (27) ends
the flow.

[0044] In the preferred embodiment of the present inven-
tion, the remote communication system 10 uses dialog
resources to aid in the creation of windows, buttons, edit
fields, listboxes and other operating system objects. A dialog
resource is a file which contains the parameters defining the
operating system object, including parameters defining how
the object looks and operates. For example, each window in
a Microsoft® Windows™ program contains various objects.
The objects that sit on top of the window, such as buttons,
edit fields, listboxes and scroll bars, are called controls.
Dialog resource files created by programmers or users store
information parameters for the controls. The remote com-
munication system 10 uses the information contained in the
dialog resource to instruct the operating system to create and
maintain the operating system objects defined thereby.

[0045] Dialog resources are sent to the remote communi-
cation system 10 by the host system 50 as needed. As shown
in FIG. 3B, the command used by the host system 50 to
create a dialog resource is a “W” having a “C” extension. As
parameters, the host system 50 sends the remote communi-
cation system 10 the dialog number, the dialog parent
number, the dialog ID, and the dialog version. The dialog
number identifies which dialog resource is to be displayed.
The dialog parent number is the number of the dialog
window’s parent. If there is no parent of the dialog window,
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the parent number equals 255. The dialog ID is the encoded
resource file name which contains the dialog window tem-
plate and the dialog version contains the version number of
the dialog resource to be displayed.

[0046] The protocol of the remote communication system
10 provides for the automatic transfer of files containing a
dialog resource from the host system 50 in the event that the
remote communication system 10 does not have the dialog
resource. FIG. 4 is a flow chart representation of a preferred
sequence of operations followed by remote communication
system 10 and the host system 50 to send dialog resource
files to the remote communication system 10 and to display
the resulting dialog boxes on the display 26. When the host
system 50 directs the remote communication system 10 to
display a window, the host system 50 at step 200 transmits
through its modem 54 a number identifier for the window, as
well as a version number of the window. The remote
communication system 10 then checks to see if it has the
dialog resource file associated with the requested window on
its hard disk drive 18 (step 202). If so, the remote commu-
nication system 10 creates and displays the window on the
screen of the display 26 (step 204) using information
retrieved from the resource file and acknowledges the cre-
ation of the window to the host system 50 (step 206).

[0047] If the remote communication system 10 does not
have the identified dialog resource file, the remote commu-
nication system 10 adds the dialog resource file to an internal
list of requested resources and makes a request for the dialog
resource file from the host system 50 (step 210). Upon
receipt of the request for the dialog resource file, the host
system 50 transfers the resource file to the remote commu-
nication system 10 (step 212). At step 214, the remote
communication system 10 receives and stores the dialog
resource file and removes the dialog resource file from the
list of requested resources. Then, the remote communication
system 10 creates and displays the window on the screen of
the display 26 (step 204) and acknowledges the creation of
the window to the host system 50 (step 206). The format of
the message acknowledging the successful creation of the
dialog box is shown in FIG. 3D.

[0048] By using dialog resources to create windows, the
amount of time it takes the remote communication system
10 to display and maintain the window is dramatically
reduced. Since the remote communication system 10 knows
how to display and maintain windows, only a small amount
of information about the window needs to be transmitted to
the remote communication system 10 as explained above.

[0049] The process of creating the software of the host
system 50 is also greatly simplified. To display a window on
the remote terminal display 26, the host system 50 simply
sends the command to display the desired window. If the
remote communication system 10 has the resource file for
the window, the window is displayed. If not, the host system
will receive a request for the resource file to which it can
easily respond. In this manner, windows and other operating
system objects may be displayed and maintained on the
screen of the terminal display 26 by the operating system.
Alternately, if the operating system of the remote computer
12 is of the type that does not support such operating system
objects, such as MS-DOS®, commands related to the oper-
ating system objects are executed by the terminal program
11.
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[0050] In any event, the host system 50 is notified when
the user activates any objects (such as a button in a window)
on the screen of the terminal display 26, and if necessary, the
host system 50 sends the remote communication system 10
further instructions and information. For example, the for-
mat of the message notifying the host system 50 that a button
has been activated is shown in FIG. 3D, line 2.

[0051] Of course, resource files can be used to do more
than simply creating and displaying dialog windows. In the
present invention, resources are also used to aid in the
transmission and deliver of graphics, video, audio, lists and
other text that are repeated frequently. In addition, resources
containing software code which can be executed by the
remote communication system 10, e.g. dynamically linked
libraries (DLLs), are available. By sending resources con-
taining executable code to the remote communication sys-
tem 10, many time consuming tasks are off-loaded for the
remote communication system 10 to perform, thereby
relieving a potential bottleneck of the host system 50.

[0052] For example, a database maintained by the remote
communication system 10 can be searched locally rather
than expending the time necessary to send the potentially
lengthy database to the host system 50. In addition, execut-
able code resources are particularly useful in off-loading
data or display intensive tasks to the remote communication
system 10 such as those involving the generation of reports
or the display and manipulation of graphics.

[0053] In the case of DLL code resource files, an initial-
ization file (.INI) is maintained by the host system 50
containing: 1) the DLL version number, and 2) a function
prototype with a return type and a list of parameters required
by each function. The parameter list includes information
regarding the size and make-up of the messages sent to and
returned by the DLL when it is running on the remote
communication system 10.

[0054] When the host system 50 wants to execute the
functions of a DLL on the remote communication system 10,
the host system 50 sends DLL version number and the
function to be executed by the DLL, as well as the param-
eters to be used by the DLL. After executing the desired
function, the DLL sends the host system 50 a return value,
if a return value was required by the function prototype of
the .INI file.

[0055] Since DLLs described above are actually executing
on the remote computer 12, the code contained in a DLL
must be remote computer specific. Accordingly, in an alter-
native embodiment of the present invention, executable code
resources are sent to the remote computer 12 in a standard-
ized scripted language which is independent of the operating
system of the remote computer 12. An interpreter is then
used by the remote computer 12 to interpret the executable
code resources sent by the host system 50. After decoding
the scripted instructions, the interpreter executes the com-
mands that were required by the executable code resources.
Alternatively, the incompatible code itself could be trans-
lated by the remote computer 12 and then executed.
[0056] By transmitting and using executable code
resources in the manner described above, a tremendous
amount of customizing and extremely powerful user inter-
faces may be achieved.

[0057] Referring to FIG. 5, there is shown the data
structure and file transfer protocol used to transmit resource
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and other files to and from the remote communication
system 10. In the case of a file transfer to the remote
communication system 10, as with every command, an
escape character (27) proceeds the command. After the
escape character, the ASCII character 1 indicates the begin-
ning of a block. The next byte contains the transmission
number of the file (4 bits) and the blocksize (4 bits) of the
block of data to be transmitted. The next byte represents the
block number contained in the message, and the following
byte represents the CRC number which is used to ensure that
the preceding four bytes are transmitted and received prop-
erly. Data for the block is provided after the CRC number.
By decoding the blocksize, the remote communication sys-
tem 10 knows the amount of data contained in the message.
In the preferred embodiment, the amount of data equals 2 to
the power of blocksize, which gives it a range from 1 byte
to 32K bytes. A 16 bit CRC number follows the data to
ensure that the data has been transmitted and received
properly.

[0058] To begin the transfer of a resource or other data file,
the host system 50 sends a command to begin a file transfer
conversation by transmitting an escape character, followed
by the character 1, the transmission number and a zero block
number to the remote communication system 10. In lieu of
actual file data, the data section following a zero block
number contains the following information:

[0059] 1) FILE NAME—string of up to 13 characters

[0060] 2) FILE LENGTH—string of characters “0”
tO “95’

[0061] 3) FILE TYPE—1
resource file

character—“R” for

[0062] “F” for other file

[0063] 4) FILE DATE—string of characters “0” to
“95’

[0064] 5) FILE TIME—string of characters “0” to
“95’

[0065] Each of the above items are separated by NULL (0)
characters and the remainder of the data section is padded
with NULL characters to fill the blocksize. After receiving
a zero block command, the remote communication system
10 opens the file in the hard disk drive 18 under the FILE
NAME provided, and registers an active file transmission in
an active file table. A three byte extension to the FILE
NAME defines the type of the resource:

[0066] «DRC” represents a dialog resource
[0067] <« WMF” represents a meta graphics file
[0068] «BMP” represents a device independent bit-

map graphics file
[0069] «.TXT” represents an ASCII text file
[0070] «IST” represents a ASCII list file

[0071] For each new data block that is transmitted and
received, the remote communication system 10 performs a
CRC check on the data and compares the results with the
CRC number transmitted. If the CRC number of the block
matches the calculated CRC number, then the file is updated
by adding the new data to the end of the file and by updating
the size of the file. If the size of the file matches the FILE
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SIZE, then the transfer is completed and the file is closed. If
there is still more data which needs to be transmitted, the file
remains open and a file transfer record is maintained and
updated.

[0072] After successfully receiving a block of data, the
remote communication system 10 sends a positive acknowl-
edgement (ACK) to the host system 50. If there was an error
in transmission, then the remote communication system 10
sends a negative acknowledgement (NAK).

[0073] Referring to FIG. 6, there is shown the data
structure for both the positive and negative acknowledge-
ments. Again, an escape character (27) one byte long pro-
ceeds every command, including ACK and NAK com-
mands. After the escape character, an ACK (6) or NAK (21)
character is present. An ACK character indicates the suc-
cessful transmission of a block and a NAK character indi-
cates the unsuccessful transmission of a block. The next byte
contains the transmission number of the file (4 bits) and the
blocksize value (4 bits) of the block of data which was
transmitted. The next byte represents the block number
which was transmitted, and the last byte represents the
cyclical redundancy check (CRC) number which is used to
ensure that the preceding four bytes are transmitted and
received properly.

[0074] The transmission number is provided in the
acknowledgements and maintained by the remote commu-
nication system 10 and the host system 50 because, as
described below, the host 50 may be expecting ACK’s from
multiple file transfers. The block number is provided so that
the host system 50 does not need to wait for the acknowl-
edgement of earlier transmitted blocks before beginning to
transfer the next block.

[0075] To ensure the proper operation and completion of
a file transfer, the host system 50 maintains a list of
unacknowledged blocks. If an ACK is received, the host
system 50 simply removes the block from the list of unac-
knowledged blocks. However, if a NAK is received by the
host system 50, the block is resent and remains on the list of
unacknowledged blocks. To ensure the eventual delivery of
blocks, a timer is set when a block is transmitted. If the timer
expires without receiving an ACK or a NAK, the block is
resent.

[0076] In accordance with an important aspect of the
present invention, commands and requests can be sent to and
from the remote communication system 10 between the
blocks of a file transfer. This allows the user to continue to
access the features of the host system while one or more file
transfers occur in the background. If a resource or other file
is requested to be transmitted before all the blocks of the
current file transfer have been transmitted, the transmission
number allows the remote communication system 10 and the
hosts system 50 to keep track of the files to be transferred,
thereby allowing multiple blocks of multiple files to be
transmitted concurrently.

[0077] In accordance with another important aspect of the
present invention, blocks of data which are transmitted after
an error is detected with a preceding block are buffered and
stored in the RAM 24 of the remote communication system
10. After the retransmission of the block containing the
error, the buffered blocks are combined with the retransmit-
ted block and are added to the appropriate location within
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the file. In this manner, the retransmission of properly
transmitted blocks is held to a minimum. As a precaution, a
window feature limits the amount of data that can be sent
after an error is detected. If the number of unacknowledged
blocks exceeds the preset limit (e.g. 4 blocks), then the host
system 50 stops sending new blocks.

[0078] On occasion, particularly with long file transfers,
an error in the phone lines or some other error may occur
which causes the remote communication system 10 or the
host system 50 to abort the file transfer. In such a case, a
portion of the aborted file may have been properly received
and stored on the hard disk drive 18 of the remote commu-
nication system 10.

[0079] Accordingly, as shown in FIG. 7, upon receiving a
zero block command (step 300), the remote communication
system 10 first checks the hard disk drive 18 to determine if
a file with the same name as FILE NAME exists having a
smaller size than FILE SIZE (step 302). If such a file does
not exist, then the remote communication system 10 simply
opens a file under the file name FILE NAME and advises the
host system 50 to send the file (step 304). At step 306, the
host system 50 completes the file transfer by transmitting the
file to the remote communication system (step 306).

[0080] If a file with the same name as FILE NAME
already exists on the hard disk drive 18, the remote com-
munication system 10 performs a CRC check on the existing
file and sends a notification to the host system 50, including
the transmission number, the length of the existing file, and
the CRC number (step 306). The host system 50 then
performs the same CRC check on that portion of the file to
be transferred identified by the length of the existing file
(step 308) and determines whether the CRC checks match
(step 310). If not, the host system 50 aborts the transmission
and notifies the remote communication system 10 that no
match occurred (step 312). If the CRC checks match, then
the host system 50 notifies the remote communication
system 10 of the match and then sends the remote commu-
nication system 10 only those additional data blocks that the
existing file does not have (step 314). The remote commu-
nication system 10 then combines the additional data blocks
with the previously existing blocks of data to form the entire
file.

[0081] As can be appreciated by those skilled in the art,
file transfers from the remote communication system 10 to
the host system 50 may also occur concurrently and are
implemented in the same manner as described above.

[0082] The remote communication system 10 of the
present invention has the capacity to display listboxes. A
listbox is essentially a control which allows a user to view
a list of items by displaying a limited number of items within
a window and by allowing the user to scroll through the list
to view any remaining items if so desired. Listboxes are
particularly useful in helping to display large lists of items.
For example, a listbox may display a list of employees or a
list of documents stored in a directory. To display a listbox,
a program generally needs to maintain the list of strings
comprising the list. The operating system handles the data
manipulation and display of the lists on the screen within the
window of the terminal display 26.

[0083] For short lists (e.g. smaller than 30 items), the host
system 50 can simply maintain the listbox by issuing mul-
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tiple commands to insert lines into the listbox as necessary.
To reduce the number of commands, the host system 50 may
simply transmit the entire list of items to the remote com-
munication system 10. The list of items is then maintained
and displayed using the operating system of the remote
computer 12. However, to avoid having to transmit or
maintain large lists of perhaps thousands of items or more,
an alternate method of updating the listboxes is provided by
the remote communication system 10 of the present inven-
tion.

[0084] This alternate method of updating larger listboxes
takes advantage of the fact that users seldom look at every
item contained in a listbox. Referring generally to FIG. 8, to
initialize a listbox the host system 50 sends an initialization
string to the remote communication system 10 (step 400).
The initialization string includes the number of items con-
tained in the listbox. Immediately after the initialization
string is sent, the host system 50 sends enough items of the
list to correctly display the visible portion listbox (step 402).
The remote communication system 10 receives the items
(step 404) and displays the items in the visible portion of the
listbox (step 405).

[0085] Whenever the viewable area of the listbox moves,
the operating system notifies the terminal program 11 which
determines if any blank spaces are visible in the viewable
area (step 406). If so, the terminal program 11 checks to see
if the remote communication system 10 has the items
required to correctly display the listbox (step 408). If so, the
remote communication system 10 simply displays the
required items (step 410). If the remote communication
system 10 does not have the items required to correctly
display the listbox, then it marks any needed items and sends
a request to the host system 50 to supply the items (step
412).

[0086] To minimize the problems associated with faulty
telephone line connections, the remote communication sys-
tem 10 also sets a timer when a request for a listbox item is
made (step 412). At step 414, the remote communication
system 10 determines if it has received the needed items. If
so, the terminal simply displays the items in the visible
portion of the listbox (step 405). If not, the terminal checks
to see if the timer has expired (step 406). If the timer has
expired, the remote communication system 10 checks for
any needed items and checks the listbox for blank spaces in
the current visible portion of the listbox. At this point,
retransmission of the listbox items is requested by the
remote communication system 10, if necessary (step 412).

[0087] In order to eliminate multiple requests for the same
items, the remote communication system 10 maintains items
received from the host system 50. The remote communica-
tion system 10 also limits the request for information from
the host system 50 to the number of items that would
correctly display the listbox at any point in time, thereby
reducing the amount of data that needs to be transmitted by
the host system 50 when the user is simply scanning quickly
over the list of items. In this manner, multiple requests for
unwanted data do not backlog the data transfer capabilities
of the system.

[0088] In an alternate embodiment of the present inven-
tion, the host program 51 is written in a script language. The
script language provides a set of commands which are
compatible with and recognizable by the terminal emulator
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program 11. For example, the script language contains
commands for creating and destroying dialog and message
boxes and for responding to miscellaneous messages from
the remote communication system 10 such as those related
to button activity and updating edit fields. The script lan-
guage can then be compiled by a script compiler to create
either an executable host program or a host program which
can be interpreted by an interpreter.

[0089] Writing the host program 51 in a script language
facilitates the development and maintenance of multiple host
systems. The script language provides a simple platform for
creating host programs which can interface with the remote
communication system while alleviating the need for each
designer of a host system to develop and maintain mundane
and repetitive code which is applicable to all host systems,
such as code for communications protocol and the like.

[0090] As can be seen from the foregoing detailed descrip-
tion, the present invention discloses an improved remote
communication system which provides a powerful, user-
friendly interface in a windowing or graphic environment
without sacrificing either speed or portability of the system.

What is claimed is:

1. A remote communication system for communicating
remotely with a host system of the type which runs a host
program and which provides services to one or more users
of the remote communication system, comprising:

means for receiving commands and data sent by the host
system,

a central processing unit operatively connected to said
receiving means, said central processing unit running
an operating system and suitable for accepting the
commands received from the host system, wherein the
commands received comprise operating system objects
which are based on fundamental tasks which may be
performed by the operating system;

a terminal program running on said central processing
unit, said terminal program suitable for interpreting and
directing the commands received to the operating sys-
tem for execution by the operating system; and

a display operatively connected to said central processing
unit for displaying the results of the commands
executed by the operating system.

2. The remote communication system of claim 1 wherein
the commands received are sent by the host system in the
form of resource files maintained by the host system.

3. The remote communication system of claim 2 further
comprising a hard disk device suitable for storing said
resource files.

4. The remote communication system of claim 3 wherein
the operating system objects include dialog boxes, windows,
listboxes and edit fields.

5. The remote communication system of claim 3 wherein
the operating system objects comprise a button and the
terminal program reports the triggering of the button to the
host system.

6. The remote communication system of claim 3 wherein
said resource files are stored on the hard disk drive of the
remote communication system after being received for later
retrieval and said resource files are only transmitted by the
host system if the resource files are not available on said
hard disk drive.
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7. The remote communication system of claim 1 wherein
the central processing unit has a random access memory
suitable for storing the terminal program, the operating
system and said commands received from the host system.

8. The remote communication system of claim 1 wherein
the terminal program reports the successful completion of
command to the host system.

9. The remote communication system of claim 1 wherein
the host program is written using a script language.

10. The remote communication system of claim 1 wherein
the terminal program is transmitted to the remote commu-
nication system if the host system determines that the
terminal program is unavailable.

11. The remote communication system of claim 1 wherein
the receiving means comprises a modem.

12. A method of transferring a file from a sending system
to a receiving system wherein the receiving system com-
prises a file storage device, said method comprising the
following steps:

transmitting information to the receiving system regard-
ing the file to be transferred, said information including
a transmission number, the file name and the file size;

determining by the receiving system whether the storage
device contains an existing file having the same file
name and a smaller file size as the file to be transferred;

opening by the receiving system a file in the storage
device under the file name and transmitting by the
sending system the file to be transferred to the receiving
system, when a file having the same file name and a
smaller file size does not exist;

performing by the receiving system a cyclical redundancy
check (CRC) on the existing file, notifying the sending
system that a file having the same file name exists,
transmitting the results of the CRC and the size of the
existing file to the sending system, performing by the
sending system the same CRC check on that portion of
the file to be transferred identified by the size of the
existing file, and comparing the results of the two CRC
checks, when a file having the same file name and a
smaller file size does exist;

opening by the receiving system the existing file and
transmitting by the sending system the remaining por-
tion of the file to be transferred to the receiving system
when the results of the CRC checks match;

aborting the transfer when the results of the CRC checks
do not match; and

maintaining by the receiving system the transmission
number associated with file transfer, thereby allowing
commands and additional files to be transmitted con-
currently.
13. The method of claim 12 further comprising the steps
of:

maintaining by the sending system a list of blocks of the
file to be transferred which have been transmitted; and

acknowledging by the receiving system the blocks of the
file to be transferred which have been received, and
removing by the sending system said blocks from the
list in response to said acknowledgement.
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14. The method of claim 13 further comprising the steps
of:

buffering by the receiving system blocks of data which are
transmitted after one or more blocks containing an error
have been transmitted,

retransmitting by the sending system the one or more
blocks of data containing an error; and

combining the buffered blocks with the retransmitted
blocks and adding the combined blocks to the open file
in the storage device.

15. A method of maintaining a list of items on a display
of a remote communication system wherein the list of items
is located at a host system and only a maximum number of
items are to be displayed within a window on the display,
said method comprising the following steps:

determining by the remote system if any items are needed
to correctly display the viewable portion of the win-
dow;

requesting by the remote system items to correctly display
the viewable portion of the window when items are
needed;

limiting the number of requests to be satisfied to the
maximum number of items to be displayed;

maintaining by the remote system items received by the
host system, and displaying by the remote system the
items to be displayed in the window.
16. The method of claim 15 further comprising the steps
of:

setting a timer by the remote system when a request for an
item to correctly display the viewable portion of the
window is made;

requesting by the remote system retransmission of the

item when the timer expires.

17. A remote communication system for communicating
remotely with a host system of the type which runs a host
program and which provider services to one or more users
of the remote communication system, comprising:

means for receiving data sent by the host system, said data
comprising executable code;

a central processing unit operatively connected to said
receiving means, said central processing unit suitable
for executing the code;

a terminal program running on said central processing
unit, said terminal program suitable for interpreting and
directing the executable code to the central processing
unit for execution;

a display operatively connected to said central processing
unit for displaying the results of the commands
executed by the central processing unit.

18. The remote communication system of claim 1,
wherein said executable code is sent by the host system in
the form of resource files maintained by the host system.

19. The remote communication system of claim 18
wherein said resource files are stored on the hard disk drive
of the remote communication system after being received
for later retrieval and said resource files are only transmitted
by the host system if the resource files are not available on
the hard disk drive.

20. The remote communication system of claim 17
wherein the central processing unit has a random access



US 2002/0184400 A1l

memory suitable for storing the terminal program, the oper-
ating system and executable code received from the host
system.

21. The remote communication system of claim 17
wherein the executable code reports the successful comple-
tion of a command to the host system.

22. The remote communication system of claim 17
wherein the terminal program is transmitted to the remote
communication system if the host system determines that
terminal program is unavailable.

23. The remote communication system of claim 17
wherein the receiving means comprises a modem.
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24. The remote communication system of claim 17
wherein the executable code is defined by a standardized
scripted code which is independent of the operating system
of the remote system.

25. The remote communication system of claim 24
wherein an interpreter executes the standardized scripted
code.

26. The remote communication system of claim 17
wherein the executable code is translated by the terminal
program before being executed by the central processing
unit.



