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Description
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims priority from
commonly owned U.S. Provisional Patent Application
No. 61/533,627 (Qualcomm docket number 113346P1)
filed September 12, 2011, U.S. Provisional Patent Appli-
cation No. 61/535,234 (Qualcomm docket number
113346P2) filed September 15, 2011, U.S. Provisional
Patent Application No. 61/583,052 (Qualcomm docket
number 113346P3)filed January 4,2012, U.S. Provision-
al Patent Application No. 61/606,794 (Qualcomm docket
number 121585P1) filed March 5, 2012, and U.S. Provi-
sional Patent Application No. 61/645,987 (Qualcomm
docket number 121585P2) filed May 11, 2012, and U.S.
Provisional Patent Application No. 61/611,553 (Qual-
comm docket number 121602P1) filed March 15, 2012.
Moreover, the contents of the non-provisional application
with the Qualcomm docket number 113346 titled: WIRE-
LESS COMMUNICATION USING CONCURRENT RE-
AUTHENTICATION AND CONNECTION SETUP, filed
on September 11, 2012, and the non-provisional appli-
cation with Qualcomm docket number 121602, titled:
SYSTEMS AND METHODS FOR ENCODING EX-
CHANGES WITH A SET OF SHARED EPHEMERAL
KEY DATA, filed on September 11, 2012, are relevant.

BACKGROUND
Field
[0002] Thefollowing relates generally to wireless com-

munication and more specifically to link setup and au-
thentication processes in wireless communication.

Description of Related Art

[0003] Advances intechnology have resulted in small-
er and more powerful computing devices. For example,
there currently exist a variety of portable personal com-
puting devices, including wireless computing devices,
such as portable wireless telephones, personal digital
assistants (PDAs), and paging devices that are small,
lightweight, and easily carried by users. More specifically,
portable wireless telephones, such as cellular tele-
phones and internet protocol (IP) telephones, can com-
municate voice and data packets over wireless networks.
Further, many such wireless telephones include other
types of devices that are incorporated therein. For exam-
ple, a wireless telephone can also include a digital still
camera, a digital video camera, a digital recorder, and
an audio file player. Also, such wireless telephones can
process executable instructions, including software ap-
plications, such as a web browser application, that can
be used to access the Internet. As such, these wireless
telephones can include significant computing capabili-
ties.
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[0004] Wireless communication networks enable com-
munication devices to transmit and/or receive informa-
tion while on the move. These wireless communication
networks may be communicatively coupled to other pub-
lic or private networks to enable the transfer of informa-
tion to and from the mobile access terminal. Such com-
munication networks typically include a plurality of ac-
cess points (AP) which provide wireless communication
links to access terminals (e.g., mobile communication
devices, mobile phones, wireless user terminals). The
access points may be stationary (e.qg., fixed to the ground)
or mobile (e.g., mounted on vehicles, satellites, etc.) and
positioned to provide wide area of coverage as the ac-
cess terminal moves within the coverage area.

[0005] Portable devices may be configured to commu-
nicate data via these wireless networks. For example,
many devices are configured to operate according to an
Institute of Electrical and Electronics Engineers (IEEE)
802.11 specification that enables wireless exchange of
data via an access point. In some communication sys-
tems, when a mobile access terminal attaches to a com-
munication network through an access point, it performs
network access authentication. Each time a mobile ac-
cess terminal connects to a different access point, the
authentication process may need to be repeated. How-
ever, repeating this authentication process can introduce
significant setup delays.

[0006] Many communication devices are configured to
perform a link setup both at an initial connection stage
and one or more reconnection stages. Current systems
assume pre-shared key to AP-IP address assignment
after authentication to protect IP address assignments.
[0007] While utilization of multiple messages commu-
nicated among two or more message processing points
in the system allows link setup, reducing the number of
messages communicated while maintaining a required
authentication level of the communication is highly de-
sired.

[0008] Furthermore, a mobile communication device
may scan for a nearby access point before link setup can
be performed. This scanning may be "passive" or "ac-
tive." In "passive" scanning, the device may listen for ac-
cess point activity (e.g., a control message). In "active"
scanning, the device may broadcast a query and then
wait for responses from nearby access points. Thus,
"passive" scanning may be time consuming and "active"
scanning may consume both time as well as power at
the mobile communication device.

[0009] XP017674098 discloses a fast re-authentica-
tion, wherein anassociation request is sent at least partly
unprotected. ANonce is included in the association re-
sponse.

[0010] The present invention is defined by the subject
matter of the independent claims. Preferred embodi-
ments are defined by the dependent claims.



3 EP 2 827 630 B1 4

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Various features, nature and advantages may
become apparent from the detailed description set forth
below when taken in conjunction with the drawings in
which like reference characters identify correspondingly
similar elements throughout.

FIG. 1 is a conceptual diagram illustrating an exam-
ple of a wireless network.

FIG. 2 is a block diagram illustrating an exemplary
user device.

FIG. 3 is a flow diagram illustrating messaging that
may be performed in a conventional connection set-
up.

FIG. 4 is a flow diagram illustrating messaging that
may be performed according to one or more aspects
of the present disclosure.

FIG. 5 is a flow diagram illustrating messaging that
may be performed in performing link setup and au-
thentication.

FIG. 6 is a flow diagram illustrating messaging that
may be performed according to other aspects of link
setup and authentication.

FIG. 7 is a flow diagram illustrating messaging that
may be performed according to other aspects of link
setup and authentication.

FIG. 8 is a flow diagram illustrating messaging that
may be performed according to other aspects of link
setup and authentication.

FIG. 9 is a flow diagram illustrating messaging that
may be performed according to other aspects of link
setup and authentication.

FIG. 10 is a flow diagram illustrating messaging that
may be performed according to other aspects of link
setup and authentication.

FIG. 11 is a flow diagram illustrating messaging that
may be performed according to other aspects of link
setup and authentication.

FIG. 12 is a flow diagram illustrating messaging that
may be performed during a re-authentication proto-
col.

FIG. 13 illustrates a key hierarchy that may be used
for a re-authentication protocol.

FIG. 14 is a flow diagram showing an exemplary
process to generate and bundle a re-authentication
request and a discover request into an association
request.

FIG. 15 is a flow diagram showing an exemplary
process operational at a base station to receive and
extract a re-authenticationrequestand an upper lay-
er message from an association request sent by a
station/terminal.

FIG. 16 is a flow diagram illustrating messaging that
may be performed according to other aspects of link
setup and authentication.

FIG. 17 is a flow diagram showing an exemplary
process operable at the station of FIG. 16 to perform
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link setup and authentication.

FIG. 18 is a flow diagram showing an exemplary
process operable at the access point of FIG. 16 to
perform link setup and authentication.

FIG. 19 is a flow diagram illustrating messaging that
may be performed according to other aspects of link
setup and authentication.

FIG. 20 is a flow diagram illustrating messaging that
may be performed according to other aspects of link
setup and authentication.

FIG. 21 is a flow diagram showing an exemplary
process operable at the station of FIGS. 19-20 to
perform link setup and authentication.

FIG. 22 is a flow diagram showing an exemplary
process operable at the access point of FIGS. 19-20
to perform link setup and authentication.

FIG. 23 is a diagram illustrating messaging that may
be performed according to other aspects of link setup
and authentication.

FIG. 24 is a flow diagram showing an exemplary
process operable at a station to perform link setup
and authentication as shown in FIG. 23.

FIG. 25 is a flow diagram showing an exemplary
process operable at an access point to perform link
setup and authentication as shown in FIG. 23.

FIG. 26 is a diagram illustrating messaging that may
be performed according to other aspects of link setup
and authentication.

FIG. 27 is a flow diagram showing an exemplary
process operable at a station to perform link setup
and authentication as shown in FIG. 26.

FIG. 28 is a flow diagram showing an exemplary
process operable at an access point to perform link
setup and authentication as shown in FIG. 26.

DETAILED DESCRIPTION

[0012] In the following description, reference is made
to the accompanying drawings in which is shown, by way
of illustration, specific embodiments in which the disclo-
sure may be practiced. The embodiments are intended
to describe aspects of the disclosure in sufficient detail
to enable those skilled in the art to practice the invention.
In the following, the parts of the description and drawings
referring to embodiments which are not covered by the
claims are not to be understood as embodiments of the
invention but as background art or examples useful for
understanding the invention. The scope of the present
invention is defined only by the appended claims.

[0013] Features and aspects described herein provide
devices and methods for a fast setup time during a re-
authentication process of a connection setup. For exam-
ple, the described techniques may enable a mobile de-
vice (e.g., station (STA)) to perform link setup with re-
spect to an access point (AP) without first listening for a
beacon or soliciting a probe response from the access
point. The beacon or probe response may typically in-
clude an access point nonce (ANonce) to be used during
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link setup. Thus, the described techniques may enable
the STA to perform link setup without having previously
received the ANonce. In accordance with a "modified 4-
way handshake" technique the STA may send an unpro-
tected association request to the AP and may receive
the ANonce from the AP in an association response. The
received ANonce may then be used for key derivation.
In accordance with a "next ANonce" technique the STA
may receive, during a first link setup initiated using a first
ANonce, a second ANonce for use in a second link setup
subsequent to the first link setup.

[0014] The described techniques may also enable the
use of a temporary key for upper layer signaling protec-
tion. For example, instead of sending an unprotected as-
sociationrequest, a STAmayreceive afirstANonce (e.g.,
ANonce1) via a beacon or a probe response from an AP
and may derive a first key (e.g., a first pairwise transient
key (PTK)) based on the first ANonce. The first key may
be used to protect the association request sent by the
STA to the AP. In response to receiving the association
request, the AP may generate a second ANonce (e.g.,
ANonce2) and may derive a second key (e.g., a second
PTK) based onthe second ANonce. The AP may transmit
an association response to the STA that includes the
second ANonce and that is protected using the second
key. The STA may derive the second key based on the
second ANonce and may use the second key to process
the association response and complete link setup. The
second key may also be used to protect subsequent mes-
sages (e.g., data messages) communicated between the
STA and the AP.

[0015] Alternately, instead of receiving an ANonce
from the AP via a beacon or probe response, the STA
may receive an ANonce-seed in the beacon or probe
response. The ANonce-seed may be a cryptographic
seed value that is frequently updated by the AP. The STA
may generate an ANonce by hashing the ANonce-seed
with the media access control (MAC) address of the STA.
Thus, unlike an ANonce that is broadcasted to multiple
STAs via a beacon message, the ANonce generated at
the STA based on the ANonce-seed and the STA’'s MAC
address may be unique to the STA. The generated
ANonce may be used by the STA to initiate a link setup
with the AP. During the link setup, the AP may generate
the ANonce based on the ANonce-seed and the MAC
address of the STA, which may be included in link setup
messages (e.g., an association request) from the STA.
It will be noted that in contrast to other handshaking tech-
niques, this technique may involve the STA generating
the ANonce before the AP. Advantageously, the ANonce
may be unique to the STA, may be sent "in the clear”
(i.e., unencrypted), and may not be predictable by unau-
thorized devices before transmission by the AP.

[0016] In a particular embodiment, a method includes
sending an unprotected association request from a mo-
bile device to an access point. The method also includes
receiving an association response from the access point,
where the association response includes an ANonce.
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The method includes generating, at the mobile device, a
pairwise transient key (PTK) using the ANonce.

[0017] Inanother particularembodiment, an apparatus
includes a processor and a memory storing instructions
executable by the processor to send an unprotected as-
sociation request to an access point and to receive an
association response from the access point, where the
association response includes an ANonce. The instruc-
tions are also executable by the processor to generate
a PTK using the ANonce.

[0018] In another particular embodiment, a method in-
cludes, at an access point, receiving an unprotected as-
sociation request from a mobile device. The method also
includes extracting an initiate message from the unpro-
tected association request and sending the initiate mes-
sage to an authentication server. The method further in-
cludes receiving an answer message from the authenti-
cation server, where the answer message includes a re-
authentication master session key (rMSK). The method
includes generating an ANonce and sending an associ-
ation response to the mobile device, where the associa-
tion response includes the ANonce.

[0019] Inanother particularembodiment, an apparatus
includes a processor and a memory storing instructions
executable by the processor to receive an unprotected
association request from a mobile device. The instruc-
tions are also executable by the processor to extract an
initiate message from the unprotected association re-
quest and to send the initiate message to an authentica-
tion server. The instructions are further executable by
the processor to receive an answer message from the
authentication server, where the answer message in-
cludes a rMSK. The instructions are executable by the
processor to generate an ANonce and to send an asso-
ciation response to the mobile device, where the asso-
ciation response includes the ANonce.

[0020] In another particular embodiment, a method in-
cludes initiating, at a mobile device, afirst link setup with
an access point using a first ANonce. The method also
includes receiving, during the first link setup with the ac-
cess point, a second ANonce for use in a second link
setup with the access point subsequent to the first link
setup, where the second ANonce is distinct from the first
ANonce.

[0021] Inanother particularembodiment, an apparatus
includes a processor and a memory storing instructions
executable by the processor to initiate a first link setup
with an access point using a first ANonce. The instruc-
tions are also executable by the processor to receive,
during the first link setup with the access point, a second
ANonce for use in a second link setup with the access
point subsequent to the first link setup, where the second
ANonce is distinct from the first ANonce.

[0022] Inanother particular embodiment, a method in-
cludes sending, from an access point to a mobile device
during afirst link setup that uses a first ANonce, asecond
ANonce for use in a second link setup with the mobile
device subsequent to the first link setup, where the sec-
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ond ANonce is distinct from the first ANonce.

[0023] Inanother particular embodiment, an apparatus
includes a processor and a memory storing instructions
executable by the processor to send, to a mobile device
during afirst link setup that uses a first ANonce, a second
ANonce for use in a second link setup with the mobile
device subsequent to the first link setup, where the sec-
ond ANonce is distinct from the first ANonce.

[0024] In another particular embodiment, a method in-
cludes receiving, at a mobile device, a first ANonce from
an access point. The method also includes generating a
first PTK using the first ANonce. The method further in-
cludes sending an association request to the access
point, where the association request includes a SNonce
and is protected using the first PTK. The method includes
receiving an association response from the access point,
where the association response includes a second
ANonce and is protected using a second PTK. The meth-
od also includes generating the second PTK using the
second ANonce and the SNonce. The method further
includes using the second PTK to protect at least one
subsequent message to be sent to the access point.
[0025] Inanother particular embodiment, an apparatus
includes a processor and a memory storing instructions
executable by the processor to generate, at an access
point, an ANonce-seed to be sent to a mobile device.
The instructions are also executable by the processor to
generate an ANonce based on the ANonce-seed and a
MAC address of the mobile device that is received from
the mobile device. The instructions are further executable
by the processor to perform a link setup with the mobile
device based on the generated ANonce.

[0026] In wireless networks such as 802.11 (WiFi) net-
works, a mobile user may move from one network to an-
other. In some cases the networks may be managed by
a same network carrier or entity.

[0027] Some non-limiting examples of such use cases
are:

1. Hot-Spot Pass-Through

(A) A user may pass by (several, non-overlap-
ping) publicly accessible WiFi hot-spots (e.g., at
coffee shops or other public locations). While
having connectivity, the user terminal may up-
load and download information such as e-mails,
social networking messages, etc. Another ex-
ample is passengers onboard a train that may
pass through multiple train stations with WiFiac-
cess points.

2. Train

(B) A user may be onboard a train in which a
WiFi service is provided to customers via a local
Access Point (AP). This AP may use a wireless,
802.11-based backbone to connecttotrack-side
infrastructure. A directional antenna may be
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used to provide continuous coverage along the
tracks

3. Toll / Weight Station Drive By

(C) A vehicle on a highway driving through a toll
station or passing by a weight station may be
able to connect to an AP at the toll station or
weight station. While driving by (or being
weighed) information such as billing the custom-
er with tolls or exchange of freight information
may be provided.

[0028] Enabling applications for these non-overlap-
ping but related connections may rely upon a standard
IP protocol suite and potentially trust in the underlying
wireless technology to establish a secure link.

[0029] In some proposed systems for setup of Internet
Protocol (IP) connections, after receiving a beacon, there
may be 16 roundtrip exchanges (32 messages commu-
nicated to and from an access terminal) to establish a
secure link for the access terminal.

[0030] In selected embodiments of proposed systems
described herein, a fast link setup can be performed
wherein the number of messages to setup an IP connec-
tion and secure link after receiving the beacon is reduced
to 1 roundtrip exchange (2 messages) from the previous
16 roundtrip exchanges (32 messages). An Extensible
Authentication  Protocol/Re-authentication  Protocol
(EAP/ERP) may be used as part of the fast link setup.
[0031] FIG. 1 is a conceptual diagram illustrating an
example of a wireless network configuration for commu-
nicating data between one or more terminals and an ac-
cess point. The network configuration 100 of FIG. 1 may-
be used for communicating data between one or more
terminals and an access point. The network configuration
100 includes an access point 102 coupled to a network
104. The access point 102 may be configured to provide
wireless communications to various communication de-
vices such as wireless devices (which may also be re-
ferred to herein as stations (STAs) and access terminals
(ATs) 106, 108, 110). As a non-limiting example, the ac-
cess point 102 may be a base station. As non-limiting
examples, the stations/terminals 106, 108, 110 may be
a personal computer (PC), a laptop computer, a tablet
computer, a mobile phone, a personal digital assistant
(PDA), and/or any device configured for wirelessly send-
ing and/or receiving data, or any combination thereof.
The network 104 may include a distributed computer net-
work, such as a transmission control protocol/internet
protocol (TCP/IP) network.

[0032] The access point 102 may be configured to pro-
vide a variety of wireless communications services, in-
cluding but not limited to: Wireless Fidelity (WiFi) servic-
es, Worldwide Interoperability for Microwave Access
(WIMAX) services, and wireless session initiation proto-
col (SIP) services. The stations/terminals 106, 108, 110
may be configured for wireless communications (includ-
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ing, but not limited to communications in compliance with
the 802.11, 802.11-2007, and 802.11x family of specifi-
cations developed by the Institute of Electrical and Elec-
tronics Engineers (IEEE)). In addition, the stations/termi-
nals 106, 108, 110 may be configured to send data to
and receive data from the access point 102.

[0033] FIG. 2 is a block diagram illustrating an exem-
plary station/terminal 200. A processor 210 (e.g., a Digital
Signal Processor (DSP)) is coupled to a memory 232 for
storing information such asdata for processing and trans-
mission and instructions 260 for execution on the proc-
essor 210. The instructions may be executable by the
processor 210 to perform various methods and functions
of a station/terminal, as described herein. Moreover, an
access point (AP), an authentication server (AS), and a
Dynamic Host Configuration Protocol (DHCP) server
may similarly include a processor and memory storing
instructions executable by the processor to perform var-
ious methods and functions of an AP, AS, and DHCP
server, respectively, as described herein.

[0034] A display controller 226 may be coupled to the
processor 210 and to a display device 228. A coder/de-
coder (CODEC) 234 can also be coupled to the processor
210. As non-limiting examples of user interface devices,
a speaker 236 and a microphone 238 may be coupled
to the CODEC 234. A wireless controller 240 may be
coupled to the processor 210 and to an antenna 242. In
a particular example, the processor 210, the display con-
troller 226, the memory 232, the CODEC 234, and the
wireless controller 240 may be included in a system-in-
package or system-on-chip device 222. In a particular
example, an input device 230 and a power supply 244
may be coupled to the system-on-chip device 222. More-
over, in a particular example, as illustrated, the display
device 228, the input device 230, the speaker 236, the
microphone 238, the antenna 242, and the power supply
244 may be external to the system-on-chip device 222.
However, each of the display device 228, the inputdevice
230, the speaker 236, the microphone 238, the wireless
antenna 242, and the power supply 244 can be coupled
to a component of the system-on-chip device 222, such
as an interface or a controller.

[0035] FIG. 3 is a flow diagram illustrating messaging
that may be performed in a conventional connection set-
up. The messages shown between the station/terminal
302 and the access point 304 may include a probe and
authentication request. An Extensible Authentication
Protocol (EAP) Over Local Area Network (LAN) (EAPOL)
process may start and include an identification phase, a
Protected EAP (PEAP) phase, and an EAP-Microsoft
Challenge Handshake authentication Protocol (EAP-
MSCHAPvV2). Upon EAP success, an EAPOL key may
be established. Thus, atleast 16 messages mustbe com-
municated to or from the station/terminal 302 to establish
the link setup and authentication.

[0036] In particular embodiments of the proposed sys-
tem described herein, the number of messages to setup
an IP connection (after receiving the beacon) is reduced
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to 2 messages (from 16 messages). Extensible Authen-
tication Protocol Re-authentication Protocol (ERP) may
be used as part of the re-authentication as described
more fully below with respect to FIGS. 12 and 13 and
may include the following optimizations. The station/ter-
minal (STA) 302 may perform full EAP authentication
once, and keeps using ERP fast re-authentication for fast
initial link setup thereafter.

[0037] Are-authentication Master Session Key (rMSK)
is generated by the station/terminal 302 prior to sending
an association request without obtaining a challenge
from the network. A pairwise transient key (PTK) is gen-
erated by the station (STA) 302 from the rMSK and in-
cludes a key confirmation key (KCK), a key encryption
key (KEK), and a Transient Key (TK).

[0038] The association request is sent by the station
302 and bundles an EAP reauthorization request with a
Dynamic Host Configuration Protocol (DHCP)-Discover-
with-Rapid-Commit and a SNonce (e.g., SNonce is
picked up by the STA 302, i.e., station nonce). The bun-
dled message may be included as one or more informa-
tion elements (IEs). The EAP reauthorization request is
authenticated by the authentication server (Auth Server)
308 using are-authentication integrity key (rIK). The DH-
CP-Discover-with-Rapid-Commit and SNonce are pro-
tected using the re-authentication Master Session Key
(rMSK) or pairwise transient key (PTK) derived from the
rMSK. The DHCP-Discover-with-Rapid-Commit may be
encrypted and MIC’d (Message Integrity Code) or not
encrypted but MIC’d. While some of the examples herein
may utilize a discover request (e.g., Discover-with-Rap-
id-Commit) to illustrate an efficient re-authentication con-
cept, it should be understood that any message used at
an upper layer (of a protocol stack) to assign IP address
may be used instead.

[0039] Ifthe DHCP Message is encrypted, the access
point 304 may hold the DHCP-Discover-with-Rapid-
Commit & SNonce messages until the EAP-re-authenti-
cation request is validated by the authentication server
308. To validate the message, access point (AP) 304
waits until it receives an rMSK from the Authentication
server 308 and derives the pairwise transient key (PTK).
Based on the rMSK obtained from authentication server
308, the access point 304 derives the PTK which is used
for MIC (Message Integrity Code) as well as to decrypt
the message.

[0040] If the DHCP Message is not encrypted, the ac-
cess point 304 may forward the DHCP-Discover-with-
Rapid-Commit to a DHCP-Server with the expectation
that majority of the cases the message came from a cor-
rect device (but retain the SNonce messages until the
EAP re-authentication requestis validated by the authen-
tication server 308). Even though the DHCP-Discover-
with-Rapid-Commit may be sent to the DHCP-Server,
the access point 304 will hold a DHCP-Acknowledge until
it verifies the DHCP Discover message based on the
rMSK obtained from the authentication server 308 and
the access point 304 derives the PTK.
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[0041] The access point (AP) 304 then sends the DH-
CP-Acknowledge + a GTK/IGTK protected with the PTK.
In other words, the DHCP-Acknowledge is encrypted and
message integrity is protected.

[0042] A non-limiting aspect may include the one or
more of the following steps in a process for link setup
and authentication.

[0043] First, a user may obtain a station/terminal 302
and perform a full EAP authentication as part of an initial
setup with a specific network (e.g., a specific WiFi net-
work). As a non-limiting example, perhaps the full EAP
authentication may be maintained for a specific authen-
tication period, such as, for example, one year.

[0044] Second, during the authentication period, the
user passes by (several, non-overlapping) publicly ac-
cessible WiFi hot-spots (e.g. at coffee shops and other
public places). In other words, this step may be performed
multiple times and with multiple access points 304 that
are part of the setup network during the authentication
period. The station/terminal 302 will perform a Fast Initial
Link Setup (FILS) with the network using ERP. Bundling
of the ERP with the DHCP-Rapid-Discovery using the
association request message will reduce the signaling
for the association request to one roundtrip as explained
more fully below. During the authentication period, the
user’s station/terminal 302 may continue to perform ERP
for Fast Initial Link Setup (FILS) when connecting with
the network.

[0045] Third, as expiration of the authentication period
approaches, the user may be warned to perform a "full
attachment" to the network again, within a given period
of time (for example, 2 weeks). During this period, the
user will continue to be able to use fast-authentication
based on earlier full-EAP authentication until it expires,
or a full attachment is performed. The full attachment
notification may originate from the network or may be
configured locally on the station/terminal 302.

[0046] Fourth, if the user doesn’t perform full attach-
ment, after one year, the network will fail ERP, and will
initiate full EAP authentication for another year as out-
lined in step 1.

[0047] FIGS. 4-11 illustrate various different scenarios
for performing the two message link setup and authenti-
cation.

[0048] FIG. 4 is a flow diagram illustrating a first exam-
ple of performing efficient link setup and authentication
for a client station. At steps Oa and 0b, while communi-
catively coupled to a first access point AP1 304A, the
station/terminal (STA) 302 may perform full EAP authen-
tication. Upon moving (step 1) closer to a second access
point AP2 304B, and detecting its beacon (step 2), the
station/terminal 302 may seek to re-authenticate itself
via the second access point AP2 304B. In this process,
the access point 304B transmits a beacon/probe which
includes a capability indicator for Fast Initial Link Setup
(FILS). The capability indicator may indicate the ability
to handle an association request with the bundled ERP
and DHCP-Rapid-Discovery. In step 3, the station/termi-
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nal 302 generates a re-authentication master session
keys (rMSK) (see FIG. 13) using ERP before sending the
association request, where:

rMSK = KDF (K, S);
K =rRK; and
S =rMSK label | 0" | SEQ | length.

[0049] The station/terminal 302 packs the one or more
messages as information elements (IEs) (or parame-
ters/payload) of an association request (Step 3). For ex-
ample, such association request may include: 1) EAP re-
authentication initiate (Message Integrity using riK); 2)
DHCP Discover with Rapid Commit (Encrypted & Mes-
sage integrity using KCK/KEK); and/or 3) EAPOL-Key
(SNonce, ANonce) (Message integrity using KCK). The
EAPOL-Key may be configured as an entire frame or
subset. The ANonce (i.e., access point nonce) may be
selected by the station/terminal 302 and sent to the ac-
cess point AP2 304B. The access point (AP2) 304B can
ensure that the station/terminal 302 is using an ANonce
sent in the past several seconds/milliseconds (e.g., are-
cent ANonce obtained from the beacon for the AP2), for
example. The access point AP2 304B holds the DHCP
& EAPOL-Key message until it receives a root Master
Session Key (rMSK) from the authentication server 308.
The access point AP2 304B generates a PTK from the
rMSK. The access point AP2 304B performs a Message
Integrity Code (MIC) exchange for the DHCP & EAPOL
Key messages anddecryptsthe DHCP. The access point
AP2 304B uses the rMSK to derive KCK/KEK to protect
a DHCP-acknowledge and an EAPOL Key message be-
fore sending to the station/terminal 302.

[0050] In various examples, the ANonce may be sent
by the AP2 304B either using the beacon to allow stations
that use passive scanning, or in a Probe Response mes-
sage when active scanning is used. When the ANonce
is sent by the AP2 304B using the beacon, the ANonce
may be changed in every beacon, or a multiple of bea-
cons. The station 302 may include the ANonce picked
by the station 302 in the Association Request message
sent from the station 302 to AP2 304B.

[0051] FIG. 5 is a flow diagram illustrating messaging
that may be performed according to other aspects of link
setup and authentication. This process may be referred
to as Option 1a. The processes performed in FIG. 5 are
similar to those performed in FIG. 4 (Option 1) except
that the rMSK is used (instead of the KCK/KEK of the
PTK) to authenticate the DHCP-Discover and EAPOL-
Key messages encapsulated in the association request
message.

[0052] FIG. 6 is a flow diagram illustrating messaging
that may be performed according to other aspects of link
setup and authentication. This process may be referred
to as Option 1b. The processes performed in FIG. 6 are
similar to those performed in FIG. 4 (Option 1) except for
the following possible differences. In step 2 shown on
FIG. 6, the access point 304 may advertise a capability
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thatthe DHCP-request can be encrypted. In step 4 shown
on FIG. 6, the station/terminal 302 may decide if the DH-
CP message should be encrypted or not. Several factors
may be taken into consideration by the station/terminal
302, such as, for example, if the DHCP-discover request
contains any private information, etc. If the station/termi-
nal decides to encrypt the DHCP-discover request, then
the access point 304 may hold the message (as shown
in FIGS. 4 and 5).

[0053] If the station/terminal decides not to encryptthe
DHCP-discover request, following steps may be per-
formed. In step 4 shown on FIG. 6, the DHCP-Discover
request information element (IE) or parameter is only
Message-Integrity protected. Based on step 4, the ac-
cess point 304 sends the DHCP-Discover-With-Rapid-
Commit (step 6) without waiting for a response for an
EAP re-authenticate-initiate request (step 9). This proc-
ess causes the IP address assignment to take place in
parallel with the EAP re-authentication procedure. In step
7a shown on FIG. 6, the access point holds the DHCP-
acknowledge that came from the DHCP server until step
10b, where the DHCP-Discover is validated. If the mes-
sage integrity fails, then the access point 304 initiates a
procedure to delete the IP address assigned using the
DHCP-acknowledge.

[0054] FIG. 7 is a flow diagram illustrating messaging
that may be performed according to other aspects of link
setup and authentication. This process may be referred
to as Option 2. The processes performed in FIG. 7 are
similar to those performed in FIG. 4 (Option 1) except for
the following possible differences. Instead of authenti-
catingthe DHCP message andthe EAPOL-Key message
independently, the combined payload that includes the
EAP re-authentication, the DHCP-Discover and the
EAPOL-Key may be authenticated using KCK/KEK. The
access point 304 extracts the EAP re-authentication-in-
itiate message and forwards it to the authentication serv-
er 308 without validating the entire message, which was
authenticated using KCK/KEK. The access point 304 au-
thenticates the entire message after it receives the rMSK
from the authentication server 308.

[0055] FIG. 8 is a flow diagram illustrating messaging
that may be performed according to other aspects of link
setup and authentication. This process may be referred
to as Option 2a. The processes performed in FIG. 8 are
similar to those performed in FIG. 5 (Option 1a) except
for the following possible differences. Instead of authen-
ticating the DHCP message and the EAPOL-Key mes-
sage independently, the combined payload that includes
the EAP re-authentication, the DHCP-Discover and the
EAPOL-Key may be authenticated using the rMSK. The
access point 304 extracts the EAP re-authentication-in-
itiate message and forwards it to the authentication serv-
er 308 without validating the entire message, which was
authenticated using rMSK. The access point 304 authen-
ticates the entire message afteritreceives the rMSK from
the authentication server 308. The DHCP discover mes-
sage (step 9) may be sent before step 5. In this case, the
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IP address assigned is ignored if the authentication is
not successful.

[0056] FIG. 9 is a flow diagram illustrating messaging
that may be performed according to other aspects of link
setup and authentication. This process may be referred
to as Option 2b. The processes performed in FIG. 9 are
similar to those performed in FIG. 4 except for the follow-
ing possible differences. In step 2, the access point may
advertise the capability that the DHCP-request can be
encrypted. In step 4, the station/terminal 302 decides if
the DHCP message should be encrypted or not. Several
factors may be taken into consideration by the station/ter-
minal 302, such as, for example, if the DHCP-discover
request contains any private information etc. If the sta-
tion/terminal 302 decides to encrypt the DHCP-discover
request, then the access point 304 will hold the message
as described above in option 2 and option 2a. If the sta-
tion/terminal 302 decides not to encrypt the DHCP-dis-
cover request, then the following steps may be per-
formed. In step 4, the DHCP-discover message |IE isonly
message-integrity protected. Based on step 4, the ac-
cess point 304 sends the DHCP-Discover-With-Rapid-
Commit (step 6) without waiting for response for the EAP
Re-authentication-Initiate-Request (step 9). This proc-
ess causes the |IP address assignment to take place in
parallelwith the EAP re-authentication procedure. In step
7a, the access point 304 holds the DHCP-acknowledge
that came from the DHCP server until step 10b, where
the DHCP-discover is validated. If the message integrity
fails, then the access point 304 initiates a procedure to
delete the IP address assigned using the DHCP-ac-
knowledge message.

[0057] FIG. 10is aflow diagram illustrating messaging
that may be performed according to other aspects of link
setup and authentication. This process may be referred
to as Option 3. The processes performed in FIG. 10 are
similar to those performed in FIGS. 4 and 5 (Options 1
and 1a) except for the following possible differences. The
ANonce may be sent in the association response along
with an "Install PTK, GTK, IGTK" message. Steps 9 and
11in FIG. 10 may be performed in parallel with steps 5-7
as described in option 1b and option 2b.

[0058] An option 4 may also be derived from options
1 and 2 except for the following possible differences. In-
stead of a single message at step 4 (i.e., the association
request), the association request may be split as mes-
sage 1 (M1), which encapsulates the DHCP-discover
message and message 2 (M2), which encapsulates the
EAP re-authentication-initiate message and the SNonce.
The access point 304 will not act on the DHCP-discover
message until it receives the EAPOL-Key. The two mes-
sages (M1 & M2) may be separated by a SIFS period.
This option 4 may have an advantage that the EAPOL
structure can be re-used.

[0059] FIG. 11 is aflow diagram illustrating messaging
that may be performed according to other aspects of link
setup and authentication. This process may be referred
to as Option 5. The processes performed in FIG. 11 are
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similar to those performed in FIG. 4 (Option 1) except for
the following possible differences. The access point 304
transmits the Beacon/Probe response, which includes
the Fast Initial Link Setup (FILS) capability indicator for
concurrent ERP and/or IP address assignment. In this
scenario, the lease timer of the IP address assigned by
the access point 304 is not expired. The station/terminal
302 uses the IP address assigned by a first access point
304A in a DHCP request sent to a second access point
304 to confirm if it can continue to use that IP address.
If the IP address has expired, then the DHCP server 306
sends a DHCP-NAK.

[0060] FIG. 12is aflow diagram illustrating messaging
that may be performed during a re-authentication proto-
col. The first time the station/terminal 302 attaches to a
network, it performs a full EAP exchange with the au-
thentication server 308. As aresult, a master session key
(MSK) is distributed to the EAP authenticator. The master
session key (MSK) is then used by the authenticator and
the station/terminal 302 to establish transient session
keys (TSKs) as needed. At the time of the initial EAP
exchange, the station/terminal 302 and the authentica-
tion server 308 also derive an EMSK, which is used to
derive a re-authentication Root Key (rRK). More specif-
ically, a re-authentication Root Key (rRK) may be derived
from the extended MSK (EMSK) or from a Domain-Spe-
cific Root Key (DSRK), which itself is derived from the
EMSK. The re-authentication Root Key (rRK) may be on-
ly available to the station/terminal 302 and the authenti-
cation server 308 and is generally not distributed to any
other entity. Further, a re-authentication Integrity Key
(rIK) may be derived from the re-authentication Root Key
(rRK). The station/terminal 302 and the authentication
server 308 may use the re-authentication integrity key
(rIK) to provide proof of possession while performing an
ERP exchange. The re-authentication integrity key (rIK)
is also generally not handed out to any other entity and
is generally only available to the station/terminal 302 and
the authentication server 308.

[0061] Two new EAP codes, EAP-Initiate and EAP-
Finish, are defined for the purpose of EAP re-authenti-
cation. When the station/terminal 302 requests and ERP
it performs the ERP exchange shown in the bottom box
of FIG. 12.

[0062] FIG. 13 illustrates a key hierarchy that may be
used for are-authentication protocol. The master session
key (MSK) may be derived from a root key and a pairwise
master key (PMK) may be derived from the master ses-
sion key (MSK). The extended MSK (EMSK) may be de-
rived from the root key. For the ERP exchange, various
additional keys may be derived from the extended MSK
(EMSK). DSRK1-DSRKn may be derived. Each of the
Domain-Specific Root Key (DSRK) keys may include the
rRK. From the re-authentication root key (rRK), the re-
authentication integrity key (rIK) and re-authentication
master session keys (rMSK1 ... rIMSKn) may be derived.
Each of the rIMSKs may include a pairwise master key
(PMK). A pairwise transient key (PTK) (which may in-
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clude a key confirmation key (KCK), a key encryption key
(KEK), and a transient key (TK)) may be derived from
the PMK.

[0063] FIG. 14isaflow diagram showing an exemplary
process 1400 operational at a station/terminal to gener-
ate and bundle a re-authentication request and an upper
layer message (e.g., discover request) into an associa-
tion request. Operation block 1402 indicates that a bea-
con including a random number or nonce (e.g., ANonce)
is received from the access point. At operation block
1404, the terminal generates a re-authentication request
with an extensible authentication protocol from an en-
cryption key using the random number or nonce. At op-
eration block 1406, the terminal generates an upper layer
message. For example, such upper layer message may
be a discover request, a dynamic host configuration pro-
tocol (DHCP) discover-with-rapid-commit request,
and/or internet protocol (IP) address assignment mes-
sage.

[0064] Operation block 1408 indicates that in some as-
pects theterminal may generate are-authentication mas-
ter session key (rMSK) responsive to results of a previous
authentication process. Operation block 1410 indicates
that in some aspects the terminal may generate a Pair-
wise Transient Key (PTK) from the rMSK, the random
number (ANonce), and/or a locally generated random
number (SNonce).

[0065] Operation block 1412 indicates that in some as-
pects the terminal may encrypt the upper layer message
with the rMSK. Operation block 1414 indicates that in
some aspects the terminal may encrypt the upper layer
message with the PTK or a combination of the KCK and
KEK. In other aspects, the upper layer message may be
unencrypted.

[0066] Operation block 1416 indicates that in some as-
pects the terminal may generate the association request
as a first message encapsulating a DHCP-discover mes-
sage, a second message encapsulating an EAPOL-re-
authentication-initiate message.

[0067] Operation block 1418 indicates thatthe terminal
bundles the upper layer message and the re-authentica-
tion request as an association request. Operation block
1420 indicates that in some aspects the terminal may
transmit the first message and the second message sep-
arately.

[0068] FIG. 15is aflow diagram showing an exemplary
process 1500 operational at a base station toreceive and
extract a re-authentication request and an upper layer
message from an association request sent by a sta-
tion/terminal. Operation block 1502 indicates that in
some aspects the access point may generate a random
number and transmit a beacon including the random
number.

[0069] Operation block 1504 indicates that the access
point receives from a terminal an association request in-
cluding an upper layer message (e.g., discover request)
and a re-authentication request bundled together. Oper-
ation block 1506 indicates that the access point extracts
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the upper layer message from the association request
and forwards it to a configuration server. Operation block
1508 indicates that the access point extracts the re-au-
thenticationrequestfrom the association request and for-
wards it to an authentication server.

[0070] Operationblock 1510 indicates thatin some as-
pects the access point may receive an encryption key
from the authentication server. Operation block 1512 in-
dicates that in some aspects the access point may gen-
erate a PTK from the encryption key, therandom number,
and a received random number received from the termi-
nal. Operation block 1514 indicates that in some aspects
the access point may verify the upper layer message with
a combination of the KCK and KEK within the PTK, which
includes an Extensible Authentication Protocol Over LAN
(EAPOL) key Confirmation Key (KCK) and the EAPOL
Key Encryption Key (KEK).

[0071] It will be noted that particular embodiments de-
scribed with reference to FIGS. 4-15 may involve a 4-
way handshake for fast initial link setup. Generally, the
4-way handshake may include: 1) The AP sending an
ANonce to the STA, 2) the STA sending a SNonce to the
AP, 3)the AP sending a PTK to the STA, and 4) the STA
confirming completion of the handshake.

[0072] Thus, the first part of the 4-way handshake may
involve an STA listening for a beacon or soliciting a probe
response from an access point prior to initiating link setup
with the access point. For example, the beacon or probe
response may include the ANonce that will be used by
the STA for encryption and/or message integrity purpos-
es. However, listening for a beacon may consume time,
and soliciting a probe response may consume time and
power. Thus, time and power at the STA may be con-
served by enabling the STA to perform link setup without
first listening for a beacon or soliciting a probe response
from the access point.

[0073] FIG. 16is aflow diagram illustrating messaging
that may be performed according to other aspects of link
setup and authentication. In particular, FIG. 16 illustrates
a modified 4-way handshake that enables link setup with-
out first listening for a beacon or soliciting a probe re-
sponse from an access point.

[0074] Selected messages and operations illustrated
in FIG. 16 may correspond to messages and operations
illustrated in FIGS. 4-11, with the following modifications.
The STA 302 may generate an rMSK and a SNonce, at
step 2, and send an unprotected association request to
the AP 304, at step 3. The unprotected association re-
quest may include the SNonce. In contrast to the embod-
iment of FIG. 4, the STA 302 may perform these opera-
tions prior to receiving the ANonce and deriving the PTK.
Because the STA 302 sends the association request be-
fore receiving the ANonce and deriving the PTK, the AP
304 may extract and forward the EAP re-authentication
initiate portion of the association request to the AS 308,
as indicated at step 4, without performing ANonce veri-
fication as described in FIG. 4. Instead, the AP 304 may
rely on the AS 308 transmitting an answer message with
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10

a derived rMSK (step 7) as authentication for the STA
302.

[0075] After receiving the rMSK, the AP 304 may gen-
erate the ANonce, at step 9, and derive the PTK based
on the ANonce, the rMSK, and the SNonce, at step 10a.
Thus, the PTK may be derived at the AP 304 prior to
being derived at the STA 302. The AP 304 may send an
association response including the ANonce to the STA
302, at step 12, where the association response is pro-
tected using the KCK and KEK of the PTK. Afterreceiving
the association response from the AP 304, the STA 302
may generate the PTK using the rMSK, the SNonce, and
the ANonce in the association response, at step 12a.
[0076] The associationresponse sentfrom the AP 304
(which includes the ANonce), is integrity-protected using
the ANonce. Information elements other than the ANonce
inthe associationresponse may also be encrypted. Thus,
the AP 304 may "pre-protect” (i.e., pre-encrypt/pre-integ-
rity-protect) the association response using a PTK gen-
erated at the AP 304 using the SNonce obtained from
the STA 302 in the association request, a rMSK obtained
from the AS 308, and the locally generated ANonce that
has not yet been transmitted to the STA 302. Upon re-
ceiving the association response, the STA 302 extracts
the ANonce from the association response, generates
the PTK, and verifies the integrity protection of the mes-
sage. Thus, the STA 302 "post-validates" the message
based on a key obtained from the message. Such pre-
protection and post-validation may enable faster link set-
up than conventional handshake schemes that first con-
firm keys and then protect data using the keys.

[0077] The embodiment of FIG. 16 may thus enable
the STA 302 to perform a modified 4-way handshake for
link setup without first listening for a beacon or soliciting
a probe response. This may reduce link setup time and
conserve power at the STA 302. It should be noted that
because the STA 302 does not wait for a beacon/probe
response, the STA 302 may use an alternative address-
ing mechanism for the unprotected association request.
For example, when the AP 304 is "known" to the STA
302, the STA 302 may have previously stored a basic
service set identifier (BSSID) of the AP 304 in a memory
of the STA 302. To initiate link setup, the STA 302 may
retrieve the stored BSSID and may send the unprotected
association request to the AP 304 based on the BSSID.
Situations in which the AP 304 may be "known" to the
STA 302 include when the AP 304 has previously been
visited by the STA 302 (e.g., a "home" AP or an "office"
AP), and when the STA 302 has not movedrecently (e.g.,
as determined by a cellular and/or global positioning sys-
tem (GPS) capability of the STA 302). Thus, ina particular
embodiment, the STA 302 may send the association re-
quest responsive to location information determined at
the STA 302 (e.g., when the STA 302 "knows" that the
target AP 304 is in the vicinity of the STA 302).

[0078] FIG. 17 is aflow diagram showing an exemplary
process 1700 operable at the STA 302 of FIG. 16 to per-
form link setup and authentication. At 1702, a mobile de-
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vice (e.g., the STA 302) may retrieve a BSSID of an ac-
cess point previously visited by the mobile device. Pro-
ceeding to 1704, the mobile device may generate arMSK
and a SNonce. Advancing to 1706, the mobile device
may send an unprotected association request to the ac-
cess point based on the BSSID. For example, referring
to FIG. 16, the STA 302 may send the unprotected as-
sociation request to the AP 304 at step 3.

[0079] Continuing to 1708, the mobile device may re-
ceive an association response from the access point,
where the association response includes an ANonce. At
1710, the mobile device may generate a PTK using the
rMSK, the SNonce, and the ANonce in the received as-
sociation response. For example, referring to FIG. 16,
the STA 302 may receive the association response from
the AP 304 at step 12 and may derivethe PTK atstep 12a.
[0080] FIG. 18 is a flow diagram showing an inventive
process 1800 operable at the AP 304 of FIG. 16 to per-
form link setup and authentication. At 1802, an access
point receives an unprotected association request from
a mobile device, where the unprotected association re-
quest includes a SNonce. Proceeding to 1804, the ac-
cess point extracts an initiate message from the unpro-
tected association request. Continuing to 1806, the ac-
cess point sends the initiate message to an authentica-
tion server and receives an answer message from the
authentication server, where the answer message in-
cludes arMSK. For example, referring to FIG. 16, the AP
304 may receive the unprotected association request
from the STA 302 at step 3 and may receive the rMSK
from the AS 308 at step 8.

[0081] Advancing to 1808, the access point may gen-
eratean ANonce. The access pointalsogenerates a PTK
using the rMSK, the ANonce, and the SNonce, at 1810.
Continuing to 1812, the access point sends an associa-
tionresponse tothe mobile device, where the association
response includes the ANonce and is protected using
the PTK. For example, referring to FIG. 16, the AP 304
may generate the ANonce at step 9, derive the PTK at
step 10a, and send the association response to the STA
302 at step 12.

[0082] FIG. 19is aflow diagram illustrating messaging
that may be performed according to other aspects of link
setup and authentication. In particular, FIG. 19 illustrates
providing, during a first link setup a "next" ANonce that
can be used during a second link setup subsequent to
the first link setup.

[0083] Selected messages and operations illustrated
in FIG. 16 may correspond to messages and operations
illustrated in FIGS. 4-11, with the following modifications.
The STA 302 may initiate a first link setup 1902 with the
AP 304 using a first ANonce (e.g., ANonce[x]). In a par-
ticular embodiment, the first ANonce may have previous-
ly been sent by the AP 304 and received by the STA 302
via a beacon or probe response (e.g., as shown at step
2a), retrieved from a memory of the STA 302 (e.g., as
shown at step 2b), or any combination thereof.

[0084] During the first link setup 1902, the STA 302
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may transmit an association request to the AP 304 using
the first ANonce (e.g., ANonce[x]). The AP 304 may pro-
vide a second ANonce (e.g., ANonce[x+1]) to the STA
302 during the first link setup 1902. The second ANonce
may be for use in a subsequent second link setup 1904
with the AP 304. For example, the second ANonce may
be provided in an association response (e.g., as shown
at step 4a), in an EAPOL message (e.g., as shown at
step 4b), or any combination thereof.

[0085] Whenthe STA 302 initiates the second link set-
up 1904 with the AP 304, the STA 302 may use the sec-
ond ANonce (e.g., ANonce[x+1]) instead of waiting for a
beacon or soliciting a probe response. In a particular em-
bodiment, the second ANonce (e.g., ANonce[x+1] may
have a validity lifetime that is set by the AP 304, and the
STA 302 may determine that the second ANonce is valid,
at step 5a, prior to initiating the second link setup 1904.
If the second ANonce is determined to be invalid, the
STA 302 may proceed as described with reference to
FIG. 20.

[0086] Upon determining that the second ANonce
(e.g., ANonce[x+1]) is valid, the STA may initiate the sec-
ond link setup 1904 using the second ANonce. During
the second link setup 1904, the STA 302 may send a
second association request using the second ANonce,
as shown at step 6. The STA 302 may also receive a
third ANonce (e.g., ANonce[x+2]), to be used in a sub-
sequent third link setup with the AP 304, as shown at
step 7a or 7b.

[0087] FIG. 20 is aflow diagram illustrating messaging
that may be performed according to other aspects of link
setup and authentication. The messages and operations
illustrated in FIG. 20 may correspond to those shown in
FIG. 19 with the following modifications.

[0088] Atstep 5a,the STA 302 may determine that the
second ANonce (e.g., ANonce[x+1]) is invalid (e.g., due
to expiration of a validity time period). Thus, instead of
being able to use the second ANonce during the second
link setup 1904, the STA 302 may wait for or solicit a new
ANonce (e.g., ANonce[y]) via a beacon or probe re-
sponse, as shown at step 5b. The new ANonce may then
be used to initiate the second link setup 1904. During the
second link setup 1904, the STA 302 may receive from
the AP 304 another ANonce (e.g., ANonce[y+1]) for use
in a subsequent third link setup.

[0089] Thus, the embodiments described in FIGS.
19-20 may provide a "next ANonce" to mobile devices,
so that a subsequent link setup may be performed faster
and may consume less power. In addition, it should be
noted that for ease of illustration, the embodiments of
FIGS. 19-20 may not include all messaging involved in
link setup. For example, messaging related to DHCP op-
erations and messaging between the AP 304 and the AS
308 is not shown.

[0090] FIG.21isaflow diagram showing an exemplary
process 2100 operable at the STA 302 of FIGS. 19-20
to perform link setup and authentication. At 2102, a mo-
bile device may initiate a first link setup with an access
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point using a first ANonce. The first ANonce may be re-
trieved from a memory and/or received from the access
point via a beacon or a probe response. Advancing to
2104, the mobile device may receive, during the first link
setup with the access point, a second ANonce for use in
a subsequent second link setup with the access point.
The second ANonce may be received in an association
response and/or an EAPOL message. For example, re-
ferring to FIGS. 19-20, the STA 302 may initiate the first
link setup 1902 using the first ANonce (e.g., ANonce[x])
and mayreceive the second ANonce (e.g., ANonce[x+1])
during the first link setup 1902.

[0091] Continuing to 2106, the mobile device may de-
termine whether the second ANonce is valid. For exam-
ple, the mobile device may make such a determination
prior to initiating the second link setup. To illustrate, the
mobile device may use a timer that is sent along with the
second ANonce or a pre-configured timer to determine
if the second ANonce is valid. When the second ANonce
is determined to be valid, the mobile device may initiate
the second link setup using the second ANonce, at 2108.
For example, referring to FIG. 19, the STA 302 may ini-
tiate the second link setup 1904 using the second
ANonce (e.g., ANonce[x+1]).

[0092] When the second ANonce is determined to be
invalid, the mobile device may receive a new ANonce
from the access point, at 2110. The new ANonce may
bereceived in abeacon or a probe response. Proceeding
to 2112, the mobile device may initiate a link setup with
the access point using the new ANonce. For example,
referring to FIG. 20, the mobile device may use the new
ANonce (e.g., ANoncely]) for the link setup.

[0093] FIG.22is aflowdiagram showing an exemplary
process 2200 operable at the AP 304 of FIGS. 19-20 to
perform link setup and authentication. At2202, an access
point may send a first ANonce to a mobile device. The
first ANonce may be sent prior to initiation of a first link
setup that uses the first ANonce. Advancing to 2204, the
access point may send to the mobile device, during the
first link setup, a second ANonce for use in a subsequent
second link setup with the mobile device. For example,
referring to FIGS. 19-20, during the first link setup 1902
that uses the first ANonce (e.g., ANonce[x]), the AP 304
may send to the STA 302 the second ANonce (e.g.,
ANonce[x+1]) for use in the subsequent second link set-
up 1904.

[0094] FIG. 23 is a diagram illustrating messaging that
may be performed according to other aspects of link set-
up and authentication. In particular, FIG. 23 illustrates
use of a "temporary" key (e.g., PTK) for upper layer sig-
naling protection during link setup. Since upper layer sig-
naling messages have built-in security protection (be-
tween the STA 302 and the authentication server 308),
the upper layer signaling messages may be protected
using a "weaker" ANonce (e.g.,an ANonce that has lower
security properties), which may enable a faster signaling
procedure for association. A "stronger" ANonce is de-
rived in parallel to the upper layer signaling and is used
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for further data transfer, as described herein.

[0095] Selected messages and operations illustrated
in FIG. 23 may correspond to message and operations
illustrated in FIGS. 4-11, with the following modifications.
The AP 304 may send a first ANonce (e.g., ANonce1) to
the STA 302, as shown at step 2. The STA 302 may
derive a first PTK (e.g., PTK1) based on ANonce1 and
the SNonce of the STA 302, as shown at step 3a. At step
4, the STA 302 may send an association request to the
AP 304. The association request may include the
SNonce and may be protected using PTK1. To illustrate,
the association request may be protected using a first
key confirmation key (KCK1) derived from PTK1.
[0096] At step 8a, the AP 304 may derive PTK1 based
on ANonce1 and the SNonce included in the association
request. At step 12, the AP may generate a second
ANonce (e.g., ANonce2) and may derive a second PTK
(e.g., PTK2) based on ANonce2 and the SNonce. At step
13, the AP 304 may send an association response to the
STA 302, where the association response includes
ANonce2 and is protected using PTK2. To illustrate, the
association response may be protected using a KCK and
a key encryption key (KEK) derived based on PTK2. The
STA 302 may generate PTK2, at step 14, based on the
SNonce and ANonce2 to complete link setup. PTK2 may
be used by the STA 302 and the AP 304 to protect sub-
sequentmessages (e.g., data messages) communicated
between the STA 302 and the AP 304.

[0097] Thus, unlike the message flow illustrated in FIG.
16, which involves transmission of an unprotected asso-
ciation request, the message flow of FIG. 23 protects the
association request using a "temporary" PTK1. It will be
noted that although PTK1 is generated using an ANonce
that can be known to multiple STAs (e.g., ANonce1 may
be broadcasted to multiple STAs via a beacon), only one
message (the association request) is protected using the
"temporary" key PTK1. Subsequent messages, including
the association response and data messages between
the STA 302 and the AP 304, are protected using a dif-
ferent key PTK2. The message flow of FIG. 23 may thus
be preferable in situations where the AP is not "known"
or "trusted," such as in public access areas.

[0098] FIG. 24 isaflow diagram showing an exemplary
process 2400 operable at a station, such as the STA 302
that communicates and processes messages as illustrat-
ed by FIG. 23, to perform link setup and authentication.
At2402, a mobile device (e.g., the STA302) may receive
afirst ANonce (e.g., ANonce1) from anaccess point(e.g.,
the AP 304). Advancing to 2404, the mobile device may
generate a first PTK (e.g., PTK1) using the first ANonce.
Continuing to 2406, the mobile device may send an as-
sociation request to the access point. The association
request may include a SNonce and may be protected
using the first PTK.

[0099] At 2408, the mobile device may receive an as-
sociation response from the access point. The associa-
tion response may include a second ANonce (e.g.,
ANonce2) and may be protected using a second PTK
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(e.g., PTK2). Advancing to 2410, the mobile device may
generate the second PTK using the second ANonce and
the SNonce. Continuing to 2412, the mobile device may
use the second PTK to protect one or more subsequent
messages to be sent to the access point.

[0100] FIG.25is aflowdiagram showing an exemplary
process 2500 operable at an access point, such as the
AP 304 that communicates and processes messages as
illustrated by FIG. 23, to perform link setup and authen-
tication. At 2502, an access point (e.g., the AP 304) may
send a first ANonce (e.g., ANonce1) to a mobile device
(e.g., the STA 302). For example, the first ANonce may
be sent via a unicast probe response or a broadcast bea-
con. Advancing to 2504, the access point may receive
an association request from the mobile device. The as-
sociation request may include a SNonce and may be
protected using a first PTK (e.g., PTK1). At 2506, the
access point may generate the first PTK based on the
first ANonce and the SNonce.

[0101] Continuing to 2508, the access point may gen-
erate a second ANonce (e.g., ANonce2) and a second
PTK (e.g., PTK2) based on the second ANonce and the
SNonce. At 2510, the access point may send an associ-
ation response to the mobile device. The association re-
sponse may include the second ANonce and may be
protected using the second PTK.

[0102] FIG. 26 is a diagram illustrating messaging that
may be performed according to other aspects of link set-
up and authentication. In particular, FIG. 26 illustrates
use of an ANonce-seed to generate an ANonce.

[0103] Selected messages and operations illustrated
in FIG. 26 may correspond to messages and operations
illustrated in FIGS. 4-11, with the following modifications.
The AP 304 may send an ANonce-seed to the STA 302
in a beacon or probe response, as shown at step 2. In a
particularembodiment, the ANonce-seed is a 64-bit cryp-
tographic seed value that is frequently updated by the
AP 304. In a particular embodiment, the ANonce-seed
is broadcast to a plurality of STAs (e.g., in a beacon).
The STA 302 may use the ANonce-seed to generate a
device specific ANonce, as shown at step 3. In a partic-
ular embodiment, the ANonce is generated be perform-
ing a function (e.g., a hashing function) on the ANonce-
seed and a value unique to and/or descriptive of the STA
302 (e.g., a MAC address of the STA 302 or some other
value associated with the STA 302). It will be appreciated
that unlike an ANonce broadcasted to multiple STAs, the
ANonce generated in step 3 may be unique to the STA
302. The STA 302 may perform a link setup with the AP
304 based on the generated ANonce.

[0104] At step 8a, the AP 304 may derive the ANonce
based on the ANonce-seed and the MAC address of the
STA 302. For example, the MAC address of the STA 302
may be retrieved by the AP 304 from the association
response sent in step 4. The AP 304 may perform and
complete the link setup with the STA 302 after generating
the ANonce.

[0105] It will be noted that unlike other handshaking
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techniques, the embodiment of FIG. 26 involves the STA
302 generating the ANonce before the AP 304. However,
to preserve backward compatibility, the ANonce gener-
ated in accordance with the ANonce-seed techniques of
FIG. 26 may share similar properties to ANonces in hand-
shaking techniques. For example, the ANonce may be
unique to the STA 302, the ANonce and/or ANonce-seed
may be sent "in the clear" (e.g., using a beacon or probe
response message as shown at step 2 or an EAPOL-Key
message as shown at step 4), and the ANonce may not
be predictable by unauthorized devices before transmis-
sion by the AP 304.

[0106] FIG.27isaflow diagram showing an exemplary
process 2700 operable at a station, such as the STA 302
that communicates and processes messages as illustrat-
ed by FIG. 26, to perform link setup and authentication.
At2702, a mobile device (e.g., the STA302) may receive
an ANonce-seed from an access point (e.g., the AP 304).
Advancing to 2704, the mobile device may generate an
ANonce based on the ANonce-seed and a MAC address
of the mobile device. Continuing to 2706, the mobile de-
vice may perform a link setup with the access point based
on the generated ANonce.

[0107] FIG.28is aflow diagram showing an exemplary
process 2800 operable at an access point, such as the
AP 304 that communicates and processes messages as
illustrated by FIG. 26, to perform link setup and authen-
tication. At 2802, an access point (e.g., the AP 304) may
send an ANonce-seed to a mobile device (e.g., the STA
302). Advancing to 2804, the access point may receive
a MAC address of the mobile device. For example, the
MAC address may be included in a message from the
mobile device, such as an association request. Contin-
uing to 2806, the access point may generate an ANonce
based on the ANonce-seed and the MAC address of the
mobile device. At 2808, the access point may verify the
authenticity of the mobile device by comparing the
ANonce reported by the mobile device to the ANonce
computed by the access point. If the mobile device pass-
es the verification, then the access point may perform a
link setup with the mobile device based on the generated
ANonce.

[0108] Itshould be noted that although various embod-
iments and options may be described herein as alterna-
tives, different characteristics from different embodi-
ments and options may be combined to perform link setup
an authentication.

[0109] Various techniques described herein may be
applied to pull-based and push-based data scenarios.
For example, the modified 4-way handshake described
with reference to FIGS. 16-18 and the "next" ANonce
technique described with reference to FIGS. 19-22 may
be applied to pull-based and push-based data scenarios.
One or more applications executed by a mobile device,
such as e-mail and social networking applications, may
periodically check for data updates. The modified 4-way
handshake or "next" ANonce technique may enable such
data update pulls to occur faster and with reduced battery
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consumption at the mobile device. As another example,
application(s) at the mobile device may be configured to
receive pushed data updates (e.g., from servers). An in-
itial portion of a data update may be received over a cel-
lular connection. However, the remainder of the data up-
date may be received faster (e.g., over WiFi) and/or with
reduced battery consumption because the initial portion
of the data update triggers a fast initial link setup using
the modified 4-way handshake or "next" ANonce tech-
nique asdescribed herein. Thetemporary PTK technique
described withreference to FIGS. 23-25 and the ANonce-
seed technique described with reference to FIGS. 26-28
may also be used in such pull-based and push-based
data scenarios.

[0110] Inconjunction with the described embodiments,
a first apparatus may include means for sending an un-
protected association request from a mobile device to an
access point. For example, the means for sending may
include one or more components of the STAs 106-110,
the wireless controller 240, the antenna 242, one or more
components of the STA 302, one or more other devices
configured to send an unprotected association request,
or any combination thereof. The first apparatus may also
include means for receiving an association response
from the access point, where the association response
includes an ANonce. For example, the means for receiv-
ing may include one or more components of the STAs
106-110, the wireless controller 240, the antenna 242,
one or more components of the STA 302, one or more
other devices configured to receive an association re-
sponse, or any combination thereof. The first apparatus
may further include means for generating, at the mobile
device, a PTK using the ANonce. For example, the
means for generating may include one or more compo-
nents of the STAs 106-110, the processor 210, one or
more components of the STA 302, one or more other
devices configured to generate a PTK, or any combina-
tion thereof.

[0111] A second apparatus may include means for re-
ceiving an unprotected association request at an access
point from a mobile device. For example, the means for
receiving the unprotected association request may in-
clude one or more components of the AP 102, one or
more components of the AP 304, one or more other de-
vices configured to receive an unprotected association
request (e.g., a wireless controller and/or antenna of an
AP), or any combination thereof. The second apparatus
may also include means for extracting an initiate mes-
sage from the unprotected association request. For ex-
ample, the means for extracting may include one or more
components of the AP 102, one or more components of
the AP 304, one or more other devices configured to ex-
tract an initiate message (e.g., a processor of an AP), or
any combination thereof. The second apparatus may fur-
ther include means for sending the initiate message to
an AS. For example, the means for sending the initiate
message may include one or more components of the
AP 102, one or more components of the AP 304, one or
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more other devices configured to send an initiate mes-
sage (e.g., a wireless controller and/or antenna of an
AP), or any combination thereof.

[0112] The second apparatus may include means for
receiving an answer message from the AS, where the
answer message includes a rMSK. For example, the
means for receiving the answer message may include
one or more components of the AP 102, one or more
components of the AP 304, one or more other devices
configured to receive an answer message (e.g., a wire-
less controller and/or antenna of an AP), or any combi-
nation thereof. The second apparatus may also include
means for generating an ANonce. For example, the
means for generating may include one or more compo-
nents of the AP 102, one or more components of the AP
304, one or more other devices configured to generate
an ANonce (e.g., a processor of an AP), or any combi-
nation thereof. The second apparatus may furtherinclude
means for sending an association response from the ac-
cess point to the mobile device, where the association
response includes the ANonce. For example, the means
for sending the association response may include one or
more components of the AP 102, one or more compo-
nents of the AP 304, one or more other devices config-
ured to send an association response (e.g., a wireless
controller and/or antenna of an AP), or any combination
thereof.

[0113] A thirdapparatus may include means for means
for initiating, at a mobile device, a first link setup with an
access point using a first ANonce. For example, the
means for initiating may include one or more components
of the STAs 106-110, the processor 210, one or more
components of the STA 302, one or more other devices
configured to initiate a link setup, or any combination
thereof. The third apparatus may also include means for
receiving, during the first link setup with the access point,
a second ANonce for use in a second link setup with the
access point subsequent to the first link setup. For ex-
ample, the means for receiving may include one or more
components of the STAs 106-110, the wireless controller
240, the antenna 242, one or more components of the
STA 302, one or more other devices configured toreceive
an ANonce, or any combination thereof.

[0114] Afourthapparatus may include means for send-
ing, from an access point to a mobile device during a first
link setup that uses a first ANonce, a second ANonce for
use in a second link setup with the mobile device subse-
quent to the first link setup. For example, the means for
sending the second ANonce may include one or more
components of the AP 102, one or more components of
the AP 304, one or more other devices configured to send
an ANonce (e.g., a wireless controller and/or antenna of
an AP), orany combination thereof. The fourth apparatus
may also include means for sending the first ANonce to
the mobile device via a beacon or a probe response prior
to initiation of the first link setup, where the second
ANonce is distinct from the first ANonce. For example,
the means for sending the first ANonce may include one
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or more components of the AP 102, one or more com-
ponents of the AP 304, one or more other devices con-
figured to send an ANonce (e.g., a wireless controller
and/or antenna of an AP), or any combination thereof.
[0115] Afifth apparatus may include means for receiv-
ing, at a mobile device, a first ANonce from an access
point. For example, the means for receiving may include
one or more components of the STAs 106-110, the wire-
less controller 240, the antenna 242, one or more com-
ponents of the STA 302, one or more other devices con-
figured to receive an ANonce, or any combination there-
of. The apparatus may also include means for generating
a first PTK using the first ANonce. For example, the
means for generating may include one or more compo-
nents of the STAs 106-110, the processor 210, one or
more components of the STA 302, one or more other
devices configured to generate a PTK, or any combina-
tion thereof. The first ANonce may be considered a
"weak" ANonce, for example due to being broadcast to
multiple STAs in a beacon or due to being predictable in
value. However, the use of such a "weak" ANonce may
be acceptable because of implicit security embedded in
upper layer signaling messages. Moreover, a second,
"stronger" ANonce may be derived and used for further
data transfer, as described herein.

[0116] The apparatus may further include means for
sending an association request to the access point,
where the association request includes a SNonce and is
protected using the first PTK. For example, the means
for sending may include one or more components of the
STAs 106-110, the wireless controller 240, the antenna
242, one or more components of the STA 302, one or
more other devices configured to send an association
request, or any combination thereof.

[0117] The apparatus may include means for receiv-
ing, at the mobile device, an association response from
the access point, where the association response in-
cludes asecond ANonce and is protected using a second
PTK. For example, the means for receiving may include
one or more components of the STAs 106-110, the wire-
less controller 240, the antenna 242, one or more com-
ponents of the STA 302, one or more other devices con-
figured to receive an association response, or any com-
bination thereof. The second ANonce may be considered
a "strong" ANonce.

[0118] Theapparatus may also include means forgen-
erating, at the mobile device, the second PTK using the
second ANonce and the SNonce. For example, the
means for generating may include one or more compo-
nents of the STAs 106-110, the processor 210, one or
more components of the STA 302, one or more other
devices configured to generate a PTK, or any combina-
tion thereof. The apparatus may further include means
for using the second PTK to protect at least one subse-
quent message to be sent from the mobile device to the
access point. For example, the means for using may in-
clude one or more components of the STAs 106-110, the
processor 210, one or more components of the STA 302,
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one or more other devices configured to protect a mes-
sage, or any combination thereof.

[0119] A sixth apparatus may include means for send-
ing, from an access point, a first ANonce to a mobile
device. For example, the means for sending may include
one or more components of the AP 102, one or more
components of the AP 304, one or more other devices
configured to send an ANonce, orany combination there-
of. The apparatus may also include means for receiving
an association request from the mobile device, where
the association request includes a SNonce and is pro-
tected using a first PTK. For example, the means for re-
ceiving may include one or more components of the AP
102, one or more components of the AP 304, one or more
other devices configured to receive an association re-
quest, or any combination thereof.

[0120] The apparatus may further include means for
generating, at the access point, the first PTK based on
the first ANonce and the SNonce. For example, the
means for generating may include one or more compo-
nents of the AP 102, one or more components of the AP
304, one or more other devices configured to generate
a PTK, or any combination thereof. The apparatus may
include means for generating a second ANonce. For ex-
ample, the means for generating a second ANonce may
include one or more components of the AP 102, one or
more components of the AP 304, one or more other de-
vices configured to generate an ANonce, or any combi-
nation thereof. The apparatus may also include means
for generating a second PTK based on the second
ANonce and the SNonce. For example, the means for
generating may include one or more components of the
AP 102, one or more components of the AP 304, one or
more other devices configured to generate a PTK, or any
combination thereof.

[0121] The apparatus may further include means for
sending an association response to the mobile device,
where the association response includes the second
ANonce and is protected using the second PTK. For ex-
ample, the means for sending may include one or more
components of the AP 102, one or more components of
the AP 304, one or more other devices configured to send
an association response, or any combination thereof.
[0122] A seventh apparatus may include means for re-
ceiving, at a mobile device, an ANonce-seed from an
access point. The ANonce-seed may be broadcasted to
a plurality of devices (e.g., via a beacon). For example,
the means for receiving an ANonce-seed may include
one or more components of the STAs 106-110, the wire-
less controller 240, the antenna 242, one or more com-
ponents of the STA 302, one or more other devices con-
figured to receive an ANonce-seed, or any combination
thereof. The apparatus may also include means for gen-
erating, at the mobile device, an ANonce based on the
ANonce-seed and a MAC address of the mobile device.
For example, the means for generating may include one
or more components of the STAs 106-110, the processor
210, one or more components of the STA 302, one or
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more other devices configured to generate an ANonce,
or any combination thereof.

[0123] The apparatus may further include means for
performing a link setup with the access point based on
the generated ANonce. For example, the means for per-
forming may include one or more components of the
STAs 106-110, the processor 210, one or more compo-
nents of the STA 302, one or more other devices config-
ured to perform a link setup, or any combination thereof.
[0124] An eighth apparatus may include means for
sending, from an access point, an ANonce-seed to a mo-
bile device. For example, the means for sending may
include one or more components of the AP 102, one or
more components of the AP 304, one or more other de-
vices configured to send an ANonce-seed, or any com-
bination thereof.

[0125] The apparatus may also include means for re-
ceiving a MAC address of the mobile device. For exam-
ple, the means for receiving may include one or more
components of the AP 102, one or more components of
the AP 304, one or more other devices configured to re-
ceive a MAC address, or any combination thereof. The
apparatus may further include means for generating an
ANonce based on the ANonce-seed and the MAC ad-
dress of the mobile device. For example, the means for
generating may include one or more components of the
AP 102, one or more components of the AP 304, one or
more other devices configured to generate an ANonce,
or any combination thereof.

[0126] The apparatus may include means for perform-
ing a link setup with the mobile device based on the gen-
erated ANonce. For example, the means for performing
may include one or more components of the AP 102, one
or more components of the AP 304, one or more other
devices configured to perform a link setup, or any com-
bination thereof.

[0127] The previous description of the disclosed em-
bodiments is provided to enable a person skilled in the
art to make or use the disclosed embodiments. Various
modifications to these embodiments will be readily ap-
parent to those skilled in the art, and the principles de-
fined herein may be applied to other embodiments with-
out departing from the scope of the disclosure. Thus, the
present disclosure is not intended to be limited to the
embodiments disclosed herein but is to be accorded the
widest scope possible consistent with the principles and
novel features as defined by the following claims.
[0128] Elements described herein may include multi-
ple instances of the same element. These elements may
be generically indicated by a numerical designator (e.g.
110) and specifically indicated by the numerical indicator
followed by an alphabetic designator (e.g., 110A) or a
numeric indicator preceded by a"dash" (e.g., 110-1). For
ease of following the description, for the most part ele-
ment number indicators begin with the number of the
drawing on which the elements are introduced or most
fully described.

[0129] It should be understood that any reference to
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an element herein using a designation such as "first,"
"second," and so forth does not limit the quantity or order
of those elements, unless such limitation is explicitly stat-
ed. Rather, these designations may be used herein as a
convenient method of distinguishing between two or
more elements or instances of an element. Thus, a ref-
erence to first and second elements does not mean that
only two elements may be employed there or that the
first element must precede the second element in some
manner. |n addition, unless stated otherwise, a set of
elements may comprise one or more elements.

[0130] Specificimplementations shown and described
are only examples and should not be construed as the
only way to implement the present disclosure unless
specified otherwise herein. It is readily apparent to one
of ordinary skill in the art that the various examples in the
present disclosure may be practiced by numerous other
partitioning systems.

[0131] Those of ordinary skill in the art would under-
stand that information and signals may be represented
using any of a variety of different technologies and tech-
niques. For example, data, instructions, commands, in-
formation, signals, bits, symbols, and chips that may be
referenced throughout this description may berepresent-
ed by voltages, currents, electromagnetic waves, mag-
netic fields or particles, optical fields or particles, or any
combination thereof. Some drawings may illustrate sig-
nals as a single signal for clarity of presentation and de-
scription. It will be understood by a person of ordinary
skill in the art that the signal may represent a bus of sig-
nals, wherein the bus may have a variety of bit widths
and the present disclosure may be implemented on any
number of data signals, including a single data signal.
[0132] In the description, elements, circuits, and func-
tions may be shown in block diagram form in order not
to obscure the present disclosure in unnecessary detail.
Conversely, specific implementations shown and de-
scribed are exemplary only and should not be construed
as the only way to implement the present disclosure un-
less specified otherwise herein. Additionally, block defi-
nitions and partitioning of logic between various blocks
is exemplary of a specific implementation. It is readily
apparent to one of ordinary skill in the art that the present
disclosure may be practiced by numerous other partition-
ing systems. For the most part, details concerning timing
considerations and the like have been omitted where
such details are not necessary to obtain a complete un-
derstanding of the present disclosure and are within the
abilities of persons of ordinary skill in the relevant art.
[0133] One or more of the components, acts, features
and/or functions described herein and illustrated in the
drawings may be rearranged and/or combined into a sin-
gle component, act, feature, or function or embodied in
several components, acts, features, or functions. Addi-
tional elements, components, acts, and/or functions may
also be added without departing from the invention. The
algorithms described herein may also be efficiently im-
plemented in software and/or embedded in hardware.
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[0134] Also, it is noted that the embodiments may be
described as a process that is depicted as a flowchart, a
flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a
sequential process, many of the operations can be per-
formed in parallel or concurrently. In addition, the order
of the operations may be re-arranged. A process is ter-
minated when its operations are completed. A process
may correspond to a method, a function, a procedure, a
subroutine, a subprogram, etc. When a process corre-
sponds to a function, its termination corresponds to a
return of the function to the calling function or the main
function.

[0135] Moreover, a storage medium may represent
one or more devices for storing data, including read-only
memory (ROM), random access memory (RAM), mag-
netic disk storage mediums, optical storage mediums,
flash memory devices and/or other machine-readable
mediums and, processor-readable mediums, and/or
computer-readable mediums for storing information. The
terms "machine-readable medium," "computer-readable
medium," and/or "processor-readable medium" may in-
clude, but are not limited to non-transitory mediums such
as portable or fixed storage devices, optical storage de-
vices, and various other mediums capable of storing,
containing or carrying instruction(s) and/or data. Thus,
the various methods described herein may be fully or
partially implemented by instructions and/or data that
may be stored in a "machine-readable medium," "com-
puter-readable medium," and/or "processor-readable
medium" and executed by one or more processors, ma-
chines and/or devices.

[0136] Furthermore, embodiments may be implement-
ed by hardware, software, firmware, middleware, microc-
ode, or any combination thereof. When implemented in
software, firmware, middleware or microcode, the pro-
gram code or code segments to perform the necessary
tasks may be stored in a machine-readable medium such
as a storage medium or other storage(s). A processor
may perform the necessary tasks. A code segment may
represent a procedure, a function, a subprogram, a pro-
gram, aroutine, a subroutine, amodule, a software pack-
age, a class, or any combination of instructions, data
structures, or program statements. A code segment may
be coupledto another code segmentora hardware circuit
by passing and/or receiving information, data, argu-
ments, parameters, or memory contents. Information, ar-
guments, parameters, data, etc. may be passed, forward-
ed, or transmitted via any suitable means including mem-
ory sharing, message passing, token passing, network
transmission, etc.

[0137] The various illustrative logical blocks, modules,
circuits, elements, and/or components described in con-
nection with the examples disclosed herein may be im-
plemented or performed with a general purpose proces-
sor, a digital signal processor (DSP), an application spe-
cific integrated circuit (ASIC), a field programmable gate
array (FPGA) or other programmable logic component,
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discrete gate or transistor logic, discrete hardware com-
ponents, or any combination thereof designed to perform
the functions described herein. A general-purpose proc-
essor may be a microprocessor, but in the alternative,
the processor may be any conventional processor, con-
troller, microcontroller, or state machine. A processor
may also be implemented as a combination of computing
components, e.g., a combination of a DSP and a micro-
processor, a humber of microprocessors, one or more
microprocessors in conjunction with a DSP core, or any
other such configuration. A general-purpose processor,
configured for executing embodiments described herein,
is considered a special purpose processor for carrying
out such embodiments. Similarly, a general-purpose
computer is considered a special purpose computer
when configured for carrying outembodiments described
herein.

[0138] The methods or algorithms described in con-
nection with the examples disclosed herein may be em-
bodied directly in hardware, in a software module exe-
cutable by a processor, or in a combination of both, in
the form of processing unit, programming instructions, or
other directions, and may be contained in a single device
or distributed across multiple devices. A software module
may reside in RAM memory, flash memory, ROM mem-
ory, EPROM memory, EEPROM memory, registers, hard
disk, a removable disk, a CD-ROM, or any other form of
storage medium known in the art. A storage medium may
be coupled to the processor such that the processor can
read information from, and write information to, the stor-
age medium. In the alternative, the storage medium may
be integral to the processor.

[0139] For example, STA functionality may be imple-
mented using instructions stored on a processor-reada-
ble medium. A particular medium may store instructions
executable to cause a processor to generate an unpro-
tected association request to be sent by a mobile device
to an access point. The instructions may also be execut-
able to cause the processor to generate a PTK using an
ANonce retrieved from an association response from the
access point. Another particular medium may store in-
structions executable by a processor to initiate, at a mo-
bile device, a first link setup with an access point using
a first ANonce. The instructions may also be executable
to cause the processor to receive, during the first link
setup with the access point, a second ANonce for use in
a second link setup with the access point subsequent to
the first link setup.

[0140] As another example, AP functionality may be
implemented using instructions stored on a processor-
readable medium. Forexample, a particular medium may
store instructions executable to cause a processor to ex-
tractaninitiate message from an unprotected association
request received from a mobile device. The instructions
may also be executable to cause the processor to extract
arMSK from an answer message received from an au-
thentication server responsive to the initiate message.
The instructions may further be executable to cause the
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processor to generate an ANonce and to generate an
association response to be sent to the mobile device,
where the association response includes the ANonce.
Another particular medium may store instructions exe-
cutable by a processor to send, from an access point to
a mobile device during a first link setup that uses a first
ANonce, a second ANonce for use in a second link setup
with the mobile device subsequent to the first link setup.
[0141] Those of skill in the art would further appreciate
that the various illustrative logical blocks, modules, cir-
cuits, and algorithm steps described in connection with
the embodiments disclosed herein may be implemented
as electronic hardware, computer software, or combina-
tions of both. To clearly illustrate this interchangeability
of hardware and software, various illustrative compo-
nents, blocks, modules, circuits, and steps have been
described above generally in terms of their functionality.
Whether such functionality is implemented as hardware,
software, or acombination thereof depends upon the par-
ticular application and design selections imposed on the
overall system.

Claims

1. A method operable at an access point (304) com-
prising:

receiving (1802) an unprotected association re-
quest from a mobile device (302), the associa-
tion request including a station nonce, SNonce;
extracting (1804) an initiate message from the
unprotected association request;

sending (1806) the initiate message to an au-
thentication server (308);

receiving an answer message from the authen-
tication server (308), wherein the answer mes-
sage includes a re-authentication master ses-
sion key, rMSK;

generating (1808) an access point nonce,
ANonce;

generating (1810) a pairwisetransient key, PTK,
using the rMSK, the ANonce, and the SNonce;
and

sending (1812) an association response to the
mobile device (302),

wherein the association response includes the
ANonce,

and the association response is protected using
the PTK.

2. The method of claim 1, wherein the unprotected as-
sociation request is sent based on a basic service
set identifier, BSSID, of the access point (304).

3. The method of claim 1, further comprising sending
a dynamic host configuration protocol ,DHCP, dis-
cover message to a DHCP server.
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4. The method of claim 3, further comprising receiving
a DHCP acknowledge message from the DHCP
server in response to the DHCP discover message,
wherein the DHCP discover message indicates an
internet protocol, IP, address.

5. The method of claim 1, wherein the association re-
sponse is integrity-protected, and wherein informa-
tion elements other than the ANonce are encrypted.

6. The method of claim 1, wherein the access point
(304) relies on the authentication server (308) trans-
mitting an answer message with a derived rMSK as
authentication for the mobile device (302).

7. The method of claim 1, wherein the PTK is derived
at the access point (304) prior to being derived at
the mobile device (302).

8. Acomputer-program,whenbeingrunonacomputer,
comprising instructions for performing a method ac-
cording to any of the claims 1 to 7.

9. An apparatus (304) comprising:

means for receiving an unprotected association
request at an access point (304) from a mobile
device (302), the association request including
a station nonce, SNonce;

means for extracting an initiate message from
the unprotected association request;

means for sending the initiate message to an
authentication server (308);

means for receiving an answer message from
the authentication server (308), wherein the an-
swer message includes a re-authentication
master session key, rMSK;

means for generating an access point nonce,
ANonce;

means for generating a pairwise transient key,
PTK, using the rMSK, the ANonce, and the
SNonce; and

means for sending an association response
from the access point (304) to the mobile device
(302), wherein the association response in-
cludes the ANonce, and the association re-
sponse is protected using the PTK.

10. The apparatus (304) of claim 9, wherein the unpro-
tected association request is sent based on a basic
service set identifier, BSSID, of the access point
(304).

11. The apparatus (304) of claim 9, further comprising
means for sending a dynamic host configuration pro-

tocol, DHCP, discover message to a DHCP server.

12. The apparatus (304) of claim 11, further comprising
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means for receiving a DHCP acknowledge message
from the DHCP server in response to the DHCP dis-
cover message, wherein the DHCP discover mes-
sage indicates an internet protocol, IP, address.

The apparatus (304) of claim 9, wherein the associ-
ationresponse is integrity-protected, and wherein in-
formation elements other than the ANonce are en-
crypted.

The apparatus (304) of claim 9, wherein the access
point (304) relies on the authentication server (308)
transmitting an answer message with a derived
rMSK as authentication for the mobile device (302).

The apparatus (304) of claim 9, wherein the PTK is
derived at the access point (304) prior to being de-
rived at the mobile device (302).

Patentanspriiche

1.

Verfahren durchfihrbar auf einem Zugriffspunkt
(304), aufweisend:

Empfangen (1802) einer ungeschitzten Asso-
ziierungsanfrage von einem Mobilgerat (302),
die Assoziierungsanfrage aufweisend ein stati-
on nonce, SNonce;

Extrahieren (1804) einer Initiierungsnachricht
von der ungeschiitzten Assoziierungsanfrage;
Senden (1806) der Initiierungsnachricht an ei-
nen Authentifizierungsserver (308);
Empfangen einer Antwortnachricht von dem Au-
thentifizierungsserver (308), wobei die Antwort-
nachricht einen Reauthentifizierungs-Master-
Session-Key, rMSK, aufweist;

Erzeugen (1808) eines Zugriffspunkt nonce,
ANonce;

Erzeugen (1810) eines Pairwise Transient Key,
PTK, unter Verwendung des rMSK, des ANonce
und des SNonce; und

Senden (1812) einer Assoziierungsantwort an
das Mobilgerat (302), wobei die Assoziierungs-
antwort das ANonce aufweist und die Assoziie-
rungsantwort geschitzt wird unter Verwendung
des PTK.

Verfahren nach Anspruch 1, wobei die ungeschiitzte
Assoziierungsanfrage gesendet wird basierend auf
einem Basis Service Set |dentifier, BSSID, des Zu-
griffspunktes (304).

Verfahren nach Anspruch 1, weiter aufweisend Sen-
den einer Dynamic Host Configuration Protocol,

DHCP, Discover Message an einen DHCP Server.

Verfahren nach Anspruch 3, weiter aufweisend
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Empfangen einer DHCP acknowledge message von
dem DHCP Serverin Antwort auf die DHCP Discover
Message, wobei die DHCP Discover Message eine
Internet Protocol-, IP, Adresse angibt.

Verfahren nach Anspruch 1, wobei die Assoziie-
rungsantwort integritatsgeschiitzt ist und wobei die
Informationselemente aulRer dem ANonce ver-
schlisselt sind.

Verfahren nach Anspruch 1, wobei der Zugriffspunkt
(304) darauf angewiesen ist, dass der Authentifizie-
rungsserver (308) eine Antwortnachricht Ubertragt
mit einem abgeleiteten rMSK als Authentifizierung
fir das Mobilgerat (302).

Verfahren nach Anspruch 1, wobeider PTK beidem
Zugriffspunkt (304) abgeleitet wird, bevor er beidem
Mobilgerat (302) abgeleitet wird.

Computerprogramm, das, wenn es auf einem Com-
puter ausgeflihrt wird, Instruktionen aufweist zum
Durchfiihren eines Verfahrens nach einen beliebi-
gen der Anspriche 1-7.

Vorrichtung (304) aufweisend:

Mittel zum Empfangen einer ungeschiitzten As-
soziierungsanfrage auf einem Zugriffspunkt
(304) von einem Mobilgerat (302), die Assoziie-
rungsanfrage beinhaltend ein station nonce,
SNonce;

Mittel zum Extrahieren einer Initiierungsnach-
richt von der ungeschiitzten Assoziierungsan-
frage;

Mittel zum Senden der Initiierungsnachricht an
einen Authentifizierungsserver (308);

Mittel zum Empfangen einer Antwortnachricht
von dem Authentifizierungsserver (308), wobei
die Antwortnachricht einen Reauthentifizie-
rungs-Master-Session-Key, rMSK, aufweist;
Mittel zum Erzeugen eines Zugriffspunkt-Non-
ce, ANonce;

Mittel zum Erzeugen eines Pairwise Transient
Key, PTK, unter Verwendung des rMSK, des
ANonce und des SNonce; und

Mittel zum Senden einer Assoziierungsantwort
von dem Zugriffspunkt (304) an das Mobilgerat
(302), wobei die Assoziierungsantwort das
ANonce aufweist und die Assoziierungsantwort
unter Verwendung des PTK geschitzt wird.

10. Vorrichtung (304) nach Anspruch 9, wobei die un-

geschitzte Assoziierungsanfrage gesendet wird,
basierend auf einem Basis Service Set Identifier, BS-
SID, des Zugriffspunktes (304).

11. Vorrichtung (304) nach Anspruch 9, weiterhin auf-
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weisend Mittel zum Senden einer Dynamic Host
Configuration Protocol, DHCP, Discover Message
an einen DHCP Server.

Vorrichtung (304) nach Anspruch 11, weiterhin auf-
weisend Mittel zum Empfangen einer DHCP ack-
nowledge message von dem DHCP Server in Ant-
wort auf die DHCP Discover Message, wobei die
DHCP Discover Message eine Internet Protocol-, IP,
Adresse angibt.

Vorrichtung (304) nach Anspruch 9, wobei die As-
soziierungsantwort integritatsgeschitzt ist und wo-
bei Informationselemente auRer dem ANonce ver-
schlisselt sind.

Vorrichtung (304) nach Anspruch 9, wobei der Zu-
griffspunkt (304) darauf angewiesenist, dass der Au-
thentifizierungsserver (308) eine Antwortnachricht
mit einem abgeleiteten rIMSK Ubertragt, als Authen-
tifizierung flr das Mobilgerat (302).

Vorrichtung (304) nach Anspruch 9, wobei der PTK
bei dem Zugriffspunkt (304) abgeleitet wird, bevor
er bei dem Mobilgerat (302) abgeleitet wird.

Revendications

1.

2,

Procédé opérationnel au niveau d’un point d’accés
(304) comprenant :

la réception (1802) d’'une demande d’associa-
tion non protégée en provenance d’un dispositif
mobile (302), lademande d’association compor-
tant un nonce de station, SNonce ;

I'extraction (1804) d’'un message de lancement
de la demande d’association non protégée ;
'envoi (1806) du message de lancement a un
serveur d’authentification (308) ;

la réception d’'un message de réponse en pro-
venance du serveur d’authentification (308),
dans lequel le message de réponse comporte
une clé maitresse de session de réauthentifica-
tion, rIMSK ;

la génération (1808) d’un nonce de point d’ac-
cés, ANonce ; la génération (1810) d’une clé
transitoire par paire, PTK, a l'aide de la rMSK,
de '’ANonce et du SNonce ; et

'envoi (1812) d’une réponse d’association au
dispositif mobile (302),

dans lequel la réponse d’association comporte
’ANonce, et la réponse d’association est proté-
gée a l'aide de la PTK.

Procédé selon la revendication 1, dans lequel la de-
mande d’association non protégée est envoyée sur
la base d’un identifiant d’ensemble de services de
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base, BSSID, du point d’accés (304).

Procédé selon la revendication 1, comprenant en
outre I'envoi d’'un message de découverte de proto-
cole de configuration dynamique de I'héte, DHCP, a
un serveur DHCP.

Procédé selon la revendication 3, comprenant en
outre laréception d’'un message d’accusé de récep-
tion DHCP en provenance du serveur DHCP en ré-
ponse au message de découverte DHCP, dans le-
quel le message de découverte DHCP indique une
adresse de protocole Internet, IP.

Procédé selon la revendication 1, dans lequel la ré-
ponse d’association est protégée en termes d’inté-
grité, et dans lequel des éléments d’informations
autres que 'ANonce sont chiffrés.

Procédé selon la revendication 1, dans lequel le
point d’accés (304) s’appuie sur la transmission par
le serveur d’authentification (308) d’un message de
réponse avec une rMSK dérivée en tant qu’authen-
tification pour le dispositif mobile (302).

Procédé selon larevendication 1,dans lequel laPTK
est dérivée au niveau du point d’acces (304) avant
d’étre dérivée au niveau du dispositif mobile (302).

Programme d’ordinateur, lorsqu’il est exécuté sur un
ordinateur, comprenant des instructions pour réali-
ser un procédé selon 'une quelconque des reven-
dications 1a7.

Appareil (304) comprenant :

un moyen pour recevoir une demande d’asso-
ciation non protégée au niveau d’un point d’ac-
cés (304) en provenance d’un dispositif mobile
(302), la demande d’association comportant un
nonce de station, SNonce ;

un moyen pour extraire un message de lance-
ment de la demande d’association non
protégée ;

un moyen pour envoyer le message de lance-
ment a un serveur d’authentification (308) ;

un moyen pour recevoir un message deréponse
en provenance du serveur d’authentification
(308), dans lequel le message de réponse com-
porte une clé maitresse de session de réauthen-
tification, rMSK ;

un moyen pour générer un nonce de pointd’ac-
ces, ANonce ; un moyen pour générer une clé
transitoire par paire, PTK, a l'aide de la rMSK,
de ’ANonce et du SNonce ; et

un moyen pour envoyer une réponse d’associa-
tion du point d’accés (304) au dispositif mobile
(302), dans lequel la réponse d’association
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comporte '’ANonce, et la réponse d’association
est protégée a l'aide de la PTK.

Appareil (304) selon la revendication 9, dans lequel
la demande d’association non protégée est envoyée
sur la base d’un identifiant d’ensemble de services
de base, BSSID, du point d’accés (304).

Appareil (304) selon larevendication 9, comprenant
en outre un moyen pour envoyer un message de
découverte de protocole de configuration dynami-
que de I'héte, DHCP, a un serveur DHCP.

Appareil (304) selon la revendication 11, compre-
nant en outre un moyen pour recevoir un message
d’accusé de réception DHCP en provenance du ser-
veur DHCP en réponse au message de découverte
DHCP, dans lequel le message de découverte
DHCP indique une adresse de protocole Internet, IP.

Appareil (304) selon la revendication 9, dans lequel
laréponse d’association est protégée entermes d’in-
tégrité, et dans lequel des éléments d’informations
autres que ’ANonce sont chiffrés.

Appareil (304) selon la revendication 9, dans lequel
le point d’accés (304) s’appuie sur la transmission
par le serveur d’authentification (308) d’'un message
de réponse avec une rMSK dérivée en tant
qu’authentification pour le dispositif mobile (302).

Appareil (304) selon la revendication 9, dans lequel
la PTK est dérivée au niveau du point d’accés (304)
avant d’étre dérivée au niveau du dispositif mobile
(302).
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Root Key

EMSK

MSK=DerivedMSK

PMK

PTK
(KCK | KEK | TK)

If ERP is Enabled

FIG. 13
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1400

(  Stat )

Vs 1402

Receive a beacon including a random number or nonce.

l 1404

Generate a re-authentication request with an extensible authentication
protocol from an encryption key using the random number or nonce.

l I 1406
Generate an upper layer message.
l r 1408

(Optional) Generate an tMSK responsive to results of a previous
authentication process.

l /1410

(Optional) Generate a Pairwise Transient Key (PTK) from the rtMSK, the
random number, and a locally generated random number.

l Vs 1412
(Optional) Encrypt the upper layer message with the rMSK.
l 1414

(Optional) Encrypt the upper layer message with the PTK or a
combination of the KCK and KEK.

l /1416

(Optional) Generate the association request as a first message
encapsulating a DHCP-discover message, a second message
encapsulating an EAPOL-re-authentication-initiate message.

l f1418

Bundle the upper layer message and the re-authentication
request as an association request.

l Ve 1420

(Optional) Transmit the first message and the second message separately.

FIG. 14
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1500

r 1502
(Optional) Generate a random number and transmit
a beacon including the random number.
l Ve 1504

Receive from a terminal an association request including an upper
layer message and a re-authentication request bundled together.

l r 1506

Extract the upper layer message from the association
request and forward it to a configuration server.

l Vs 1508

Extract the re-authentication request from the association
request and forward it to an authentication server.

l /1510

(Optional) Receive an encryption key from the authentication server.

l /1512

(Optional) Generate a PTK from the encryption key, the random
number, and a received random number received from the terminal.

l /1514

(Optional) Verify the upper layer message with a combination of the
KCK and KEK within the PTK, which includes an Extensible
Authentication Protocol Over LAN (EAPOL) key Confirmation Key
(KCK) and the EAPOL Key Encryption Key (KEK).

End

FIG. 15
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1700

Vs 1702

Retrieve, at a mobile device, a BSSID of an access point
previously visited by the mobile device

l Vs 1704

Generate a M SK and a SNonce at the mobile device

l Vs 1706

Send an unprotected association request from the mobile
device to the access point based on the BSSID

l Vs 1708

Receive an association response from the access point, where
the association response includes an ANonce

l f1710

Generate a PTK at the mobile device using the rMSK, the
SNonce, and the ANonce in the received association response

End

FIG. 17
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1800

Ve 1802

Receive an unprotected association request at an
access point from a mobile device, where the
unprotected association request includes a SNonce

l Vs 1804

Extract an initiate message from the unprotected
association request

l Ve 1806

Send the initiate message to an authentication server
and receive an answer message from the authentication
server, where the answer message includes a rMSK

l Vs 1808
Generate an ANonce
l Vs 1810

Generate a PTK using the rMSK, the ANonce,
and the SNonce

l f1812

Send an association response to the mobile device,
where the association response includes the ANonce
and is protected using the PTK

End

FIG. 18
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2100

( Start )

J /2102

Initiate, at a mobile device, a first link setup with an access
point using a first ANonce, where the first ANonce is
retrieved from a memory and/or received from the access
point via a beacon or a probe response

l /2104

Receive, during the first link setup with the access point, a
second ANonce for use in a subsequent second link setup
with the access point, where the second ANonce is received
in an association response and/or an EAPOL message

2108 N / 2110
Initiate the second link Receive a new ANonce
setup with the access point from the access point in a
using the second ANonce beacon or a probe response

l /2112

Initiate a link setup with
the access point using the
new ANonce

End

FIG. 21
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2200

Vs 2202

Send a first ANonce from an access point to a mobile
device prior to initiation of a first link setup that uses
the first ANonce

Vs 2204

Send, from the access point to the mobile device
during the first link setup, a second ANonce for use in
a subsequent second link setup with the mobile device

End

FIG. 22
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2400

Vs 2402

Receive, at a mobile device, a first Anonce
from an access point

l 2404

Generate a first PTK using the first ANonce

l Ve 2406

Send an association request to the access point, where
the association request includes a SNonce and is
protected using the first PTK

l /2408

Receive an association response from the access
point, where the association response includes a
second ANonce and is protected using a second PTK

l Ve 2410
Generate the second PTK using the second
ANonce and the SNonce
l Vs 2412

Use the second PTK to protect at least one
subsequent message to be sent to the access point

End

FIG. 24
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2500

/2502

Send, from an access point, a first Anonce
to a mobile device

l /2504

Receive an association request from the mobile
device, where the association request includes a
SNonce and is protected using a first PTK

l Vs 2506
Generate the first PTK based on the first
ANonce and the SNonce
l Vs 2508

Generate a second ANonce and a second PTK
based on the second ANonce and the SNonce

l /2510

Send an association response to the mobile device,
where the association response includes the second
ANonce and is protected using the second PTK

End

FIG. 25
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2700

Vs 2702

Receive, at a mobile device, an ANonce-seed
from an access point

l Vs 2704

Generate an ANonce based on the ANonce-
seed and a MAC address of the mobile device

l e 2706

Perform a link setup with the access point
based on the generated ANonce

End

FIG. 27
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2800

/2802

Send, from an access point, an ANonce-seed
to a mobile device

l f2804

Receive a MAC address of the mobile device

l /2806

Generate an ANonce based on the ANonce-
seed and the MAC address of the mobile device

l /2808

Perform a link setup with the mobile device
based on the generated ANonce

End

FIG. 28
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