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lem. In one embodiment, the method selects programmed lower page(s) for which paired upper page(s) have not been programmed,
reads data from those selected lower page(s), corrects the read data, and reprograms the read data into those lower page(s). Since the
number of lower pages in this condition is typically low (e.g., several pages in a block with hundreds or thousands of pages), this is a
much more efficient method than reprogramming the entire block, in another embodiment, a similar reprogramming method is ap-
plied as a data recovery scheme in situations in which only lower pages are programmed (e.g., SLC memory, MLC memory in SLC
mode, etc.).



WO 2014/088682 PCT/US2013/061608

SYSTEM AND METHOD FOR LOWER PAGE DATA RECOVERY IN A SOLID
STATE DRIVE

BACKGROUND

Tachnical Field

h

This disclosure relates {o data storage sysiems, such as solid state drives, for
computer systems. More particularly, the disclosure relates {o lower page data

fecovery.

16 Description of the Related Art

Memory arrays with multi-level cell (MLC) NAND media are now
commonplace in solid state drives (850s). MLC allows multiple possible stales to
exist in g single memory cell, thereby enabling the storing of more than one bit of
information per cell {8.g., 2, 3, 4 or more}. For example, in a 2-bit-par cell MLC flash,

15 4 possible states {4 voltage (V) levels) are possible which enable storage of 2 bils.
Based on the dala the memory cells are going io store and the coding for different
states, the cells are programmed (o 4 possible and distinctive Vi zones. Typically,
data stored in lower pages and upper pages are logically paired together, with the
lower pages being programmed first.

AL
BRIEF DESCRIPTION OF THE DRAWINGS

Sysiems and methods that embody the various features of the invention will
now be described with reference {o the following drawings, in which:

Figure 1 Hllusirates a storage system that reprograms data according to one

25 embodiment of the invention.

Figures 2A and 2B show the voltage distribution of memory cells to illustrate
the factors that contribution o lower page corruption and a solution according to one
embodiment of the invention.

Figure 3 is a flow diagram showing a method of reprogramming according o

36 one embodiment of the invention.

Figures 4A-4B and 5 show the different memory cell configuration in which

open lower pages may be selectad for reprogramming according to embodimentis of

the invention.
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Figure 6 is a flow diagram illusirating a process of reprogramming lower page

programmed only celis according o one embodiment of the invention,

DETAILED DESCRIPTION OF SPECIFIC EMBODIMENTS

While certain embodiments are described, these embodiments are presentad
by way of example only, and are nol intended fo limit the scope of protection.
indeed, the novel methods and systems described herein may be embodied in a
variety of other forms. Furthermore, various omissions, substitutions, and changes
in the form of the methods and systems described herein may be made without

departing from the scope of protection.

Overview

in MLC flash memory, even though the lower pages and upper pages are
physically paired, they are generally decoupled in programming. The data stored in
lower pages and upper pages can be programmed at different ime and from
different sources. There are often cases where the upper pages are programmed
much laler and al different temperature. Most time, there are no problems for this
programming scheme. However, various factors including temperature and aging
effects of the memory cells can degrade retention of the data in the cells and may
lead o the problem of lower page corruplion when the storage system attempis o
program the upper page.

One way o overcome the lower page corruption problem is {o move the old
data of the entire open block to ancther new address when there is a need fo
program the upper page. In this manner, the lower page and upper pags are
programmed at the same time under the similar condition. However, this method is
inefficient.

In some embodiments of the present invention, a data slorage system
includes a controller and a non-volatile memory array having a plurality of memory
pages. The controller performs a method that may require less sysiem load while
still preventing the lower page corruption problem discussed above.  In one
embodiment, the method selects programmed lower page(s) for which paired upper
page(s} have not been programmed, reads data from those selecied lower page(s),
corrects the read data, and reprograms the read dala into those lower page(s).

Since the number of lower pages in this condition is typically low {e.g., several pages
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in a block with hundreds or thousands of pages), this is a much more efficient
method than reprogramming the entire bleck.  In another embodiment, a similar
reprogramming method is applied as a data recovery scheme in situations in which
only lower pages are programmed {e.g., SLC {single-level cell} memory, MLC

memory in SLC mode, sic.).

Svystaem OQvarview

Fig. 1 illustrates a storage sysiem 120 that performs reprogramming for data
recovery according to one embodiment of the invention. As is shown, a storage
system 120 {s.q., solid siate drive, hybrid hard drive, eic.) includes a controiler 130
and a non-volatile memory array 140, which includes one or more blocks of memory
storage, identified as Block "A" 142 through Block "N”. Each blodk inciudes flash
pages (F-pages). For example, Block A 142 of Figure 1 includes F-pages identified
as F-pages A 153, B, through N. In some embodiments, each “F-page” is a smallest
grouping of memory ceils in the non-volatiie memory array 140 that can be
programmed in a single operation or as a unil. Further, each F-page includes error
correcting code pages (E-pages). In the illusirated embodiment, each F-page
includes four E-pages that are illustrated as four boxes, including E-page 144. Other
embodiments may use F-pages or E-pages that are defined differently or each F-
page may include greater or fewer than four E-pages.

The coniroller 130 can receive data and/or storage access commands from a
storage interface module 112 {e.g., a device driver} in a host system 110. Storage
access conmimands communicaled by the storage interface 112 can include write and
read commands issued by the host system 110, The commands can specify 3
fogical block address in the siorage system 120, and the controiler 130 can execute
the received commands in the non-volatile memory array 140, In a hybrid hard
drive, data may be slored in magnelic media storage component {nof shown in Fig.
1) in addition o the non-volaiile memory array 140,

in one embodiment, the controller 130 includes an ECC module 158, In one
embodiment, the ECC module 158 handles error correction of dala read from the
mermory array 140, In one embodiment, if encodes data to be written to memory
pages, such as E-pages, of the non-volatile memory array 140 and decodes the data

when they are read cut. The controller 130 in one embodiment also includes a data
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recovery module 162 which performs the reprogramming methods in accordance

with one or more embodiments of the invention, as further described below.

Vollage Distribution Hustration

Figures 2A and 2B show the voltage distribution of memory celis to illustrate
the factors that coniribution to lower page corruption and a solution according 1o one
embodiment of the invention. Figure 2A shows the voltage distribution of MLC
memory celis in which only the lower pages have been programmed. Line 200
shows the voltage distribution at the point of initial programming. Line 202 shows
the voltage distribution after some time has lapsed. In Figure 24, those cells have
undergone a festing process where they are heated fo simulate a time lapse of
approximately 12.6 months at 40 °C. it can be sesn that the disiribution has drifted
to the left on the voltage scale, such that some cells are now in the error region 208.
These cells, i read, would likely resull in a different bit value than the initial
programmed value, becauss their voliage level is now below threshold 206. Thus
these hundreds of bils are now in error. Line 204 shows the distribution afier the
celis have been reprogrammed in according to one or more embodiments of the
invention. The distribution is now nearly identical {o the distribution at the time of
initial programming, and the failing bit count (FBC}) is zero.

Figure 2B shows the voliage distribution of MLC memory cells in which both
the lower and upper pages have been programmed. This graph does not show the
effect of the vollage drifis. Rather, it illusirates two scenarios. First, line 210 shows
the voltage distribution of the Vi states of the cells in which both the upper and lower
pages are programmed at ihe same time or nearly the same time. This would be
considered an ideal condition since there is liltle io no time lapsed, and little to no
temperature differences between the two programming. However, this is notf always
how the cells are programmed. If the upper page Is programmed at a different time
and/or temperature than the lower pags, the lower page corruption problem can
occur.  However, the reprogramming of the lower page reduces the risk of this
problem. Line 212 shows the voltage distribution after the cells have been
reprogrammed according to one or more embodiments of the invention. As shown,

after reprogramming all three stagtes are aligned very closely o the distribution
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shown in line 210, which, as mentioned above refiects the distribulion of cells where

upper and lower pages have been programmed at the same or nearly the same lime.

Reprogramming

Figure 3 is a flow diagram showing a method 250 of reprogramming according
o one embodiment of the invention. The method 250 may be execuled as part of a
start-up segquence, on a periodic basis, or on an as-needed basis. In one
embodiment, the method 250 is performed by the controller 130 shown in Figure 1.
Al block 255, the method selects programmed lower page(s} with paired upper
pages that are not programmed. These lower page(s) may be referred to as “open”
lower pages. For example, the method may select such pages from one or more
“‘open’” blocks in which data is currently being programmed. To iliusirate further, if
the method 250 is executed as part of a start-up sequencs, such open blocks may
be blocks that were being programmed when the siorage system was last shut
down, and they have not been closed since their capacity have not been filled.
Since the system is likely to resume programming in these open blocks, the lower
page corruplion problem may occur in these open lower page(s). Therefore, in one
embodiment, the method selects such open lower pages for reprogramming.

Al block 260, the data from the selecled lower pages are read, and then the
read data is correcied (e.g., through the application of Error Correction Code (ECCY)
at block 265, Then, at block 270, the corrected data is reprogrammed back io the
selecied lower pages. As previcusly shown in Figure 24, the voltage distribution of
the cells in these lower pages now closely resembles the distribution when they were
initially programmed. Thus, when their paired upper pages are programmed, the

fower page corruption problem can be avoided,

Selecting Lower Pages

Figures 4A-4B and 5 show the different memory cell configuration in which
open lower pages may be selected. In Figure 4A, an MLC configuration is presented
and pages 0-7 are shown. The "U” denotes an upper page and the “L” denotes a
fowar page. From top to bottom, the horizontal lines represent word lines, and they
are labeled (between Figures 4A and 48) WL (Word Line) 0, WL 1, WL 2, and so on.

The page number denotes the order in which pages are programmed. Here,

pages 0-7 have been programmed. Page 0, a lower page in WL C is first
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programmed, and then page 1, a lower page in the same WL 0 is programmed, and
so on. Note that page 0 is paired with upper page 4, and page 1 is paired with upper
page 5, and so on. In this programming sequence, pages 2, 3, 8, and 7 are open
fower pages that do not have their paired upper pages programmed. in one
embodiment, if the controller finds the slale of the memory as shown in Figure 4A,
these pages will be selecied for reprogramming, for exampie, according fo the
method shown in Figure 2. In this typical configuration, there is a maximum of 4
such open pages at a given time. Thus, o reprogram these open pages is much
more efficient than reprogram data from the entire memory block. In one
embodiment, these open pages may be flagged {e.g., through metadaia} by the
controller as part of a shutdown sequence, so that any such open lower pages in
open blocks can be quickly identified at start-up. If the indication for such open lower
pages is nol available {(e.g., a previous ungraceful/unexpected shutdown has
occurred or the system does not support marking such pagss), the controller may
perform scanning through the memory blocks {o locate such open lower pages.
Figure 4B shows the same memory cells afier the programming of pages 8
and 9. In the current example, just before pages 8 and 9 are programmed, a
reprogram has taken place to read out data from pages 2 and 3, the correcied data
is reprogramimed back to pages 2 and 3. Thus, lower page corruption of pages 2
and 3 can be avoided when pages 8 and 9 are programmed. With pages 8 and @
programmed, pages 2 and 3 are no longer open. If the system shut downs at this
point, at the next start-up the controller may select pages 6 and 7 for reprogramming.
Figure & shows another MLC configuration in which each cell is configured o
encode 3 bits. This configuration is commonly referred to as TLC {Three-Level Celi}
meamory. The same notations apply here as with Figures 4A-4B. The programmed
pages are labeled pages 0-11 with U and L designations and the word lines are
labeled accordingly. Here, each lower page is paired with iwo upper pages. For
example, page 0 is paired with upper pages 4 and 10. Pages 2, 3, 8, and 7 are open
lower pages. Accordingly to one embodiment, if the controller finds the memory in
this Hiustrated siate, these pages would be selected for reprogramming. Note that
pages 2 and 3 are considerad open pages even though they are glready paired with
programmed upper pages 8 and 8. This is because gach of pages 2 and 3 has ong
more upper page to be programmed. Again, reprogramming these few open pages

is more efiicient than reprogramming the entire block of memory.
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Lowsr Page Only Reprogramming

Figure 6 is a flow diagram illustrating a process of reprogramming lower page
programmed only cells according fo one embodiment of the invention.  Another
situation the lower page recovery program may be useful is where only lower pages
are programmed for data storage. Typically these pages are in memory blocks that
have been designaied {0 operale in a lower page only or SLO mode. Alternatively,
the same scenario can occur in SLC memory. Because the upper pages are not
programimed, lower page corruption problem does not cocur.  However, there are
instances where reprogramming may nonetheless be useful to preserve data
integrity.  For example, in one embaodiment, when the storage system finds that the
data are close o some predefinad crileria, recovery program may be then applied 1o
bring the programmed voliage level back up to whare it is supposed 1o be.

in Figure 6, the method 600 may be performed by the controller 130. The
method starts at block 510 where one or more data integrity conditions are checked.
Error rate such as bit fallure rate and/or error correction effort applied {e.g., in the
LOPC decoding and/or RAID recovery) from recent reads may be indications of the
data integrity condition. The rates/conditions may be obtained from reads that are
performed as part of a scanning process. In addition, other useable indications of
integrity condition may include program erase cycle counter values and time lapsed
approximated by voltage reference drift measured in reference pagss/blocks. These
conditions may be compared against a threshold metric at block 315, and when
certain pre-defined conditions for triggering recovery are met, the method goes o
block 320 to read data from these pages where only lower page are programmed.
The read data is corrected (e.g., through the application of ECC) at block 325. Then
at block 330 the corrected data is reprogrammed back o the pages. As previously
shown in Figure 2A, the voltage disiribution of the cells in these pages now closely

resembles the distribution when they were initially programmed.

Other Variations

Those skilled in the art will appreciate that in some embodiments, other
approaches and methods can be used. For example, if muiti-pass programming is
allowed for upper pages by finite-state machine on NAND flash chips, it is also

possible {o apply the methods in the various embodiments for upper page dala
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recovery. For example, some upper pages may be causing an amount of errors that
is near the correction iimif of the ECC and may benefit from reprogramming {o move
the voltage levels {o near the original programmed levels. In addition, the non-
volatile memory array 140 can be implemented using memory devices other than
NAND flash memory devices. Other types of solid-siate memory devices can
alternatively be used, such as array of flash integrated circuits, Chalcogenide RAM
(C-RAM), Phase Change Memory (PC-RAM or PRAM), Programmable Metallization
Cell RAM {(PMC-RAM or PMCm), Ovonic Unified Memory (OUM), Resistance RAM
(RRAM), NOR  memory, EEPROM, Ferroslectric Memory (FeRAM),
Magnetoresistive RAM (MRAM), other discrete NVM {non-volaiile memory) chips, or
any combination thereof. In one embodiment, the non-volatile memory array 140
preferably includes multiHevel cell (MLC} devices having multi-level cells capable of
storing more than g single bit of information, although single-level cell (SLC) memory
devices or a combination of SLC and MLC devices may be used. in one
embodiment, the storage system 120 can include other memory modules, such as
one or more magnetic memory modules.  The storage system 120 can further
include other types of storage media, such as magnetic storage. Accordingly, the
scope of the present disclosure is intended to be defined only by reference io the
appendead claims.

While certain embodiments have been described, these embodiments have
been presented by way of example only, and arg not inlended o limit the scope of
the protection. Indeed, the novel methods and systems described hersin may be
embodied in a variety of other forms. Furthermore, various omissions, substitutions
and changes in the form of the methods and systems described herein may be made
without departing from the spirit of the protection. The accompanying claims and
their equivalents are intended to cover such forms or modifications as would fali
within the scops and spirit of the proteciion. For example, the systems and methods
disclosed herein can be applied to hybrid hard drives and the like. In addition, other
forms of storage {e.g., DRAM or SRAM, battery backed-up volatile DRAM or SRAM
devices, EPROM, EEPROM memory, etc.} may additionally or alternatively be used.
As another example, the various components illustrated in the figures may be
implemented as software and/or firmware on a processor, ASIC/FPGA, or dedicated
hardware. Also, the features and atiributes of the specific embodiments disclosed

above may be combined in different ways to form additional embodiments, all of
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which fali within the scope of the present disclosure. Although the present disclosure
provides certain preferred embodimenis and applications, other embodiments that
are apparent to those of ordinary skill in the art, including embodiments which do not
provide all of the features and advantages set forth herein, are also within the scope
of this disclosure. Accordingly, the scope of the present disclosure is infended o be

defined only by reference to the appended claims.
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WHAT 1S CLAIMED 15

1. A solid-state storage sysiem, including:

a non-volatile memory array including a plurality of memory blocks, each

memory block including lower memory pages paired with upper memory pages;

and
a controlier configured to:
select, from the memory blocks, a programmed lower memory page
that has a paired upper memory page that has not been programmed;
read data from the selecled lower memory page;
apply error correction o the read data to generated corrected data;
and
program the corrected data o the selected lower memory page.
2. The solid-siate storage system of claim 1, wherein the non-volatile

memaory array comprises multi-level memory (MLC) cells.

3. The solid-state storage system of claim 1, wherein the controller is
configured to select the programmed lower memaory page from an open memory block
ot the memory blocks.

4. A solid-state storage system, including:

a non-volatile memory array including a plurality of memaory blocks, each
including a plurality of memory pages; and

a controlier configured to:

determine whether a state of the storage system mests a pre-
defined condition to initiate data recovery;

in response to determining that the state of the storage system
meets a pre-defined condition {o iniliate data recovery, select, from the
memory blocks, a memaory page from a memory block;

read data from the selected memory page;

apply error correction to the read data {o generated correcled dala;
and

program the correcled data to the selected memaory page.

10
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5. The solid-state storage system of claim 4, wherein the state of the storage
aystem includes a state of a memory page in a reference memory block.

6. The solid-slate slorage system of claim 5, wherein the siate of the
memory page in the reference memory block comprises a failure bil rale.

7. The sclid-state storage system of claim 8, wherein failure bit rale is used
to approximate time lapsed since last programmed.

8. The solid-state storage system of claim 6, wherein the state of the storage
sysiem includes a failure bit rate that is obtained from a scanning process.

9. The solid-state storage system of claim 4, wherein the non-volatie
memaory array comprises mulli-level memory (MLC) cells and the memory page isin a
memory block that is lower-page only programmed.

10. The solid-siale storage system of claim 4, wherein the non-volatile
memory array comprises single-level memory (SLC) cells,

11, The solid-state storage system of claim 4, wherein the controller is
configurad to determine whether the state of the slorage system meets the pre-defined
condition to initiate data recovery as part of a startup sequence.

12, A method of preserving data integrity in a solid-siate storage system that
includes a non-volatile memory array including a plurality of memory blocks, each
inciuding a plurality of memory pages, the method including:

selecting, from the memory blocks, a programmed lower memory page that has a
paired upper memory page that has not been programmed,;

reading data from the selecled lower memory page;

applying error correction {o the read data 10 generated corrected data; and

programming the corrected data to the selected lower memaory page.

13.  The method of claim 12, wherein the non-volatile memory array comprises
mudti-level memory (MLC) cells.

14. The method of claim 12, wherein selecling comprises selecling the
programmed lower memory page from an open memory block of the memory blocks.

15. A method of preserving data integrily in a solid-siale storage system that
inciudes a non-volatile memory array including a plurality of memory blocks, each

including a plurality of memory pages, the method including:

11
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determining whether a state of the slorage system meels a pre-defined condition
to initiate data recovery;

in response to determining that the state of the storage system meets a pre-
defined condition o iniliate data recovery, selecting, from the memory blocks, a memory
page from a memory block;

reading data from the selected memory page;

applying error correction to the read data to generated corrected data; and

orogramming the corrected data to the selecied memory page.

16. The method of claim 15, wherein the state of the slorage system includes
a state of a memory page in a reference memory block.

17. The method of claim 16, wherein the state of the memory page in the
reference memory block comprises a failure bit rate.

18, The method of claim 17, wherein {ailure bit rate is used to approximate
time lapsed since last programmed.

18. The method of claim 17, wherein the siale of the storage system includes
a failure bit rate that is oblained from a scanning process.

20.  The method of claim 15, wherein the non-volatile memory array comprises
multi-level memory (MLC) cells and the memory page is in a memory block that is
lower-page only programmed.

21, The method of claim 15, whereain the non-volatile memory array comprises
single-level memory (SLC) cells.

22. The method of claim 15, wherein determining whether the state of the
storage system meets the pre-defined condition to initiale data recovery is performed as

part of a startup sequence.

12
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