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MANAGING SYSTEM COMPONENTS

FIELD OF THE INVENTION

The present invention relates to managing system components.

BACKGROUND OF THE INVENTION

5 Today’s networked computing environments are used in businesses for generating
and storing large amounts of critical data. The systems used for moving, storing, and
manipulating this critical data are expected to have high performanée, high capacity, and
high reliability, while being reasonably priced.

As is known in the art, large computer systems and data servers sometimes
10 require large capacity data storage systems. One type of data storage system is a magnetic
disk storage system. Here a bank of disk drives and the computer systems and data
servers are coupled together through an interface. The interface includes storage
processors that operate in such a way that they are transparent to the computer. That is,
data is stored in, and retrieved from, the bank of disk drives in such a way that the
15 computer system or data server merely thinks it is operating with one memory. One type
of data storage system is a RAID data storage system. A RAID data storage system
includes two or more disk drives in combination for fault tolerance and performance.
One conventional data storage system includes two storage processors for high

availability. Each storage processor includes a respective send port and receive port for
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each disk drive. Accordingly, if one storage processor fails, the other storage processor
has access to each disk drive and can attempt to continue operation.

Modern computer systems typically use a cbmputer architecture that may be
viewed as having three distinct subsystems which when combined, form what most think
of when they hear the term computer. These subsystems are: 1) a processing complex; 2)
an interface between the processing complex and 1/0 controllers or devices; and 3) the
I/O (i.e., input/output) controllers or devices themselves. A processing complex may be
as simple as a single microprocessor, such as a Pentium microprocessor, coupled to
memory. Or, it might be as complex as two or more processors which share memory.

A blade server is essentially a processing complex, an interface, and I/O together
on a relatively small printed circuit board that has a backplane connector. The blade is
made to be inserted with other blades into a chassis that has a form factor similar to a
rack server today. Many blades can be located in the same rack space previously required
by just one or two rack servers. Blade servers typically provide all of the features of a
pedestal or rack server, including a processing complex, an interface to /O, and I/O.
Further, the blade servers typically integrate all necessary 1/0 because they do not have
an external bus which would allow them to add other /O on to them. So, each blade
typically includes such I/O as Ethernet (10/100, and/or 1 gig), and data storage control
(SCSI, Fiber Channel, etc.).

The interface between the processing complex and I/O is commonly known as the
Northbridge or memory control hub (MCH) chipset. On the "north" side of the chipset
(i.e., between the processing complex and the chipset) is a bus referred to as the HOST

bus. The HOST bus is usually a proprietary bus designed to interface to memory, to one



10

15

20

WO 2007/126471 PCT/US2007/003263

or more microprocessors within the processing complex, and to the chipset. On the
"south" side of the chipset are a number of buses which connect the chipset to I/O
devices. Examples of such buses include: ISA, EISA, PCI, PCI-X, and Peripheral
Component Interconnect (PCI) Express.

PCI Express is an I/0 interconnect architecture that is intended to support a wide
variety of computing and communications platforms and is described in the PCI Express
Base Specification, Rev. 1.0a, Apr. 15, 2003 (hereinafter, "PCI Express Base
Specification” or "PCI Express standard"). The PCI Express architecture describes a
fabric topology in which the fabric is composed of point-to-point links that interconnect a
set of devices. For example, a single fabric instance (referred to as a "hierarchy") can
include a Root Complex (RC), multiple endpoints (or I/O devices) and a switch. The
switch supports communicétions between the RC and endpoints, as well as peer-to-peer
communications between endpoints.

The switch includes a number of ports, with at least one port being connected to
the RC and at least one other port being coupled to an endpoint as provided in the PCI
Express Base Specification. The RC, switch, and endpoints may be referred to as "PCI
Express devices".

The switch may include ports connected to non-switch ports via corresponding
PCI Express links, including a link that connects a switch port to a root complex port.
The éwitch enables communications between the RC and endpoints, as well as peer-to-
peer communications between endpoints. A switch port may be connected to another

switch as well.
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At least some of the end points may share an address domain, such as a memory
address domain or an I/O address domain. The term "address domain" means the total
range of addressable locations. If the shared address domain is a memory address
domain, then data units are transmitted via memory mapped I/O to a destination address
into the shared memory address domain. There may be more than two address domains,
and more than one address domain may be shared. The address domains are contiguous
ranges. Each address domains is defined by a master end point. Address portions
associated with the individual end points may be non-contiguous and the term "portions"
is meant to refer to contiguous and non-contiguous spaces. The master end point for a
given address domain allocates address portions to the other end points which share that
address domain. The end points communicate their address space needs to a master
device, and the master device allocates address space accordingly.

Data units may be directed to one or more of the end points by addressing. That
is, a destination address is associated with and may be included. in the data units. The
destination address determines which end point should receive a given data unit. Thus,
data units addressed to the individual portion for a given end point should be received
only by that end point. Depending on the embodiment, the destination address may be the
same as the base address or may be within the address portion.

The end points may be associated with respective ports. Through this association,
a given end point may send data units to and receive data units from its associated port.
This association may be on a one-to-one basis. Because of these relationships, the ports
also have associations with the address portions of the end points. Thus, the ports may be

said to have address portions within the address domains.
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A goal of PCI Express is to i)rovide a migration strategy to expand from the
legacy PCI technology into the new serial-based link technology. In at least some
respects PCl Express aids this by being compatible to existing PCI hardware and
software architectures. As a result, PCI Express also inherits a global memory address-
based and tree topology architecture, which therefore is used in peer-to-peer
communications between multiple hosts in various topologies, such as star, dual-star, and
meshes, which are typically used in blade servers, clusters, storage arrays, and telecom
routers and switches.

The PCI Express architecture is based upon a single host processor or root
complex that controls the global memory address space of the entire system. Upon
power-up and enumeration process, the root complex interrogates the entire system by
traversing through the hierarchical tree-topology and locates all endpoint devices that are
connection in the system. A space is allocated for each endpoint device in the global
memory in order for the host processor to communicate with it.

In particular, a discovery and configuration cycle is begun in which each switch
port and endpoint within the hierarchy is identified. The cycle comprises accessing
configuration data stored in the each device coupled to the network switch fabric (e.g.,
the PCI configuration space of a PCI device). The switches comprise data related to
devices that are coupled to the switch. If the configuration data regarding other devices
stored by each switch is not complete, additional configuration cycles may be initiated
until all devices coupled to the switches have been identified and the configuration data

within each switch is complete.
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During the aforementioned discovery and configuration operations, information is
collected about each device_installed in the system. Each PCI Express device stores
information about its various device attributes, including ;:apabilities and/or services
supported by the device. The attribute information identiﬁes’ functionality that may be
accessed by the PCI Express device, such as mass storage or communication capabilities
(via corresponding protocol interfaces), for example. The attributes parameter set (e.g.,
one or more attribute parameters in a list) is used, in part, to specify capabilities a
requesting endpoint would like to access.

The attribute information may be stored in a table structure and may include a
device ID, a vendor ID, a class code, a revision ID, a subsystem ID, a subsystem vendor
ID, a capability pointer, and various reserved fields. The device ID comprises a 16-bit
value assigned by the manufacturer of the device. The vendor ID is a 16-bit value
assigned by PCI-SIG (Peripheral Component Interconnect Special Interest Group) for
each vendor that manufacturers PCI Express-compliant devices. The class code is a 24-
bit value that indicates the class of the device, as defined by PCI-SIG. The subsystem 1D
and subsystem vendor ID are analogous to the device ID and vendor ID, except they are
applicable for devices that include PCI-compliant subsystems.

During link training, each PCI Express link is set up following a negotiation of
link widths, frequency of operation and other parameters by the ports at each end of the
link.

Fibre Channel is a high performance, serial interconnect standard designed for bi-

directional, point-to-point communications between servers, storage systems,

workstations, switches, and hubs. It offers a variety of benefits over other link-level
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protocols, including efficiency and high performance, scalability, simplicity, ease of use
and installation, and support for popular high level protocols.

The Fibre Channel protocol ("FCP") uses a single Open-Systems-Interface-like
(OSI-like) stack architecture. Devices that are operable with the Fibre Channel protocol
typically include a controller (an "FC controller") that embodies the functionality of some
of the middle-layers of the FCP stack. Furthermore, FC controllers may involve a
"controller chip”. As part of the middle-layer FCP functionality, these FC controllers
meonitor the state of information transmissions over the FC communication links and are
designed to take appropriate recovery measures should an unresponsive communication
link be encountered.

A typical type of computer system test calls for the processor to execute
firmware/software that operates at a lower level than an operating system based program,
prior to booting the operating system. These include basic I/O system (BIOS) and power
on self test (POST) programs. These types of tests provide relatively low-level control of
component functionality and interconnect buses. BIOS an}d/or POST may use
management signal connections (e.g., serial I2C (Inter-IC Bus) connections) to

communicate with system components.
SUMMARY OF THE INVENTION

System components are managed. Based on a first communication path to a
component, first identification information for the component is determined. Based on a
second communication path to the component, second identification information for the

component is determined. Based on the first identification information and the second
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identification information, an identity for the component is determined. Based on the
identity, a set of tests is performed on the component. Based on the failure rate of the set
of tests, it is concluded that another component on the first communication path is faulty.

One or more embodiments of the invention may provide one or more of the
following advantages.

Component identification and fault diagnosis can be improved. Unnecessary field
service can be avoided, saving cost. Systern monitoring and management can be
simplified and streamlined.

Other advantages and features will become apparent from the following

description, including the drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to facilitate a fuller understanding of the present invention, reference is
now made to the appended drawings. These drawings should not be construed as limiting
the present invention, but are intended to be exemplary only.

Figure 1 is an isometric view of a storage system in which the invention may be
implemented.

Figure 2 is a schematic representation of a first configuration of the system of
Figure 1 showing a blades, two expansion slots, and two I/O modules installed in the
expansion slots.

Figure 3 is a schematic representation of a second configuration of the system of
Figure 1 showing the blades, two expansion slots, and one shared cache memory card

installed in both the expansion slots.
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Figures 4, 6 are schematic representations of systems that may be used in or with
the system of Figure 1.

Figure 5 is an illustration of a data structure that may be used with the systems of
Figures 4, 6.

Figure 7 is an flow diagram of a procedure that may be used with the systems of

Figures 4, 6.

DETAILED DESCRIPTION

In at least one implementation described in more detail below, a procedure uses
identification information in embedded PROM:s as a secondary way of identifying
components possibly also identified under PCI Express. By this information the
procedure achieves improved component failure identification and diagnostic information
for effective execution of tests in the event of a failure.

Referring to Figure 1, there is shown a portion of a storage system 10 that is one
of many types of systems in which the principles of the invention may be employed. The
storage system 10 shown may operate stand-alone or may populate a rack including other
similar systems. The storage system 10 may be one of several types of storage systems.
For example, if the storage system 10 is part of a storage area network (SAN), it is
coupled to disk drives via a storage channel connection such as Fibre Channel. If the
storage system 10 is, rather, a network attached storage system (NAS), it is configured to
serve file I/O over a network connection such as an Ethernet.

The storage system 10 includes within a chassis 20 a pair of blades 22a and 22b,

dual power supplies 24a,b and dual expansion slots 26a,b. The blades 22a and 22b are
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positioned in slots 28a and 28b respectively. The blades 22a,b include CPUs, memory,
controllers, I/O interfaces and other circuitry specific to the type of system implemented.
The biades 22a and 22b are preferably redundant to provide fault tolerance and high
availability. The dual expansion slots 26a,b are also shown positioned side by side and
below the blades 22a and 22b respectively. The blades 22a,b and expansion slots 26a,b
are coupled via a midplane 30 (Figure 2). In accordance with the principles of the
invention, the expansion siots 26a,b can be used in several ways depending on system
requirements.

In Figure 2, the interconnection between modules in the expansion slots 26a,b and
the blades 22a,b is shown schematically in accordance with a first configuration. Each
blade 22a,b is coupled to the midplane 30 via connectors 32a,b. The expansion slots
26a,b are also shown coupled to the midplane 30 via connectors 34a,b. The bladgs 22a,b
can thus communicate with modules installed in the expansion slots 26a,b across the
midplane 30. In this configuration, two I/0 modules 36a and 36b are shown installed
within the expansion slots 26a and 26b respectively and thus communicate with the
blades 22a,b separately via the midplane 30.

In accordance with a preferred embodiment, the blades 22a,b and I/O modules
36a,b communicate via PCI Express buses — though it will be understood that PCI
Express is only one example of many different types of busses that could be employed.
(PCI Express is described in the PCI-SIG document “PCI Express Base Specification
1.0a2” and accompanying documentation.) Each blade 22a,b includes a PCI Express
switch 38a,b that drives a PCI Express bus 40a,b to and from blade CPU and 1/O -

resources. The switches 38a,b (also known as "peer/annex bridges™) split each PCI

10
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Express bus 40a,b into two PCI Express buses. One PCI Express bus 42a,b is coupled to
the corresponding expansion slot 26a,b. The other PCI Express bus 44 is coupled to the
other blade and is not used in this configuration — thus it is shown dotted. The I/O
modules 36a,b are PCI Express cards, including PCI Express controllers 46a,b coupled to
the respective bus 42a,b. Each 1/0 module 36a,b includes 1/O logic 48a,b coupled to the
PCI Express controller 46a,b for interfacing between the PCI Express bus 42a,b and
various interfaces 50a,b such as one or more Fibre Channel ports, one or more Ethernet
ports, etc. depending on design requirements. Furthermore, by employing a standard bus
interface such as PCI Express, off-the-shelf PCI Express cards may be employed as
needed to provide /O functionality with fast time to market.

The configuration of Figure 2 is particularly useful where the storage system 10 is
used as a NAS. The NAS is 1O intensive; thus, the I/O cards provide the blades 22a,b
with extra /O capacify, for example in the form of gigabit Ethernet ports.

Referring to Figure 3, there is shown an alternate arrangement for use of the
expansion slots 26a,b. In this arrangement, a single shared resource 60 is inserted in both
the expansion slots 26a,b and is shared by the blades 22a,b. The shared resource 60 may
be for example a cache card 62. The cache card 62 is particularly useful for purposes of
high availability in a SAN arrangement. In a SAN arrangement using redundant blades
22a,b as shown, each blade includes cache memory 63a,b for caching writes to the disks.
During normal operation, each blade’s cache is mirrored in the other. The blades 22a,b
mirror the data between the caches 63a,b by transferring it over the PCI Express bus 44.
If one of the blades, for example blade 22a, fails, the mirrored cache 63a becomes

unavailable to the other blade 22b. In this case, the surviving blade 22b can access the
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cache card 62 via the PCI Express bus 42b for caching writes, at least until the failed
blade 22a recovers or is replaced.

As seen in Figure 3, the cache card 62 includes a two-to-one PCI Express switch
64 coupled to the PCI Express buses 42a,b. The switch 64 gates either of the two buses
to a single PCI Express bus 66 coupled to a memory interface 68. The memory interface
68 is coupled to the cache memory 70. Either blade 22a or 22b can thus communicate
with the cache memory 70.

Referring to both Figures 2 and 3, it is noted that the PCI Express bus 44 is not
used in the NAS arrangement but is used in the SAN arrangement. Were the PCI Express
switches 38a,b not provided, the PCI Express bus 40a,b would be coupled directly to the
PCI Express bus 44 for SAN functionality and thus would not be usable in the NAS
arrangement. Through addition of the switches 38a,b, the PCI Express bus 40a,b is
useful in the NAS arrangement when the PCI Express bus 44 is not in use, and is useful
in the SAN arrangement during a i)lade failure. Note that the PCI Express bus 44 and the
PCI Express buses 42a,b are not used at the same time, so full bus bandwidth is always
maintained.

Figure 4 illustrates a processing system 400 that may be used in or by system 10
above, and/or may be used in or by a different system. Northbridge 404 allows CPU 402
to communicate with Fibre Channel controller 406 via PCI Express switch 408 over PCI
Express links 410, 412. CPU 402 may reside on blade 22a or 22b, switch 408 may serve
as or be included in switch 38a or 38b above, controller 406 may serve as or be included

in I/O logic 48a or 48b or PCI Express controller 46a or 46b above, and link 412 may use

12
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may use bus 42a or 42b above. Dashed line 450 indicates that system 400 is divided up
into blade (CPU module) functionality and I/O module functionality.

The CPU module and the I/0O module are in communication with one another for
system management purposes. The modules may be interconnected in any of a number of
ways in order to enable this communication. For example, an out-of-band
communications bus, such as an I2C bus, may be provided for interconnecting the
modules. The CPU module and the I/O module may have respective non-volatile
memories herein referred to as Resume PROMSs 460, 470. The basic functionality of the
Resume PROM is described in co-pending U.S. patent application serial no. 10/330,806,
docket no. EMC-02-110, filed December 28, 2002, entitled "A Method and Apparatus for
Preserving Data in a High Availability System", to Sardella et al. (hereinafter "806
application"), which is assigned to the same assignee as the present application, and
which is incorporated in its entirety herein by reference.

As described in the 806 application, each Resume PROM has various fields that
are useful for system management. As described below, each Resume PROM also has a
field with a Family/FRU (field replaceable unit) identifier (FFID) that is used to help
correctly identify a FRU (e.g., a CPU or /O module) to improve field diagnostic efforts.
Diagnosing, reporting, and isolating a fault are generally described in co-pending U.S.
patent application serial no. 10/954,403, docket no. EMC-04-198, filed September 30,
2004, entitled “Method and System for Detecting Hardware Faults in a Computer
System”, to EMC Corporation (hereinafter "fault detection patent application"), which is
assigned to the same assignee as the present application, and which is incorporated in its

entirety herein by reference.
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In a system such as system 10 that may have one or more CPU modules and one
or more I/O modules, POST may find a fault and then attempt to isolate the fault as being
entirely on a CPU module or entirely on an I/O module, but may determine that the fault
occurs on a boundary between the modules. In the latter case, POST cannot isolate to
one module or the other, so both modules are determined to be faulty, but at least the
fault is isolated to those two modules and not others in the system.

In at least some circumstances, it is difficult to communicate with components in
the system due to a fault, or to determine which module a particular module is supposed
to be, or to determine whether a module has failed in such a way that it appears to be a
different module.

The Resume PROM, accessed over 12C for example, has clear contents describing
what the module is supposed to be, but the fault might be that the Resume PROM cannot
be accessed.

Through the PCI Express enumeration pfocess, device registers may be read in an
attempt to determine the components that are on a module and thereby determine that the
module is a known type of module, but in some cases lane problems can lead to
erroneous determinations.

The difference between a single failing device and a multiple failing device can
lead to problem§ as well. For example, on a module, eight PCI Express lanes may be
configured as two links of four lanes each, with the first link being to a first device and
the second link being to a second device. In such a case, if the first link fails so that the
first device cannot be discovered via the first link, it is useful to avoid confusing the

failed module with a different type of module that lacks the first device, and to avoid
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confusing the remaining working four-lane link with an eight-lane link in which half of
the lanes have failed. '

In general, if only PCI Express or only the Resume PROM is relied on for
identification, a case can arise in which a misidentification is made, especially as new 1/0
modules and variants of existing I/O modules are created.

~ With respect to variants, there are cases in which a module is functionally very
similar to its predecessor, e.g., because a design was tweaked to fix a bug or to make an
enhancement, and in which PCI Express will not distinguish the module from the
predecessor, but in which it would be improper to treat the module in the same way as the
predecessor. For example, the module may need to be programmed differently or
otherwise treated differently due to the design tweak. In such cases, PCI Express does
not provide adequate information, and the Resume PROM's information is helpful.

Thus, for determining the nature of modules, it is useful to have a system of
checks and balances in which both PCI Express and the Resume PROM are used, at least
in a difficult case. In such a case, using both allows validation of PCI Express via the
Resume PROM, or vice versa, such that the module can be deemed faulty and possibly a
determination can be made as to the severity of the fault and whether or not it is
contained entirely within the module.

Effective identification of the module also improves the accuracy of applications
of a rule referred to as the 100% rule, described in more detail below. In accordance with
the 100% rule, if 100% of pertinent tests of an FRU (e.g., a module) are failed, another
FRU at the other end of a path (e.é., a PCI Express 1ink) is also determined to be faulty,

i.e., both sides of the path are determined to be faulty.
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Being able to determine accurately the identity of a module even when it is faulty
is highly useful for effective application of the 100% rule. Once a module's identity is
determined (through PCI Express or the Resume PROM or both), software objects are
created on the fly during discovery that correspond to tests of the module, and the tests
are executed. If all of the tests fail, creating a 100% failure, both sides of the path are
determined to be faulty because it is insufficiently possible to narrow the fault to only one
side.

In at least one implementation, the tests include an initial register test to determine
whether a device's registers can be read and written to and produce expected results. If
S0, a more complicated test is executed in which the device is activated and is directed to
access memory (e.g., a DMA test). Passing these tests is a good indication that the device
is operable and running and that the path to the device is operable and running.

In the case of a test failure, it is desirable to try to determine whether the problem
is on an /O module that contains the device or back on the CPU module side or between
the modules. Adopting the 100% rule establishes a policy that if none of the tests passed,
e.g., if the register test failed and the more complicated test was not even executed or if
executed, it failed, the conclusion is that it cannot be determined where the problem
resides; it could reside on the CPU module, or on the I/O module side. On the other hand,
if the register test passed, but the more complicated test failed, the burden is more on the
I/O module side, because it was possible to communicate with the device in the first
place.

For example, if a bridge on an I/O module is expected to provide access to four

different devices on the module, if the register tests pass for the devices but a DMA test
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does not, it may be possible to isolate the problem to the I/O module. Passage of the
register tests indicates that the devices are present and working to some degree. The
DMA test (or, in another example, an interrupt test) is mastered from the /O module
side. In at least some cases, the 100% rule can be qualified such that, in this example, if
all four devices fail the DMA test, both the CPU module and the I/O module are deemed
to be faulty.

The reliance on not just PCI Express bu;c also on the Resume PROM helps prevent
the wrong kind or number of tests to be executed for the module, because more accurate
identification of the module allows a more accurate determination as to the expected
device content of the module.

As shown by example in Figure 5, the FFID includes a Family ID and a FRU-ID
and indicates a module or module version within a family of storage processors. The
family may include muitiple different CPU modules and multiple different I/O modules,
each potentially with minor design tweak differences. For example, depending on the I/O
module type, the module may or may not have a PCI Express switch device.

POST is pre-supplied with information about the devices that are supposed to be
present on each module type, and therefore can determine whether a module has a
problem because it lacks a device. A new module design typically has a substantially
different PCI Express profile such that it readily be identified by vendor ID and device
ID. However, where a design tweak such as a CPLD is added to address a device errata
that was never a part of the original design, the FFID can be used to allow tests to take

into account the design tweak in treating the module.
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In particular, POST can correlate the results of PCI Express enumeration with
pre-supplied tables to determine whether the module has all of the devices expected.

In at least one implementation, a conventional Plug and Play BIOS approach is
not used for enumeration because its results can shift in the event of failure and cause
devices to have different bus numbers as a result of a failure. Instead, with respect to
ports of the Northbridge, the Northbridge is read to determine a low bus number and a
high bus number and all are scanned. If the results match a table's contents exactly, a
module is determined to be found in PCI spacé. For example, it may be expected that a
particular port maps to I/0 module 0 and therefore the results of the scan are expected to
match exactly one of the tables to correspond to a known module, and then the
conclusion is validated with information from the Resume PROM.

When a new modules is created, POST may be updated so that the new module
will be recognized.

Figure 6 illustrates an example configuration 605 in which a CPU module 610
communicates with an I/0 module 620 over PC] Express link 630 which establishes a
PCI boundary between the modules. The CPU module has firmware 650, and the I/0
module has Resume PROM 640 which can be accessed by the CPU module, including’
the firmware, over an 12C path 660. The 1/0 module also has various devices Devl,
Dev2, Dev3, Dev4 which are referenced below. In such a case, the 100% rule applies to
an FRU identification strategy in which firmware (e.g., POST) executing on the CPU
module attempts to identify failing FRUs so that field service, in replacing FRUs after a

fault occurs, can avoid replacing non-faulty FRUs.
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In particular as illustrated in Figure 7, the firmware attempts to correctly
determine the type of I/O module connected to the CPU module even when part or all of
the I/O modaule is not working properly. The firmware first attempts to identify the /O
module as it appears in PCI space (step 7010). The PCI results are then compared to the

information saved in the I/O module’s Resume PROM which is accessible using 12C

" accesses (step 7020). Once the I/O module has been identified (step 7030), the firmware

creates objects to correspond to the appropriate devices (Dev) that make up the /O
module (step 7040).

In the event that one of the devices fails its power on tests, it is marked as failed
(step 7050), which result is used after all tests have run to determine which FRUs need
replacing (step 7060). If all devices on a particular FRU have been marked as failed, the
fault could lie on the boundary of two FRUs. In accordance with the 100% rule, since all
devices failed on one FRU, the firmware also fails the FRU on the other side of the
boundary (step 7070). Depending on the implementation, the firmware could be
configured to allow for specialization and/or qualification to the 100% rule.

For example, if Dev] failed on the I/O module but the remaining devices (Dev2,
Dev3, Dev 4) passed their power on tests, only the /O module FRU would be determined
to have failed. If, however, all the devices (Devl, Dev2, Dev3, Dev4) failed, the 100%
rule would dictate that both the CPU module and the I/0 module be failed.

The present invention is not to be limited in scope by the specific embodiments
described herein. Indeed, various modifications of the present invention, in addition to
those described herein, will be apparent to those of ordinary skill in the art from the

foregoing description and accompanying drawings. Thus, such modifications are
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intended to fall within the scope of the invention. Further, although aspects of the present
invention have been described herein in the context of a particular implementation in a
particular environment for a particular purpose, those of ordinary skill in the art will
recognize that its usefulness is not limited thereto and that the present invention can be
beneficially implemented in any number of environments for any number of purposes.
For example, all or part of one or more of the techniques above may be used with other
types of links or paths, such as Fibre Channel, Rapid IO, 1394 Firewire, USB, SAS, or
SATA. All or part of one or more of the techniques above may be used with multiple

Northbridges and/or multiple FC controllers and/or multiple PCI Express switches.
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CLAIMS

WHAT IS CLAIMED IS:

1. A method for use in managing system components, comprising:
based on a first communication path to a component, determining first
5 identification information for the component;
based on a second communication path to the component, determining second
identification information for the component;
based on the first identification information and the second identification
information, determining an identity for the component;
10 based on the identity, performing a set of tests on the component; and
based on the failure rate of the set of tests, concluding that another component on

the first communication path is faulty.

2. The method of claim 1, further comprising:
using the second communication path to retrieve the second indentification

15 information from a PROM device.

3. The method of claim 1, further comprising:
using the first communication path and a Northbridge device to retrieve the first

indentification information.

4. The method of claim 1, further comprising:
20 using the first communication path to determine the presence of devices on the
component.
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5. The method of claim 1, further comprising:
performing PCI Express enumeration over the first communication path; and

deriving the first identification information from the results of the enumeration.

6. The method of claim 1, further comprising:

if the failure rate is 100%, determining that the other component is faulty.

7. A system for use in managing system components, comprising:

first logic determining, based on a first communication path to a component, first
identification information for the component;

second logic determining, based on a second communication path to the
component, second identification information for the component;

third logic determining, based on the first identification information and the
second identification information, an identity for the component;

fourth logic performing, based on the identi‘;y, a set of tests on the component;
and

fifth logic concluding, based on the failure rate of the set of tests, that another

component on the first communication path is faulty.

8. The system of claim 7, further comprising:
sixth logic using the second communication path to retrieve the second

indentification information from a PROM device.

9. The system of claim 7, further comprising:
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sixth logic using the first communication path and a Northbridge device to

retrieve the first indentification information.

10. A system for use in managing system components, comprising:

a data storage system having a storage processor in communication with disk

5  drives;

first logic determining, based on a first communication path to a component on
the storage processor, first identification information for the component;

second logic determining, based on a second communication path to the
component, second identification information for the component;

10 third logic determining, based on the first identification information and the

second identification information, an identity for the component;

fourth logic performing, based on the identity, a set of tests on the component;
and

fifth logic concluding, based on the failure rate of the set of tests, that another

15  component on the first communication path is faulty.

23



WO 2007/126471 . PCT/US2007/003263

243 o =3 L4 L-]
m° { o o o il /

=
=
5T [0

l [

/ ZZ e B
Q

’
] 6B ODDOGCROCDOD S 00000040008 O 060
o% s} %
LK o
283'—- D.ccoo“oc BOOOODONOO ngn.ﬂn°°°°°° }.oDQ}OQQU m
o © o, vojts L) ) oo
o s caofe ac ° 20
v X XK LUK, Swe o X)) Q
nnans'}% Bobdo ow
o8 okooBD0O f A L I
o 9 o, oolog o o
3 s -]
7 B
° 9D
ssasel| Lo c 2 - 3
18 ra 1 " SDOS
7 z . \ezzs2]

FIG. 1



WO 2007/126471 PCT/US2007/003263
2/7
TO BLADE GPU TO BLADE CPU
AND 1/0 AND /O
223 1_,‘403 If4()b L~ 22D
. pc] L-38a PCl §-38b
A ‘f J A
|
BLADE A : | BLADE B
|f44 ]
|
423 - : |  ~42h
! I
I ™ - 1
32— | e o | 3
MIDPLANE 10
34a— ~—34b
; l | |
26a Y ‘L Pl 26b
PCI - 4063 PCI |~ 46b
Ba—-{ IO 1 1 o g 36b
MODULE A | | MODULEB
‘ 0 |-48a o }-48b
LOGIC LOGIC
A A
5oa Y l |—L| L 4 Y 50b
\ B Y e O s e ]
EXPANSION SLOT A EXPANSION SLOT B

FIG. 2



WO 2007/126471 PCT/US2007/003263
3/7

TO BLADE CPU TO BLADE CPU
AND /O AND /0
22a—~ 40a ~22b
CACHE t CACHE f‘wb
7 7
63a pcl 4-3Ba 63b pcl -368b
i A A {k
BLADE A BLADE B
 ~44
42a - L~ 42b
T z 1 ]
32a— 39
MIDPLANE 30
3da —~ f’34b
] I ] : |
|
|
263 v !y - 26b
2:1 64
CACHE CARD SW'HH
1807 166
'
B MEMORY INTERFACE |68
62— —
(B 7
MEMORY L~ 70
|
EXPANSION SLOT A | EXPANSION SLOT B

FIG. 3



PCT/US2007/003263

WO 2007/126471

4/7

v Y

v Ol
m
— | |
0 - 09y
|
H
"
\
LU oL
YITIONINGD L S | 39amg
Y | 30d HLYON
!
Coop | Lgop Goop
00y -*

Ndd

Coop



PCT/US2007/003263

WO 2007/126471

57

GOl

50 00 2000
8000 2000
1000 2000
%000 7000
5000 2000
Y000 2000
£000 2000
2000 2000
1000 7000
3000 1000
4000 1000
%000 1000
5000 1000
3000 1900
2000 1900
30 00 1000
5000 1500
7000 1500
€000 1000
2000 1300
1000 1000

CEIERI 0000
(t-€ S3LAG) 103r0dd NO (z-1 53LAQ)
ANVN M Q- q3sn 1S4 al AT




WO 2007/126471

PCT/US2007/003263
6/7

605
e

CPU MODULE (FRU) ~—610

FW  —4—650

12C

__lpc
630 ——BOUNDARY PATH

l/O MODULE (FRU) 660
640~——| RESUME PROM

DEV1 DEV3
DEV2 DEV4

~— 620

FIG. 6



WO 2007/126471

717

PCT/US2007/003263

ATTEMPT TO IDENTIFY MODULE IN
PCI SPACE

STEP
7010

\

COMPARE RESULTS TO INFORMATION
SAVED IN MODULE'S RESUME PROM

STEP
7020

Y

IDENTIFY MODULE

STEP
7030

Y

CREATE OBJECTS TO CORRESPOND
TO DEVICES THAT MAKE UP MODULE

STEP
7040

l

IF DEVICE FAILS ITS POWER ON TESTS,
MARK IT AS FAILED

STEP
7050

!

DETERMINE WHICH MODULES NEED
REPLACING :

STEP
7060

Y

IF ALL DEVICES ON A PARTICULAR
MODULE HAVE BEEN MARKED AS
FAILED, FAIL THE MODULE ON OTHER
SIDE OF LINK BOUNDARY

STEP
7070

FIG. 7



International application No

RT
INTERNATIONAL SEARCH REPO PCT /US2007,/003263

A. CLASSIFICATION OF SUBJECT MATTER
INV. GOGFll/BO

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, INSPEC, COMPENDEX, IBM-TDB

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

1,16,18

column 11, 1ine 8 - line 21; figures

X US 6 366 965 Bl (BINFORD CHARLES D [US] ET 1,3-7,9,
AL) 2 April 2002 (2002-04-02) 10
column 5, 1ine B9 - Tine 67
column 6, 1ine 25 - 1ine 40
column 6, line 61 - Tline 66
column 8, line 1 - 1ine 17

Y column 10, line 44 -~ 1ine 61 2,8

)=

Further documents are listed inthe continuation of Box C.

See patent family annex.

* Special categories of cited documents :

*A* document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international
filing date

'L* document which may throw doubts on priority claim(s) or
which is cited to eslablish the publication date of another
citation or other special reason (as specified)

*O" document referting to an oral disclosure, use, exhibition or
other means

*P* document published prior 1o the international filing date but
later than the priority date claimed

'T* later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

*X* document of particular relevance; the claimed Invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document Is iaken alone

"Y' document of particular relevance; the claimed Invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu~
m?gts, ﬁuch combination being obvious to a person skilled
in the art.

*&' document member of the same patent family

Date of the actual completion of the international search

11 September 2007

Date of mailing of the international search report

26/09/2007

Name and mailing address of the ISA/
European Patent Office, P.B. 5818 Patentlaan 2
NL — 2280 HV Rijswijk
Tel. (+31-70) 340~2040, Tx. 31 651 epo nl,
Fax: (+31~70) 340-3016

Authorized officer

Gorzewski, Michaei

Form PCTASA/210 (second sheet) (Aprll 2005)




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2007/003263

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

Y

GB 2 398 405 A (SUN MICROSYSTEMS INC [UST)
18 August 2004 (2004-08-18)

page 3, Tine 20 - Tine 34

page 5, line 1 - Tine 10

page 9, line 19 - 1ine 33

page 10, Tine 14 - 1ine 18

page 11, Tine 20 - line 25

page 12, Tine 6 ~ 1line 10

page 16, Tine 13 - Tline 19; figures 3,4,7
EP 1 136 912 A2 (AGILENT TECHNOLOGIES INC
[US]) 26 September 2001 (2001-09-26)
paragraph [0010] - paragraph [0013]
paragraph [0020] - paragraph [0023]
paragraph [0028]

paragraph [0031] - paragraph [0032]

2,8

1,6,7,10

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

international application No

PCT/US2007/003263
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 6366965 Bl 02~04-2002  NONE
GB 2398405 A 18-08-2004 GB 2398404 A 18-08-2004
US 2004162977 Al 19-08-2004
EP 1136912 A2 26-09-2001 DE 60106799 D1 09-12-2004
DE 60106799 T2 28-04-2005
JP 2001318804 A 16-11-2001
us 6691249 Bl 10-02-2004

Form PCT/ASA/210 {patent tamily annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - wo-search-report
	Page 34 - wo-search-report
	Page 35 - wo-search-report

