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A storage device (10) has a flash
memory (11), a controller (16), and a
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second ROM (15). In the flash memory ) :;::Zz;/: ~J11
(11), a data key is stored, which is a key Lsiiz
specific to each storage device (10). In —
the second ROM (15), a system key is . AT Add
stored, which is an encrypting key 20 21 ,:,ﬂnq,z T r bt ren IH
common to storage devices (10). The - i
controller (16), to write data, encrypts the \ /0 b o -
data with the data and system keys and avea-# v | plwioF-s o oate M22 ||} E
writes the encrypted data in the flash I 71 ¢ "":’;: T e
memory (11); and to read data, decrypts
the data with the data and system keys to "“”":""’ e o B | R
output the decrypted data. The data key 108 Lol cont
may be encrypted with the system key. In

this case, to write data, the controller (16)
may decrypt the data key with the system

key, and encrypt data with the decrypted 10 ... STORAGE DEVICE 161 ... I/0 BUFFER
key; and to read data, the controller may 11 ... FLASH MEMORY 162 ... CONTROL SECTION
decrypt the data key with the system key, 14 ... FIRST ROM 163 ... ADDRESS COUNTER
and decrypt the encrypted data with the 15 ... SECOND ROM a ... OR TESTER 30
decrypted data key. 16 ... CONTROLLER b ... FIRST DATA
20 ... COMPUTER C ... SECOND DATA
161 ... I/0 BUFFER 4 CONTROL
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