WO 2021/111685 Al L) A R0 10 0 S 0 00 AR AR

) BB AFNICEDODWT LR INEEREEE
=]
(19) ﬁ)ﬁﬁ”m;’i e AT 00 A O AR 0 A0 OO AR A
/\
O omm WO 20217111685 Al
F6H
2021 FE6 H10H(10.06.2021) WIPO PCT
1) EFRYFFF5E: ILET 1 & 1 4 5 Mie JP). AR A— K
HO4L 12/28 (2006.01)  B60R 16/023 (2006.01) x v b7 — 9 AT % FT(AUTONETWORKS
HERL 2550 (Z000.01) TECHNOLOGIES, LTD.) [JP/JP]; T5108503 =
21) B HEES PCT/JP2020/032583 SRMHTMHERIAE 1% 1 45 Mie (JP).
(22) EESHEEE - 202088280 (28.08.2020y (72) FEBAFE: IX AN 1§ & (TSUKAMOTO,Hiroyuki);
S - T5410041 KR RBRMARXIEMT B
(25) il}%'(tljﬁﬁo):mn- E a[= 5%3 Sﬁ{ijﬂﬁﬂ_b__ﬁﬁ_t'&* Wosaka
(26) £B”/\Fﬁ0>§?§ : HAGE (JP). FH; EE(UEDA Hiroshi); T5108503 =8
HEBE 2019-219993 2019812 H5H(05.12.2019) TP AN I\ 7 — 7 Bl LA A Mle (JP) =
B i B #f (ADACHILNaoki); T5108503 =& R [T
D) HEEA: F K 8 5 LT %2 &% A & # HhhmAKRKLE1&1 4SSt — 6
(SUMITOMO ELECTRIC INDUSTRIES, LTD) 2w hT— O EAFERAA Mie (JP). 3
[JP/JP]; T5410041 KB if KB o AR R X Jk & —(AIBA,Shinichi); T5108503 = EIEUH™
,,\IT_EJ'—B%33EOsaka(JP) k& TRARAI1&1 4 5KASEAT— MRy
Z NS+ (SUMITOMO WIRING SYSTEMS, NTD — R AT AR A Mie (JP). A I Bt
LTD.) [JP/JP]; T5108503 =B HHHAER (ISHIKAWA, Fumiya); T5108503 =& RHH™

(54) Title: DETECTION DEVICE, VEHICLE, DETECTION METHOD, AND DETECTION PROGRAM

(54) FEEHD AT :

MRAZEE, El, RAOAZEB LRI 70735 A

101

. -
L R P e e Y
51 52 Hh6
3 ~ , - ~
HIHIEE B 122 < f::; _ > > ERiGER |< >
s 99 o N 3
/_/
13 HEE e
| B B D) & >
BIEMBE 55 SR
_ i v
HEpR{EHI11 < ” P iS4 |( )
EHBIEHI11 < x
/_5/4
14
EEHEER 11« > BHE |k >

101
111
122

51 Communication processing unit
92 Acquisition unit

53 Extraction unit
54 Calculation unit
55 Detection unit
56 Storage unit
Gateway device
On-vehicle communicator
Control device

(57) Abstract: This detection device comprises: an acquisition unit that acquires a target distribution, which 1s a distrib-
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ution of reception intervals of cyclic messages transmitted 1in an on-vehicle network; an extraction unit that extracts, in
accordance with a prescribed criteria, a portion of the target distribution acquired by the acquisition unit; and a detection
unit that performs detection processing for detecting an improper message on the basis of the portion of the target distri-
bution extracted by the extraction unit.
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