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SUB-EXECUTION ENVIRONMENT CONTROLLER

Related Application
1961} This application claims priority to US. Provisional Application No.
62/300,610  entitled SUB-EXBECUTION ENVIRONMENT INTERCEPTION AND

CONTROL and filed on February 26, 2016, the disclosure of which is tncorporated herein by

reference in its entirety.

Technical Field
662} The subject matter described herein relates generally to cyber security and

more specifically to techniques for controlling execution enviromments.

Background

663} An operating system typically provides the execution environment in which
one or more executables {e.g., computer programs) may run. However, some executables,
such as Windows® Script Host, Windows® PowerShell, Java Virtual Machine, Python
interpreter, and/or the like, may also provide a sub-execution environment for executing other
program code. That 1s, an executable may receive program code {e.g, text, bytecode) as
input and perform the corresponding operations via an internal runtiroe, interpreter, and/or
virtual machine. For itnstance, Windows® CScript utility (e.g., CScript.exe} may host a sub-
execution environment {(e.g., an ActiveScript engine} for executing various VisualBasic
Script (VBS) files passed to the CScript utility as input.  Notably, an otherwise benign
executable such as Windows® Cleript utility may nevertheless perform malicious operations
when provided with input, such as malicious program code, that may cause malicious and/or
unwanted behavior. This latent malicious behavior may evade conventional malware
detection techniques, which are generally predicated upon an initial determination of the

executable as malicious or benign.
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Summary
[604] Systems, methods, and articles of manufacture, including computer program
products, are provided for sub-execution environment control.  In some example

embodiments, there 18 provided a method. The method may include: determining that an
executable 1mplements a sub-execution environment, the sub-execution environment being
configured o receive an input, and the input being associated with at least one event at the
sub-execution environment; intercepting the event at the sub-execution environment, and
applying a security policy to the intercepted event, the applying of the policy comprising
blocking the event, when the event 13 determined to be a prohibited event.

[605] In some vanations, one or more features disclosed herein including the
following features can optionally be included in any feasible combination. The determining
that the executable implements the sub-execution environment may be based at least on a file
name of the executable, a cryptographic hash of the executable, a program code pattern of the
executable, and/or a data pattern of the executable. The executable may be determined to
implement the sub-execution environment, when the executable is registered as a handler of a
type of file. The event may be the tnput being accepted at the sub-execution environment.
The input accepted by the sub-execution environment may be intercepied by a hook routine
configured to detect an attempt by the sub-execution environment o open an existing file.
The event may be the input being parsed by the sub-execution environment and/or a
corresponding operation being attempted by the sub-execution environment.

666} In some variations, the event may be determined to comprise the prohibited
event. The determining that the event comprises the prohibited event may be based at feast
on a whitelist of authorized events, the event being determined to comprise the prohibited
event when the event does not appear in the whitelist of authorized events. The determining

that the event comprises the prohlubited event may be based at least on a blacklist of
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prohibited events, the event being determined to comprise the prohibited event when the
event appears in the blacklist of prohibuted events. The determining that the event coraprises
the prohibited event may iunclude processing, with a machine learning model, contextual
information associated with the event, the contextual information including the input received
at the sub-execution environment, the machine learning model being trained to process the
input to at least classify the toput as malicious or benign. The machine learning model may
inchide logistic regression, a support vector machine, and/or a neural network.

(667} in some variations, the applying of the security policy may further include
allowing the event, when the event is determined to be an authorized event. A loading and/or
an activation of the executable in an operating system may be detected. The loading and/or
the activation of the executable may be detected based at least on a notification from the
operating system. Notifications of when a process launches in the operating system may be
registered. Notifications of when a process launches another process in the operating system
may be registered.

1008} In some variations, the sub-execution environment may be identitied. The
event may be intercepted at the sub-execution environment, when the sub-execution
environment 15 identified as a partially trusted sub-execution environment.  The sub-
execution environment may be virtualized, when the sub-execution environment is identified
as an unauthorized sub-execution environment. A process associated with the executable
may be terminated, when the sub-execution environment is determined to be an unauthorized
sub-execution environment.

10669} Non-transitory  computer prograrn  products (e, physically embodied
computer program products) are also described that store tnstructions, which when executed
by one or more data processors of one or more computing systems, cause at least one data
processor to perform operations herein.  Similarly, computer systems are also described that

3
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may include one or more data processors and memory coupled to the one or more data
processors.  The memory may teroporanly or permanently store wnstructions that cause at
feast one processor to perform one or more of the operations described herein. In addition,
methods can be implemented by one or more data processors either within a single computing
system or distributed among two or more computing systems. Such computing systems can
be connected and can exchange data and/or commands or other wnstructions or the like via
one orf more connections, including but not imited 1o a connection over a network {e.g., the
Internet, a wireless wide area network, a local area network, a wide area network, a wired
network, or the like), via a direct connection between one or more of the multiple computing
systems, ete.

0018} Implementations of the current subject matter can include, but are not himited
to, methods consistent with the descriptions provided herein as well as articles that comprise
a tangibly embodied machine-readable medium operable to cause one or more machines
{e.g., computers, eic.) to result in operations inplementing one or roore of the described
features. Similarly, computer systems are also described that may include one or more
processors and one or more memories coupled to the one or more processors. A memory,
which can include a non-transitory computer-readable or machine-readable storage medium,
may include, encode, store, or the hike one or more programs that cause one or more
processors fo perform one or more of the operations described herein.  Computer
implemented methods consistent with one or more implementations of the current subject
matter can be implerented by one or more data processors residing in a single computing
system or multiple computing systems. Such multiple computing systems can be connecied
and can exchange data and/or commands or other instructions or the like via oue or more

connections, including but not limited to a connection over a network {e.g the Internet, a
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wireless wide area network, a local area network, a wide area network, a wired network, or
the like}, via a divect connection between one or more of the multiple computing systems, etc.

6011} The details of one or more variations of the subject matter described herein are
set forth in the accompanying drawings and the description below. Other features and
advantages of the subject matter described herein will be apparent from the description and
drawings, and from the claims. While certain features of the currently disclosed subject
matter are described for dlustrative purposes, it should be readily understood that such
features are not intended to be limiting. The claims that follow this disclosure are intended to
define the scope of the protected subject matter.

Brief Description of the Drawings

0012} The accompanying drawings, which are incorporated in and constitute a part
of this specification, show certain aspects of the subject matter disclosed herein and, together
with the description, help explain some of the principles associated with the disclosed
implementations. To the drawings,

18013} FIG. 1 depicts a network diagram illustrating a network environment, in
accordance with some example embodiments;

10014} FIG 2 depicts a block diagram illustrating a sub-execution environment
controller, in accordance with some example embodiments;

(6015} FiG. 3 depicts a flowchart illustrating a process for sub-execution environment
control, in accordance with some example embodiments;

10616} FIG. 4 depicts a flowchart illustrating a process for controlling the behavior of
a sub-execution environment, in accordance with some example embodiments; and

18617} Fi(3. 5 depicts a block diagram illustrating a computing system, in accordance

with some example embodiments.
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Detailed Description

8018} An executable (e.g, computer program) that implements a sub-execution
environment may, as insiructed by the program code input to the executable, perforro a gamut
of arbitrary operations. Thus, while authorized users may use a sub-execution environment
{e.g., Windows® Script Host, Windows® PowerShell, Java Virtual Machine, Python
interpreter) to pertorm legitimate actions, the same sub-execution environment may also be
explotted by malicious users fo perforra malicious and/or unwanted actions.  As such, in
some example embodiments, a sub-execution environment controlier may be configured to
determine when an executable implements a sub-execution environment. The sub-execution
environtent controlier may be further configured to control the behavior of a sub-execution
environment. For example, the sub-execution environment controller may intercept events at
the sub-execution environment and perform remediation based at least on the legitimacy of
the events.

10619} In some example embodiments, a sub-execution environment controller may
detect when executables are being loaded and/or activated, by an operating system, as one or
more corresponding processes.  As used herein, a process may refer to an instance of an
executable being run by an operating system. Here, the sub-execution environment controller
may be tnjected mto a new process launching in the operating system. That is, program code
for the sub-execution environment controller may be introduced alongside and/or integrated
with the program code for the executable, thereby enabling the sub-execution environment
controlier to be executed along with the new process. For example, the sub-execution
environment controller may be injected in response to being notified, by the operating
system, of the launch of the new process. Alternately and/or additionally, the sub-execution

environment conirolier may be automatically injected into the new process.
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10026} In some example embodiments, a sub-execution environment controller may
respond to & loading and/or activation of an executable by at least determiniog whether that
executable implements a sub-execution environment.  For example, the sub-execution
environment controller may determine whether the executable implements a sub-execution
environment based on one or more sub-execution environment identifiers including, for
example, a file name of the executable, a cryptographic hash value of the executable, an input
format of the executable, a program code pattern of the executable, and/or a data patiern of
the executable. Moreover, when the executable is determined to implement a sub-execution
environment, the sub-execution environment controller may further determine whether that
sub-execution environment is an uvnauthorized sub-execution environment, a fully trusted
sub-execution environment, a partially trusted sub-execution environment, and/or an
unknown sub-execution environment.

10621} In some example embodiments, a sub-execution environment controiler may
intercept one or more events at a sub-execution environment. For iustance, the sub-execution
environment controller may intercept events at a sub-execution environment that is
determined to be a partially trusted sub-execution environment and/or an unknown sub-
execution environment. The sub-execution environment controller may intercept events
including, for example, inputs accepted by the sub-execution environment, inputs parsed by
the sub-execution environment, and/or operations attempted by the sub-execution
environment. Furthermore, the sub-execution environment controller may apply one or more
policies to determine whether to block at least some of the intercepted events and/or generate
an alert correspounding to the intercepied evenis. For wnstance, the sub-execution environment
controller may validate intercepted events based on a blacklist of prohibited events and/or a
whitelist of authorized events. The sub-execution environment controller may further block
prohibited events and/or generate alerts that report prohibited events,

7
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10022} FIG 1 depicts a network diagram illustrating a network environment 100, i
accordance with some example embodiments. Referring to FIG. 1, the network envitonment
100 may include one or more processors 102A-C, such as a computer, a tablet, a mobile
device, a smart phone, and/or any other device including at least one processor and at ieast
one memory including program code.

(6023} As shown in FIG. 1, each of the processors 102A-C may iwnclude a sub-
execution environment controfler 105A-C. The sub-execution environment controlier 105A-
C mayv be configured to determine when an executable implements a sub-execution
environment. The sub-execution environment controller 105A-C may be tusther configured
to control the behavior of sub-execution environments running at the respective processors
102A-C. For example, the sub-execution environment controller 105A-C may intercept
events at the sub-execution environment and perform remediation based at least on the
legitimacy of the events,

16024} To further dlustrate, Windows® Script Host, which 1s typically run as a
process named cscript.exe, may instantiate a JScript engine and a VBScript ActiveScript
enging.  Scripts run in this manner are not subject to any security restrictions and should
therefore be monitored, for example, by the sub-execution environment controlier 105A-C,
due to the relatively high risk of abuse. Meanwhile, Internet Explorer, which is typically run
as a process named iexploreexe, may instantiate the same JScript engine and VBScript
ActiveScript engine.  However, Internet Explorer runs scripts  in a low-privileged
environment that poses relatively low risk for abuse. Thus, scripts run in this manner may
not require monitoring, for example, by the sub-execution environment controller 105A-C.

100625} In some example embodiments, the processors 102A-C including the sub-
execution environment controller 105A-C may be coupled via at least one wired and/or
wireless network 150 The network 150 may be the Internet, a public land mobile network, a

8
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wireless local area network (WLAN), a wide area network (WAN) a point-to-point link,
and/or the hike.

0026} Referring again to FIG. 1, the network environment 100 may further include a
backend server 110, The backend server 110 may couple to the network 150 to at least
enable a downloading of the sub-execution environment controller 105A-C to the
corresponding processor 102A-C. Moreover, the backend server 110 may provide updates to
the sub-execution environment controller 105A-C. These updates may include updates to a
program code and/or metadata (e.g., whitelists of authorized events, blacklists of prohibited
events, information for identifving sub-execution envircnments, and/or the like) of the sub-
execution environment controller 105A-C.

10027} FIG. 2 depicts a block diagram tllustrating a sub-execution environment
controller 200, in accordance with some example embodiments. Referring to FIGS. 1-2, the
sub-execution environment controller 200 may implement one or more of the sub-execution
environment controller 105A-C described with respect to FIG. 1. As shown i FIG. 2, the
sub-execution environment controller 200 may include a sub-execution environment (SEE)
detector 210, an event interceptor 212, an event evaluator 214, a policy engine 216, an
virtualizer 218, and an alert generator 220. Tt should be appreciated that the sub-execution
environment controller 200 may include different and/or additional components than shown.

6028} in some example embodiments, the sub-execution environment detector 210
may be configured to detect when an executable is being loaded and/or activated v an
operating system.  For example, the sub-execution environment detector 210 may use a
kernel driver to register for notifications of when a new process launches 1u the operating
system. Using the kernel driver to register for notifications of new process launches may be
suitable for detecting sub-execution environments that are being executed as standalone

programs.  Alternately and/or additionally, the sub-execution environment detector 210 may
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insert a hook routine in the Windows® CreateProcess application programming interface
(AP function of a tunning process, thereby allowing the sub-execution environment detector
210 to be notified whenever the hooked process attemipts 1o faunch a separate process. The
sub-execution environment detector 210 may respond to a notification for the launch of a new
process by at least injecting, into the new process, at least a portion of the program code
cotresponding to the sub-execution environment controller 200 and/or components thereof.

18629 In some example embodiments, the sub-execution envircnment detector 210
may register the sub-execution environment controller 200 and/or a component thereof in the
Appinit DLLs value of the Windows® registry, thereby allowing at least a portion of the
program code for the sub-execution environment controlier 200 and/or components thereof to
be injected into new processes launching in the operating systemn.  Alternately and/or
additionally, the sub-execution environment detector 210 may implement a Windows
Application Compatibility shim  and/or use the SetWindowsHookEx application
programoing 1uterface function in order to inject, into new processes launching in the
operating system, at least a portion of the program code for the sub-execution environment
controller 200 and/or components thereof.

16030} In some example embodiments, the sub-execution environment detector 210
may use a kernel driver to register for notifications of wodule load events. Using the kernel
driver to register for notifications of module ioad events may be suttable for detecting sub-
execution environments that load as a module or a library in a host process. Alternatively
and/or additionally, the sub-execution environment detector 210 may detect sub-execution
environments that load as a module or a library by at least woserting a hook routine in the
LoadLibrary application programming interface function and/or the CoCreatelnstance

application programing interface function of a host process and/or a potential host process.
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16031} In some example embodiments, a sub-execution environment may be loaded
as a Microsoft® Component Object Model (COM) object.  To detect sub-execution
environments that are loaded as a Component Object Model object, the sub-execution
environment detector 210 may modify the Windows® registry to replace the sub-execution
environment.  Alternately and/or additionally, the sub-execution environment detector 210
may nsert, into the Windows® registry subsystem, a hook routine and/or callbacks to alter
registration of the Component Object Model object as the registration appears to the host
program.

16032} In some example embodiments, the sub-execution environment detector 210
may respond to the loading and/or activation of an executable by at least determining whether
the executable implements a sub-execution environment. For example, the sub-execution
environment 210 may determine whether the executable implements a sub-execution
environment based on one or more generic sub-execution environment identifiers such as, for
example, a file name of the execcutable. Here, the file name of the executable may be
matched to file names of executables that are known to implement a sub-execution
environment. For instance, the sub-execution environment detector 210 may determine, by at
feast matching the file name cscript exe to the file names of executables known to implement
a sub-execution environment, that the correspouding executable implements a sub-execution
environment. It should be appreciated that generic sub-execution environment identifiers
{e.g., file names) may be used when there is a low probability that an incorrect determination
of whether an executable implements a sub-execution environment can cause undesired
and/or anomalous behavior including, for example, degraded performance, false alerts, and
program crashes.

(6033} Alternately and/or additionally, in some example embodiments, the sub-
execution environment detector 210 may determine whether an executable implements a sub-

11
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execution environment based on one or more specific sub-execution environment identifiers
including, for example, the cryptographic hash value of the executable. Here, the sub-
execution environment detector 210 may compare the cryptographic hash value of the
executable to the cryptographic hash values of executables known to implement a sub-
execution enviromment.  For instance, the sub-execution enviromment detector 210 may
determine that an executable implements a sub-execution environment executable, when the
Secure  Hash  Algonthm 2 (SHA-256) hash  wvalue of the executable (eg,
176746d482695£29535493b41859d39d786d32b23a9d2e00f401 Tdec7al2402ae} matches that
of an executable that 1s known to implement a sub-execution environment. It should be
appreciated that specific sub-execution environment identifiers {e.g, cryptographic hash
values) may be used when there is a high probability that an incorrect determination of
whether an executable implements a sub-execution environment can cause undesired
behavior and/or anomalous behavior including, for example, degraded performance, false
alerts, and program crashes..

10034 Alternately and/or additionally, in some example embodiments, the sub-
execution environment detector 210 may determine whether an executable implements a sub-
execution environment based on associations the executable has with other files and/or types
of files. For instance, the sub-execution environment detector 210 roay determine that an
executable implements a sub-execution environment, when the executable is configured to
open .bat and/or .cmd files. The sub-execution environment detector 210 may determune that
an executable implements a sub-execution environment for Xcode files based on the
executable being registered as associated with xcodeproj files. As another example, an
executable registered (e.g, wn the Windows® registrv) as the handler for py files may

provide a sub-execution environment as a Python interpreter.
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18035} Alternately and/or additionally, in some example embodiments, the sub-
execution environment detector 210 may deternmune whether an executable implements a sub-
exgcution environment based on program code patterns and/or data patterns exhibited by the
executable. For instance, an executable may include a static byte array matching the content
of luaP_opmodes. The sub-execution environment detector 210 may follow references from
this static byte array to locaie programn code mmplementing a LUA interpreter.  The sub-
execution environment detector 210 may determine that the executable implements a sub-
execution environment {e.g., a LUA interpreter), if the sub-execution environment detector
210 is able to locate program code implementing a LUA interpreter.

18636} In some example embodiments, the sub-execution environment detector 210
may identify a sub-execution environment being implemented by an executable. For
instance, the sub-execution environment detector 210 may identify a sub-execution
environment as unauthorized, trusted, partially trusted, and/or unknown. The type and/or
degree of control over the behavior of a sub-execution environment may be determuned based
at least on the identity of the sub-execution environment as an unauthorized sub-execution
environment, a trusted sub-execution environment, a partially trusted sub-execution
environment, and/or an unknown sub-execution environment. For example, a trusted sub-
execution environment may be allowed to tun without any oversight and/or wterference from
the sub-execution environment controller 200, By contrast, unauthorized, partially trusted,
and/or unknown sub-execution environments may be subject to varying levels of oversight
and/or interference from the sub-execution environment controller 200,

(6637} In some example embodiments, the event interceptor 212 may be configured
to tntercept one or more events at a sub-execution environment. For instance, the event
interceptor 212 may intercept events at a sub-execution environment that is determined {(e.g.,
by the sub-execution environment detector 210} to be a partially trusted and/or unknown sub-

13
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execution environment. Bvents intercepted by the event interceptor 212 may include, for
exarople, inputs accepted by the sub-execution environment, ioputs parsed by the sub-
execution environment, and/or operations attempted by the sub-execution environment.

10038} in some example embodiments, the event interceptor 212 may intercept inputs
accepted by a sub-execution environment by at least inserting, into the CreateFile Windows
application programruiong interface function of the executable, a hook routine configured to
detect attempts 1o open an existing file with read and execute permission. Hooking the
CreateFile Windows application programming interface function of the executable may
enable the event interceptor 212 to be notified whenever the sub-execution environment
attempis to read and execute a file {e g, a script file) specified by the mput. Moreover, the
hook routine may check the arguments of the CreateFile call to ensure that the CreateFile call
requests both read and execute permissions and that the CreateFile call opens an existing
script file instead of creating a new file. The event interceptor 212 may ignore those
CreateFile calis that are not related to reading and executing an existing script file. As used
herein, a script may refer to a file written 1n a scripting language {(e.g., JavaScript, Python,
Perl, Visual Basic for Applications {(VBA)} that is capable of being executed without
comptlation.

10039} Alternately and/or additionally, in some example embodiments, the eveot
interceptor 212 may intercept inputs accepted by a sub-execution environment by inserting,
into a main function of the executable, a hook routine configured to inspect the tokenized
command line arguments provided to the executable (e g, the "argv" array). Doing 50 may
enable the event nterceptor 212 to inspect tokenized comvmand line arguments before the
command line arguments are processed by the sub-execution environment. It should be
appreciated that the hook routine to inspect tokenized command line arguments may
implement parsing logic specific to each sub-execution environment. As such, the hook

14
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routine may parse the command line arguments in a same manner as the sub-execution
environment, thereby enabling an identification of the input that will be executed by the sub-
exgcution environment,

10040} in some example embodiments, the event interceptor 212 may intercept inputs
that have been parsed by an execution environment by at least utilizing the parsing
functionality of the sub-execution environment o parse raw input accepted at the sub-
execution environment. For example, the event interceptor 212 may obtain raw command
line arguments passed to the sub-execution environment implemented by the executable
PowerShell exe. However, in order to interpret the raw command line arguments correctly,
the event interceptor 212 may utilize the parsers associated with the PowerShell.exe sub-
exgcution  environment such  as, for example, parser classes implemented by
Microsoft PowerShell ConsoleHost dll and System Management Automation.di.

60641} In some example embodiments, the event interceptor 212 may intercept
operations attempted by the sub-execution environment by at least detecting the occurrences
of one or more operations of interest. When an operation of interest occurs, the event
interceptor 212 may capture the circumstances of the operation as well as retrieve input
triggering the operation and any relevant context of that input. For example, the event
interceptor 212 ray detect when a sub-execution eunvironment is atieropting to wn a
command by at least inserting, into a CreateProcess application programming interface
function of the sub-execution environment, a hook routine configured to retrieve both the
command and a file path associated with the command. The hook routine may be configured
to retrieve the raw and/or parsed representations of the input accepted by the sub-execution
environment. The hook routine may be further configured to retrieve information about the
source or origin of the input including, for example, the name of an input file, the zone or
universal resource locator (URL) from which the input file was downloaded, and/or the like.
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Alternately and/or additionally, the hook routine may retrieve a process tree associated with
the process hosting the sub-execution environment. This process tree may provide details
such as, for example, the user account, creation time, window fitle and visibility, environment
variables, command line of each process, and/or the like. It should be appreciated that at
least some information retrieved by the hook routine may be used when evaluating the
security policy to apply to the intercepted by the event interceptor 212, This 1nformation may
further be communicated to a user for inspection and/or may be maintaingd in an audit log,

(6042} in some example embodiments, the event evaluator 214 may be configured to
determine a legitimacy of the events intercepted at a sub-execution environment {e g, by the
event interceptor 212} including, for example, nputs accepied at the sub-execution
environment, inputs parsed by the sub-execution environment, and/or operations attempted
by the sub-execution environment. For example, the event evaluator 214 may evaluate a
legitimacy of an event intercepted at a sub-execution environruent based on a whitelist that
enumerates one or more authorized events. According to some example embodiments, the
whitelist may include the cryptographic hashes of authorized sub-execution environments and
inputs. Alternately and/or additionally, the whitelist may include files and/or directories that
have been designated as trusted. For instance, the whitelist may provide the absolute paths
and/or the relative paths of one or more trusted files and/or trusted directories.  Alternately
and/or additionally, the whitelist may provide regular expressions and/or patierns containing
wildcards matching the paths of the one or more trusted files and/or trusted directories. Ina
default-deny mode of operation, the event evaluator 214 may determine to prohibit any event
that is not indicated by the whitelist as an authorized event.

10643} In some example embodiments, the event evaluator 214 may be configured to
evaluate a legitimacy of the events intercepted at a sub-execution environment {(e.g., by the
event interceptor 212) based on a blacklist that enumerates one or more prohibited events.
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When the event evaluator 214 1s operating in a default-allow mode, the event evaluator 214
may determine to prohibit ouly those events that are indicated by the blacklist as a prohibited
event but allow any event that is not included in the blacklist. Here, the blacklist may include
the cryptographic hashes of prohibited sub-execution environments and inputs. Alternately
and/or additionally, the blacklist may include files and/or directories that have been
designated as prohibited.

10644} In some example embodiments, the event evaluator 214 may be configured to
utilize machine learning to evaluate a legitimacy of the events intercepted at a sub-execution
environmuent {¢.g., by the event interceptor 212).  For example, contextual information
pertaining to the sub-execution environment and/or the ntercepted evenis {e.g., raw and/or
parsed inputs) may be processed with a machine learning based classifier. The machine
fearning based classifier may be configured to determine a risk associated with the
intercepted events. It should be appreciated that any machine learnming model may be utilized
to evaluate the legitimacy of the events intercepted at a sub-execuiion environment. For
exampie, a machine learning based classifier may operate on various features from the input
including, for example, an ordered sequence of characters or tokens, a set of n-grams, entropy
measurements, code complexity measurements, similar features from the file name, and/or
the Iike. The machine learning based classifier may apply oue or more machive learning
models and/or algorithms including, for example, logistic regression, support vector machine,
neural networks, and/or the like.

(6045} In some example embodiments, the policy engine 216 may be configured to
apply, to au intercepted event, one or more security policies in accordance with a legitimacy
of the intercepted event. For instance, the security policies may stipulate that a sub-execution
environment should be allowed to perform any authorized event. As such, the policy engine
216 may allow a sub-execution environment to proceed with performing an operation that is
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determined {e.g., by the event evaluator 214) to be an authorized event. By contrast, the
security policies may stipulate blocking of prolubited events. Here, the policy engine 216
may enforce the security policies by blocking an operation determined to be a prohibited
event {(e.g, by the event evaluator 214) with or without returning an error to the sub-
execution environment associated with the prohibited event. Alternately and/or additionally,
the security policies may require a termination of the process hosting the sub-execution
environment that generated the prohibited event. Thus, the policy engine 216 may terminate
any process that attempts to perform an operation that is determined (e.g., by the event
evaluator 214) to be a prohibited event.

10046} In some example embodiments, the virtualizer 218 may be configured to
virtualize (e.g., through emulation} at least some of the operations attempted by a sub-
execution environment that is determined to be an unauthorized sub-execution environment
{e.g., by the sub-execution environment detector 210}, Alternately and/or additionally, the
vittwalizer 218 may virtualize (e.g, through emulation) at least some of the probited
operations attempted by a partially trusted and/or unknown sub-execution envirgument. For
example, the virtualizer 218 may redirect one or more operations to virtualized storage area,
thereby preventing these operations from being performed on legitimate files. In doing so,
the wirtualizer 218 may provide a sandbox in which unauthorized sub-execution
environmentis may run and/or prohibited operations may be performed without corrupting
fegitimate files. It should be appreciated that the virtualizer 218 may collect a variety of
contextual information associated with the running of the unauthorized sub-execution
eovironmuents and/or the performance of the prohibited operations.  This contextual
information may be used to at least update the whitelist of authorized events and/or the
blacklist of prohibited events. Alternately and/or additionally, this contextual information
may be provided to a user in order to, for example, facilitate the investigation of a
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corresponding security breach and/or attempted security breach, and/or to diagnose and/or
remediate a false positive.  Moreover, the virtualizer 218 may utilize this contextual
information when commiiting operations that were initially virtualized, in the event that those
operations are determined to be legitimate.

180647} In some example embodiments, the alert generator 220 may be configured to
generate alerts corresponding to at least some of the events intercepted at a sub-execution
environment (e.g., by the event interceptor 212}, For example, the alert generator 220 may
generate an alert when an intercepted event is determined to be a prohibited event and 1s
therefore blocked (e.g., by the policy engine 216) The alert may include information
associated with the intercepted event and/or the corresponding sub~execution environment.
This information may include, for example, the input associated with the event, the origin of
the event, and/or the like. Alternately and/or additionally, the alert generator 220 may
generate an alert when an intercepted event is determined to be an authorized event. It should
be appreciated that alerts generated by the alert generator 220 may be provided via one or
more user interfaces {e.g., at the processors 102A-C),

6048} FiG. 3 depicts a flowchart illustrating a process 300 for sub-execution
environment control, in accordance with some example embodiments. Referring to FIGS. 1-
3, the process 300 roay be performed by the sub-execution environment controlier 200,

60349} The sub-execution environment controller 200 may detect a loading and/or an
activation of an executable in an operating system (302). In some example embodiments, the
sub-execution environment controller 200 {e g, the sub-execution environment detector 210)
may utilize one or more mechanisms provided by an operating system to detect when an
executable is being loaded and/or activated by the operating system. For instance, the sub-
execution environment controller 200 may use a kernel driver to register for notifications of
when a sub-execution environment 1s launched as a new process and/or when a sub-execution
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environment 1s loaded as a module or a hibrary.  Alternately and/or additionally, the sub-
execution environment controller 200 may insert hook routines configured to provide
notifications whenever a hooked process launches a sub-execution environment as a separate
process. The sub-execution environment controlier 200 may respond to the launch and/or
activation of an executable by at least injecting, info the program code of the executable, at
feast a portion of the program code associated with the sub-execution environment controller
200 and/or components thereof. However, it should be appreciated that program code
associated with the sub-execution environment controller 200 may be injected automatically,
for example, by at least registering the sub-execution environment controller 200 in the
Appinit DLLs values of the Windows® registry.

[6050] The sub-execution environment controller 200 may determine whether the
executable implements a sub-execution environment (303). For example, the sub-execution
environment controller 200 {e.g, the sub-execution environment detector 210} may
determine whether an executable implements a sub-execution environment based at least on
generic sub-execution environment identifiers (e.g., file names) and/or specitic sub-execution
environment identifiers (e.g., cryptographic hash values). Alternately and/or additionally, the
sub-execution environment controlier 200 may determine whether an executable implements
a sub-execution enviroument based on associations with other files including, for example,
the type of files that the executable is registered to be a handler for. For example, the sub-
execution environment controller 200 may determine that an executable provides a sub-
execution environment as a Python interpreter based at least on the executable being
registered (e g, in the Windows® registry) as the handler for .py files. Moreover, the sub-
execution environment controller 200 may determine whether an executable 1mplements a
sub-execution environment based on the program code pattern and/or data pattern present in

the executable.
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18051} If the sub-execution environment controller 200 determines that the executable
does not implement a sub-execution environment {303-N), the process 300 may terminate.
For instance, a process that is associated with an executable that does not implement a sub-
execution environment may be allowed to run without any oversight and/or interference from
the sub-execution environment controller 200, Alternately and/or additionally, if the sub-
execution environment controller 200 determines that the executable implements a sub-
execution envirgument {303-Y), the sub-execution environment controfler 200 may identify
the sub-execution environment being implemented by the executable (304). For example, the
sub-execution environment controller 200 {e.g., the sub-execution environment detector 210)
may determine whether the executable implements an unauthorized sub-execution
environment, a trusted sub-execution environment, a partially trusted sub-execution
environment, and/or an unknown sub-execution environment.

100652} The sub-execution environment controller 200 may determine whether the
executable 1mplements an uvauthorized sub-execution environment (305).  If the sub-
execution eavironment controller 200 determines that the executable implements an
unauthorized sub-execution environment (305-Y}, the sub-execution environment controller
200 may virtualize the unavthorized sub-execution environment and/or terminate a process
associated with the executable (306). For example, the sub-execution environment controlier
200 {e.g, the virtualizer 218} may provide a sandbox for running an unauthorized sub-
execution environment. Here, the sub-execution environment controller 200 may redirect
one or more operations attempted by the unauthorized sub-execution environment to
virtualized storage area, thereby preventing these operations from being performed on
fegitimate files. In doing so, the virtualizer 218 may allow the unauthorized sub-execution

environments to run without corrupting legitimate files. Alternately and/or additionally, the
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sub-execution environment controlier 200 may terminate a process that is associated with an
executable that implements an unauthorized sub-execution environment.

0053} Alternately and/or additionally, the sub-execution environment controlier 200
may determine that the executable does not implement an unauthorized sub-execution
environment (305-N). As such, the sub-execution environment controller 200 may determine
whether the executable iroplements a fully trusted sub-execution environment (307}, In some
example embodiments, an executable that implements a trusted sub-execution environment
may be allowed to run without any oversight and/or interference from the sub-execution
environment controller 200, By contrast, a partially trusted sub-execution environment
and/or an unknown sub-execution environment may be subject to varyiong levels of oversight
and/or interference from the sub-execution environment controller 200.

18054 if the sub-execution environment controller 200 determines that the executable
implements a fully trusted sub-execution environment (307-Y), the process 300 may
terminate.  Alternately and/or additionally, if sub-execution eunvironrent controller 200
determines that the executable does not implement a fully trusted sub-execution environment
(307-I}, the sub-execution environment controller 200 may control a behavior of the sub-
execution environment by at least applying one or more security policies to events
intercepted at the sub-execution environment (308} For example, the sub-execution
environment controller 200 {(e.g., the event interceptor 212) may intercept events at the sub-
execution environment including, for example, inputs accepted at the sub-execution
environment, inputs parsed by the sub-execution environment, and/or operations attempted
by the sub-execution environment. Furthermore, the sub-execution environment controller
200 {e.g., the event evaluator 214} may determine a legitimacy of the events intercepted at the
sub-execution environment. The sub-execution environment controller 200 (e g, the policy
engine 216) may perform remediation based at least on the legitimacy of the intercepted
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events. For instance, the sub-execution environment controller 200 may apply one or more
security policies to determine whether to block and/or allow the intercepted events.

ELERSY: FiGc. 4 depicis a flowchart tlustrating a process 400 for controlling the
behavior of a sub-execution environment, in accordance with some example embodiments.
Referring to FIGS. 1-4, the process 400 may be performed by the sub-execution environment
controller 200 and may implement operation 308 of the process 400

10056} The sub-execution environment controller 200 may intercept one or more
events at a sub-execution environment (402). In some example embodiments, the sub-
execution environment controller 200 (e g, the event interceptor 212) may intercept inputs
accepted by a sub-execution environment, inputs parsed by the sub-execution environment,
and/or operations attempted by the sub-execution environment. For example, the sub-
execution environment controller 200 may intercept inputs accepted by a sub-execution
environment by at least inserting, into the CreateFile Windows application programming
interface function of the executable, a hook routine configured to detect attempts to open an
existing file with execute permission. Meanwhile, the sub-execution environment controller
200 may intercept inputs parsed by the sub-execution environment by at least obtaining raw
command line arguments passed to the sub-execution environment and utilizing the parsing
functionality of the sub-execution environment to parse the raw command lhne arguments.
Alternately and/or additionally, the sub-execution environment controlier 200 may intercept
operations attempted by the sub-execution environment by at least detecting the occurrences
of one or more operations of interest.

[6057] The sub-execution environment controller 200 may validate the one or more
events (404). For example, the sub-execution environment controller 200 {e.g., the event
evaluator 214) may determine a legitimacy of the events intercepted at the sub-execution
environment.  Here, the sub-execution environment controller 200 may determine the
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fegitimacy of the intercepted events based on a whitelist of authorized events and/or a
blacklist of prohibited events. Alternately and/or additionally, the sub-execution environment
controller 200 may utilize machine learning to determine the legitimacy of the intercepted
events. For instance, information pertaining to the sub-execution environment and/or the
intercepted events (e.g., raw and/or parsed inputs) may be processed with a machine learning
based classifier including, for example, a recurrent neural network. The wachine learning
based classitier may be trained 1o determine a risk associated with the intercepted gvents.

[B058] The sub-execution environment controller 200 may apply security policies
based at least on the validation of the one or more events (406). In some example
embodiments, the sub-execution environment controller 200 {e.g, the policy engine 216)
may apply security policies stipulating that a sub-execution environment should be allowed to
perform any authorized event. As such, the sub-execution environment controller 200 may
allow a sub-execution environment to proceed with performing an operation that is
determined {e.g., by the event evaluator 214) to be an authorized event. Alternately and/or
additionally, the sub-execution environment controlier 200 may apply security policies
stipulating that prohibited events at a sub-execution environment should blocked. Here, the
sub-execution environment controller 200 may enforce the security policies by blocking an
operation determined to be a prohibited event {(e.g, by the event evaluator 214). The
operation may be blocked with or without returning an error to the sub-execution
environment attempting the operation.

0059} FIG. S depicts a block diagram illustrating a computing system 500, in
accordance with some example embodiments. Referring to FIGS. 1 and S, the computing
system 500 can be used to implement the processors 102A-C, the sub-execution environment
controller 105A-C, the sub-execution environment controller 200, and/or any components
therein.
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10060} As shown in FIG. §, the computing systern 500 can include a processor 510, a
memory 320, a storage device 530, and input/output devices 540, The processor 510, the
memory 520, the storage device 530, and the tnput/output devices 540 can be interconnected
via a system bus 550. The processor 510 is capable of processing instructions for execution
within the computing system 500, Such executed instructions can implement one or more
components of, for example, the sub-execution environment controller 105A-C and/or the
sub-execution environment controlier 200, In some implementations of the current subject
matter, the processor 510 can be a single-threaded processor. Alternately, the processor 510
can be a multi-threaded processor. The processor 510 is capable of processing instructions
stored n the memory 520 and/or on the storage device 530 to display graphical information
for a user interface provided via the input/output device 540

18061} The memory 520 is a computer readable medium such as volatile or non-
volatile random-access memory (RAM) that stores information within the computing system
500. The memory S20 can store data structures representing configuration object databases,
for example. The storage device 530 ts capable of providing persistent storage for the
computing system 500 The storage device 530 can be a floppy disk device, a hard disk
device, an optical disk device, or a tape device, or other suitable persistent storage means.
The input/output device 540 provides input/output operations for the computing system 300,
In some implementations of the current subject matter, the input/output device 540 includes a
keyboard and/or pointing device. In various implementations, the input/output device 540
includes a display unit for displaying graphical user interfaces.

(60621 According to some implementations of the current subject matter, the
input/output device 540 can provide input/cutput operations for a network device. For

example, the input/cutput device 540 can include Ethernet ports or other networking ports to
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communicate with one or more wired and/or wireless networks {e.g, a local area network
(LAN), a wide area network {WAN), the Internet),

6063} in some implementations of the current subject maiter, the computing system
500 can be used to execute various interactive computer software applications that can be
used for organization, analysis and/or storage of data in various {e.g., tabular) format {(e.g,
Microsoft Excel®, and/or any other type of software). Alternatively, the computing system
500 can be used to exgcute any type of software applications. These applications can be used
to perform various functionalities, e.g., planning functionalities {e.g., generating, managing,
editing of spreadsheet documents, word processing documents, and/or any other objects,
etc ), computing functionalities, communications functionalities, etc.  The applications can
include varicus add-in functionalities or can be standalone computing products and/or
functionalities. Upon activation within the applications, the functionalities can be used o
generate the user interface provided via the imput/output device 540, The user interface can
be generated and presented o a user by the cormputing systermn 500 {e.g., on 3 computer screen
monitor, etc ).

6064} {One or more aspects or features of the subject matter described herein may be
realized 1n digital electronic circuitry, integrated circuitry, specially designed ASICs
{application specific integrated circuits), computer hardware, firmware, software, and/or
combinations thereof. These various implementations may include implementation in one or
more computer programs that are executable and/or interpretable on a programmable system
including at least one programmable processor, which may be special or general purpose,
coupled to receive data and instructions from, and to transmit data and instructions to, a
storage system, at least one input device {e.g, mouse, touch screen, etc.), and at least one

output device.
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8065} These computer programs, which can also be referred to as programs,
software, software apphlications, applications, components, or code, include machine
instructions for a programmable processor, and can be implemented in a high-level
procedural language, an object-oriented programming language, a functional programming
language, a logical programming language, and/or in assembly/machine language. As used
herein, the term “machine-readable medium” (sometimes referred to as a computer program
product) refers to physically embodied apparatus and/or device, such as for example
magnetic discs, optical disks, memory, and Programmable Logic Devices (PLDs), used to
provide machine instructions and/or data to a programmable data processor, including a
machine-readable medium that receives machine 1nstructions as a machine-readable signal.
The term “machine-readable signal” refers to any signal used to provide machine tnstructions
and/or data to a programmable data processor. The machine-readable medium can store such
machine mstructions non-transitorily, such as for example as would a non-transient solid-
state moemory or a magoetic hard drive or any equivalent storage medium. The machine-
readable medium can alternatively or additionally store such machine instructions in a
transient manner, such as for example as would a processor cache or other random access
memory associated with one or more physical processor cores.

108066} To provide for interaction with a user, the subject matter described herein can
be implemented on a computer having a display device, such as for example a cathode ray
tube (CRT) or a liquid crystal display (LCD) monitor for displaying information fo the user
and a keyboard and a pointing device, such as for example a mouse or a trackball, by which
the user may provide input to the computer. Other kinds of devices can be used to provide for
interaction with a user as well. For example, feedback provided to the user can be any form
of sensory feedback, such as for example visual feedback, auditory feedback, or tactile
feedback; and input from the user may be received n any form, including, but not limited to,

D2
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acoustic, speech, or tactite input. Other possible nput devices include, but are not limited to,
touch screens or other touch-sensitive devices such as single or multi-point resistive or
capacitive irackpads, voice recognition hardware and software, optical scanners, optical
pointers, digital image capture devices and associated interpretation software, and the like.
186467} In some of the example described above, an adminstrator 18 described. The
administrator may represent a fully and/or or partially automated computer-based process.
10068} In the descriptions above and in the claims, phrases such as “at igast one of” o
“one or more of” may occur followed by a conjunctive list of elements or features. The term
“and/or” may also occur in a list of two or more elements or features. Unless otherwise
implicitly or explicitly contradicted by the context o which it 13 used, such a phrase is
intended to mean any of the listed elements or features individually or any of the recited
elements or features in combination with any of the other recited elements or features. For

NS

exarple, the phrases “at least one of A and B;” “one or more of A and B;” and “A and/or B”
are each intended to mean “A aloune, B alove, or A and B together” A simular interpretation
is aiso intended for lfists including three or more items. For example, the phrases “at least ong
of A, B, and C;” “one or more of A, B, and C;” and “A, B, and/or C” are each intended to
mean “A alone, B alone, C alone, A and B together, A and C together, B and C together, or A
and B and C together” In addition, use of the term “based on,” above and in the claims 13
intended to0 mean, “based at least in part on,” such that an unrecited feature or element is also
permissible.

106469} The subject matter described herein may be implemented in a computing
system that includes a back-end component {e.g, as a data server), or that includes a
middleware component (e.g., an application server), or that includes a front-end component
{e.g., a client computer having a graphical user interface or a Web browser through which a
user may interact with an implementation of the subject matter described herein), or any
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combination of such back-end, middleware, or front-end components. The components of the
systemn may be interconnected by any form or medium of digital data communication {e.g, a
communication network ). Examples of communication networks include a local area network
{("LAN"}, a wide area network (“WAN”}), and the Internet.

10076} The computing system may include clients and servers. A client and server are
generally remote from each other and typically 1oteract through a communication network.
The relationship of client and server arises by virtue of computer programs running on the
respective computers and having a client-server relationship to each other.

18071} The subject matter described herein can be embodied in systems, apparatus,
methods, and/or articles depending on the desired countfiguration. The implementations set
forth in the foregoing description do not represent all implementations consistent with the
subject matter described herein. Instead, they are merely some examples consistent with
aspects related to the described subject matter. Although a few implementations have been
described 1n detail above, other modifications or additions are possible. In particular, further
features and/or implementations can be provided in addition to those set forth herein. For
example, the implementations described above can be directed to various combinations and
subcombinations of the disclosed features and/or combinations and subcombinations of
several further features disclosed above. In addition, the logic flow(s) depicied in the
accompanying figures and/or described herein do not necessarily require the particular order
shown, or sequential order, to achieve desirable results. Other implementations may be within

the scope of the following claim.
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WHAT IS CLAIMED IS:

1. A computer-implemented method, comprising:

determining that an executable implements a sub-execution environment, the sub-
execution environment being configured to receive an input, and the input being associated
with at least one event at the sub-execution environment;

intercepting the event at the sub-execution environment; and

applying a security policy to the intercepted event, the applying of the policy

comprising blocking the event, when the event is determined to be a prohibited event.

2. The computer-implemented method of claim 1, wherein the determining that
the executable implements the sub-execution environment is based at least on a file name of
the executable, a cryptographic hash of the executable, a program code pattern of the

executable, and/or a data pattern of the executable.

3. The computer-implemented method of any of claims 1-2, wherein the
executable is determined to implement the sub-execution environment, when the executable

is registered as a handler of a type of file.

4. The computer-implemented method of any of claims 1-3, wherein the event

comprises the input being accepted at the sub-execution environment.

5. The computer-implemented method of any of claims 4, wherein the input
accepted by the sub-execution environment is intercepted by a hook routine configured to

detect an attempt by the sub-execution environment to open an existing file.
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6. The computer-implemented method of any of claims 1-5, wherein the event
comprises the input being parsed by the sub-execution environment and/or a corresponding

operation being attempted by the sub-execution environment.

7. The computer-implemented method of any of claims 1-6, further comprising

determining that the event comprises the prohibited event.

8. The computer-implemented method of claim 7, wherein the determining that
the event comprises the prohibited event is based at least on a whitelist of authorized events,
the event being determined to comprise the prohibited event when the event does not appear

in the whitelist of authorized events.

9. The computer-implemented method of any of claims 7-8, wherein the
determining that the event comprises the prohibited event is based at least on a blacklist of
prohibited events, the event being determined to comprise the prohibited event when the

event appears in the blacklist of prohibited events.

10.  The computer-implemented method of any of claims 7-9, wherein the
determining that the event comprises the prohibited event includes processing, with a
machine learning model, contextual information associated with the event, the contextual
information including the input received at the sub-execution environment, the machine
learning model being trained to process the input to at least classify the input as malicious or

benign.

11. The computer-implemented method of claim 10, wherein the machine learning

model comprises logistic regression, a support vector machine, and/or a neural network.
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12. The computer-implemented method of any of claims 1-11, wherein the
applying of the security policy further comprises allowing the event, when the event is

determined to be an authorized event.

13.  The computer-implemented method of any of claims 1-12, further comprising

detecting a loading and/or an activation of the executable in an operating system.

14. The computer-implemented method of claim 13, wherein the loading and/or
the activation of the executable is detected based at least on a notification from the operating

system.

15. The computer-implemented method of claim 14, further comprising

registering for notifications of when a process launches in the operating system.

16. The computer-implemented method of any of claims 14-15, further
comprising registering for notifications of when a process launches another process in the

operating system.

17.  The computer-implemented method of any of claims 1-16, further comprising

identifying the sub-execution environment.

18.  The computer-implemented method of claim 17, wherein the event is
intercepted at the sub-execution environment, when the sub-execution environment is

identified as a partially trusted sub-execution environment.

19.  The computer implemented method of any of claims 17-18, further comprising
virtualizing the sub-execution environment, when the sub-execution environment is identified

as an unauthorized sub-execution environment.

32



WO 2017/147441 PCT/US2017/019379

20. The computer-implemented method of any of claims 17-19, further
comprising terminating a process associated with the executable, when the sub-execution

environment is determined to be an unauthorized sub-execution environment.

21. A system, comprising:
at least one data processor; and
at least one memory storing instructions which, when executed by the at least one data
processor, result in operations comprising:

determining that an executable implements a sub-execution environment, the
sub-execution environment being configured to receive an input, and the input being
associated with at least one event at the sub-execution environment;

intercepting the event at the sub-execution environment; and

applying a security policy to the intercepted event, the applying of the policy

comprising blocking the event, when the event is determined to be a prohibited event.

22, The system of claim 21, wherein the determining that the executable
implements the sub-execution environment is based at least on a file name of the executable,
a cryptographic hash of the executable, a program code pattern of the executable, and/or a

data pattern of the executable.

23.  The system of any of claims 21-22, wherein the executable is determined to
implement the sub-execution environment, when the executable is registered as a handler of a

type of file.

24.  The system of any of claims 21-23, wherein the event comprises the input

being accepted at the sub-execution environment.
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25. The system of claim 24, wherein the input accepted by the sub-execution
environment is intercepted by a hook routine configured to detect an attempt by the sub-

execution environment to open an existing file.

26.  The system of any of claims 21-25, wherein the event comprises the input
being parsed by the sub-execution environment and/or a corresponding operation being

attempted by the sub-execution environment.

27. The system of any of claims 21-26, further comprising determining that the

event comprises the prohibited event.

28. The system of claim 27, wherein the determining that the event comprises the
prohibited event is based at least on a whitelist of authorized events, the event being
determined to comprise the prohibited event when the event does not appear in the whitelist

of authorized events.

29.  The system of any of claims 27-28, wherein the determining that the event
comprises the prohibited event is based at least on a blacklist of prohibited events, the event
being determined to comprise the prohibited event when the event appears in the blacklist of

prohibited events.

30. The system of any of claims 27-29, wherein the determining that the event
comprises the prohibited event includes processing, with a machine learning model,
contextual information associated with the event, the contextual information including the
input received at the sub-execution environment, the machine learning model being trained to

process the input to at least classify the input as malicious or benign.
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31 The system of claim 30, wherein the machine learning model comprises

logistic regression, a support vector machine, and/or a neural network.

32. The system of any of claims 21-31, wherein the applying of the security policy

further comprises allowing the event, when the event is determined to be an authorized event.

33.  The system of any of claims 21-32, further comprising detecting a loading

and/or an activation of the executable in an operating system.

34.  The system of claim 33, wherein the loading and/or the activation of the

executable is detected based at least on a notification from the operating system.

35. The system of claim 34, further comprising registering for notifications of

when a process launches in the operating system.

36. The system of any of claims 34-35, further comprising registering for

notifications of when a process launches another process in the operating system.

37. The system of any of claims 21-36, further comprising identifying the sub-

execution environment.

38.  The system of claim 37, wherein the event is intercepted at the sub-execution
environment, when the sub-execution environment is identified as a partially trusted sub-

execution environment.

39. The system of any of claims 37-38, further comprising virtualizing the sub-
execution environment, when the sub-execution environment is identified as an unauthorized

sub-execution environment.
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40. The system of any of claim 37-39, further comprising terminating a process
associated with the executable, when the sub-execution environment is determined to be an

unauthorized sub-execution environment.

41. A non-transitory computer-readable storage medium including program code,
which when executed by at least one data processor, cause operations comprising;

determining that an executable implements a sub-execution environment, the sub-
execution environment being configured to receive an input, and the input being associated
with at least one event at the sub-execution environment;

intercepting the event at the sub-execution environment; and

applying a security policy to the intercepted event, the applying of the policy

comprising blocking the event, when the event is determined to be a prohibited event.

42. An apparatus, comprising:

means for determining that an executable implements a sub-execution environment,
the sub-execution environment being configured to receive an input, and the input being
associated with at least one event at the sub-execution environment;

means for intercepting the event at the sub-execution environment; and

means for applying a security policy to the intercepted event, the applying of the

policy comprising blocking the event, when the event is determined to be a prohibited event.
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