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(57) Tiivistelmä - Sammandrag - Abstract

Menetelmä, laite ja järjestelmä lääkekokeisiin liittyvän informaation lähettämiseksi ja vastaanottamiseksi useiden käyttäjien käytettävissä 
olevan asiakaslaitteen (120) ja palvelinlaitteen (130, 131) välillä, asiakaslaite (120) ja palvelinlaite (130, 131) järjestettynä 
kommunikoimaan tietoverkon (150) kautta, sovelluskohtaisen asiakaslaitteen (120) sovelluksen (124) käsittäessä lääkekoepalvelun 
asiakassovelluksen, jonka palvelinsovellus (133) on käynnissä palvelinlaitteella (130, 131), jossa palvelinlaitteella palvelinsovellus 
ylläpitää koordinaattorikäyttäjäprofiilia assosioituna koordinaattoripääsytiedon kanssa ja kohdekäyttäjäprofiilia assosioituna 
kohdekäyttäjäpääsytiedon kanssa, jossa menetelmässä: vastaanotetaan koordinaattoripääsytietoa käyttöliittymän (340) kautta 
sovelluskohtaisella sovelluksella (124), hyväksytään koordinaattoripääsytieto vasteena sille, että määritetään koordinaattoripääsytiedon 
olevan valtuutettu pääsytieto, ja kirjataan sisään koordinaattorikäyttäjä antamalla koordinaattoritason pääsy sovelluskohtaiseen 
sovellukseen (124); vastaanotetaan sovelluskohtaisella sovelluksella (124) koordinaattorisyöttötietoa järjestettynä Hipaisemaan 
käyttäjämuutoksen asiakaslaitteelle (120); muodostetaan ja lähetetään vasteena koordinaattorisyöttötietoon pyyntö sovelluskohtaisella 
sovelluksella (124) palvelinsovellukselle (133) osoittaen Hipaistun käyttäjämuutoksen; vastaanotetaan sovelluskohtaisella sovelluksella 
(124) kohdepääsytietoa palvelinsovellukselta (133), jossa kohdepääsytieto on assosioitu palvelinsovelluksen (133) muodostaman 
kohdekäyttäjäprofiilin kanssa; kirjataan ulos koordinaattorikäyttäjä katkaisemalla koordinaattoritason pääsy sovelluskohtaiseen 
sovellukseen (124) ja resetoidaan koordinaattorikäyttäjäpääsytieto ja sessiotieto asiakaslaitteella (120); ja tallennetaan kohdepääsytieto 
sovelluskohtaisella sovelluksella (124) kohdekäyttäjän ensimmäistä automaattista sisäänkirjautumista varten.



A method, device and system for transceiving clinical trial related information between a client device (120) operable by a plurality of 
users and a server apparatus (130, 131), the client device (120) and the server apparatus (130, 131) configured to communicate via a 
data network (150), a proprietary application (124) of the client device (120) comprising a client application of a clinical trial service 
whose server application (133) is running on the server apparatus (130, 131), wherein a coordinator user profile associated with 
coordinator credentials and a subject user profile associated with subject credentials are maintained by the server application (133) at 
the server apparatus (130, 131), the method comprising: receiving the coordinator credentials via a user interface (340) by the 
proprietary application (124), accepting the coordinator credentials in response to determining the coordinator credentials being 
authorized credentials, and logging in the coordinator user by providing coordinator level access to the proprietary application (124); 
receiving, by the proprietary application (124), coordinator input data configured to trigger user change for the client device (120); 
generating and sending, in response to the coordinator input data, a request by the proprietary application (124) to the server application 
(133) indicating the triggered user change; receiving, by the proprietary application (124), subject credentials from the server application 
(133), wherein the subject credentials are associated with the subject user profile generated by the server application (133); logging out 
the coordinator user by disconnecting coordinator level access to the proprietary application (124) and resetting the coordinator 
credentials and session data within the client device (120); and storing the subject credentials By the proprietary application (124) for 
automatic first logging in of the subject user.
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METHOD AND APPARATUS FOR SECURE SETUP OF CLINICAL TRIAL CLIENT

DEVICE

TECHNICAL FIELD

5 [0001] The present application generally relates to clinical trials and securely

setting up client devices for subject users of the clinical trial.

BACKGROUND

[0002] This section illustrates useful background information without admission of 

10 any technique described herein representative of the state of the art.

[0003] New medical innovations, such as new drugs, medical devices, or medical 

applications, are often researched and tested using clinical trials. Trials require more 

than one phase of testing that take several years and cost considerable amounts of 

money to perform.

15 [0004] Clinical trials are typically classified into 4 phases (unless trial is interrupted

or closed). Clinical trials of drugs may not fit into a single phase. For example, some 

clinical trials may blend from phase I to phase II or from phase II to phase III. The drug

development process may normally proceed through all four phases over many years.

If a drug successfully passes through phases I, II and III, the drug may be approved by 

20 a national regulatory authority for use in general population, for example. Phase IV may 

correspond to 'post-approval' studies.

[0005] Each phase has a different purpose and helps researchers answer different 

questions. In phase I trials, researchers test an experimental drug or treatment in a 

small group of people (20-80) for the first time. The purpose is to evaluate its safety 

25 and identify side effects. In phase II trials, the experimental drug or treatment is 

administered to a larger group of people (100-300) to test its efficacy or effectiveness 

and to further evaluate its safety. In phase III trials, the experimental drug or treatment 

is administered to larger groups of people (1,000-3,000) to confirm its effectiveness, 

monitor side effects, compare it with standard or equivalent treatments, and collect 

30 information that will allow the experimental drug or treatment to be used safely. In

phase IV trials, after a drug is approved by a regulatory authority, such as Food and 
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Drug Administration (FDA) in the USA, and made available to the public, researchers 

track its safety, seeking more information about a drug or treatment’s risks, benefits, 

and optimal use.

[0006] Typically, a clinical trial or study is funded by a sponsor, such as a private

5 company, medical or research institution, federal agency, or by an entity established 

by a collaboration of such groups. The sponsor may employ one or more clinical 

investigators or research assistants to oversee administration of and/or monitor the 

study at one or more investigation sites. Each investigation site may include a number 

of study participants.

10 [0007] When a participant in a clinical trial fills in an electronic diary or study, a

client device is used. The device may be used by a plurality of subject users one after 

another, clinical trial after another.

[0008] US 2009313045 A1 discloses a network for medical research and clinical 

trials. US 2015324550 A1 discloses a method for evaluating drug study information to 

15 determine suitability of the drug study information for acceptance by a regulatory

authority. US 2012323796 A1 discloses systems and methods for collecting 

information, verifying authenticity of such information, processing, maintaining, and 

managing such information are described. US 2015039327 A1 discloses a process and 

system for managing the end-to-end process of obtaining research data from patients 

20 and/or participants in a clinical trial. US 2013218594 A1 discloses health care data is 

stored in memory accessible to a server that allows users to access the health care 

data, such as across a communication network.

[0009] Traditionally, when a site coordinator sets up the client device to be handed 

over to the subject user, username and password are delivered to the subject user by 

25 email or simply typed or printed on paper. The client device with an application being

used for processing and/or transceiving data relating to a clinical trial is set up and 

provisioned by site personnel and handed over to a subject user. Resetting currently 

authenticated user session before authentication of the next subject user may needed 

to be done manually by the site personnel.
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[0010] Thus, a solution is needed to enable more secure and efficient resetting of 

earlier session data and providing credentials for the subject user when providing a 

client device to be used in a clinical trial.

SUMMARY

[0011] Various aspects of examples of the invention are set out in the claims.

[0012] According to a first example aspect of the present invention, there is 

provided a computer implemented method for transceiving clinical trial related 

information between a client device operable by a plurality of users and a server 

apparatus, the client device and the server apparatus configured to communicate via 

a data network, a proprietary application of the client device comprising a client 

application of a clinical trial service whose server application is running on the server 

apparatus, wherein a coordinator user profile associated with coordinator credentials 

and a subject user profile associated with subject credentials are maintained by the 

server application at the server apparatus, the method comprising:

receiving the coordinator credentials via a user interface by the proprietary 

application, accepting the coordinator credentials in response to determining the 

coordinator credentials being authorized credentials, and logging in the coordinator 

user by providing coordinator level access to the proprietary application;

receiving, by the proprietary application, coordinator input data configured to 

trigger user change for the client device;

generating and sending, in response to the coordinator input data, a request by 

the proprietary application to the server application indicating the triggered user 

change;

receiving, by the proprietary application, subject credentials from the server 

application, wherein the subject credentials are associated with the subject user profile 

generated by the server application;

logging out the coordinator user by disconnecting coordinator level access to the 

proprietary application and resetting the coordinator credentials and session data 

within the client device; and

storing the subject credentials by the proprietary application for automatic first
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logging in of the subject user.

[0013] In an embodiment, the request comprises an identifier for the subject user.

[0014] In an embodiment, the method further comprises:

logging in the subject user by providing subject level access to the proprietary 

5 application using the subject credentials.

[0015] In an embodiment, the method further comprises:

pre-filling by the proprietary application a login request template with the subject 

credentials.

[0016] In an embodiment, the method further comprises:

10 automatically sending a request by the proprietary application to the server

application to login the subject user using the subject credentials.

[0017] In an embodiment, the method further comprises:

receiving subject user input data by the proprietary application; and

sending a request by the proprietary application to the server application to login 

15 the subject user in response to the received user input data.

[0018] In an embodiment, the subject user input data comprises at least one of the 

following:

detected user input data via the user interface; and

detected biometric data via a biometric sensor of the client device.

20 [0019] In an embodiment, the detected biometric data may comprise fingerprint

data via a fingerprint sensor, iris recognition data via an iris scanner, voice recognition 

data via a voice recognition device, or face recognition data via a face recognition 

device of the client device, for example.

[0020] In an embodiment, the method further comprises:

25 receiving activation data, by the proprietary application, from a sensing device of

the client device, the sensing device comprising a positioning or a movement sensor; 

and

sending a request by the proprietary application to the server application to login 

the subject user in response to the received activation data configured to indicate the 

30 client device being taken into use by the subject user.
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[0021] According to a second example aspect of the present invention, there is 

provided a client device for transceiving clinical trial related information between the 

client device operable by a plurality of users and a server apparatus, the client device 

and the server apparatus configured to communicate via a data network, a proprietary 

application of the client device comprising a client application of a clinical trial service 

whose server application is running on the server apparatus, wherein a coordinator 

user profile associated with coordinator credentials and a subject user profile 

associated with subject credentials are maintained by the server application at the 

server apparatus, the client device comprising:

a communication interface for transceiving information over a network;

at least one memory including computer program code; the at least one memory 

and the computer program code configured to, with the at least one processor, cause 

the client device to:

receive, by the proprietary application, the coordinator credentials via a user 

interface, accepting the coordinator credentials in response to determining the 

coordinator credentials being authorized credentials, and logging in the coordinator 

user by providing coordinator level access to the proprietary application;

receive coordinator input data by the proprietary application configured to trigger 

user change for the client device;

generate and send, in response to the coordinator input data, a request by the 

proprietary application to the server application indicating the triggered user change;

receive, by the proprietary application, subject credentials from the server 

application, wherein the subject credentials are associated with the subject user profile 

generated by the server application;

log out the coordinator user by disconnecting coordinator level access to the 

proprietary application and resetting the coordinator credentials and session data 

within the client device; and

store the subject credentials by the proprietary application for automatic first 

logging in of the subject user.

[0022] According to a third example aspect of the present invention, there is 

provided a computer program embodied on a computer readable non-transitory 
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medium for transceiving clinical trial related information between a client device 

operable by a plurality of users and a server apparatus, the client device and the server 

apparatus configured to communicate via a data network, a proprietary application of 

the client device comprising a client application of a clinical trial service whose server 

application is running on the server apparatus, wherein a coordinator user profile 

associated with coordinator credentials and a subject user profile associated with 

subject credentials are maintained by the server application at the server apparatus, 

the computer program comprising computer executable program code, which when 

executed by at least one processor of the client device, causes the client device to:

receive the coordinator credentials via a user interface by the proprietary 

application, accepting the coordinator credentials in response to determining the 

coordinator credentials being authorized credentials, and logging in the coordinator 

user by providing coordinator level access to the proprietary application;

receive, by the proprietary application, coordinator input data configured to trigger 

user change for the client device;

generate and send, in response to the coordinator input data, a request by the 

proprietary application to the server application indicating the triggered user change;

receive, by the proprietary application, subject credentials from the server 

application, wherein the subject credentials are associated with the subject user profile 

generated by the server application;

log out the coordinator user by disconnecting coordinator level access to the 

proprietary application and resetting the coordinator credentials and session data 

within the client device; and

store the subject credentials by the proprietary application for automatic first 

logging in of the subject user.

[0023] Different non-binding example aspects and embodiments of the present 

invention have been illustrated in the foregoing. The embodiments in the foregoing are 

used merely to explain selected aspects or steps that may be utilized in 

implementations of the present invention. Some embodiments may be presented only 

with reference to certain example aspects of the invention. It should be appreciated 

that corresponding embodiments may apply to other example aspects as well.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0024] For a more complete understanding of example embodiments of the present 

invention, reference is now made to the following descriptions taken in connection with 

the accompanying drawings in which:

embodiment of the invention; and

[0025] Fig 1

embodiment;

shows a schematic drawing of a system of an example

[0026] Fig. 2

embodiment;

shows a block diagram of the server apparatus of an example

[0027] Fig. 3

embodiment;

shows a block diagram of a client device of an example

[0028] Fig. 4 shows a flow chart of operations according to an example

[0029] Fig. 5 shows a flow chart of a process of an example embodiment;

DETAILED DESCRIPTION OF THE DRAWINGS

[0030] An example embodiment of the present invention and its potential 

advantages are understood by referring to Figs. 1 through 5 of the drawings. In this 

document, like reference signs denote like parts or steps.

[0031] Fig. 1 shows a schematic picture of a system 100 according to an example 

embodiment of the invention.

[0032] The system comprises a client device 120 that may comprise a multimedia 

device, a mobile phone, an Internet tablet or a laptop computer, for example. The client 

device 120 is capable of downloading and locally executing software program code. 

The software program code may be a proprietary client application 124 of a service 

whose server application 133 is running on the server apparatus 130 of the system 

100. The client device 120 may comprise a metadata element 121 for creating data 

usable as metadata relating to event entries of the proprietary application 124, such as 

an electronic diary of a participant participating a clinical trial.

[0033] The metadata element 121 may comprise at least one of the following: a 

microphone, a positioning device for determining the current location of the participant 
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apparatus 120, and a local clock. The client device 120 is configured to be connectable 

to a wireless communication network 140 over a wireless connection 122. The wireless 

connection 122 may comprise a mobile cellular network or a wireless local area 

network (WLAN), for example. The wireless communication network 140 may be 

5 connected to a public data communication network 150, for example to the Internet, 

over a data connection 141. The proprietary application 124 may be operable also in 

offline mode and there is no need to have online connection over the network to the 

server 130,131 all the time. In offline mode, the client device 120 may store application 

related data to cache memory and update the data to the server 130, 131 once getting 

10 the online access or at least one of the subject user, the proprietary application or the 

server application triggers or requests to synchronize or upload data, for example.

[0034] In an embodiment, the system 100 comprises a personal device 110 

configured to be capable of capturing clinical trial related data. The personal device 

110 may comprise storage 111 for the trial related data. The storage 111 may comprise 

15 a flash memory card, for example. The personal device 110 is configured to be 

connectable to the client device 120 over a data connection 112. The data connection 

112 may be a wired connection or a wireless connection. The wired connection may 

comprise Universal Serial Bus (USB), High-Definition Multimedia Interface (HDMI) or 

local area network (LAN), for example. The wireless connection may comprise 

20 Bluetooth™, Radio Frequency Identification (RF-ID) or wireless local area network

(WLAN), for example.

[0035] The personal device 110 is configured to send captured data over the data 

connection 112 to the client device 120. Such transmittal may be initiated by a 

participant of the personal device 110, by a participant of the client device 120, or 

25 automatically based on settings. Such settings may comprise for example time of the 

day, amount of newly captured clinical trial related data or existence of the data 

connection 112 for the personal device 110.

[0036] In an embodiment, a subject user of a clinical trial may utilise a client device 

120 for generating and transmitting clinical trial related data to a server apparatus 130, 

30 131. Additionally, a personal device 110 may be used but not necessarily.
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[0037] The clinical trial related data may be sent from the client device 120 to the 

system server 130. At the system server 130, the received data may be analysed, 

corrected and processed further according to the clinical trial rules and regulations.

[0038] Clinical trial related data may comprise at least one of the following:

clinical trial data of a subject user, based on an electronic diary or study of a 

subject user, for example; and

pre-clinical trial data of the subject user, such as registering data for the subject 

user, consenting data for the subject user or re-consenting data for the subject user, 

for example. Re-consenting may be needed if clinical trial protocol is changed, for 

example.

[0039] In an embodiment, a client device 120 is setup for the subject user of the 

clinical trial. A proprietary application of the client device comprises a client application 

of a clinical trial service. The client application may be configured to carry out steps 

relating to the clinical trial related data.

[0040] In an embodiment, the proprietary application 124 may comprise a plurality 

of client applications. A first client application may comprise an electronic consenting 

application comprising login/setup process according to embodiments disclosed. Such 

electronic consenting application may be used before the actual clinical trial begins for 

the subject user. A second client application may comprise a data capturing application 

of the clinical trial for the subject user.

[0041] In an embodiment, a first client application may comprise a registration 

application for a subject user. In response to the subject user registration is completed, 

a second client application may be downloaded or pushed to the client device. The 

second client application may comprise, for example, consenting and/or data capturing 

application provisioned for the clinical trial that the subject user is assigned to.

[0042] In an embodiment, Single Sign-On (SSO) may be used for access control 

or subject user identifying for at least one client application. The SSO may also relate 

to a non-proprietary application.

[0043] In an embodiment, a client application may comprise a browser application 

configured to carry out steps to configure and setup the client device for the subject 

user according to embodiments disclosed.
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[0044] In an embodiment, a client application may comprise a setup application 

configured to carry out steps to configure and setup the client device for the subject 

user according to embodiments disclosed. Once the setup is done, a second client 

application, such as a web browser, may be taken into use.

5 [0045] Any of the proprietary application related embodiments may be used

independently, combined or selectively combined, but not limited to the disclosed 

embodiments. No matter proprietary application is used, the proprietary application 

may be also be understood as a client application (such as a browser) configured to 

be used for a proprietary purpose, such as for setting up a client device for the subject 

10 user, for example.

[0046] In an embodiment, “Bring Your Own Device” (BYOD) may be used by the 

subject user as the client device. BYOD device allows the subject user in a clinical trial 

to use their own computer devices to access and respond to study related 

questionnaires. BYOD device may comprise, for example, a smart phone, a laptop, a 

15 desktop PC, a user wearable smart device or an Internet enabled TV.

[0047] In an embodiment, in BYOD case, the client device may be already 

authorized for the subject user before registering or consenting for a clinical trial. A 

proprietary application may be provisioned in a second device and after provisioning 

the proprietary application within the second device, the proprietary application may be 

20 sent to the client device, the BYOD device in this case, for the subject user. Subject 

credentials can be sent to the BYOD device encrypted, using public key cryptography, 

for example.

[0048] In an embodiment, a kiosk mode device may be used by the subject user as 

the client device 120. The kiosk mode may comprise, for example, a kiosk application 

25 124 run in the client device 120 providing a mechanism for a yes/no prompt on a kiosk

application screen online. Another mechanism is inputting consent form at the kiosk 

application screen online, letting the subject user to sign it and feed it back into the 

kiosk mode, e.g. within the electronic diary. Regardless of the method of signing, the 

consent obtained is digitally stored in the consent database and the consent event is 

30 recorded in the system.
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[0049] In an embodiment, a kiosk mode device may be used in a coordinator mode 

using coordinator credentials and in a subject user mode using subject credentials 

regardless of what applications, proprietary application and/or any kind of client 

applications as disclosed in different embodiments, are executed in the kiosk mode 

5 device.

[0050] The subject user may be a human or an animal. In case of the animal, an 

owner of the animal may operate the client device 120 and provide necessary 

interaction with the system 100 or the animal may be wearing a personal device 110, 

for example.

10 [0051] In an embodiment, the system 100 comprises a server apparatus 130, which

comprises a storage device 131 for storing clinical trial related information, such as 

electronic diary data, event logs and metadata received over a data connection 151, 

user profile information of participants, credentials, history information of participants, 

clinical trial information, consenting data, registration data, client software application

15 data and server software application data, for example.

[0052] In an embodiment, the system 100 may further comprise other participant 

apparatuses 160, connected to the network 150 over connection 161, wherein tasks 

relating to the service system may be processed. The participant apparatus 160 may 

comprise the participant apparatus of a coordinator or administrator of the clinical trial, 

20 for example.

[0053] Different apparatuses 110, 120, 130, 160, 170 may provide clinical trial 

related information to be maintained in the service system 100. The information may 

be maintained as a collaborative clinical trial record 132 within the server apparatus 

130, 131. The collaborative record 132 may comprise any trial related information 

25 provided by different participants, the service system or sensors, for example.

[0054] Furthermore, the coordinator of an apparatus 160 may define trial targets 

and recommendations. The system service 130, 131 and its server application 133 

may receive participant data and/or an event log relating to clinical trial generated by 

the proprietary application 124 of the client device 120 as input and process the 

30 received data.
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[0055] In an embodiment, a server apparatus 130 maintains, by a service provider 

such as a sponsor or organizer of the clinical trial, the service system data, such as 

clinical trial related records. Each record may be identified using a unique identifier. 

Furthermore, a subject user identifier may be used to identify each subject user. The 

subject user identifier may comprise, for example a unique number, string or an e-mail 

address, for example. In general, participant identifier must be unique but not 

something based on which someone can recognize or identify the user.

[0056] Information relating to clinical trial records, or event logs corresponding to 

event entries of an electronic diary, or any other participant related data, may be 

transmitted to the server 130 from a plurality of apparatuses 110, 120, 160 over the 

network 150. Eventually, the received service data is maintained, by an operator, at 

the server 130 comprising storage device 131, wherein the data being available for 

participants having access to that particular record. Furthermore, metadata associated 

with the service data may also be stored in the server 130 or storage device 131, such 

as location information, time information, or a device identifier, for example.

[0057] In an embodiment, clinical trial related data generated by a participant may 

be transferred to a server apparatus 130 over different paths. A first path may comprise 

sending data captured by a proprietary application (e.g. a clinical trial client application) 

of a client device 120 over a wireless communication network 122, 140, 141 and public 

data communication network 150, 151 to the server apparatus 130. A second path may 

comprise sending data captured by a default application (e.g. a browser) of a client 

device 120 over a wireless communication network 122, 140, 141 and public data 

communication network 150, 151 to the server apparatus 130. A third path may 

comprise sending data captured by a personal device 110 (such as user wearable 

sensor) to the client device 120 over connection 112 and therefrom over a wireless 

communication network 122, 140, 141 and public data communication network 150, 

151 to the server apparatus 130. A fourth path may comprise sending data captured 

by the device 110 to a computer apparatus 120 and therefrom over the connection 123 

and the public data communication network 150, 151 to the server apparatus 130.

[0058] In an embodiment, the proprietary application in the client device 120 may 

be a client application of a service whose server application is running on the server 
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apparatus 130 of the system 100. The proprietary application may capture the data for 

the first path. Also metadata for the captured multimedia may be retrieved by the 

proprietary application from the metadata elements 121 of the client device 120. For 

the second path, the data captured by the default application may be imported to the 

proprietary application before transmitting to the server apparatus 130. The proprietary 

application may check the data and extract and apply metadata for the data. For the 

third path, the data may be captured by the external device 110 and transmitted to the 

proprietary application of the client device 120 for sending to the server apparatus 130. 

The proprietary application may check the data and extract and apply metadata for the 

multimedia data. A participant may provide additional metadata using the client device 

120. For the fourth path, the data may be captured by the external device 110 and 

transmitted to a communication application of a computer apparatus 120. The 

communication application may check the multimedia data and extract and apply 

metadata for the multimedia data. The participant may provide additional metadata 

using the computer apparatus. In a further embodiment, the participant may access the 

data on the server apparatus and provide additional metadata.

[0059] In an embodiment, a proprietary or client application 164 in the user 

apparatus 160 (e.g. administrator apparatus) may be an administrator application of a 

service whose server application is running on the server apparatus 130 of the system 

100.

[0060] In an embodiment, the personal device 110 may comprise a user wearable 

device communicating with the apparatus 120 over a local connection 112. The local 

connection 112 may comprise, for example, at least one of the Bluetooth, Radio 

Frequency Identification (RF-ID), near field communication (NFC) or other wireless 

non-cellular connection. The wireless non-cellular connection may comprise industrial, 

scientific and medical (ISM) radio bands that are radio bands (portions of the radio 

spectrum) reserved internationally for the use of radio frequency (RF) energy for 

industrial, scientific and medical purposes, for example. The local connection 112 may 

also comprise non-RF connection, such as Light Fidelity (Li-Fi), for example. 

Alternatively, the user wearable device 110 may be comprised by the apparatus 120, 

as illustrated by an integrated apparatus 120-121. The user wearable device 110 may 
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also comprise a wearable garment. The apparatus 110,120 may be for example a wrist 

wearable user apparatus.

[0061] In an embodiment, the personal device 110, such as a user wearable device, 

may be paired with the client device 120. Pairing may be based on device identifiers of

5 the devices 110, 120 and pairing information may be maintained within the subject user 

profile associated with the subject.

[0062] Furthermore, the personal device 110 may be connected to the network 150 

over local connection 113 corresponding to connection 123, for example.

[0063] In an embodiment, a communication interface module of the device 120 may

10 comprise location modules for tracking location of the portable apparatus 120. Such 

location modules may comprise a module for providing a connection to satellite based 

global positioning system (e.g. GPS, not shown), a module for cellular based 

positioning system, a module for wireless non-cellular positioning system (e.g. Wi-Fi) 

or a module for hybrid positioning system, for example. The positioning system may

15 also be used for user speed detection, altitude detection, route detection and route 

planning for various embodiments.

[0064] In an embodiment, the client device 120 may be connected over a wireless 

or wired connection to a wide area network 150, such as Internet. Router apparatuses 

(not shown) may be used for providing the access to a wide area network 150. The 

20 access may comprise cellular or non-cellular connection.

[0065] In an embodiment, a proprietary application 124 in the device 120 may be a 

client application of a service whose server application is running on the server 

apparatus 130 of the system 100. The proprietary application 124 may capture the user 

input data for the service and provide the user output data from the service.

25 [0066] The server 130 may also provide a cloud service for the portable device 120

data. Optionally, further apparatuses may be added, such as peripheral devices for 

maintaining, providing or processing the portable device 120 data and communication 

devices for connecting the peripheral devices to the system 100.

[0067] In an embodiment, the system 100 may further comprise an external 

30 database 170. The external database 170 may be accessible to the network 150 over 
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connection 171. The database 170 may have corresponding structure as the server 

apparatus 130, 131, for example.

[0068] An electronic diary is a tool used during a clinical trial to register assessment 

of a participant’s condition (e.g. symptom severity, quality of life) by the participant. The 

5 electronic diary registers data in a storage device and allows for automatically 

monitoring the time the entry was made. Frequent recording of symptoms using a diary 

helps to reduce recall bias. Electronic diaries enable entries are made as scheduled, 

and not, for example, in a batch immediately before the clinic visit. Electronic diaries 

also enable finding out if a participant takes the medication according to the treatment 

10 schedule, which is important during clinical trials. Investigators, on the other hand, are 

assessing the received data that was registered by the electronic diary.

[0069] In an embodiment, information relative to a clinical trial between a client 

device 120 operable by a plurality of users and a server apparatus 130 is transceived. 

The client device 120 and the server apparatus 130 are configured to communicate via 

15 a data network 150. A proprietary application 124 of the client device 120 is a client 

application of a clinical trial service whose server application 133 is running on the 

server apparatus 130, wherein a coordinator user profile associated with coordinator 

credentials and a subject user profile associated with subject credentials are 

maintained by the server application 133 at the server apparatus 130. The proprietary 

20 application 124 may comprise, for example, the electronic diary tool or any kind of client 

application as disclosed in different embodiments, such as an electronic consenting 

application, for example.

[0070] The coordinator credentials may be received via a user interface by the 

proprietary application 124, 164, and the coordinator credentials accepted in response 

25 to determining the coordinator credentials being authorized credentials, and logging in 

the coordinator user by providing coordinator level access to the proprietary application 

124, 164.

[0071] Furthermore, coordinator input data may be received by the proprietary 

application 124, 164 configured to trigger user change for the client device 120. A 

30 request may be generated and sent by the proprietary application 124,164 in response 
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to the coordinator input data, to the server application 133 indicating the triggered user 

change.

[0072] In an embodiment, coordinator input data may be received by the proprietary 

application 124 configured to trigger user change within the client device 120. A request 

5 may then be automatically generated and sent by the proprietary application 124 to the

server application 133 indicating the triggered user change. In response to the request, 

subject credentials may be received by the client device 120, for example.

[0073] In an embodiment, coordinator input data may comprise any input data 

indicating user change for the client device, setup for the client device, setup for the 

10 proprietary application or merely exit function (trigger “exit” via user interface) by the 

coordinator to close the coordinator session and initiate subject user login, for example.

[0074] Then again, subject credentials may be received by the proprietary 

application 124 from the server application 133, wherein the subject credentials are 

associated with the subject user profile generated by the server application 133. The 

15 coordinator user may be logged out by disconnecting coordinator level access to the

proprietary application 124 and resetting the coordinator credentials and session data 

within the client device 120, and the subject credentials may be stored by the 

proprietary application 124 for automatic first logging in of the subject user.

[0075] In an embodiment, the request may be sent, in response to the coordinator 

20 input data, by the proprietary application 124 to the server application 133 indicating 

the triggered user change and comprising an identifier for the subject user.

[0076] An electronic diary may comprise a computer-implemented client software 

application for a participant of a clinical trial to record data for the clinical trial. The 

electronic diary may also comprise a computer-implemented web browser application.

25 The electronic diary may also comprise a combination of a client software application 

and a browser application.

[0077] The electronic diary allows only registered participant to record data. 

Typically, the electronic diary may remind the participant to fill in data at scheduled time 

according to a trial protocol and may present only questions the participant should 

30 answer at that time, for example. In addition, the electronic diary may time stamp the 
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recorded data and maintain an audit trail of changes to the data in order to ensure the 

integrity and validity of the clinical trial related data.

[0078] The use of electronic diaries is regulated by laws and guidelines from local 

authorities as well as GCP (Good Clinical Practice). These regulations typically require

5 that clinical trial participants are authenticated prior to entering the proprietary 

application 124, such as electronic diary, to ensure that participant privacy is not 

compromised and to ensure that the data is recorded by the participant and not by 

someone else. Secure subject user credentials may be generated and allocated by the 

server application 133 running at the server apparatus 130.

10 [0079] In an embodiment, the proprietary application 124 may require login

identification information to participants allowed to use the proprietary application 124. 

The identification information may comprise credentials, such as a participant login 

name and an associated password. The term “participant” refers to a person (such as 

e.g. a subject user, a guardian of the subject user, a care giver of the subject user, or

15 an observer of the subject user or an animal, for example) using the proprietary 

application 124, such as an electronic diary, to record and submit participant-reported 

data (such as participant diary data or other related clinical data, or a person (e.g. a 

subject user) receiving information regarding a clinical trial during an electronic 

informed consent session, for example) for use in clinical trials run by pharmaceutical

20 industry, for example. Typically, the participant needs to be registered before allowed 

in the clinical trial. The participant may utilize an electronic diary 124 within a client 

device 120 (such as a smart phone, a personal digital assistant, a tablet or a laptop 

computer, for example) to record and send participant data.

[0080] In an embodiment, registration of a subject user for the clinical trial may take

25 place before consenting of the subject user, or together with the consenting session. 

Registration and/or consenting can also take place when the clinical trial starts, for 

example when the subject user gets the client device to be used for the clinical trial 

and/or consenting. Registration and/or consenting may be carried out using a 

proprietary application comprising a client application, a client plugin or a client web

30 session, for example.
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[0081] In an embodiment, a client device 120 may be used by a plurality of 

participants. In such case the client device 120 may generate event entries or other 

clinical trial related data by different users to be transmitted to the server 130,131 using 

the same client device identifier. When handing the client device 120 from first user 

5 (e.g. coordinator) to second user (e.g. subject user), the first user’s session data needs

to be reset and credentials for the second user easily and securely provided.

[0082] Participant data and an identifier of the participant are received at a 

participant data collector server 130, 131 by the server application 133. The participant 

data is entered by the participant using the client device 120 or a personal device 110 

10 without user input. Thus, the participant data is recorded by the proprietary application

124 that sends the participant data to the server application 133. The personal device 

110, such as a wearable device, may independently send data to the server 130, 131 

or to the proprietary application 124, to be appended to the participant data. In case 

the personal device 110 sends independently the data to the server 130, 131, the 

15 personal device may transmit an event log corresponding to event entries of an 

electronic diary of a participant of a clinical trial, wherein the event log is generated in 

the personal device, and the event log comprising an event identifier and an event 

timestamp for at least one event entry that can be associated to participant data for 

investigation at the server 130, 131 based on a device identifier or participant identifier, 

20 for example.

[0083] A typical clinical trial begins with the construction of a clinical protocol that 

describes how a trial is to be performed, what data elements are to be collected, and 

what medical conditions need to be reported immediately to the pharmaceutical 

sponsor and the regulatory authority, such as Food and Drug Administration (FDA) in 

25 the USA, for example. The clinical protocol and its author are the ultimate authority on 

the conduct of the clinical trial. This protocol is the basis for every action performed by 

multiple players in diverse locations during the entire conduct of the trial. Any deviations 

from the protocol specifications, no matter how well intentioned, threaten the viability 

of the data and its usefulness for the regulatory authority, such as Food and Drug 

30 Administration (FDA) submission in the USA, for example.
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[0084] Participant compliance is important for a clinical trial. Participant may be 

required to take medication and follow the regimen at times specified by the protocol. 

Additionally, an electronic diary is filled to provide participant data at times specified by 

the protocol. For instance, the protocol may specify that the participant needs to take 

5 certain drug at certain times. The protocol may define, for example, that certain drug

should be taken on Day1 and report symptoms on Day2 and again on Day3, Day4, 

Day5, etc., each entry with their own date/timestamp.

[0085] Consent to participate in a clinical trial should be obtained. A list of registered 

users may be provided with consent information. Furthermore, for whom consent was 

10 obtained can be outputted and forwarded to an entity involved in the clinical trial.

Typically, this is a drug company.

[0086] Because participant confidentiality is important, anonymity of a person 

meeting the specified criteria must be preserved. The process of obtaining consent 

may include meeting specified criteria for approval to participate in the clinical trial.

15 [0087] In an embodiment, the method can first include the steps of obtaining

consent or authorization of the prospective participant, obtaining identifying information 

from the prospective participant, and generating personal identifying information, for 

example. The personal identifying information can comprise biometric data and 

information.

20 [0088] Secure setting up a client device 120 for clinical trial related information,

such as consenting, re-consenting or the clinical trial subject user data, has certain 

problems or drawbacks. Method for providing credentials, such as a username and a 

password may not be universally convenient or successful for every participant as there 

could be number of complications. One may not have an email account, a printer may

25 not be available or it simply can lack paper or ink etc. Again, the password generated 

may be long, complex and characters may be difficult to distinguish from each other (I, 

I, 1; O, 0; vvvv, ww, for example), thus making the input of the credentials tedious and 

cumbersome. Also, the client device 120 in use, especially if a touch device in question 

may be a new experience (as a device type) to a subject user, making the data input

30 event of username and password even further difficult to execute.
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[0089] Re-consenting may be needed, for example, if the clinical trial protocol or 

the original consent is invalid or there has been a substantial change to the research 

or trial protocol or to the subject user’s condition since the time of the original consent, 

such that research participation may no longer be consistent with the subject’s 

5 preferences and interests and the subject may need to reconsider the decision.

[0090] Typically, clinical trial including needed consenting steps may last for years. 

Thus, the client device used by the subject user may become obsolete, break down, or 

have some malfunctions during that time. It may be that the client device cannot be 

repaired, for example due to lack of spare parts, such as batteries. In such case, for 

10 example, the embodiments disclosed enable setting up the replacement client device.

[0091] Furthermore, a subject user in device handover situation may find using the 

device difficult due physical attributes of the user. For example, fingers may be too 

large compared to active areas on screen, keyboard keys are too small for a finger, 

coordination of movement of fingers is difficult due to a disease (e.g. Parkinson’s 

15 disease) or similar condition.

[0092] Further problems may relate to password/username, such as an unfamiliar 

or strange character may be difficult to locate in a keyboard or it may be difficult for the 

subject user to see and understand different user interfaces and states of the user 

interface, e.g. when a key is pressed the key changes from inactive to active state.

20 Other usability challenges may exist relating to virtual keyboard, Caps Lock, and 

disturbing notifications presented to the user, for example.

[0093] Only exemplary problems are mentioned to illustrate the challenges for the 

subject user to fill in secure user credentials for the proprietary application 124 to 

transceive clinical trial related data(pre-trial, on-trial or post-trial).

25 [0094] The problem is evident and disturbing mostly in user experience perception

of the service, hence rendering the overall service difficult or slow to use. Limiting the 

problem as much as possible would allow clear benefit for service provider and subject 

user as more efficient, easier to use and faster clinical trial data transceiving between 

the proprietary application 124 and the service application 133.
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[0095] Fig. 2 presents an example block diagram of a server apparatus 130 in 

which various embodiments of the invention may be applied. All elements described in 

Fig. 2 are not necessary to be implemented in the same apparatus 130.

[0096] The general structure of the server apparatus 130 comprises a processor 

210, and a memory 220 coupled to the processor 210. The server apparatus 130 

further comprises software 230 stored in the memory 220 and operable to be loaded 

into and executed in the processor 210. The software 230 may comprise one or more 

software modules and can be in the form of a computer program product. The software 

230 may comprise a server application 133 of Fig. 1.

[0097] The processor 210 may be, e.g., a central processing unit (CPU), a 

microprocessor, a digital signal processor (DSP), a graphics processing unit, or the 

like. Fig. 2 shows one processor 210, but the server apparatus 130 may comprise a 

plurality of processors.

[0098] The memory 220 may be for example a non-volatile or a volatile memory, 

such as a read-only memory (ROM), a programmable read-only memory (PROM), 

erasable programmable read-only memory (EPROM), a random-access memory 

(RAM), a flash memory, a data disk, an optical storage, a magnetic storage, a smart 

card, or the like. The server apparatus 130 may comprise a plurality of memories. The 

memory 220 may be constructed as a part of the server apparatus 130 or it may be 

inserted into a slot, port, or the like of the server apparatus 130 by a participant. The 

memory 220 may serve the sole purpose of storing data, or it may be constructed as a 

part of an apparatus serving other purposes, such as processing data.

[0099] The communication interface module 250 implements at least part of data 

transmission. The communication interface module 250 may comprise, e.g., a wireless 

or a wired interface module. The wireless interface may comprise such as a WLAN, 

Bluetooth, infrared (IR), radio frequency identification (RF ID), GSM/GPRS, CDMA, 

WCDMA, LTE (Long Term Evolution) or 5G radio module, for example. As the radio 

technologies are evolving and new replacing systems being developed, the new 

developed technologies can be used for the communication interface module 250 in 

view of different embodiments disclosed. The communication interface module 250 

may also comprise non-RF connection, such as Light Fidelity (Li-Fi). The wired 
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interface may comprise such as Ethernet or universal serial bus (USB), for example. 

The communication interface module 250 may be integrated into the server apparatus 

130, or into an adapter, card or the like that may be inserted into a suitable slot or port 

of the server apparatus 130. The communication interface module 250 may support 

one radio interface technology ora plurality of technologies. Configuration information 

between the client device 120 and the system server 130 may be transceived using 

the communication interface 250. Similarly, account creation information between the 

system server 130 and a service provider may be transceived using the communication 

interface 250.

[00100] An application server 240 provides application services e.g. relating to the 

participant accounts stored in a participant database 270 and to the service information 

stored in a service database 260. Different application services may be provided to 

different users, such as the first user (client participating the clinical trial), the second 

user (coordinator/administrator of the trial) and the third user (sponsor of the trial). The 

application server 240 may comprise a server application 133 of Fig. 1.

[00101] A skilled person appreciates that in addition to the elements shown in Fig. 

2, the server apparatus 130 may comprise other elements, such as microphones, 

displays, as well as additional circuitry such as input/output (I/O) circuitry, memory 

chips, application-specific integrated circuits (ASIC), processing circuitry for specific 

purposes such as source coding/decoding circuitry, channel coding/decoding circuitry, 

ciphering/deciphering circuitry, and the like.

[00102] Fig. 3 shows a block diagram of a client device 120 of an example 

embodiment. In an embodiment, a sensor 360, 370 may be implemented as a separate 

device 370 communicating via the communication interface 350 with the client device 

120, or as an integrated sensor 360 within the device 120. The user interface 340 may 

be implemented also in another device connected via a communication interface 350 

to the device 120. Such device may comprise a mobile phone, a smart phone, or a 

tablet, for example. In an embodiment, the device 120 may communicate with a 

plurality of sensors 360, 370, both internal and external sensors, and of a plurality of 

participants. In an embodiment, the sensor 360 may also comprise a camera for 

capturing multimedia data to be submitted to the server apparatus 130, 131 as 
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participant data, event data for the clinical trial, for determination of preliminary trauma 

information or for creating multimedia data, for example.

[00103] The general structure of the device 120 comprises a user interface 340, a 

communication interface 350, a processor 310, and a memory 320 coupled to the 

processor 310. The device 120 further comprises software 330 stored in the memory 

320 and operable to be loaded into and executed in the processor 310. The software 

330 may comprise one or more software modules and can be in the form of a computer 

program product. Not all elements of Fig. 3 are necessary but optional for the portable 

apparatus 120, such as the sensor 360, 370.

[00104] In an embodiment, a proprietary application 124 of Fig. 1, such as an 

electronic diary, an electronic consenting application or an electronic registration 

application, is a computer-implemented client software application 330 for a subject 

user of a clinical trial to record data for the clinical trial. The proprietary application may 

also comprise a computer-implemented web browser application. The electronic diary 

may also comprise a combination of a client software application and a browser 

application.

[00105] The processor 310 may be, e.g., a central processing unit (CPU), a 

microprocessor, a digital signal processor (DSP), a graphics processing unit, or the 

like. Fig. 3 shows one processor 310, but the device 120 may comprise a plurality of 

processors.

[00106] The memory 320 may be for example a non-volatile or a volatile memory, 

such as a read-only memory (ROM), a programmable read-only memory (PROM), 

erasable programmable read-only memory (EPROM), a random-access memory 

(RAM), a flash memory, a data disk, an optical storage, a magnetic storage, a smart 

card, or the like. The device 120 may comprise a plurality of memories. The memory 

320 may be constructed as a part of the device 120 or it may be inserted into a slot, 

port, or the like of the device 120 by a user. The memory 320 may serve the sole 

purpose of storing data, or it may be constructed as a part of an apparatus serving 

other purposes, such as processing data.

[00107] The user interface 340 may comprise circuitry for receiving input from a user 

of the device 120, e.g., via a keyboard, a touchpad, a motion sensor, a touch-screen 
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of the device 120, speech recognition circuitry, gesture recognition circuitry or an 

accessory device, such as a headset or a remote controller, for example. Furthermore, 

the user interface 340 may comprise circuitry for providing output for the user via a 

display, a speaker, a touch-sensitive display or a tactile feedback device, for example. 

[00108] In an embodiment, a user may speak during the clinical trial when generating 

electronic consent or electronic diary relating to sensations during the trial and the 

speech is automatically converted to feedback information for the system. Thus 

feedback is always up-to-date and accurate.

[00109] The communication interface module 350 implements at least part of data 

transmission. The communication interface module 350 may comprise, e.g., a wireless 

or a wired interface module. The wireless interface may comprise such as a WLAN, 

Bluetooth, infrared (IR), radio frequency identification (RF ID), NFC, GSM/GPRS, 

CDMA, WCDMA, LTE (Long Term Evolution) or 5G radio module. As the radio 

technologies are evolving and new replacing systems being developed, the new 

developed technologies can be used for the communication interface module 350 in 

view of different embodiments disclosed. The communication interface module 350 

may also comprise non-RF connection, such as Light Fidelity (Li-Fi). The wired 

interface may comprise such as universal serial bus (USB), for example. The 

communication interface module 350 may be integrated into the device 120, or into an 

adapter, card or the like that may be inserted into a suitable slot or port of the device 

120. The communication interface module 350 may support one radio interface 

technology or a plurality of technologies. The communication interface module 350 may 

support one wired interface technology or a plurality of technologies. The device 120 

may comprise a plurality of communication interface modules 350.

[00110] In an embodiment, the communication interface module 350 may comprise 

location modules for tracking location of the device 120. Such location modules may 

comprise a module for satellite based global positioning system (e.g. GPS), a module 

for cellular based positioning system, a module for wireless non-cellular positioning 

system (e.g. Wi-Fi) or a module for hybrid positioning system, for example.

[00111] In an embodiment, the communication interface 350 with a satellite based 

global positioning system (e.g. GPS) may detect altitude of the participant to provide
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an estimate of thinness of air. Such estimate of air thinness may be used as input for

determining characteristics of the event for the electronic diary.

[00112] A skilled person appreciates that in addition to the elements shown in Fig.

3, the device 120 may comprise other elements, such as microphones, speakers,

5 sensors, cameras, as well as additional circuitry such as input/output (I/O) circuitry, 

memory chips, application-specific integrated circuits (ASIC), processing circuitry for 

specific purposes such as source coding/decoding circuitry, channel coding/decoding 

circuitry, ciphering/deciphering circuitry, and the like. Additionally, the client device 120 

may comprise a disposable or rechargeable battery (not shown) for powering when

10 external power if external power supply is not available.

[00113] In an embodiment, the client device 120 comprises speech or gesture 

recognition means. Using these means, a pre-defined phrase or a gesture may be 

recognized from the speech or the gesture and translated into control information for 

the device 120.

15 [00114] In an embodiment, the disclosed solution automatically takes care of manual

login procedure on behalf of the subject user.

[00115] A site coordinator may log in, and create or pick readymade account 

credentials (username and password) for the subject user via the proprietary 

application 124. The selected credentials are received from the server application 133.

20 The coordinator may then log off manually or is logged off automatically. The created 

subject user credentials are not cleared from the client device memory 320 but are 

saved for optionally recovery purposes and especially for the login step of the subject 

user. The login step can automatically use the received subject user credentials for 

logging in and authentication on behalf of the subject user.

25 [00116] In case of auditing ordue to other reasons, if for example regulations prevent

or discourage automatic logging in, the subject user may be provided with a “log in” 

function or touch sensitive key on the user interface 340 to be triggered in order to 

record, indicate or control the exact time when the subject interaction started. Another 

reason for leaving the “log in” function triggering to the subject user may be the use of

30 digital signing, e.g. by fingerprint sensor 360, 370, prior to or during logging in, wherein 
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the signing by subject user’s fingerprint may be used in later phases of the clinical trial 

process.

[00117] Alternatively, if the client device 120 is known to be used only in controlled 

or on restricted areas, premises, situation or network, then default or automated set

up procedure could be applied. Here, an active coordinator contribution is not 

necessarily required otherwise but only to put the client device 120 available for the 

subject user to pick it up for the clinical trial. The client device 120 could allow, by the 

proprietary application 124, simple automatic or manual function of “create new user” 

or “pick from list” relating to the subject user. In simplest form, the subject user can 

make or initiate the setup simply by taking the client device 120 into use. Taking the 

client device 120 into use could be based on event such as: movement of the client 

device 120 (e.g. pitch, yaw, roll, moving in x-y-z coordinate space), powering-up, 

launching an application (e.g. proprietary application 124), activating an application 

(e.g. proprietary application 124), manipulating application (e.g. proprietary application 

124) or client device 120 control items such as button, enablement of client device 120 

network connection or physical positioning (coordinates). After the set-up action, the 

client device 120 with an application (e.g. proprietary application 124) could provision 

the subject user automatically as an authenticated user for the clinical trial.

[00118] Fig. 4 shows a flow chart of operations according to an example embodiment 

of the invention.

[00119] First in step 410, coordinator credentials are received via a user interface 

340 of the client device 120 by the proprietary application 124, and the coordinator 

credentials are accepted in response to determining the coordinator credentials being 

authorized credentials, and logging in the coordinator user by providing coordinator 

level access to the proprietary application 124.

[00120] Second in step 420, the coordinator is logged in for using the proprietary 

application 124 with coordinator access rights and may trigger administrative tasks and 

processes relating to subject users and the clinical trial data.

[00121] Third in step 430, a subject user may be determined and subject user’s 

username and password may be fetched from the server application 133 (backend 

system) while the coordinator user is logged in and working on the client device 120.
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[00122] Fourth in step 440, the coordinator user activates the automatic switch 

procedure, so that the coordinator user session information is cleared 460 from the 

client device 120 and/or the server application 133 (backend system), while the subject 

user information (username and password) are kept on the client device 120.

5 [00123] In an embodiment, the proprietary application 124 may go to default state

(login view, for example) when the coordinator logs out in step 450. The subject user’s 

username and password can be used to automatically pre-fill the login input fields 

(username and password) or used in direct network login request to the server 

application 133 of the backend system.

10 [00124] Order of logout of coordinator 450 and reset procedure 460 to reset

coordinator session data may vary and they can be performed in any order or 

simultaneously.

[00125] Keeping the subject user’s username and password in the system can be 

done in practice by storing them on the client device 120 persistent storage 320 and/or 

15 kept in application 330 or device memory. Using these credentials automatic login 

procedure 470 can be done by creating a login request to the server 130 and the server 

application 133.

[00126] The proprietary application 124 may go to default state (login view, for 

example) after coordinator logout step 450. The kept subject user’s username and 

20 password may be used to pre-fill the login input fields (username and password) for 

login step 475 or used in direct network login request 470 to the backend system.

[00127] In an embodiment, the subject user can manually press a login button with 

the pre-filled username and password input fields as in step 475 if completely 

automated end-to-end login process 470 is not desirable.

25 [00128] In step 480, the subject user is logged in, i.e. authenticated, and continue

using the client device 120 and the proprietary application 124 for the clinical trial until 

logging out the subject user as in step 490.

[00129] In an embodiment, steps 410-440 may correspond to manual interactions 

between the coordinator and the proprietary application 124, steps 450-470 to 

30 automatic interactions by the service system and/or the proprietary application 124,
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and steps 475-490 to manual interactions between the subject user and the proprietary

application 124.

[00130] In an embodiment, an alternative solution of operations is where the

coordinator user steps 410-470 are automated by the system.

[00131] In such embodiment, the coordinator user provides the client device 120 to 

be available for use in a designated area. A subject user may then take the client device 

120 into use and credentials, such as username and password are fetched from the 

proprietary application 133 of the backend system. This can be done prior or while the 

subject user takes the client device 120 into use or while the subject user is already 

using the client device 120.

[00132] The subject user can manually activate the automatic login procedure (e.g. 

by pressing a button with text: “start”) or it can be initiated automatically as the client 

device 120 is taken into use.

[00133] Optionally, the subject user can manually press the login button with pre

filled username and password input fields if completely automated end-to-end login 

process is not desirable.

[00134] Stored credentials of the subject user comprising username and password 

can be used to pre-fill the login input fields (username and password) or used in direct 

network login request to the server application of the backend system and no manual 

interaction is required from the subject user. Then, the subject user is logged in, i.e. 

authenticated, and the subject user may continue using the client device 120 and the 

proprietary application 124.

[00135] In an alternative version described above, the coordinator user could also 

verify after logout of each subject user that the client device 120 is still operational and 

optionally reset the client device 120 for new use. Here it would be possible also that 

the subject user credentials are created beforehand for the next subject user.

[00136] Fig. 5 shows a flow chart of a process according to an example embodiment 

of the invention.

[00137] A computer implemented method starts in step 510. The computer 

implemented method is suitable for transceiving clinical trial related information 

between a client device operable by a plurality of users and a server apparatus, 
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wherein the client device and the server apparatus are configured to communicate via 

a data network. A proprietary application of the client device may be a client application 

of a clinical trial service whose server application is running on the server apparatus, 

wherein a coordinator user profile associated with coordinator credentials and a subject 

user profile associated with subject credentials are maintained by the server application 

at the server apparatus.

[00138] In step 520, the coordinator credentials are received via a user interface by 

the proprietary application, the coordinator credentials are accepted in response to 

determining the coordinator credentials being authorized credentials, and the 

coordinator user is logged in by providing coordinator level access to the proprietary 

application.

[00139] In step 530, coordinator input data is received by the proprietary application 

configured to trigger user change for the client device.

[00140] In step 540, a request is generated and sent by the proprietary application 

in response to the coordinator input data to the server application indicating the 

triggered user change.

[00141] In step 550, subject credentials are received by the proprietary application 

from the server application, wherein the subject credentials being associated with the 

subject user profile generated by the server application.

[00142] In step 560, the coordinator user is logged out by disconnecting coordinator 

level access to the proprietary application and resetting the coordinator credentials and 

session data within the client device.

[00143] In step 570, the subject credentials are stored by the proprietary application 

for automatic first logging in of the subject user.

[00144] In step 580, the method ends.

[00145] Without in any way limiting the scope, interpretation, or application of the 

claims appearing below, a technical effect of one or more of the example embodiments 

disclosed herein is improved method and apparatus for transceiving clinical trial related 

information. Another technical effect of one or more of the example embodiments 

disclosed herein is more secure client device provision for subject users. Another 

technical effect of one or more of the example embodiments disclosed herein is that 
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manual steps needed for setting up client device are reduced. Another technical effect 

of one or more of the example embodiments disclosed herein is that more convenient 

overall user experience from the point of subject user is enabled. Another technical 

effect of one or more of the example embodiments disclosed herein is that system and 

service are allowed to use as complex passwords and usernames (user ID’s) as seen 

necessary. Another technical effect of one or more of the example embodiments 

disclosed herein is that need to manually type username and password is removed. 

Another technical effect of one or more of the example embodiments disclosed herein 

is that need to provide username and password in other means of medium (paper, 

email etc.) is removed. Another technical effect of one or more of the example 

embodiments disclosed herein is that the need to provide or send the generated 

password in human readable form is eliminated. Another technical effect of one or more 

of the example embodiments disclosed herein is that better privacy is provided as no 

need to discuss with coordinators or supporting staff. For example, username would 

not be exposed to the coordinator user. Another technical effect of one or more of the 

example embodiments disclosed herein is that batch client device assignments would 

be easy to arrange as no need to manually assign client devices to subject users.

[00146] In an embodiment, each subject user may be identified by a subject identifier 

that may be verified when a subject profile is created to the system. Each subject user 

may be defined access rights within the system for certain parts of the information 

within the clinical trial records.

[00147] Advantageously, even though clinical trials are used as an example 

environment, different embodiments of the invention can be used in various other fields. 

For example, embodiments can be beneficial for services relating to electronic voting, 

retail sales, personal face to face polls, information gathering from audience or 

participants, electronic restaurant menu or events ordering (new account for new 

customers, easy billing, analytics, etc.).

[00148] The embodiments can be utilized in the above cases in situations where a 

first user wants to verify that a second user is credible user and can be allowed to use 

the service in question. Given credentials could be optionally later assigned to other 

second users, for later usage.
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[00149] If desired, the different functions discussed herein may be performed in a 

different order and/or concurrently with each other. Furthermore, if desired, one or more 

of the before-described functions may be optional or may be combined.

[00150] Although various aspects of the invention are set out in the independent

5 claims, other aspects of the invention comprise other combinations of features from the 

described embodiments and/or the dependent claims with the features of the 

independent claims, and not solely the combinations explicitly set out in the claims. 

[00151] It is also noted herein that while the foregoing describes example 

embodiments of the invention, these descriptions should not be viewed in a limiting

10 sense. Rather, there are several variations and modifications, which may be made 

without departing from the scope of the present invention as defined in the appended 

claims.

[00152] However, claimed embodiments do not constitute a method step for 

treatment of the human or animal body by surgery or therapy. No functional relationship 

15 exists between the steps related to apparatus and any therapeutic effect of the 

apparatus on the body.
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CLAIMS

1. A computer implemented method for transceiving clinical trial related information 

between a client device (120) operable by a plurality of users and a server apparatus 

(130, 131), the client device (120) and the server apparatus (130, 131) configured to

5 communicate via a data network (150), a proprietary application (124) of the client 

device (120) comprising a client application of a clinical trial service whose server 

application (133) is running on the server apparatus (130, 131), wherein a coordinator 

user profile associated with coordinator credentials and a subject user profile 

associated with subject credentials are maintained by the server application (133) at

10 the server apparatus (130, 131), the method comprising:

receiving the coordinator credentials via a user interface (340) by the proprietary 

application (124), accepting the coordinator credentials in response to determining 

the coordinator credentials being authorized credentials, and logging in the 

coordinator user by providing coordinator level access to the proprietary application 

15 (124);

receiving, by the proprietary application (124), coordinator input data configured 

to trigger user change for the client device (120);

generating and sending, in response to the coordinator input data, a request by 

the proprietary application (124) to the server application (133) indicating the 

20 triggered user change;

receiving, by the proprietary application (124), subject credentials from the 

server application (133), wherein the subject credentials are associated with the 

subject user profile generated by the server application (133);

logging out the coordinator user by disconnecting coordinator level access to

25 the proprietary application (124) and resetting the coordinator credentials and session 

data within the client device (120); and

storing the subject credentials by the proprietary application (124) for automatic 

first logging in of the subject user.

30 2. The computer implemented method of claim 1, wherein the request comprises

an identifier for the subject user.
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3. The computer implemented method of claim 1 or 2, further comprising: 

logging in the subject user by providing subject level access to the proprietary

application (124) using the subject credentials.

5

4. The computer implemented method of claim 3, further comprising:

pre-filling, by the proprietary application (124), a login request template with the 

subject credentials.

10 5. The computer implemented method of claim 3 or 4, further comprising:

automatically sending a request, by the proprietary application (124), to the 

server application (133) to login the subject user using the subject credentials.

6. The computer implemented method of any claim 3 to 5, further comprising:

15 receiving subject user input data by the proprietary application (124); and

sending a request, by the proprietary application (124), to the server application 

(133) to login the subject user in response to the received user input data.

7. The computer implemented method of claim 6, wherein the subject user input

20 data comprises at least one of the following:

detected user input data via the user interface (340); and

detected biometric data via a biometric sensor (360, 370) of the client device 

(120).

25 8. The computer implemented method of any claim 3 to 5, further comprising:

receiving activation data, by the proprietary application (124), from a sensing

device (350, 360) of the client device (120), the sensing device (350, 360) comprising

a positioning or a movement sensor; and

sending a request by the proprietary application (124) to the server application

30 (133) to login the subject user in response to the received activation data configured

to indicate the client device (120) being taken into use by the subject user.



34

20
17

51
25

 prh
 19

 -
06

- 
20

17

9. A client device (120) for transceiving clinical trial related information between 

the client device (120) operable by a plurality of users and a server apparatus (130, 

131), the client device (120) and the server apparatus (130, 131) configured to

5 communicate via a data network (150), a proprietary application (124) of the client 

device (120) comprising a client application of a clinical trial service whose server 

application (133) is running on the server apparatus (130, 131), wherein a coordinator 

user profile associated with coordinator credentials and a subject user profile 

associated with subject credentials are maintained by the server application (133) at

10 the server apparatus (130, 131), the client device (120) comprising:

a communication interface (350) for transceiving information over a network 

(150);

at least one memory (320) including computer program code (330); the at least 

one memory (320) and the computer program code (330) configured to, with the at 

15 least one processor (310), cause the client device (120) to:

receive, by the proprietary application (124), the coordinator credentials via a 

user interface (340), accepting the coordinator credentials in response to determining 

the coordinator credentials being authorized credentials, and logging in the 

coordinator user by providing coordinator level access to the proprietary application 

20 (124);

receive coordinator input data by the proprietary application (124) configured to 

trigger user change for the client device (120);

generate and send, in response to the coordinator input data, a request by the 

proprietary application (124) to the server application (133) indicating the triggered 

25 user change;

receive, by the proprietary application (124), subject credentials from the server

application (133), wherein the subject credentials are associated with the subject user

profile generated by the server application (133);

log out the coordinator user by disconnecting coordinator level access to the

30 proprietary application (124) and resetting the coordinator credentials and session

data within the client device (120); and
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store the subject credentials by the proprietary application (124) for automatic 

first logging in of the subject user.

10. A computer program embodied on a computer readable non-transitory medium

5 (320) for transceiving clinical trial related information between a client device (120)

operable by a plurality of users and a server apparatus (130, 131), the client device 

(120) and the server apparatus (130, 131) configured to communicate via a data 

network (150), a proprietary application (124) of the client device (120) comprising a 

client application of a clinical trial service whose server application (133) is running on 

10 the server apparatus (130, 131), wherein a coordinator user profile associated with 

coordinator credentials and a subject user profile associated with subject credentials 

are maintained by the server application (133) at the server apparatus (130, 131), the 

computer program comprising computer executable program code (330), which when 

executed by at least one processor (310) of the client device (120), causes the client 

15 device (120) to:

receive the coordinator credentials via a user interface (340) by the proprietary 

application (124), accepting the coordinator credentials in response to determining 

the coordinator credentials being authorized credentials, and logging in the 

coordinator user by providing coordinator level access to the proprietary application 

20 (124);

receive, by the proprietary application (124), coordinator input data configured to 

trigger user change for the client device (120);

generate and send, in response to the coordinator input data, a request by the 

proprietary application (124) to the server application (133) indicating the triggered 

25 user change;

receive, by the proprietary application (124), subject credentials from the server

application (133), wherein the subject credentials are associated with the subject user

profile generated by the server application (133);

log out the coordinator user by disconnecting coordinator level access to the

30 proprietary application (124) and resetting the coordinator credentials and session

data within the client device (120); and



36

store the subject credentials by the proprietary application (124) for automatic 

first logging in of the subject user.
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VAATIMUKSET

1. Tietokoneella toteutettava menetelmä lääkekokeisiin liittyvän informaation 

lähettämiseksi ja vastaanottamiseksi useiden käyttäjien käytettävissä olevan 

asiakaslaitteen (120) ja palvelinlaitteen (130, 131) välillä, asiakaslaite (120) ja 

palvelinlaite (130, 131) järjestettynä kommunikoimaan tietoverkon (150) kautta, 

sovelluskohtaisen asiakaslaitteen (120) sovelluksen (124) käsittäessä 

lääkekoepalvelun asiakassovelluksen, jonka palvelinsovellus (133) on käynnissä 

palvelinlaitteella (130, 131), jossa palvelinlaitteella palvelinsovellus ylläpitää

koordinaattorikäyttäjäprofiilia assosioituna koordinaattoripääsytiedon kanssa ja 

kohdekäyttäjäprofiilia assosioituna kohdekäyttäjäpääsytiedon kanssa, jossa 

menetelmässä:

vastaanotetaan koordinaattoripääsytietoa käyttöliittymän (340) kautta 

sovelluskohtaisella sovelluksella (124), hyväksytään koordinaattoripääsytieto vasteena 

sille, että määritetään koordinaattoripääsytiedon olevan valtuutettu pääsytieto, ja 

kirjataan sisään koordinaattorikäyttäjä antamalla koordinaattoritason pääsy 

sovelluskohtaiseen sovellukseen (124);

vastaanotetaan sovelluskohtaisella sovelluksella (124) koordinaattorisyöttötietoa 

järjestettynä liipaisemaan käyttäjämuutoksen asiakaslaitteelle (120);

muodostetaan ja lähetetään vasteena koordinaattorisyöttötietoon pyyntö 

sovelluskohtaisella sovelluksella (124) palvelinsovellukselle (133) osoittaen liipaistun 

käyttäjämuutoksen;

vastaanotetaan sovelluskohtaisella sovelluksella (124) kohdepääsytietoa 

palvelinsovellukselta (133), jossa kohdepääsytieto on assosioitu palvelinsovelluksen 

(133) muodostaman kohdekäyttäjäprofiilin kanssa;

kirjataan ulos koordinaattorikäyttäjä katkaisemalla koordinaattoritason pääsy 

sovelluskohtaiseen sovellukseen (124) ja resetoidaan koordinaattorikäyttäjäpääsytieto 

ja sessiotieto asiakaslaitteella (120); ja

tallennetaan kohdepääsytieto sovelluskohtaisella sovelluksella (124) 

kohdekäyttäjän ensimmäistä automaattista sisäänkirjautumista varten.
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2. Vaatimuksen 1 tietokoneella toteutettava menetelmä, jossa pyyntö käsittää 

kohdekäyttäjän tunnisteen.

3. Vaatimuksen 1 tai 2 tietokoneella toteutettava menetelmä, jossa lisäksi: 

kirjataan sisään kohdekäyttäjä tarjoamalla kohdetason pääsy sovelluskohtaiseen

sovellukseen (124) käyttämällä kohdepääsytietoa.

4. Vaatimuksen 3 tietokoneella toteutettava menetelmä, jossa lisäksi: 

esitäytetään sovelluskohtaisella sovelluksella (124) sisäänkirjautumispyyntö-

lomake kohdepääsytiedolla.

5. Vaatimuksen 3 tai 4 tietokoneella toteutettava menetelmä, jossa lisäksi: 

automaattisesti lähetetään pyyntö sovelluskohtaisella sovelluksella (124)

palvelinsovellukselle (133) kohdekäyttäjän kirjaamiseksi sisään käyttäen 

kohdepääsytietoa.

6. Minkä tahansa vaatimuksen 3-5 tietokoneella toteutettava menetelmä, jossa 

lisäksi:

vastaanotetaan kohdekäyttäjän syöttötietoa sovelluskohtaisella sovelluksella 

(124); ja

lähetetään pyyntö sovelluskohtaisella sovelluksella (124) palvelinsovellukselle 

(133) kohdekäyttäjän kirjaamiseksi sisään vasteena kohdekäyttäjän syöttötiedon 

vastaanottamiselle.

7. Vaatimuksen 6 tietokoneella toteutettava menetelmä, jossa kohdekäyttäjän 

syöttötieto käsittää ainakin yhden seuraavista:

tunnistetun käyttäjän syöttötiedon käyttöliittymän (340) kautta; ja 

tunnistetun biometrisen tiedon asiakaslaitteen (120) biometrisen anturin (360, 

370) kautta.

8. Minkä tahansa edeltävän vaatimuksen 3-5 tietokoneella toteutettava menetelmä,
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jossa lisäksi:

vastaanotetaan aktivointitietoa sovelluskohtaisella sovelluksella (124) 

asiakaslaitteen (120) tunnistinlaitteelta (350, 360), tunnistuslaitteen (350, 360) 

käsittäessä paikannus- tai liikeanturin; ja

lähetetään pyyntö sovelluskohtaisella sovelluksella (124) palvelinsovellukselle 

(133) kohdekäyttäjän kirjaamiseksi sisään vasteena vastaanotetulle aktivointitiedolle, 

joka on järjestetty osoittamaan asiakaslaitteen (120) olevan käyttöön otettu 

kohdekäyttäjän toimesta.

9. Asiakaslaite (120) lääkekokeisiin liittyvän informaation lähettämiseksi ja 

vastaanottamiseksi useiden käyttäjien käytettävissä olevan asiakaslaitteen (120) ja 

palvelinlaitteen (130, 131) välillä, asiakaslaite (120) ja palvelinlaite (130, 131) 

järjestettynä kommunikoimaan tietoverkon (150) kautta asiakaslaitteen (120) 

sovelluksen (124) käsittäessä lääkekoepalvelun asiakassovelluksen, jonka 

palvelinsovellus (133) on käynnissä palvelinlaitteella (130, 131), jossa palvelinlaitteella 

palvelinsovellus ylläpitää koordinaattorikäyttäjäprofiilia assosioituna koordinaattori- 

pääsytiedon kanssa ja kohdekäyttäjäprofiilia assosioituna kohdekäyttäjäpääsytiedon 

kanssa, asiakaslaitteen (120) käsittäessä:

tiedonsiirtorajapinnan (350) informaation lähettämiseksi ja vastaanottamiseksi 

verkon (150) kautta;

ainakin yhden muistin (320) sisältäen tietokoneohjelmakoodia (330); ainakin 

yhden muistin (320) ja tietokoneohjelmakoodin (330) ollessa järjestettynä yhdessä 

ainakin yhden prosessorin (310) kanssa aikaansaamaan, että asiakaslaitteella (120):

vastaanotetaan koordinaattoripääsytietoa käyttöliittymän (340) kautta 

sovelluskohtaisella sovelluksella (124), hyväksytään koordinaattoripääsytieto vasteena 

sille, että määritetään koordinaattoripääsytiedon olevan valtuutettu pääsytieto, ja 

kirjataan sisään koordinaattorikäyttäjä antamalla koordinaattoritason pääsy 

sovelluskohtaiseen sovellukseen (124);

vastaanotetaan sovelluskohtaisella sovelluksella (124) koordinaattorisyöttö- 

tiedolla järjestettynä Hipaisemaan käyttäjämuutoksen asiakaslaitteelle (120);

muodostetaan ja lähetetään vasteena koordinaattorisyöttötietoon pyyntö
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sovelluskohtaisella sovelluksella (124) palvelinsovellukselle (133) osoittaen Hipaistun 

käyttäjämuutoksen;

vastaanotetaan sovelluskohtaisella sovelluksella (124) kohdepääsytieto 

palvelinsovellukselta (133), jossa kohdepääsytieto on assosioitu palvelinsovelluksen 

(133) muodostaman kohdekäyttäjäprofiilin kanssa;

kirjataan ulos koordinaattorikäyttäjä katkaisemalla koordinaattoritason pääsy 

sovelluskohtaiseen sovellukseen (124) ja resetoidaan koordinaattorikäyttäjäpääsytieto 

ja sessiotieto asiakaslaitteella (120); ja

tallennetaan kohdepääsytieto sovelluskohtaisella sovelluksella (124) 

kohdekäyttäjän ensimmäistä automaattista sisäänkirjautumista varten.

10. Tietokoneella luettavan välineen käsittämä ei-hetkellinen tietokoneohjelma 

lääkekokeisiin liittyvän informaation lähettämiseksi ja vastaanottamiseksi useiden 

käyttäjien käytettävissä olevan asiakaslaitteen (120) ja palvelinlaitteen (130, 131) 

välillä, asiakaslaite (120) ja palvelinlaite (130, 131) järjestettynä kommunikoimaan 

tietoverkon (150) kautta asiakaslaitteen (120) sovelluksen (124) käsittäessä 

lääkekoepalvelun asiakassovelluksen, jonka palvelinsovellus (133) on käynnissä 

palvelinlaitteella (130, 131), jossa palvelinlaitteella palvelinsovellus ylläpitää

koordinaattorikäyttäjäprofiilia assosioituna koordinaattoripääsytiedon kanssa ja kohde- 

käyttäjäprofiilia assosioituna kohdekäyttäjäpääsytiedon kanssa, tietokoneohjelman 

käsittäessä tietokoneohjelmakoodia (330), joka suoritettaessa ainakin yhdellä 

asiakaslaitteen prosessorilla (310) aiheuttaa sen, että asiakaslaitteella (120):

vastaanotetaan koordinaattoripääsytietoa käyttöliittymän (340) kautta 

sovelluskohtaisella sovelluksella (124), hyväksytään koordinaattoripääsytieto vasteena 

sille, että määritetään koordinaattoripääsytiedon olevan valtuutettu pääsytieto, ja 

kirjataan sisään koordinaattorikäyttäjä antamalla koordinaattoritason pääsy 

sovelluskohtaiseen sovellukseen (124);

vastaanotetaan sovelluskohtaisella sovelluksella (124) koordinaattorisyöttötietoa

järjestettynä Hipaisemaan käyttäjämuutoksen asiakaslaitteelle (120);

muodostetaan ja lähetetään vasteena koordinaattorisyöttötietoon pyyntö

sovelluskohtaisella sovelluksella (124) palvelinsovellukselle (133) osoittaen Hipaistun
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käyttäjämuutoksen;

vastaanotetaan sovelluskohtaisella sovelluksella (124) kohdepääsytietoa 

palvelinsovellukselta (133), jossa kohdepääsytieto on assosioitu palvelinsovelluksen 

(133) muodostaman kohdekäyttäjäprofiilin kanssa;

5 kirjataan ulos koordinaattorikäyttäjä katkaisemalla koordinaattoritason pääsy

sovelluskohtaiseen sovellukseen (124) ja resetoidaan koordinaattorikäyttäjäpääsytieto 

ja sessiotieto asiakaslaitteella (120); ja

tallennetaan kohdepääsytieto sovelluskohtaisella sovelluksella (124) 

kohdekäyttäjän ensimmäistä automaattista sisäänkirjautumista varten.
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