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Hashing of a key data signal is accom-
plished by utilizing a pseudo-random num-
ber signal generator (22, 24, 26, 28 and 30) for
generating a randomized signal in response

SHIFT CLOCK ©

to shift signals and the key data signals and an
output register (32) for serially receiving the
generated pseudo-ramdom signal and for
providing segments of the serially-received
signal at its output. A counting circuit (36, 56)
responsive to a preselected number of shift
signals provides an output valid signal when
the preselected number of shift signals has
occurred and further shifts the pseudo-ran-
dom number signal generator an amount
corresponding to the preselected number of
shift signals. The pseudo-random number si-
gnal generator includes a pair of cross-cou-
pled shift registers (26, 28). The method of
hashing the key data utilizes the steps of pre-
setting the pseudo-ramdon number genera-
tor and the counting circuit to an initialized
state. The counting circuit is then loaded with
a predetermined count whereupon key data
is entered into the pseudo-random number
generator so as to randomize the key data. A
valid signal is provided when a block of key
data has been hashed and the steps of ente-
ring the key data and providing a valid signal
upon the occurrence of each block ofkey data
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is repeated until all key data blocks have been hashed.
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APPARATUS AND METHOD
FOR HASHING KEY DATA

Technical Field
This invention relates to apparatus for hash-

ing key data. The invention also relates to a method
for hashing key data. '

Background Art

In computerized processing of data, it is
common practice to store like data items as multiple
entries within a named data file. A portion of each
record, referred to as the key, is used to reference a
specific record. The keys are assumed to be unique
throughout the file. Fundamental to the processing of
the data file is the search for a data record associated
with a specific key. A number of technigues have been
developed which perform this particular function. A
class of these techniques is referred to as hashing
access methods.

A hashing access methbd is commonly used when
the number of actual keys is a small percentage of the
total number of possible keys. This generally occurs
when the key data is represented as ASCII character
codes. An example is-a 6-digit part number ranging
from 000000 to 999999, which requires a 6-byte field
(48 bits) with only ten valid values for each byte out
of a possible 256 unique values. Another example is the
use of a person's name as the key. In this case a fixed
length field (say 20 bytes) is allocated for key data.
Since all names do not contain 20 characters and certain
combinations of letters do not realistically represent
a name, a high percentage of possible bit configurations
will never be used as valid keys.

A distinguishing property of hashing methods
is that they do not uniquely map keys to record storage

locations. Instead, they provide for more than one key
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to map to a specific table entry which contains the
location of one or more records. The object of effective
‘hashing methods is to arrive at a uniform distribution

of the number of keys which map to a specific starting
pointer thus minimizing the search time for any randomly
selected key.

Hashing techniques are known from the publi-
cation by D. E. Rnuth "The Art of Computer Programming®,
Volume 3, pages 506-549 (Addison-Wesley Publishing
Company, 1973). The techniques disclosed in said pub-
lication are software methods based on algorithms. Such
methods are tailored to specific sets of properties
possessed by the keys, that is, alpha keys, alpha-
numeric keys, numeric keys, closeness of adjacent keys,
number of repeated characters in the keys, etc. Thus
these known hashing techniques have the disadvantage
that different hashing methods are needed to effecti?ely
hash different types of key data.

Disclosure of the Invention

It is an object of the present invention to
provide apparatus and a method for hashing key data
which is of general application.

It is a further object of the invention to
provide a hardware implementation for hashing key data.

Therefore, according to the present invention
there is provided apparatus for hashing key data, char-
acterized by pseudo-random bit generating means respon-
sive to key data signals applied thereto to generate a
randomized output signal, output register means adapted
to receive said randomized output signal and control |
means adapted to provide an output valid signal indica-
tive of valid hashed key data being available at an
output of said output register means.

" According to another aspect of the present in-
vention, there is provided a method for hashing key data,
characterized by the steps of: (a) presetting pseudo-

random bit generating means and a counting device to an
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initialized state; (b) setting a predetermined load count
into said counting device; (c) applying key data to said
pseudo-random bit generating means; and (d) generating

a randomized output signal by applying shift signals to
said pseudo-random bit generating means in accordance
with the loaded count.

An advantage of the present invention is that
the hashed key data produced is such that all the orig-
inal properties of closeness, adjacency and orderliness
are removed, regardless of the nature of the original
key data.

A further advantage is that the hashed key
data has a high degree of complexity, that is, a large
number of permutations have to be tried before the
hashed data can be decoded. Thus a high degree of
security against unauthorized access to data is provided.

Brief Description of the Drawings

One embodiment of the present invention will
now be described by way of example with reference to
the accompanying drawings, wherein like characters in-
dicate like parts, and in which:

Fig. 1 is a block schematic of the preferred
apparatus of the present invention.

Fig. 2 is a logic schematic of a first gener-—
ator which may be used in the preferred apparatus of
Fig. 1,

Fig. 3 is a logic schematic of a second gener-
ator which may be used in conjunction with the first
generator of Fig. 2.

Fig. 4 is a logic schematic of a register
which may be used in the preferred apparatus of Fig. 1.

Fig. 5 is a timing diagram useful in under-
standing the operation of the preferred apparatus em-
bodiment of the present invention.

Mode for Carrying Out the Invention

Referring to Fig. 1; the AND gate 20 receives
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two inputs; a LOAD DATA input and a DATA IN input. The
output of AND gate 20 is directed to inputs of Exclusive
OR gates 22 and 24. The outputs of Exclusive OR gates
22 and 24 are directed to the inputs of pseudo-random
number generators 26 and 28, respectively. The gener-
ator inputs are labeled D. Each generator has a clocking
input, labeled C for receiving a SHIFT CLOCK signal, and
a preset input, labeled R, for receiving a PRESET signal.
A clockihg signal applied to input C causes the gener-
ators, which are in the preferred embodiment shift
registers, to shift the contents through the register.
The PRESET signal initializes the generators to a start-
ing condition. The output of generator 26 is directed
to an input of an Exclusive OR gate 30 and to the input
of Exclusive OR gate 24. The output from generator 28
is directed to the other input of Exclusive OR gate 30
and to an input of Exclusive OR gate 22. The output of
Exclusive OR gate 30 is directed to the D input of an
output register 32. The clocking input C of output
register 32 is adapted to receive the SHIFT CLOCK signal.
The output register 32 in the preferred embodiment of
the invention is a serial-in, parallel-out shift register
of sixteen stages with each of the output stages labeled
from 1-16. A more detailed description of cross-coupled
pseudo-random number generators is contained in inter-
national (PCT) publication No. W080102349 in the name of
the present Applicant. '
A serial-in, parallel-out count register 36 is
adapted to receive the DATA IN signal on its D input. A
LOAD COUNT signal is addressed to an input of an AND
gate 34 and gated by a CLOCK signal applied to the other
input of AND gate 34 to the clock input, labeled C of
count register 36. A Down counter 38 receives the
PRESET signal on its PE labeled input and a COUNT signal
on its C labeled input. The PRESET signal is inverted
by an inverter 40 to provide a PRESET signal and the
CLOCK signal is inverted by an inverter 42 to provide a
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CLOCK signal. The output of the down counter 38 which
output is the terminal count TC is directed to an inver-
ter 44. The output of inverter 44 is connected to an
input of AND gate 46. The output of AND gate 46 is
connected to the J and K inputs of a JK flip-flop 50.
The LOAD DATA signal is directed to an inverting ampli-
fier 48, the output of which is connected to the set
input, labeled S, of flip-flop 50, and to an input of an
AND gate 54, The Q output of flip-flop 50 is connected
as an input to AND gate 52 and to AND gate 46.  The
PRESET signal is applied to the R labeled input of flip-
flop 50, and the CLOCK signal is applied to the C labeled
input. The CLOCK signal is applied to the other input
of AND gate 52, The output of AND gate 52 is the SHIFT
CLOCK signal which also is applied to the other input of
AND gate 54 and to the C labeled inputs of generators 26
and 28, The output of AND‘gate 54 is the COUNT signél.
The Q output of flip-flop 50 is directed to the C labeled
input of a J-K flip-flop 56. A voltage Vcc is applied
to the J and the K labeled inputs to flip-flop 56. The
PRESET signal is applied to the R labeled input of flip-
flop 56. The output of flip-flop 56 is taken from the Q
labeled output. The output signal is designated OUTPUT
VALID.

A pseudo random number generator suitable for
use as generator 26 is disclosed in Fig. 2, A string of
sixteen D-type flip-flops are connected in serial fashion
with the Q output of each flip-flop being connected to
the D input of the following flip-flop.

Each of the D-type flip-flops labeled 1-16 is
clocked by the CLOCK signal applied to the C labeled
inputs. The PRESET signal is applied to each of the R
labeled inputs of the sixteen flip-flops to reset the
register to an initial condition.

In the preferred embodiment of this invention
generator 26 was designed to generate a random number

polynomial x84 x12 + xll + x9 + x8 + x4 + x3 + x2 + 1.
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This was accomplished by Exclusive ORIng each of the
first shift register outputs which correspond in number
to the exponent of the to be simulated polynomial, for
which, xl6 is simulated by taking the Q output from the
D flip-flop numbered 16 and by providing it as an input
to an Exclusive OR gate 74. In a like manner, the
output of flip-flop 12 is directed to the other input of
Exclusive OR gate 74 to simulate the terms x16 + xlz.
Correspondingly, the output from £flip-flop 11 is com=-
bined in Exclusive OR gate 72 with the output from
Exclusive OR gate 74 and the output of flip-flop 9 is
combined in Exclusive OR gate 70 with the output from
Exclusive OR gate 72. Exclusive OR gates 68, 66, 64 and
62, in a like manner, simulate the x8 + x4 + x3 + x2
elements of the polynomial. The output of the Exclusive
OR gate 62 is then directed back to the input of an
Exclusive OR gate 60 to provide a closed loop path. ;The
last remaining term is derived from the Q output of
flip-flop 1, which output is labeled Gl and is the
output of the pseudo generator 26. The Exclusive OR
gate 60 receives as its other input the D signal which
data signal is combined on a bit by bit basis with the
bits received from the output of Exclusive OR gate 62.
Referring now to Fig. 3, the pseudo random
number generator 28 is shown comprised of sixteen serial-
ly connected D-type flip-flops labeled 1 through 16.
The Q output of each flip~-flop is connected to the D
input of the succeeding flip-flop. In the preferred
embodiment of the invention, pseudo random number gener-

ator 26 was designed to implement the polynomial x16 +

xl2 + x3 + x + 1. The reset input to each flip-flop is
labeled R. The D signal which is received from the
Exclusive OR gate 24 is directed to one input of Exclu-
sive OR gate 60. The output of each flip~flop is labeled
according to the flip-flop's position in the serial
string and corresponds to a bit position in a sixteen

bit signal.
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Referring to Fig. 4, the output register 32 is
illustrated comprised of 16 D-type flip-flops serially
connected with the Q output of each flip-flop connected
to the D input of the succeeding flip-flop. The CLOCK
and PRESET signals are applied to the C and D labeled
inputs on each of the 16 flip-flops. The output from
output register 32 is taken from the Q output of each of
the flip-flops and corresponds to 16 bits of a block of
hashed key data. '

The hardware implementation of the preferred
embodiment of the invention has been set forth above.

In operation, the purpose of the apparatus is to random-
ize {(hash) blocks of key data consisting of N bits to a
table address space consisting of oK entries where K is
much less than N. This process is accomplished by
utilizing the presettable pseudo-random number generator
and the counting circuit in the following steps: .

1. Presetting the pseudo-random number
generator and the counting circuit to an initialized
state.

2. Loading a predetermined count into the
counting circuit.

3. Entering key data into the pseudo-random
number generator to randomize the key data.

4, Complete the key data randomizing and
provide an output valid signal in accordance with the
count in the counting circuit.

5. Repeating steps 2, 3 and 4 until all
desired key data has been hashed.

Referring to Fig. 1 in conjunction with Figs.
5A-5I, the apparatus is initialized by the PRESET signal
(Fig. 5C) being applied to the various preset terminals
to set the OUTPUT VALID signal low and to inhibit inter-
nal clocks. The constant value K is loaded into the
count register 36 by raising the LOAD COUNT signal (Fig.
5D) to a high level and presenting the DATA IN signal
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(Fig. 5B) representing the constant value K, bit by bit,
on the DATA IN input terminal. This data is then clocked
(Fig. 5A) serially into the count register 36 during the
LOAD COUNT CYCLE. The value of the constant should be
equal to the number of bits in the output register 32
that are used for the hash address. In the preferred
embodiment of the invention, K was limited to Hex FF and
the number of outputs of the output register 32 were
therefore limited to sixteen. After the count register
36 is loaded, activating the PRESET signal (Fig. 5C)
again will transfer this value into the down counter 38
and will initialize the pseudo random number generators
26 and 28. A block of key data may then be loaded bit
by bit onto the DATA INPUT line to AND gate 20 and count
register 36. Activating the LOAD DATA signal (Fig. 5E)
enables the key data to be directed to the cross-coupled
pseudd random number generators 26 and 28. The LOAD
DATA signal going true enables the SHIFT CLOCK signal
(Fig. 5F) for the generators 26 and 28 and the serial-
to-parallel output register 32, The LOAD DATA going
false enables the COUNT signal (Fig. 5G) to the down
counter 38. The SHIFT CLOCK signal and the COUNT signal
will continue until the terminal count TC (Fig. 5H) is
reached in the down counter 38. The terminal count
signal will disable the SHIFT CLOCK and the COUNT signal
and set the output of flip-flop 56 to indicate an OUTPUT
VALID signal. On receipt of the OUTPUT VALID signal,
the outputs present on the terminals 1-16 of the output
register 32 will be valid hashed data.

In the preferred embodiment of the invention,
the outputs from each of the pseudo random number gener-
ators is cross-coupled to the input of the other pseudo
random generator so as to further scramble (or encode)} a
DATA IN signal. Exclusive ORing of the output from each
of the pseudo random number generators insures a high
degree of randomness to the DATA IN signal. The random-
ized signal is then applied to the output register which
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register accumulates a selected number of data transi-
tions or data bits, in this case, sixteen bits of data
and outputs the data in blocks of sixteen.

From the aforementioned description of the
preferred embodiment of the invention, it can be seen
that there is an advantage in that a uniform distribution
of key mappings into the table address space as the
number of keys becomes large relative to the size of the
table address space is provided and that the apparatué
removes any properties which the original keys may have,
such as determinate relationship to each other. In
addition, the apparatus is independent of the key length.
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CLAIMS:

1. Apparatus for hashing key data, charac-
terized by pseudo-random bit generating means (22, 24,
26, 28, 30) responsive to key data signals applied
thereto to generate a randomized output signal, output
register means (32) adapted to receive said randomized
output signal and control means (36-56) adapted to pro-
vide an output valid signal indicative of valid hashed
key data being available at an output of said output

register means (32).

2. Apparatus according to claim 1, charac-
terized in that said pseudo-random bit generating means
(22, 24, 26, 28, 30) is responsive to shift signals and
in that said control means is responsive to the pro-
vision of a predetermined number of said shift signais
to control the production of said output valid signal.

3. Apparatus according to claim 2, charac-
terized in that said pseudo-random bit generating means
includes first and second pseudo-random generators (26,
28) and combining means (22, 24) adapted to combine said
key data signals with each of fifst and second output
signals of said first and second pseudo-random generators
and to apply the resuiting first and second combined
signals to the second and first pseudo-random generators
(28, 26) respectively.

4, Apparatus according to claim 2, charac-
terized in that said control means includes: a counter
device (38) settable to a load count dependent on the
number of elements included in said hashed key data,
said counter device (38) being responsive to the appli-
cation of selected ones of said shift signals to provide
a terminal count signal; and logic means (44-56) respon-
sive to said terminal count signal to provide said output
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5. Apparatus according to claim 4, charac-
terized in that said control means includes a count
register (36) arranged to be supplied with signals
representing said load count, said count register being
coupled to said counter device (38) and adapted to
transfer said load count thereto in response to a control
signal (PRESET).

6. Apparatus according to claim 3, charac-
terized in that said first and second pseudo-random
generators (26, 28) include respective first and second
shift registers operable in response to said shift sig-

nals.

7. A method for hashing key data, character-
ized by the steps of: (a) presetting pseudo-random bit
generating means {22, 24, 26, 28, 30) and a counting;
device (38) to an initialized state; (b) setting a pre-
determined load count into said counting device (38);
(¢) applying key data to said pseudo-random bit gener-
ating means (22, 24, 26, 28, 30); and (d) generating a
randomized output signal by applying shift signals to
said pseudo-random bit generating means in accordance
with the loaded count.

8. A method according to claim 7, charac-
terized by the steps of repeating steps (b), (c) and (d)
until all desired key data has been hashed.
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