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(57) Abstract: Techniques are for rule-based continuous drift and consistency management for target systems. In one embodiment, a
set of rules is stored in volatile or non-volatile store. The set of rules may include one or more drift rules and/or one or more consist -
ency rules. A rule may be applied to one or more associated targets to detect drift or inconsistency. A drift rule identifies a set of one
or more attributes and a source and may be applied by comparing a first configuration of the set of one or more attributes on an asso -
ciated target with a second configuration of the set of one or more attributes on the source. A consistency rule may be applied to a
composite target by comparing member targets that are grouped by target type. Notification data may be output if target drift or in-
consistency is detected to alert a user.
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RULE BASED CONTINUOUS DRIFT AND CONSISTENCY MANAGEMENT FOR COMPLEX

SYSTEMS

TECHNICAL FIELD

[0001] The present disclosure relates to managing drift and consistency in complex
systems. The disclosure relates more specifically to computer-implemented techniques
for maintaining and evaluating rules to detect drift or inconsistencies within a complex
system.

BACKGROUND

[0002] The approaches described in this section are approaches that could be pursued,
but not necessarily approaches that have been previously conceived or

pursued. Therefore, unless otherwise indicated, it should not be assumed that any of the
approaches described in this section qualify as prior art merely by virtue of their inclusion
in this section.

[0003] Many datacenters undergo two major types of transformations over time.
First, a typical datacenter experiences significant growth with an ever increasing number
of software deployments. Second, the software and hardware resources within the
datacenter are typically improved or updated with advancements in technology or
changes to the underlying deployment models. These transformations may lead to
resource deployments that are siloed, dispersed, varied and complex. Some enterprise
deployments have thousands of software applications and hardware resources. The ever-
increasing and divergent nature of software and hardware deployments within a
datacenter may lead to significant challenges in updating and maintaining system
resources.

[0004] One challenge that datacenter administrators face is maintaining optimal
configurations across a large number of software and hardware resources. As resources
are updated and improved over time, some targets may begin to drift from business best
practice guidelines or other gold standards. For example, some resources may not receive
recommended updates or may have updates applied that are not part of the gold standard.
Resource drift may cause complex system to function incorrectly or may otherwise

adversely affect system functionality and performance. Therefore, administrators are
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tasked with minimizing and mitigating the effects of resource drift. In large datacenter
environments, drift may be particularly difficult for administrators to manage and contain
given the number of different resources and configurations.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Various embodiments are illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings and in which like reference
numerals refer to similar elements and in which:

[0006] FIG. 1 illustrates an example system for managing drift and consistency within
complex systems.

[0007] FIG. 2 illustrates updates to an end state definition and corresponding gold
image as patches are released over time.

[0008] FIG. 3 illustrates targets that subscribe to an image and follow the updates to
the latest versions available.

[0009] FIG. 4 illustrates an example process for continuous monitoring of drift and
consistency in a system comprising a plurality of targets.

[0010] FIG. 5 illustrates an example process for generating drift rules.

[0011] FIG. 6 1s a block diagram that illustrates a computer system upon which an
embodiment may be implemented.

DETAILED DESCRIPTION

[0012] In the following description, for the purposes of explanation, numerous
specific details are set forth in order to provide a thorough understanding of the
disclosure. It will be apparent, however, that the present invention may be practiced
without these specific details. In other instances, structures and devices are shown in
block diagram form in order to avoid unnecessarily obscuring the present invention.
GENERAL OVERVIEW

[0013] In various embodiments, computer systems, stored instructions, and technical
steps are described for rule-based continuous drift and consistency management for
complex systems. Various embodiments provide a flexible and customizable rule-based
approach and framework through which drift and/or inconsistency is managed. The
rules-based approach provides continuous monitoring of complex systems, allowing users
to quickly detect and efficiently manage configuration drift and inconsistency in both
small and large-scale environments.

[0014] In one embodiment, the rule-based approach includes maintaining a set of one

or more drift rules. A drift rule identifies a set of parameters for detecting drift including
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a set of one or more attributes to compare and a source for comparison. A drift rule is
applied to an associated target by comparing a first configuration of the set of one or more
attributes on the particular target to a second configuration of the one or more attributes
on the source. If the first and the second configurations do not match, then the associated
target has drifted from the source. If the first and the second configuration match, then
there is no drift with respect to the rule, although drift may be identified by applying other
rules as described further below.

[0015] In one embodiment, the rule-based approach includes maintaining a set of one
or more consistency rules. A consistency rule identifies a set of parameters for detecting
whether a composite target is consistent, including a set of one or more attributes to
compare between members of the composite target that belong to a same
grouping/classification. The attribute configurations of members that belong to the same
grouping/classification are compared to determine whether the configurations of any of
the members differ. If a difference is detected, then the group is inconsistent. Otherwise,
if the configurations are the same, then the groups are consistent with respect to the
consistency rule, although the members may be inconsistent with respect to a different
consistency rule.

[0016] In one embodiment, composite templates are used to specify the attributes to
compare for different classifications of member targets within a composite target. The
composite template may include a plurality of sub-templates including a first sub-
template that identifies a first set of one or more attributes to compare for member targets
of a first target type and a second sub-template that identifies a second set of one or more
attributes to compare for member target of a second target type. For a composite target
that includes a first set of members of the first target type and a second set of members of
the second target type, configurations of the first set of one or more attributes on the first
set of members may be compared per the first sub-template, and configurations of the
second set of one or more attributes on the second set of members may be compared per
the second sub-template. If the configurations of the first set of attributes are different
between the first set of member targets or configurations of the second set of attributes
are different between second set of member targets, then the composite target is not
consistent. If the configurations match, then the target may be consistent assuming other
consistency groups that belong to the composite target, if any, are also consistent. The
composite templates may also be used to detect drift for a composite target, as described

further below.
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[0017] In one embodiment, different rules for application to the same source/target
pairing may be assigned different weights for use in determining a compliance score. In
another embodiment, the different rules may be assigned the same weights or no weights
at all. The compliance score indicates a degree by which a target has drifted, become
inconsistent, or remained consistent. If more rules indicate consistency than
inconsistency, for example, the compliance score may indicate a lower degree of drift. If
more rules indicate inconsistency, on the other hand, then the compliance score may
indicate a higher degree of drift.

[0018] In some embodiments, notifications are sent to alert a user when configuration
drift or inconsistency is detected. Timely notifications may allow the user to take
corrective actions or otherwise address configuration issues before system functionality
and performance is adversely affect. The notifications may include a compliance score
and/or other information that may be useful for the user to take corrective action.

DRIFT AND CONSISTENCY MANAGEMENT SYSTEM

[0019] FIG. 1 illustrates an example system for managing drift and consistency within
complex systems. System 100 generally comprises hosts 110a to 110n, configuration
management services 120, and repository 130. Components of system 100 may be
implemented in one or more datacenters, one or more clouds, and/or one or more other
networked environments.

[0020] Hosts 110ato 110n represent a set of one or more network hosts and generally
comprise targets 112ato 112n and agents 114a to 114n. Hosts 110ato 110n are
communicatively coupled with configuration management services 120 and may
send/receive messages according to one or more communication protocols. Example
communication protocols that may be implemented include, without limitation, the
hypertext transfer protocol (HTTP), secure shell (SSH), and/or other communication
protocols of the internet protocol suite.

[0021] A “target” or “target system” in this context refers to a particular hardware
resource, software resource, or some combination thereof. A target may include a host
machine itself, a set of one or more hardware components on the host machine, and/or a
set of one or more software resources running on the host machine. As an example, a
target may be a particular software deployment such as a set of one or more database
systems, middleware applications, operating systems, virtual machine components,
software registered with an operating system, or some other software application or set of

software applications. In another example, a target may comprise hardware infrastructure
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components such as a set of one or more network switches, storage appliances, routers,
ports, processors, or some other device within a network topology.
[0022] A target may comprise a number of related targets that are managed as a
group. A target that is composed of a number of other related targets is hereby referred to
as a “composite target.” A target that is part of the group that forms a composite target is
hereby referred to as a “child” or “sub-target” of the composite target and as a “‘member
target” within the group. With reference to FIG. 1, target 112a is a composite target that
includes member targets 116ato 116n. Each of member targets 116ato 116n are
managed as part of the same group corresponding to target 112a and are children of target
112a. For example, target 112a may correspond to a group of related software
applications, such as middleware or database system software, and each of member
targets 116a to 116n may correspond to individual software applications or other sub-
components that are part of the target system. As another example, target 112a may
correspond to a redundancy group or a cluster software group, where member targets
116ato 116n are a series of related targets that are managed as a single composite entity.
Although member targets 116ato 116n are depicted as residing on the same host, the
member targets may reside on different host machines. Each individual member target
may also be managed separately in addition to being managed as part of the group
corresponding to target 112a.
[0023] A member target may be a composite target, with multiple children targets.
For example, one or more of member targets 116a to 116n may be a composite target
composed of multiple sub-targets (not shown). Thus, composite target 112a may
comprise a hierarchical set of member targets that may include children, grandchildren,
and so on.
[0024] Agents 114ato 114n periodically or continuously send data, collected from
targets 112a to 112n and member targets 116a to 116n, to configuration management
services 120. The data collected by agents 114a to 114n may generally comprise attribute
data that identifies the current configuration state of the corresponding targets. Example
attribute data that may be collected may include, without limitation:
e Hardware configuration information such as details about the memory,
storage, processor, port configurations, and network topology of a target;

and/or
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e Software configuration information such as the name, version, installed
patches/patch sets, initialization parameters, software instance properties,
licensing information, and other characteristics of a target.

Each agent is a set of one or more processes, such as a service or daemon, that executes
on the corresponding host machine and monitors a corresponding target or set of targets.
The agents may be components of a management system such as a network management
system (NMS) or enterprise management system (EMS).

[0025] Although only one target and one agent is illustrated per host, the number of
targets and agents per host may vary from implementation to implementation. For
example, multiple targets and/or agents may be deployed on a single host. Furthermore,
in a clustered environment, a single target may logically be spread across a plurality of
hosts. As an example, a target may comprise a cloud database, with multiple sub-target
database nodes spanning more than one compute node, with each database node running a
database server having the same configuration.

[0026] Configuration management services 120 generally comprise collection logic
122, rule management logic 124, rule evaluation logic 126, and control console 128.
Each of these logic units is configured to perform a distinct set of functions with respect
to drift and consistency management. The term “logic” as used herein includes computer
or electrical hardware component(s), firmware, a non-transitory computer readable
medium that stores instructions, and/or combinations of these components configured to
perform one or more functions or actions, and/or to cause one or more functions or
actions from another logic, method, and/or system. Logic may include a microprocessor
controlled by executable code, a discrete logic (e.g, ASIC), an analog circuit, a digital
circuit, a programmed logic device, a memory device containing instructions that when
executed perform an algorithm, and so on. Logic may include one or more gates,
combinations of gates, or other circuit components. Where multiple logic units are
described, it may be possible to incorporate the multiple logic units into one physical
logic component. Similarly, where a single logic unit is described, it may be possible to
distribute the single logic unit between multiple physical logic components.

[0027] Collection logic 122 is configured to receive attribute data from agents 114a to
114n and to store the collected in repository 130. Collection logic 122 may collect data
on a continuous or periodic basis. As an example, one or more of agents 114ato 114n

may send updated attribute data to collection logic 122 in response to detecting that
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configuration information has changed. As another example, one or more of agents 114a
to 114n may send configuration profiles each night or on some other periodic basis.
[0028] Rule management logic 124 includes logic for managing drift and/or
consistency rules. For example, rule management logic 124 may be configured to
generate and store rule data 134 in repository 130, associate targets to rules, maintain
group based associations between targets and rules, and/or trigger rule evaluation with
respect to one or more targets. Techniques for managing drift and consistency rules are
described in further detail in the sections below.

[0029] Rule evaluation logic 126 includes logic for evaluating drift and/or
consistency rules. Rule evaluation logic 126 may further be configured to generate
notification data to indicate a result of a rule evaluation. The rule evaluation results and
notification data may be stored in repository 130, sent over a network, displayed to a user
via control console 128, and/or otherwise output. Techniques for evaluating drift and
consistency rules and generating notification data are described in further detail in the
sections below.

[0030] Control console 128 provides a user interface that allows a user to monitor and
administer, locally or from a remote network location, the drift and consistency
management processes described herein. The user interface may comprise, without
limitation, a graphical user interface (GUI), an application programming interface (API),
a command-line interface (CLI) or some other means of interacting with a user. A “user”
in this context may include, without limitation, an application or a human user such as a
system administrator.

[0031] Repository 130 comprises computer data storage that stores data for
configuration management services 120. For example, repository may include, without
limitation, a set of one or more disks, memories, storage appliances, storage servers,
databases, and/or other non-transitory volatile or non-volatile storage mediums.
Repository 130 stores data that is used by configuration management services 120
including, without limitation, attribute data 132, rule data 134, and association data 136.
[0032] Attribute data 132 stores configuration attribute values collected from targets
112ato 112n. As an example, for a target software resource, attribute data 132 may store
the name, version, installed patches and patch sets, initialization parameters, software
instance properties, licensing information, and/or other values that identify the current
configuration of the target resource. The stored set of configuration attributes for a given

target is referred to herein as a “configuration profile” of the target. Attribute data 132
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may map the targets (e.g., using a target identifier) to their corresponding configuration
profiles.

[0033] Rule data 134 stores drift rules and/or consistency rules. A “drift rule” in this
context refers to a set of data that controls how drift is detected. A “consistency rule”
refers to a set of data that controls how consistency is detected. Examples of drift and
consistency rules are given in the sections below.

[0034] Association data 136 stores mappings between targets and rules. For example,
association data may map a target identifier, such as a target name or other data that
uniquely identifies a respective target, to one or more rule identifiers that uniquely
identify a set of one or more respective rules with which the respective target is
associated.

DRIFT RULE MANAGEMENT

[0035] In one embodiment, rule management logic 124 maintains a set of one or more
drift rules. Generally, drift rule data identifies a set of one or more attributes to compare
and a source with respect to which the attribute comparison is performed. The “source”
identified by the drift rule may correspond to a particular golden target or saved
configuration profile, as described in further detail in the section below, and represents a
standard or recommended level of configuration (also referred to as a “gold standard™). A
target drifts from the source if the set of configuration attributes at the target are
configured differently (e.g., have different attribute values) than the set of configuration
attributes at the source.

[0036] The set of attributes that are identified by a particular rule may vary from
implementation to implementation and between different drift rules. As an example,
different rules may be used to capture different standards. A first rule may be defined for
a first standard that specifies a first set of attributes to compare and a first source. A
second rule may then be defined for a second standard. The second rule may differ from
the first rule in the following respects:

o Different attribute set and same source. In this scenario, the second rule
specifies a different set of attributes than the first rule but uses the same source
as the first rule. For example, the first rule’s set of attributes may include
license information and the second rule’s set of attributes may omit this from
the attributes to compare and/or include additional attributes not specified by

the first rule.
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e Same attribute set and different source. In this scenario, the second rule
specifies the same set of attributes to compare as the first rule but compares
the attributes to a different source. The different source may be configured
differently than the first source. For example, the second source may have a
different level of patches or other updates applied.

o Different attribute set and different source. In this scenario, the second rule
specifies a different set of attributes and a different source than the first rule.

[0037] Configuration attributes that are not specified in the rule are not compared
when the rule is evaluated. A configuration profile for a target may include hundreds or
even thousands of different configuration attributes. Some of the configuration attributes
may not be useful in the determination of whether the target has drifted from business
best practice guidelines or some other standard. For example, the host on which a target
is installed may be expected to vary from target to target in some implementations and
does not necessarily imply that there is drift. By specifying which set of attributes to
compare, the rule allows for a subset of pertinent configuration attributes to be captured
for drift comparisons and for non-relevant configuration attributes to be ignored.
CONFIGURATION TEMPLATES

[0038] In one embodiment, a configuration template is used to store data that
identifies a set of attributes. A configuration template is associated with a respective rule
to capture a list of configuration attributes to compare for the respective rule. The
configuration template may be associated with a single rule or with multiple rules. For
example, a particular configuration template may be created for a first rule to capture the
set of attributes to compare with a first source. The particular configuration template may
then be used with a second rule to compare the same set of attributes to a second source.
[0039] A composite template may be used to capture the configuration attributes for a
set of one or more corresponding composite targets. A “composite template™ in this
context refers to a configuration template that is composed of a plurality of sub-templates.
The composite template may comprise a root template corresponding to the composite
target, and a plurality of sub-templates, with each sub-template capturing configuration
attributes to compare for a corresponding class of targets.

[0040] The hierarchical structure of the composite template may be based on
hierarchical structure of a composite target. For a composite target that has multiple

member of different target types, a corresponding composite target may include sub-
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templates for each member target type, according to an embodiment. A “target type” in
this context refers to a target classification and may also be referred to herein as a “target
classification”. The manner in which a target is classified may vary from implementation
to implementation. In one embodiment, the classification is made based on a set of
characteristics associated with the target. As an example, a target type for a particular
software resource may be classified according to a product name and release date, such as
an Oracle® database target type. As another example, a target type may be classified
according to the type of a function performed by the target. Continuing with the present
example, HTTP servers may be associated with a first target type, database a second
target type, middleware a third target type and so on. Other examples of target types
include, without limitation, high availability service, a database service, a database
machine, an application service, a domain discovery service, and user-defined target
types. Each of these target types may be associated with a different sub-template to
capture configuration attributes for corresponding targets that match the target type.
Thus, HTTP servers may be associated with a first sub-template capturing a first set of
configuration attributes to compare for members matching this target type, database
systems may be associated with a different sub-template capturing a different set of
configuration attributes to compare, and so on.

[0041] FIG. 2 is a block diagram depicting an example composite template, according
to an embodiment. Composite template 200 is the root template and includes sub-
templates 202a to 202n. Each of sub-templates 202a to 202n may include a distinct
configuration template. For example, sub-template 202a includes configuration template
204a, and sub-template 202n includes configuration template 204n. Although not
illustrated, one or more of templates 202a to 202n may also be a composite template with
multiple other sub-templates that have distinct configuration profiles. Thus, composite
template 200 provides a hierarchical organization for comparing drift or consistency
within complex systems.

SOURCE IDENTIFICATION

[0042] As previously indicated, the source that is identified by a drift rule represents
the business best practice guidelines or recommended standard level of configuration. In
order to identify the source, rule data 134 stores source identification data that identifies
the source for each respective rule. The source that is associated with a rule may vary

from implementation to implementation and may include, without limitation:
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e A target with a gold configuration;

e A gold configuration saved snapshot; and/or

e A baseline configuration snapshot for a target at a previous point in time when

the target was functioning correctly.

[0043] Source identification information that represents a target with a gold
configuration (herein referred to as the “gold target™) may generally comprise a target
identifier (e.g., name, path, etc.) for the gold target and/or a configuration profile for the
current configuration attribute values of the gold target. When the gold target is used as a
source, the current configuration state of the gold target is captured and used to detect
drift. As attribute values at the gold target are changed, the standard for detecting drift
also changes. For example, a new patch that is applied at the gold target corresponds to
an update in the gold standard such that the updated gold standard includes the new patch.
During drift rule evaluation, a target is compared against the current state of the gold
target to detect drift. If a target does not include the new patch, then the target may be
identified as having drifted from the source. Any of targets 112ato 112n may be selected
and used as a gold target source.
[0044] Source identification information that represents a gold configuration saved
snapshot may generally comprise a snapshot identifier (e.g., name and path) for a saved
configuration snapshot file and/or a configuration profile with the saved attribute values
that are part of the configuration snapshot. The gold configuration saved snapshot differs
from the gold target in that the corresponding standard may or may not represent the
latest state of a gold target and does not automatically change as a gold target’s attributes
are updated. The gold configuration saved snapshot may be created manually by a user
(e.g., the user may input the attribute values through control console 128) or may be
created by saving the configuration profile from one of targets 112a to 112n.
[0045] Source identification information that represents a baseline configuration
snapshot for a target may generally comprise a snapshot identifier for a configuration
snapshot file and/or a configuration profile with saved attribute values that were collected
from a target at a previous point in time when the target was functioning correctly. The
baseline configuration snapshot allows an administrator to determine how a target has
drifted with respect to the target’s own baseline configuration. As an example, a baseline
snapshot of a target may be taken at time T1. Subsequently, different patches may be

installed as a target evolves over days, months or even years. At a later point in time T2,
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two or more patches may have been installed on the target that do not work in conjunction
with each other. The target may be compared against the baseline snapshot to determine
that the target has drifted from the baseline snapshot and how the target has drifted from
the baseline snapshot.

DRIFT RULE EVALUATION

[0046] In one embodiment, rule evaluation logic 126 is configured to apply drift rules
to determine whether targets have drifted from a source. A target to which a rule is
applied is referred to herein as a “destination target”. To apply a particular drift rule to a
destination target, rule evaluation logic 126 compares the destination target with the
rule’s source as per the configuration attributes specified in the rule’s configuration
template. Drift is detected if any attribute value for a relevant attribute at the destination
target differs from the corresponding value at the source. “Relevant” in this context
refers to an attribute value that is specified by the rule (e.g., in a configuration template)
and compared during rule evaluation.

[0047] For a target that has drifted, rule evaluation logic 126 may maintain data that
indicates how the target has drifted from the source. In one embodiment, rule evaluation
logic 126 maintains a list of differences between the target and source. For each attribute
value of the target that differs from the corresponding value in the source, rule evaluation
logic 126 adds an entry to the list of differences that identifies the differing attribute.
Thus, the list of differences may be used to determine how many and which attributes
differ between a source and a target that has drifted.

[0048] In one embodiment, rule evaluation logic 126 computes a compliance score
for a target when a drift rule is applied to the respective target. The compliance score

may be computed and assigned to the target as follows:

total number of configuration items in template that are different

C=100% x (1- ) (Eq. 1)

where C represents the compliance score assigned to the destination target per the applied

total number of configuration items compared as per the template

rule. If the compliance score is 100% for a rule/target then the target is not drifted. A
compliance score of less than 100% means that the associated target has drifted from the
golden source configuration.

[0049] If the destination target is a composite target, then mapping data may be
maintained that specifies which member of the source maps to which member of the
destination target. The mapping may be one-to-one where one member target within the

destination target maps to one source members, or many-to-one where multiple member
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targets within the destination target map to a single source member. FIG. 3 illustrates an
example mapping between members of a composite target and members of a source
golden configuration. Composite target 300 includes member targets 312, 314, and 316,
which belong to target class 310 and member targets 322 and 324, which belong to target
class 320.

[0050] Drift rule 330 includes or is otherwise associated with composite template 340
and source 350. Composite template includes sub-template 342, which specifies
configuration attributes to compare for member targets of target class 310, and sub-
template 344, which specifies configuration attributes to compare for member targets of
target class 320. Source 350 specifies golden configuration information for source
members 352, 354, and 356, which belong to target class 310, and source member 362,
which belongs to target class 320. To determine which golden configuration information
should be applied to which member target, mapping data 360 is maintained.

[0051] During rule evaluation, the configuration of relevant attributes (those specified
in sub-template 342) on member target 312 are compared to golden configuration
information maintained for source member 352. Similarly, the configuration of the
relevant attributes on member target 314 are compared to golden configuration
information maintained for source member 354, and the configuration of the relevant
attributes on member target 316 are compared to golden configuration information
maintained for source member 356. Thus, different standards may be maintained for
different member targets. The configuration of member targets 322 and 324 are both
compared to golden configuration information maintained for source member 362 for the
configuration attributes identified by sub-template 344.

[0052] The compliance score for a composite target may be computed and assigned to

a destination target as follows:

total number of configuration items across all members that are compared
_ 0 as per the map that are different/drifted
C =100% x (1 - total number of configuration items across all members that are ) (Eq' 2)'
compared as per the map and the template

A compliance percentage of less than 100% means that the target has drifted from the
golden source configuration with respect to one or more attribute values of one or more
member targets.

[0053] Configuration attributes that are not specified in a drift rule are ignored during
drift evaluation. As an example, a particular drift rule may be associated with a

configuration template that lists installed patches as a relevant configuration attribute but
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does not list initialization parameters. During rule evaluation, the installed patches
between the destination and the source are compared, but the initialization parameters are
not compared. Thus, if the configuration of installed patches between a source and a
destination are different, then the destination target has drifted, and the compliance score
will be less than 100%. However, if the initialization parameters in the present example
differ, there is no effect on the compliance score since these parameters are not compared.
Even if the initialization parameters differ, the destination target may not have drifted if
the configuration attributes listed by the configuration template are the same between the
source and destination.

CONSISTENCY RULES

[0054] In one embodiment, rule management logic 124 maintains a set of one or more
consistency rules. Similar to drift rules, consistency rules include data that identifies
what attributes to compare. However, unlike drift rules, consistency rules do not specify
a source for comparison since consistency evaluation does not involve inter-target
comparisons between a golden target and a destination target. Rather, consistency
evaluation involves intra-target comparisons where the configurations of member targets
are of the same target type (i.e. target classification) and that are descendants (e.g.
children, grandchildren, and so on) of the same root target are compared for consistency.
[0055] A consistency rule captures the attributes for comparison on a per consistency
group basis. A “consistency group” in this context refers to a group of member targets
that are checked for consistency by an associated consistency rule. As an example, a root
target may comprise a cluster group of database server instances and/or a redundancy
group of storage appliances. The cluster and redundancy group in the preceding example
correspond to different consistency groups, and the database server instances and storage
appliances correspond to the member targets of the respective consistency groups. A
root target may have one or more consistency groups.

[0056] The set of attributes that are identified by a particular consistency rule may
vary between different consistency rules. For instance, different rules and corresponding
standards may be used for different geographic locations, different lines of business, or
different target types. Example configuration attributes that may be captured by a
consistency rules may include the same attributes listed above with respect to drift rules.
[0057] In one embodiment, a consistency rule is associated with a composite
template, where the composite template captures the list of configuration attributes to

compare for one or more consistency groups. Given that a root target has multiple
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member targets to compare for consistency, the root target is a composite system. The
composite templates described above may thus be used to determine which attributes to
compare for a given consistency group. Consistency groups that belong to the same root
target may have different configuration templates, resulting in different configuration
attributes being used to determine consistency for each group. With reference to FIG. 2,
each of sub-templates 202a to 202n may capture a different set of configuration attributes
for a respective consistency group.

[0058] In one embodiment, consistency groups within a composite target correspond
to different member target types. As an example, a first consistency group may comprise
member targets of a first type (e.g., database nodes), a second consistency group may
comprise member targets of a second target type (e.g., middleware nodes), and so on.
[0059] In one embodiment, each consistency group is associated with a reference
target. A “reference target” in this context is used as a source to perform comparisons
with each of the other targets in the group. When the consistency groups correspond to
different member target types, the reference target is specified on a per target type basis.
The reference target for a group may be selected by a user or may be automatically
selected by rule management logic 124,

CONSISTENCY RULE EVALUATION

[0060] In one embodiment, rule evaluation logic 126 is configured to apply
consistency rules to determine whether a composite target has any inconsistencies. To
apply a particular consistency rule to a destination target, rule evaluation logic 126
compares the configuration of relevant attributes (as per the configuration attributes
specified in the corresponding sub-template within the rule) on the reference target with
the configuration of the relevant attributes on members that belong to the same
consistency group. This process may be repeated for each consistency group within the
composite target. A target is inconsistent if a relevant attribute value of the reference
target differs from a corresponding value of another member of the same consistency
group.

[0061] For a target that has become inconsistent, rule evaluation logic 126 may
maintain data that indicates where the target has become inconsistent and to what degree
the target has become inconsistent. In one embodiment, rule evaluation logic 126
maintains a list of configuration attributes that are inconsistent. When a composite target
is associated to the consistency rule, rule evaluation logic 126 compares the members of

the composite target of same target type, as per the sub-template with respect to the
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reference target per member target type. If any of the members configuration attributes of
certain sub target type is different from other members or the reference member, then a
difference is registered and the configuration attribute is added to the list of inconsistent
attributes.

[0062] In one embodiment, rule evaluation logic 126 computes a compliance score
for a target when a consistency rule is applied to the respective target. The compliance

score may be computed and assigned to the target as follows:

total number of configuration items that are different across all
members that are compared as per the comparisons of members with
_ 0 _ reference target per member target type
C =100% x (1 total number of configuration items across all members that are ) (Eq'
compared as per the comparisons of members with reference target
per member target type

3)
where C represents the compliance score assigned to the destination target per the applied
consistency rule. If the compliance score is 100% for a rule/target then the target is
consistent. A compliance score of less than 100% means that the associated target has
one or more members that have become inconsistent.
[0063] The compliance score for a target may take into account multiple consistency
groups that belong to the same target. As an example, a composite target may have the
following consistency groups:

e Group 1 having the following members with target type MT1: target M11

(reference target), M12, and M13; and
e Group 2 having the following members with target type MT2: target M21,
M22 (reference target), and M23.

During rule evaluation, M11 is compared with M12 and M13 and M22 is compared with
M21 and M23. In the present example, it is assumed that one configuration attribute out
of five configuration attributes compared is different between M11 and M12, and no
configuration attributes are different out of the five configuration attributes compared
between M11 and M13. Itis further assumed that three configuration attributes different
out of five configuration attributes compared between M22 and M21, and two
configuration attributes are different out of five configuration attributes compared
between M22 and M23. Based on the foregoing assumptions and Eq. 3, the compliance

score is computed as follows:

(1+0+3+2)

= 0 -
C=100%x (1 (5+5+5+5)

) =70%

EVALUATION RESULT NOTIFICATION
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[0064] In one embodiment, rule evaluation logic 126 generates notifications upon
detecting drift or inconsistencies. The notification data may generally comprise
evaluation results for a drift rule and/or consistency rule evaluation that alerts an
administrator or other user of a detected drift or inconsistency. For example, a
notification may comprise the evaluation result generated in response to applying a drift
or consistency rule to a target. The evaluation result may include, without limitation data
that identifies:

e A compliance score that indicates the degree by which a target has drifted

from a source;
e A compliance score that indicates the degree by which a target has become
inconsistent;

e The total number of attributes that have drifted;

e The total number of attributes that have become inconsistent;

e A list of one or more attributes that have drifted from a source; and/or

e A list of one or more attributes that have become inconsistent;

e Recommended corrective actions.
[0065] Once generated, rule evaluation logic 126 outputs the notification data to the
user. The manner in which the notification data is output may vary from implementation
to implementation and may include, without limitation, sending the notification via email
to aregistered email address, storing the notification data in repository 130, transmitting
the notification over a computer data network, and/or causing display of the notification
data through a user interface such as control console 128.
GROUP-BASED ASSOCIATIONS
[0066] In one embodiment, association data 136 maintains mappings between groups
of targets and respective rules. When a rule is associated with a group of targets, rule
evaluation logic 126 applies the rule across the targets that belong to the group. Target
grouping allows drift and consistency standards to be defined once and applied across
multiple targets. A “group” or “policy group™ in this context differs from the consistency
groups discussed above in that that targets of a policy group may include targets that do
not belong to the same composite target.
[0067] The targets may be grouped into policy groups according to one or more
grouping criteria. Example grouping criteria may include, without limitation, target

location, line of business, lifecycle status, and/or one or more other target characteristics.
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As an example, targets that belong to a datacenter at a first geographic location may be
grouped separately and associated with a different rule than targets that belong to a
datacenter at a different geographic location. This grouping allows different standards to
be maintained on a per-location basis. As another example, targets that belong to a first
line of business (e.g., finance) may be grouped and associated with a different rule than
targets that belong to a second line of business (e.g., sales.) As another example, targets
that have a first lifecycle status (e.g., production targets) may be grouped separately and
associated with a different rule than targets that have a second lifecycle status (e.g., test
targets).

[0068] In one embodiment, multiple rules may be associated with a particular group
or target. When a group is associated with two or more drift rules, each drift rule may
have a different configuration template and/or a different source. Similarly, when a group
is associated with two or more consistency rules, each consistency rule may have a
different configuration template. A particular group or target may be also associated with
both a drift rule and a consistency rule. By allowing multiple rules to be mapped, a group
may be managed according to multiple policies and standards.

[0069] In one embodiment, a target may be associated with multiple policy groups.
For example, the target may belong to a first policy group that is grouped based on
geographic location and a second policy group that is grouped based on line-of-business
or some other grouping criteria. By allowing a target to be mapped to multiple groups, the
target may be managed according to multiple group policies/standards.

[0070] A target that is associated with multiple rules, either by virtue of belonging to
multiple policy groups or belonging to a group associated with multiple rules, may drift
or become inconsistent with respect to one associated standard without drifting or
becoming inconsistent with respect to another associated standard. In other words,
evaluation of a first rule applied to a target may yield a compliance ratio of 100% while
evaluation of a second rule may yield a compliance ratio of less than 100%. In other
instances, the target may be 100% compliant with a plurality of rules or non-compliant
with all associated rules.

GROUP MANAGEMENT ACCORDING TO TARGET TYPE

[0071] In one embodiment, policy groups maintain a set of rules that are associated
with different member types. For example a particular policy group may include first
drift rule that is associated with a first target type (e.g., databases), a second drift rule that

is associated with a second target type (e.g., middleware) and so on. Rule evaluation
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logic 126 then selects which rule or set of rules to apply to a target within the group based
on the target type. Continuing with the previous example, rule evaluation logic 126
would apply the first drift rule to targets of the first target type and the second drift rule to
targets of the second target type.

[0072] When a new target is added to or otherwise becomes part of a group, the rules
that are associated with a group are automatically associated with the new target. In
addition, rule evaluation logic 126 automatically evaluates the new target against the
drift/consistency rules that are associated with the group. If the new target is inconsistent
or drifts from the recommend gold standard, rule evaluation logic 126 may generate and
send a notification to an administrator. When a target is removed from the group, the
association and evaluation results for the corresponding drift/consistency rules are also
removed for that target.

[0073] A target may be dynamically or manually added to a group, depending on the
particular implementation. Dynamic addition may be performed automatically based on
the configuration profile of a target. As an example, a new target may be added to a
datacenter at a particular geographic location for a particular line of business. Rule
management logic 124 may analyze such properties in the configuration profile of the
new target to determine with which groups the new target should be associated.
Continuing with the previous example, rule management logic 124 may assign the new
target to a first group of targets that share the same geographic location and a second
group of targets that share the same line of business. Rule evaluation logic 126 may then
apply the associated rules for these groups to the new target.

CONTINUOUS CHANGE-DRIVEN MONITORING

[0074] Configuration management services 120 may provide continuous drift
monitoring with respect to targets 112a to 112n. When a configuration attribute is
modified for a target or a drift rule source, rule management logic 124 triggers rule re-
evaluation for an associated rule if any of the configuration attributes specified in the
modified configuration attribute is specified in the rule’s configuration template. If the
result of the comparison is different from the previous rule evaluation, then the
compliance score is recomputed, and a notification is sent with the difference report. The
difference report may identify the configuration attribute that has drifted and a previous
value of the attribute in the target and/or source.

[0075] In addition or alternatively, configuration management services 120 may

provide continuous consistency monitoring with respect to targets 112ato 112n. When a

-19-



WO 2016/111890 PCT/US2015/067932

configuration attribute of a member target is modified that matches a configuration

attribute as per any sub-template inside the composite template, the member target is

compared with the corresponding reference target within the composite target, and if the

number of configuration differences changes, then the compliance score is modified. If

compliance score is < 100%, then a notification is sent to the administrator or other user.

If the compliance score is 100%, and previously it was < 100%, then a notification may

be sent to confirm the previously reported inconsistency is fixed/resolved. When a new

member target is added/removed to/from a composite target then the member’s

configuration attributes are compared with the corresponding reference target, as per the

member template within the composite template of the consistency rule and

rule/composite target compliance score, and difference result is recomputed and

regenerated for the affected targets.

[0076]

In one embodiment, rule-target associations are used to determine which

targets to apply a rule to in response to detecting a change. The following scenarios may

trigger application of a rule to one or more targets that are associated with a respective

rule:

When the underlying configuration template is modified on which a respective
rule depends, the respective rule is reevaluated for the associated targets;
When a source target is modified for a respective drift rule, the respective drift
rule is reevaluated for the associated targets;

When a source target’s configuration data is modified on which a respective
drift rule depends, the respective rule is reevaluated across the associated
targets;

When a destination target’s configuration data is changed, respective
drift/consistency rule(s) which are associated with the destination target and
whose template depends on the configuration data that was modified are
reevaluated for the destination target;

When a member target is added to a composite target which is associated to a
respective consistency rule, then the consistency rule is reevaluated for that
associated composite (root) target; and/or

When a member target is removed to a composite target which is associated to
a respective consistency rule, then the respective consistency rule is

reevaluated for the associated composite target.
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[0077] FIG. 4 is a block diagram depicting an example process for continuous
monitoring of drift and consistency in a system comprising a plurality of targets. At
block 402, a change in a configuration attribute is detected. The change may be to one of
targets 112a to 112n or to a golden source information file. Rule management logic 124
may monitor data collected by collection logic 122 and the golden source information
associated with the set of rules in order to detect the change.

[0078] In response to detecting the change, at block 404, rule management logic 124
identifies and reads a set of one or more rules to evaluate based on the change. The set of
rules identified at this step comprise rules that are associated with the target or source that
had the attribute changed and that include the changed attribute in the configuration
template. For example, if an initialization parameter was changed on a target, then rule
management logic 124 may search for all drift and/or consistency rules that are mapped to
the target (or group to which the target belongs) and that include the initialization
parameter as a configuration attribute. If the changed attribute is not included in any rules
associated with the target, then the process may end without execution of the following
steps.

[0079] At block 406, rule evaluation logic 126 evaluates the set of one or more rules
to determine whether any drift or inconsistency has resulted from the attribute change.
Rule evaluation logic 126 may determine a compliance percentage and which attributes,
if any, have drifted or become inconsistent as described above.

[0080] At block 408, rule evaluation logic 126 outputs one or more sets of evaluation
results generated based on the rule evaluation at block 406. As previously indicate,
outputting the set of evaluation results may comprise sending a notification to an
administrator, storing the result set in repository 130 and so on.

RULE MODELLING AND CUSTOMIZATION

[0081] In one embodiment, rule management logic 124 allows users to create, edit,
and/or otherwise customize drift rules. For example, the user may define and modify the
set of configuration attributes, source, and member-target to source-member mappings for
a drift rule. Similarly, the user may define and modify the set of configuration attributes
and reference target(s) for a consistency rule. By allowing users to create and modify
drift rules, configuration management services 120 provide a flexible and editable
platform through which the user may manage drift and inconsistency with respect to

targets 112ato 112n. The platform further allows the user to efficiently define and
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customize standards via the rules and to monitor targets 112a to 112n with respect to
those standards.

[0082] FIG. 5 is a flowchart depicting an example process for generating drift rules.
At block 502, rule management logic 124 receives, from a user, a set of parameters for a
new rule. The parameters may include a configuration template, source, and/or mapping
data between member targets and source members (for composite targets) if the new rule
is a drift rule. For a consistency rule, the parameters received at this step may include a
configuration template and a reference target. The user may specify the type of rule
(drift/consistency) they would like to as part of a request to rule management services 120
to create a new rule.

[0083] At block 504, rule management logic 124 receives, from the user, association
data for the new rule. The association data indicates to which target or group of targets
the rule is mapped and should be applied. The rule may be mapped to a single target, a
group of targets, or multiple groups of targets.

[0084] At block 506 rule management logic 124 stores the new rule, including the
received parameter values, and the association data in repository 130. Rule evaluation
logic 126 may then apply the rule to the associated target(s) or group(s) to determine
whether the associated target(s) are drifted from a gold standard or are inconsistent.
[0085] After a rule has been stored at block 506, a user may subsequently edit the
parameters within the rule. For example, the user may add or remove configuration
attributes from the configuration profile, change the source/reference target, or modify the
targets or groups with which the rule is associated. In response to a rule modification,
rule evaluation logic 126 may reapply the updated rule to the associated targets.
HARDWARE OVERVIEW

[0086] According to one embodiment, the techniques described herein are
implemented by one or more special-purpose computing devices. The special-purpose
computing devices may be hard-wired to perform the techniques, or may include digital
electronic devices such as one or more application-specific integrated circuits (ASICs) or
field programmable gate arrays (FPGAs) that are persistently programmed to perform the
techniques, or may include one or more general purpose hardware processors
programmed to perform the techniques pursuant to program instructions in firmware,
memory, other storage, or a combination. Such special-purpose computing devices may
also combine custom hard-wired logic, ASICs, or FPGAs with custom programming to

accomplish the techniques. The special-purpose computing devices may be desktop
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computer systems, portable computer systems, handheld devices, networking devices or
any other device that incorporates hard-wired and/or program logic to implement the
techniques.

[0087] For example, FIG. 6 is a block diagram that illustrates a computer system 600
upon which an embodiment of the invention may be implemented. Computer system 600
includes a bus 602 or other communication mechanism for communicating information,
and a hardware processor 604 coupled with bus 602 for processing information.
Hardware processor 604 may be, for example, a general purpose microprocessor.

[0088] Computer system 600 also includes a main memory 606, such as a random
access memory (RAM) or other dynamic storage device, coupled to bus 602 for storing
information and instructions to be executed by processor 604. Main memory 606 also
may be used for storing temporary variables or other intermediate information during
execution of instructions to be executed by processor 604. Such instructions, when stored
in non-transitory storage media accessible to processor 604, render computer system 600
into a special-purpose machine that is customized to perform the operations specified in
the instructions.

[0089] Computer system 600 further includes a read only memory (ROM) 608 or
other static storage device coupled to bus 602 for storing static information and
instructions for processor 604. A storage device 610, such as a magnetic disk, optical
disk, or solid-state drive is provided and coupled to bus 602 for storing information and
instructions.

[0090] Computer system 600 may be coupled via bus 602 to a display 612, such as a
liquid-crystal display (LCD) or a light-emitting diode (LED) display, for displaying
information to a computer user. An input device 614, including alphanumeric and other
keys, is coupled to bus 602 for communicating information and command selections to
processor 604. Another type of user input device is cursor control 616, such as a mouse,
a trackball, or cursor direction keys for communicating direction information and
command selections to processor 604 and for controlling cursor movement on display
612. This input device typically has two degrees of freedom in two axes, a first axis (e.g.,
x) and a second axis (e.g., v), that allows the device to specify positions in a plane.
[0091] Computer system 600 may implement the techniques described herein using
customized hard-wired logic, one or more ASICs or FPGAs, firmware and/or program
logic which in combination with the computer system causes or programs computer

system 600 to be a special-purpose machine. According to one embodiment, the
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techniques herein are performed by computer system 600 in response to processor 604
executing one or more sequences of one or more instructions contained in main memory
606. Such instructions may be read into main memory 606 from another storage medium,
such as storage device 610. Execution of the sequences of instructions contained in main
memory 606 causes processor 604 to perform the process steps described herein. In
alternative embodiments, hard-wired circuitry may be used in place of or in combination
with software instructions.

[0092] The term “storage media” as used herein refers to any non-transitory media
that store data and/or instructions that cause a machine to operate in a specific fashion.
Such storage media may comprise non-volatile media and/or volatile media. Non-volatile
media includes, for example, optical disks or magnetic disks, such as storage device 610.
Volatile media includes dynamic memory, such as main memory 606. Common forms of
storage media include, for example, a floppy disk, a flexible disk, hard disk, solid-state
drive, magnetic tape, or any other magnetic data storage medium, a CD-ROM, any other
optical data storage medium, any physical medium with patterns of holes, a RAM, a
PROM, and EPROM, a FLASH-EPROM, NVRAM, any other memory chip or cartridge.
[0093] Storage media is distinct from but may be used in conjunction with
transmission media. Transmission media participates in transferring information between
storage media. For example, transmission media includes coaxial cables, copper wire and
fiber optics, including the wires that comprise bus 602. Transmission media can also take
the form of acoustic or light waves, such as those generated during radio-wave and infra-
red data communications.

[0094] Various forms of media may be involved in carrying one or more sequences of
one or more instructions to processor 604 for execution. For example, the instructions
may initially be carried on a magnetic disk or solid-state drive of a remote computer. The
remote computer can load the instructions into its dynamic memory and send the
instructions over a telephone line using a modem. A modem local to computer system
600 can receive the data on the telephone line and use an infra-red transmitter to convert
the data to an infra-red signal. An infra-red detector can receive the data carried in the
infra-red signal and appropriate circuitry can place the data on bus 602. Bus 602 carries
the data to main memory 606, from which processor 604 retrieves and executes the
instructions. The instructions received by main memory 606 may optionally be stored on

storage device 610 either before or after execution by processor 604.
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[0095] Computer system 600 also includes a communication interface 618 coupled to
bus 602. Communication interface 618 provides a two-way data communication coupling
to a network link 620 that is connected to a local network 622. For example,
communication interface 618 may be an integrated services digital network (ISDN) card,
cable modem, satellite modem, or a modem to provide a data communication connection
to a corresponding type of telephone line. As another example, communication interface
618 may be alocal area network (LAN) card to provide a data communication connection
to a compatible LAN. Wireless links may also be implemented. In any such
implementation, communication interface 618 sends and receives electrical,
electromagnetic or optical signals that carry digital data streams representing various
types of information.

[0096] Network link 620 typically provides data communication through one or more
networks to other data devices. For example, network link 620 may provide a connection
through local network 622 to a host computer 624 or to data equipment operated by an
Internet Service Provider (ISP) 626. ISP 626 in turn provides data communication
services through the world wide packet data communication network now commonly
referred to as the “Internet” 628. Local network 622 and Internet 628 both use electrical,
electromagnetic or optical signals that carry digital data streams. The signals through the
various networks and the signals on network link 620 and through communication
interface 618, which carry the digital data to and from computer system 600, are example
forms of transmission media.

[0097] Computer system 600 can send messages and receive data, including program
code, through the network(s), network link 620 and communication interface 618. In the
Internet example, a server 630 might transmit a requested code for an application program
through Internet 628, ISP 626, local network 622 and communication interface 618.
[0098] The received code may be executed by processor 604 as it is received, and/or
stored in storage device 610, or other non-volatile storage for later execution.

CLOUD COMPUTING OVERVIEW

[0099] The techniques described herein are implemented using one or more
processing solutions, examples of which include distributed systems, clustered computing
systems, and cloud computing systems. In an embodiment, configuration management
services 120 are part of a cloud computing system. A cloud computing system
implements one or more of: cloud storage, cloud processing, cloud communication, and

any other kind of cloud computing service. Further, cloud computing systems may
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operate under a pay-for-what-you-use-as-you-use-it model, under a fixed subscription
model, etc. In this embodiment, any part (or the whole of) the functionality attributed to
system 100, or to other entities within this description, is controllable via an interface that
is exposed at a cloud computing system.

EXTENSIONS AND ALTERNATIVES

[0100] In the foregoing specification, embodiments of the invention have been
described with reference to numerous specific details that may vary from implementation
to implementation. The specification and drawings are, accordingly, to be regarded in an
illustrative rather than a restrictive sense. The sole and exclusive indicator of the scope of
the invention, and what is intended by the applicants to be the scope of the invention, is
the literal and equivalent scope of the set of claims that issue from this application, in the

specific form in which such claims issue, including any subsequent correction.
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CLAIMS

What is claimed is:

1. A method comprising:

storing, in volatile or non-volatile storage, a set of one or more drift rules;

wherein a first drift rule in the set of one or more drift rules identifies a set of one or more
attributes and a source;

applying, by one or more computing devices, the first drift rule from the set of one or
more drift rules to a particular target that is associated with the first drift rule by
comparing a first configuration of the set of one or more attributes on the
particular target to a second configuration of the one or more attributes on the
source;

wherein the set of one or more attributes is a subset of a plurality of attributes for which
configuration might change from the source, and wherein the plurality of
attributes include other attributes that are not in the subset;

based on comparing the first configuration of the set of one or more attributes on the
particular target to the second configuration of the one or more attributes on the
source, determining that the first configuration of the set of one or more attributes
on the particular target does not match the second configuration of the one or
more attributes on the source;

in response to determining that the first configuration of the set of one or more attributes
on the particular target does not match the second configuration of the one or
more attributes on the source, outputting, by the one or more computing devices,
notification data that indicates that the particular target has drifted from the
source.

2. The method of Claim 1, further comprising:

computing a compliance score based on comparing the first configuration of the set of
one or more attributes on the particular target to the second configuration of the
one or more attributes on the source;

wherein the compliance score indicates a degree by which the particular target has drifted
from the source; wherein the compliance score is included in the notification.

3. The method of any of Claims 1 or 2, further comprising:

detecting a change in the first configuration of the set of one or more attributes on the

particular target;
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in response to detecting the change in the first configuration of the set of one or more
attributes on the particular target, reapplying the first drift rule to the particular
target.

4, The method of any of Claims 1-3, further comprising:

detecting a change to the first drift rule in the set of one or more drift rules;

in response to detecting the change to the first drift rule in the set of one or more drift
rules, reapplying the drift rule to a set of targets that are associated with the first
drift rule;

wherein the set of targets includes the particular target.

5. The method of Claim 4, wherein the change to the first drift rule is one of a

change to a configuration template associated with the first drift rule or a change in the

source identified by the first drift rule.

6. The method of any of Claims 1-5, further comprising:

detecting a change to configuration data of the source identified by the first drift rule;

in response to detecting the change to configuration data of the source identified by the
first drift rule, reapplying the drift rule to a set of targets that are associated with
the first drift rule;

wherein the set of targets includes the particular target.

7. The method of any of Claims 1-6,

wherein the particular target is associated with the first drift rule and at least one other
drift rule from the set of one or more drift rules;

wherein the at least one other drift rule identifies at least one of a different set of
attributes or a different source; the method further comprising applying, by the
one or more computing devices, the at least one other drift rule from the set of one
or more drift rules to the particular target.

8. The method of any of Claims 1-7,

wherein the particular target belongs to a group of targets that are associated with the first
drift rule;

the method further comprising applying the first drift rule to each target that belongs to
the group of targets.

9. The method of any of Claims 1-9,

wherein the particular target is a composite target comprising a plurality of member

targets;
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wherein the source is associated with a plurality of source members having a particular
configuration;
wherein the first drift rule is associated with a composite template that specifies a
plurality of sub-templates;
the method further comprising:
storing mapping data that maps each member target of the plurality of member
targets to a corresponding source member of the plurality of source
members;
wherein comparing the first configuration of the set of one or more attributes on
the particular target to the second configuration of the one or more
attributes on the source comprises comparing, based on the plurality of
sub-templates, configurations of the plurality of member targets with
configurations of the plurality of source members.
10. The method of any of Claims 1-9, wherein the source comprises one of a golden
target with a recommended configuration, a gold configuration saved snapshot that stores
the recommended configuration, or a baseline configuration snapshot that stores a
functional configuration for the particular target from a previous point in time.
11. The method of any of Claims 1-10, wherein the particular target is a composite
target comprising a first set of member targets, the method further comprising:
storing, in the volatile or non-volatile storage, a set of one or more consistency rules;
applying a first consistency rule to the particular target to determine whether the first set
of member targets are consistent.
12. The method of any of Claims 1-11, wherein outputting, by the one or more
computing devices, notification data that indicates that the particular target has drifted
from the source comprises one or more of persistently storing the notification data,
sending the notification data to a user over a network, or causing display of the
notification data.
13. A method comprising:
storing, in volatile or non-volatile storage, a composite template that includes a plurality
of sub-templates;
wherein the plurality of sub-templates includes a first sub-template for targets of a first
target type and a second sub-template for targets of a second target type:
for a composite target that includes a first set of member targets of the first target type

and a second set of member targets of the second target type:
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comparing, based on the first sub-template, configurations of the first set of
member targets to determine whether the first set of member targets is
consistent; and
comparing, based on the second sub-template, configurations of the second target
type to determine whether the second set of member targets is consistent;
in response to determining that the at least one of the first set of member target or the
second set of member targets is not consistent, outputting, by the one or more
computing devices, notification data that indicates that the composite target is
inconsistent.
14. The method of Claim 13,
wherein comparing, based on the first sub-template, configurations of the first set of
member target comprises comparing one or more configurations, of a first set of
attributes identified by the first sub-template, on one or more respective member
targets in the first set of member targets with a configuration, of the first set of
attributes identified by the first sub-template, on a first reference target from the
first set of member targets;
wherein comparing, based on the second sub-template, configurations of the second set of
member target comprises comparing one or more configurations, of a second set
of attributes identified by the second sub-template, on one or more respective
member targets in the second set of member targets with a configuration, of the
second set of attributes identified by the second sub-template, on a second
reference target from the second set of member targets.
15. The method of any of Claims 13-14, further comprising computing a compliance
score for the composite target based, at least in part, on how many attributes in the first
set of member targets and the second set of member targets are inconsistent.
16.  The method of any of Claims 13-15,
wherein the composite template further includes a third sub-template for targets of a third
target type and the composite target includes a third set of member targets of the
third target type;
the method further comprising:
comparing, based on the third sub-template, configurations of the third target type

to determine whether the third set of member targets is consistent;
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wherein outputting, by the one or more computing devices, notification data that
indicates that the composite target is inconsistent is further responsive to a
determination that the third set of member targets is not consistent.

17. The method of any of Claims 13-16, wherein the first target type is based on a

type of function performed by the first set of member targets and the second target type is

based on a type of function performed by the second set of member targets.

18. The method of any of Claims 13-17, wherein the first target type and the second

target type are at least one of a cluster and high availability service, a database service, a

database machine, an application service, or a domain discovery service.
19. The method of any of Claims 13-18, wherein the composite template is part of a
consistency rule that is associated with the composite target; wherein the
consistency rule is applied to the composite target to determine whether the
composite target is consistent; wherein applying the consistency rule to the
composite target includes said comparing, based on the first sub-template,
configurations of the first set of member targets to determine whether the first set
of member targets is consistent and said comparing, based on the second sub-
template, configurations of the second target type to determine whether the second
set of member targets is consistent.
20. The method of Claim 19, further comprising
detecting at least one of an addition of a member target to the composite target, a
removal of a member target from the composite target, or a change in
configuration data on the composite target for one or more attributes that
are identified by the composite template;

in response to said detecting, reapplying the consistency rule to the composite
target.

21. The method of Claim 19, further comprising
detecting a change in the composite template;
in response to detecting the change to the composite template, reapplying the

consistency rule to a set of composite targets that are associated with the
consistency rule.

22. One or more non-transitory storage media storing instructions which, when executed

by one or more computing devices, cause performance of the method recited in any of

Claims 1-21.
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