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(57) Abstract: A system (10) and method (50) for distributing digital information, including download information and activation
or digital rights management information, to one or more branch devices. The method includes a root device receiving digital in-
formation from an information source, and transmitting the download information and the activation information associated with
the download information to one or more branch devices. The branch device, upon receiving the activation information can acti-
& vate, install or execute the download information. The download information and/or the activation information can be conditionally
distributed, e.g., based on a time-based, location-based or authentication-based condition or event. The method also may include
extracting the distributed information, e.g., upon the completion of the condition or event. The root device and/or the branch device
O includes a controller configured to transmit and/or receive the digital information, via a transceiver, and configured to use the acti-
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METHOD, SYSTEM AND APPARATUS FOR DISTRIBUTING
DIGITAL INFORMATION INCLUDING DIGITAL RIGHTS MANAGEMENT

INFORMATION TO A PLURALITY OF DEVICES

BACKGROUND OF THE INVENTION
Field of the Invention
[0001] The invention relates to distributing digital information components
including digital rights management information to a plurality of devices. More
particularly, the invention relates to the managed, peer-to-peer distribution of digital
information components including digital rights management information to a

plurality of devices.

Description of the Related Art

[0002]  The distribution of digital information, including digital rights
management (DRM) of the distributed information, typically is based on relatively
centralized owner-to-consumer or vendor-to-consumer distribution models. For
example, the distribution of digital information, such as software upgrades or new
features or user interfaces for cellular phones and smart phones, personal digital
assistants (PDAs), music players and other devices, conventionally occurs through the
use of a centralized access point, such as a content server, ¢.g., a website.
Alternatively, the distribution of such digital information can occur through one or a
few relatively centralized vendors or vendor brokers. For example, users can obtain

digital upgrades or new features from a vendor store or wirelessly via a vendor
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operator that controls distribution of the information. The distribution of the digital
information typically includes the owner or vendor also transferring digital rights
management information.

[0003]  Digital rights management (DRM) generally refers to systems and
technologies used to control access to and distribution of digital information, such as
digital content. Digital rights management information generally includes three
components: expression, authentication and protection. Expression typically involves
the description of the resources, the ownership of the resources, and the terms and
conditions of use of the resources. Authentication typically involves some form of
verification that a user of the resources has the right to use the resources. Protection
typically involves the means, such as encryption and digital keys, to ensure that only
authorized users have access to the resources. Existing digital rights management
technology includes Janus for portable devices using Windows Media, Fairplay for
use with iPod and iTunes, and any digital rights management technology in
accordance with the Open Mobile Alliance (OMA) standard.

[0004] The conventional use of relatively centralized system architectures to
distribute digital information can be unduly costly and burdensome to centralized
servers and their operators, ¢.g., if software upgrades or other digital information need
to be distributed to a relatively large number of users within a given period of time.
Moreover, many of the conventional centralized distribution systems often lack end-
user customization. For example, owners or vendors typically offer only a few select

upgrade or feature packages for wireless device end users. End users often are
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required to accept all features within a given upgrade package or not receive the
upgrade at all.

[0005] One conventional alternative to the central server system for distribution
of digital information is a peer-to-peer (P2P) network or system for transferring or
distributing digital information. Rather than concentrating information in a relatively
few number of centralized server locations, P2P networks use a plurality of peer or
client nodes that can serve both as servers and clients to other peer nodes within an
ad-hoc network, such as an ad-hoc wireless local area network (LAN) or personal
area network (PAN).

[0006] P2P networks and systems exist that transfer and share digital information,
such as media content (audio and/or video), between consumers or end users. Also,
P2P networks and systems exist that allow end users to wirelessly communicate and
transfer information between wireless devices within an ad-hoc network. However,
like conventional information distribution systems, many P2P network distribution
systems lack customization and selectability by the end users and the devices
receiving the information with regard to the received information, including rights
management associated with the distributed information. Licensing management
models that have been proposed for addressing digital rights management issues for
P2P networks and systems that transfer media content require receiving devices to
acquire digital rights management from the one or few centralized sources, similar to
non-P2P digital distribution methods and systems. Such models often encounter the
same distribution issues as centralized or non-P2P digital distribution methods and

Systems.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0007] FIG. 1 is a block diagram of a system for distributing digital information
including digital rights management information;
[0008] FIG. 2 is a block diagram of a root device and a branch device for
distributing digital information including digital rights management information; and
[0009] FIG. 3 is a flow chart that schematically illustrates a method for

distributing digital information including digital rights management information.

DETAILED DESCRIPTION

[0010] In the following description, like reference numerals indicate like
components to enhance the understanding of the system, method and apparatus for
distributing digital information including digital rights management information
through the description of the drawings. Also, although specific features,
configurations and arrangements are discussed hereinbelow, it should be understood
that such specificity is for illustrative purposes only. A person skilled in the relevant
art will recognize that other steps, configurations and arrangements are useful without
departing from the spirit and scope of the invention.

[0011] Referring now to FIG. 1, shown is a block diagram of a system 10 for
distributing digital information components including digital rights management
(DRM) information. The system 10 includes a network 12, one or more root devices
14, 16, and one or more branch devices 22, 24, 26, 28. As will be discussed in greater

detail hereinbelow, in the system 10, one or more of the devices, e.g., the device 18,
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can be both a root device and a branch device. The network 12 can be any suitable
wired or wireless network system, such as the Internet or other suitable public
network, any wired or wireless wide area network (WAN), local area network (LAN)
or wireless local area network (WLAN), such as a residential network, or other
suitable network or network system.

[0012]  One or more of the root devices can be any suitable device that can
connect, communicate and exchange information with the network 12 (or network
device) and also connect, communicate and at least transmit or transfer information to
one or more of the branch devices that comes into contact with the root device. The
connection between the network and the root device can be a wired connection, as
shown generally by the wired connection between the network 12 and the root device
16, or the connection can be wireless, as shown generally by the wireless connection
between the network 12 and the root device 14. Although not shown, the network 12
typically includes one or more devices, such as routers or computers, for establishing
a wired or wireless connection with one or more of the root devices.

[0013] One or more of the branch devices 18, 22, 24, 26, 28 can be any suitable
device that can connect, communicate and at least receive information from one or
more of the root devices with which the branch device comes into contact. Although
the connection between the branch devices and the root devices are shown as wireless
connections, it should be understood that one or more branch devices can be

connected to one or more root devices via a wired connection.
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[0014]  The root devices and the branch devices can be the same or similar type of
device. Moreover, one or more of the devices within the system 10 can serve or
operate both as a root device and a branch device, even simultaneously. For example,
as shown, the device 18 can be a branch device to the root device 14, but also can be a
root device to the branch device 28. Suitable root devices and branch devices can
include, but are not limited to, cellular telephones, smart telephones, personal digital
assistants (PDAs), digital music players and other mobile devices. Other suitable root
devices and branch devices can include desktop personal computers (PCs), laptop
PCs, notebook PCs, digital cameras, wireless routers, and any suitable information
processing devices, such as signal converter or decoder (set-top) boxes, residential
gateways, and home media server systems.

[0015]  Any one or more of the root devices and the branch devices can be
partially or completely configured in the form of hardware circuitry and/or other
hardware components within a larger device or group of components. Alternatively,
any one or more of the root devices and the branch devices can be partially or
completely configured in the form of software, ¢.g., as processing instructions and/or
one or more sets of logic or computer code. In such configuration, the logic or
processing instructions typically are stored in a data storage device (not shown),
which typically is coupled to a processor or controller (not shown). The processor
accesses the necessary instructions from the data storage device and executes the

instructions or transfers the instructions to the appropriate location within the device.
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[0016] Referring now to FIG. 2, shown is a block diagram of a root device and a
branch device for wirelessly distributing digital information components including
digital rights management information. For purposes or discussion, the root device 14
and the branch device 22 are shown and will be described. However, it should be
understood that the discussion of distributing digital information components between
the root device 14 and the branch device 22 can apply to any one or more root devices
and/or any one or more branch devices.

[0017]  The root device 14 includes a controller 32 and a memory 34 coupled to
the controller 32. The root device 14 also can include a transceiver 36, coupled to the
controller 32, for wirecless communication between the root device 14 and other
devices. The controller 32 controls the operation of the root device 14, including the
ability of the root device 14 to communicate with the branch device 22 and other
devices, e.g., to receive digital information from information sources and to transmit
digital information to other devices.

[0018] The memory 34 can be any suitable memory device, including random
access memory (RAM), read-only memory (ROM) and Flash memory devices. In
general, the memory 34 stores logic, processing instructions and other information
and data for the controller 32 (and other device components) to access.

[0019] Typically, the root device 14 includes the transceiver 36, which is
configured to allow the root device 14 to communicate wirelessly with the branch
device 22, as well as with other devices and information sources (not shown).
Alternatively, the root device 14 may not have a transceiver, and therefore may not be

able to transmit and receive information wirelessly.



WO 2008/103190 PCT/US2007/074945
Motorola Docket No.: CML03164STARS (9M04.1-370)

[0020]  One or more of the controller 32, the memory 34 and the transceiver 36
can be comprised partially or completely of any suitable structure or arrangement,
¢.g., one or more integrated circuits. Also, it should be understood that the root
device 14 includes other components, hardware and software (not shown) that are
used for the operation of other features and functions of the root device 14 not
specifically described herein.

[0021]  The branch device 22 includes a controller 42 and a memory 44 coupled to
the controller 32. The branch device 22 also can include a transceiver 46, coupled to
the controller 42, for wireless communication between the branch device 22 and other
devices. As with the controller 32 in the root device 14, the controller 42 in the
branch device 22 controls the operation of the branch device 22, including the ability
of the branch device 22 to communicate with the root device 14, e.g., to receive
digital information from the root device 14.

[0022] The memory 44 can be any suitable memory device, including random
access memory (RAM), read-only memory (ROM) and Flash memory devices. The
memory 44 stores logic, processing instructions and other information and data for the
controller 42 (and other device components) of the branch device 22 to access.

[0023]  One or more of the controller 42, the memory 44 and the transceiver 46
can be comprised partially or completely of any suitable structure or arrangement,
e.g., one or more integrated circuits. Also, it should be understood that the branch
device 22 includes other components, hardware and software (not shown) that are
used for the operation of other features and functions of the branch device 22 not

specifically described herein.
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[0024]  As discussed hereinabove, many conventional systems and methods for
distributing digital information to a plurality of devices typically have one or a few
centralized distribution points to distribute the digital information. Such system
arrangements can be relatively costly if information is distributed to a relatively large
number of receiving devices. Moreover, such system arrangements often burden or
strain network resources and/or other resources of information sources or service
providers of the digital information. Also, such system arrangements do not lend
themselves well to providing customized information distribution to the receiving
devices, especially a relatively large number of receiving devices.

[0025]  Alternative conventional systems and methods sometimes use a more
distributed structure, such as a peer-to-peer (P2P) structure, to distribute digital
information to a plurality of receiving devices. Typically, in general, with a P2P
system structure, data distribution can be more efficient and more customized
compared to centralized distribution systems. However, in P2P system arrangements,
digital rights management of the distributed information remains an issue, especially
when a consumer device receives digital information from another peer device rather
than an owner or centralized vendor or service provider. As discussed hereinabove,
conventional attempts to address digital rights management of distributed information
in P2P systems involve obtaining licenses and other digital rights management
information directly from the owner, vendor or service provider of the distributed
information. In this manner, such methods are subject to the same issues associated

with information distribution from centralized sources.
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[0026] Referring now to FIG. 3, with continuing reference to FIG. 1 and FIG. 2,
shown is a flow chart that schematically illustrates a method 50 for wirelessly
distributing digital information components including digital rights management
information. The method 50 will be described along with the operation of the root
devices, e.g., the root device 14, and the plurality of branch devices, ¢.g., the branch
device 22.

[0027] The method 50 includes a step 52 of one or more root devices receiving
digital information, including digital rights management information. Digital
information includes download information, such as device software upgrades or
patches, new features for devices or upgrades to existing features for devices, new
interfaces for devices or upgrades for existing interfaces for devices. Digital
information also includes activation information or digital rights management
information. Activation or digital rights management information includes any
suitable information that allows a device receiving the activation information and the
download information to activate, install, execute or otherwise operate or make use of
the download information. Activation information typically includes the description
and ownership of the download information, the authentication and/or verification of
devices authorized to receive the download information, and the necessary keys
and/or other decryption information to activate the download information. Digital
information also can include notices or alerts to the availability of download
information and/or digital rights management information. As discussed hereinabove,

in conventional information distribution methods, digital rights management

10
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information typically is obtained only from the owner, vendor or service provider (or
their network), even in P2P distribution systems.

[0028] In the step 52, one or more of the root devices receives the digital
information (i.e., download information and activation information) from the network
12 or other appropriate information source or service provider. For example, the
digital information is encrypted with a domain key or other form of encryption and
transmitted to one or a few root devices. The root device can download the digital
information via a wired or wireless connection to a personal computer or other
suitable component from an owner, vendor or service provider website.

Alternatively, the digital information can be transferred to one or more root devices at
an owner or vendor store or other location, ¢.g., via a wired or wireless connection.
The root device can then decrypt the received digital information, e.g., as part of the
process of receiving the digital information or after the root device has received the
digital information.

[0029]  The method 50 also includes a step 54 of a root device transmitting
download information to one or more branch devices. For example, the root device
14 transmits download information to the branch device 22. As discussed
hereinabove, the download information can be a software upgrade, a device feature, a
device interface, or other suitable information. The transmission step 54 can transmit
the download information to the branch device in any suitable manner, ¢.g., via a
wired or wireless connection. Wireless connections can be performed using any
suitable technology, including any suitable near ficld or near range technology, such

as Bluetooth™, ZigBee, Ultra Wideband, Wireless USB, Z-wave, the Infrared Data

11
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Association (IrDA), nanoNET, any suitable technologies in accordance with the Wi-
Fi standards, and any suitable technologies in accordance with the 802.11 family of
standards.

[0030] The method 50 also includes a step 56 of a root device transmitting
activation information or digital rights management information to one or more
branch devices. As discussed hereinabove, activation or digital rights management
information includes information that allows a device receiving the activation and the
download information to activate, install, execute or otherwise use download
information. The transmission step 54 can transmit the activation or digital rights
management information to the branch device in any suitable manner, e.g., via a
wired or wireless connection, such as in accordance with any one or more of the
wireless technologies discussed previously herein.

[0031]  As part of the step 54 and/or the step 56, a digital certificate or other
authentication information can be transferred between the root device and the branch
device, and/or between the network 12 and one or both of the root device and the
branch device. The certificate can serve to note or verify the transfer of the feature or
upgrade, as well as identify the particular root device and branch device involved in
the transfer.

[0032] It should be understood that, although the transmission step 54 and the
transmission step 56 are shown as separate steps, the step 54 of transmitting download
information from a root device to a branch device and the step 56 of transmitting
activation information from the root device to the branch device can be performed as

a single transmission step from the root device to the branch device. As discussed

12
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hereinabove, digital information includes both download information and activation
information. Moreover, it should be understood that the transmission step 54 and/or
the transmission step 56 can include encrypting the information, e.g., before
transmitting the information, and decrypting the information, e.g., after receipt of the
information.

[0033] The method 50 also includes a step 58 in which the branch device uses the
activation or digital rights management information received from the root device to
activate the download information, e.g., the download information received from the
root device. That is, the activation or digital rights management information allows
the branch device to activate, install, execute or otherwise use the download
information. For example, if the download information is a software upgrade, the
activation information can allow the branch device to install the software upgrade. As
discussed hereinabove, conventionally, activation or digital rights management
information had to be obtained from the source of the download information, i.c., the
software owner or vendor. However, the method 50 allows digital rights management
information to be obtained from the same source as the download information, i.c.,
from the root device. In this manner, digital rights management information can be
transmitted along with download information in a non-centralized, P2P system
arrangement.

[0034] According to the method 50, one or both of the download information
transmission step 54 and the activation information transmission step 56 can be
conditional transmission steps. That is, one or both of the transmission steps 54 and

56 can be performed based on or in response to one or more conditions or events, i.¢.,

13
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if a certain condition exists or if a certain event occurs. Such events include, e.g.,
time-based conditions or events, location-based conditions or events, authentication-
based conditions or events and intent or intent to distribute-based conditions or
events.

[0035] For example, it is possible that one or both of the transmission steps 54
and 56 may not be performed except during a given time window, e.g., within 24
hours from a root device receiving digital information. Thus, the download
information and the activation information might be available for the branch device to
receive only for 24 hours from the time the root device obtained the digital
information, ¢.g., from an information source. Similarly, the transmission steps 54
and 56 might only be performed if the root device and the branch device are within a
given location, either in general or with respect to one another. With respect to
authentication-based events and intent or intent to distribute-based events, the
transmission steps 54 and 56 might only be performed if the branch device is a certain
type of device approved for receiving the download information, e.g., if the branch
device is the type of device to which the root device intends to distribute digital
information.

[0036] It should be understood that other conditions can or may have to exist
before one or both of the transmission steps 54 and 56 can be performed. For
example, the branch device may be required to request download information from
one or more root devices. Such request may be in addition to obtaining the activation

information, which allows the branch device to use the download information. Thus,
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one or more of the transmission steps 54 and 56 steps may occur in response to a
specific request by the branch device.

[0037] It should also be understood that the use of the download information by
one or more branch devices may be conditioned. For example, once download
information is installed on a branch device, the download information might only be
able to be used by the branch device for a given amount of time before the download
information is automatically disabled or becomes inoperable.

[0038] The method 50 may also include a step 62 of extracting digital information
from one or more branch devices. That is, the step 62 includes one or more root
devices (or other suitable devices) extracting or removing download information
and/or activation information from one or more branch devices. Such may occur as
part of a previously-imposed timed-based, location-based or other condition on the
use of the digital information by the branch device. Moreover, it should be
understood that the extracting step 62 can be a conditional extracting step that is
based on or in response to the conclusion or completion of a previous condition, such
as one or more of the conditions discussed hereinabove.

[0039] The method 50 allows digital information, including download
information and digital rights management information, to be distributed to a plurality
of branch devices from one or more root devices. Thus, the method 50 allows a P2P
system structure, with rights management. As with other P2P arrangements,
according to the method 50, branch devices can become root devices for other branch
devices. Also, devices can be both root devices and branch devices. For example, as

discussed previously herein, in FIG. 1, the device 18 can be a branch device when
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receiving digital information from the root device 14. However, the device 18 can, in
turn, be a root device to the branch device 28 when transmitting digital information to
the branch device 28.

[0040] The method 50 can provide for more efficient or effective distribution of
information compared to many conventional information distribution methods and
systems. For example, if a branch device is having trouble receiving all or a portion
of information from a first root device, the branch device can use one or more other
root devices to obtain the needed or requested download information and/or digital
rights management information.

[0041] In general, as an example scenario of the method 50, a first consumer or
end user with a mobile music player may notice that a second end user has the latest
update of a music player user interface on their mobile music player. Rather than
going to the store or calling the vendor/operator to obtain the interface update and the
associated rights management information to install the update, the first end user asks
the second end user to download the digital information directly to the first user’s
music player, e.g., in any suitable manner using an appropriate connection, ¢.g., a
wireless connection using Bluetooth or other suitable wireless technology. The
second end user agrees and allows the first end user to download the music player
interface and associated rights management information. In this manner, the first end
user obtains the upgrade and the rights to use the upgrade without burdening the
resources of the owner or vendor of the interface (since the download was made peer
to peer). Also, the end user does not have to visit the owner or vendor store or

website.
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[0042]  As another example, download information and associated digital rights
management information can be distributed from a root device to one or more branch
devices that come within a given proximity of the root device. For example, a vendor
may transmit download information and associated digital rights management
information to a root device, with instructions that the root device automatically
download the information to any other user (branch device) that comes into proximity
of the root device. As discussed hereinabove, the ability to receive the information
from the root device can be time-based, e.g., within the next 30 days, or priority-
based, e.g., certain branch devices are certified to receive the information, while other
branch devices are not certified to receive the information. Such certification
information can be part of the activation information transmitted to the root device
from the information source.

[0043]  As another example, download information and associated digital rights
management information can be location dependent. For example, a user interface
application for watching instant replays can be made available within a sports
stadium. Associated digital rights management, e.g., content rights management, also
is made available within the stadium. Once an end user obtains the user interface
application and its associated digital rights management information, the user
interface application can be transferred peer-to-peer from the root device to branch
devices throughout the stadium. Alternatively, the user interface application is

extracted from a branch device once the branch device leaves the stadium.
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[0044]  The method shown in FIG. 3 described herein may be implemented in a
general, multi-purpose or single purpose processor. Such a processor will execute
instructions, either at the assembly, compiled or machine-level, to perform that
process. Those instructions can be written by one of ordinary skill in the art
following the description of the data traffic routing method described herein and
stored or transmitted on a computer readable medium. The instructions may also be
created using source code or any other known computer-aided design tool. A
computer readable medium may be any medium capable of carrying those instructions
and includes random access memory (RAM), dynamic RAM (DRAM), flash memory,
read-only memory (ROM), compact disk ROM (CD-ROM), digital video disks
(DVDs), magnetic disks or tapes, optical disks or other disks, silicon memory (e.g.,
removable, non-removable, volatile or non-volatile), packetized or non-packetized
wireline or wireless transmission signals.
[0045] It will be apparent to those skilled in the art that many changes and
substitutions can be made to the system, method and apparatus for distributing digital
information herein described without departing from the spirit and scope of the

invention as defined by the appended claims and their full scope of equivalents.
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CLAIMS

1. A method for distributing digital information among a plurality of devices,
wherein the plurality of devices includes at least one root device authorized to distribute
the digital information and at least one branch device, comprising the steps of:

receiving digital information from an information source by the root device,
wherein the received digital information includes download information and digital rights
management information, wherein the digital rights management information allows a
device to activate received download information;

transmitting the download information from the root device to the branch device;
and

transmitting the digital rights management information from the root device to the
branch device,

wherein, upon receipt of the digital rights management information from the root
device, the branch device can activate the received download information using the

digital rights management information.

2. The method as recited in claim 1, wherein the digital rights management

information transmitting step further comprises conditionally transmitting the digital

rights management information based on at least one of a time-based condition, a
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location-based condition, an authentication-based condition, and an intent to distribute-

based condition.

3. The method as recited in claim 1, wherein the download information includes
at least one of a device software upgrade, a device feature, a device feature upgrade, a

device user interface and a device user interface upgrade.

4. The method as recited in claim 1, further comprising the step of extracting one
of the digital rights management information or the download information and the digital

rights management information from the branch device.

5. A peer-to-peer system for distributing digital information, comprising:

at least one root device;

at least one branch device configured to communicate with the root device,

wherein the root device is configured to receive digital information from an
information source, wherein the received digital information includes download
information and digital rights management information, wherein the digital rights
management information allows a device to activate received download information,

wherein the root device is configured to transmit the download information and

the digital rights management information to the branch device,
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wherein the root device is configured to, upon receipt of the digital rights
management information from the information source, activate the received download
information using the digital rights management information, and

wherein the branch device is configured to, upon receipt of the digital rights
management information from the root device, activate the received download

information using the digital rights management information.

6. The system as recited in claim 5, wherein the root device is configured to
conditionally transmit one of the digital rights management information or the download
information and the digital rights management information to the branch device based on
at least one¢ of a time-based condition, a location-based condition, an authentication-

based condition, and an intent to distribute-based condition.

7. The system as recited in claim 5, wherein the root device is configured to
extract one of the digital rights management information or the download information
and the digital rights management information from the branch device based on at least
one of a time-based condition, a location-based condition, an authentication-based

condition, and an intent to distribute-based condition.

8. A device for distributing digital upgrade information and digital rights
management information corresponding to the digital upgrade information to at least one

of a plurality of branch devices, wherein the digital rights management information
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allows a device to install and execute received digital upgrade information, the device
comprising:

a memory;

a controller coupled to the memory; and

a transceiver coupled to the controller,

wherein the controller is configured to receive, via the transceiver, the digital
upgrade information and the digital rights management information from an information
source,

wherein the controller is configured to transmit, via the transceiver, the digital
upgrade information and the digital rights management information to at least one of the
plurality of branch devices,

wherein the branch device, upon receipt of the digital rights management

information, is able to install and execute the received digital upgrade information.

9. The device as recited in claim 8, wherein the device is configured to
conditionally transmit the digital rights management information to at least one of the
plurality of branch devices in response to at least one of a time-based condition, a
location-based condition, an authentication-based condition, and an intent to distribute-

based condition.

10. The device as recited in claim 8, wherein the controller is further configured

to wirelessly receive, via the transceiver, the digital upgrade information and the digital
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rights management information from the information source, and configured to wirelessly
transmit, via the transceiver, the digital upgrade information and the digital rights

management information to at least one of the plurality of branch devices.
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