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(57) Thetelecommunications system
includes at least two exchanges EXCA,B RKV(A) RKV(B)
and a plurality of user equipments } 4
SUBA,B. Each equipmentincludesa
store for holding a user variable data
word particularto that user. Each
exchange is provided with a store for
holding all the user variable data words
ofthe users connectedtoit,andeach v
exchangeis also provided with its own RKV(A) RKV (B)
random variable data word. When afirst
user makes a secure call to a second RV(Q) BULK |\ Nk a BULK RV(@Q)
user, the firstuser equipment encrypts EXCA RvVQ RvVa EXCB
the call using its particular user variable RKV() RKV(2)
dataword and sends the encrypted data \ 3

to its own exchange. The exchange
decrypts the call using the particular
user variable data word and generates
the random variable data word that will
be used for the call. The exchange
encrypts the random variable dataword RKV(1) RKV(2)
with the particular user variable data _
word and returnsitto the firstuser. The BEDB
exchange also sends the random -
variable data word to the second user’s
exchange which encrypts it with the user
variable data word particular to the
second user, and sends itto the second
user.
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SPECIFICATION

Method of secured communications in atele-
communications system

5
The presentinvention relates to a method of secured
communications in a telecommunications system.

Theinvention finds application in a publictele-
communications system, including System Xtype

10 exchanges.

There are four main areas where security can be
incorporated. The first are the customer facilities
which can be used to ensure that the com-
munications are made to the correct subscribers.

15 Thesecond isthe encryption of the integrated digital
network (ISDN} 64 kbit/s D channels. The third isthe
encryption of certain signalling messages across the
network. The fourth is the bulk encryption of 2048
kbit/s links which will be used to carry all speech

20 (data)and signalling across the modern network.
The combination of all these methods gives a very
powerful security mechanism.

A System Xtelecommunication exchange already
provides some capabilities such as Originating Line

25 ldentity (OLI), Terminating Line Identity (TLI}, Closed

User Group (CUG) and private circuits that provide

access verification and some degree of secured ac-

cesstoits ISDN customers. However, these cap-
abilities are not sufficient in themselves to provide

30 really secure communications, and is a disadvantage

of known telecommunication exchanges.

The presentinvention utilises the outband signal-
ling capabilities of ISDN subscriber access, and the
CCITTNo. signalling system. The subscribers do
35 nothaveto call one another from a different tele-
phone or send codes through the post before making
asecure call.

According to the present invention there is prov-
ided a method of secured communication in a tele-
40 communications system including at least two tele-
communication exchanges and a plurality of user
equipments, wherein each user equipment is prov-
ided with a store which holds a user variable data
word particularto that user; and, each exchangeis
45 provided with a store which holds all the user vari-

ables datawords of the users connected toit, and,
each exchange is provided with its own random vari-
able dataword, so thatwhen afirst user makes a se-
cure call to a second user, the first user equipment

50 encryptsthe call using its particular uservariable
data word and sends the encrypted data to its own
exchange, the exchange is provided with equipment
for decrypting the call using the particular user vari-
able dataword and generates the random variable

55 dataword thatwill be used for the call, and encrypts
itwith the particular user variable dataword and re-
turnsitto the first user; the exchange also sends the
random variable data word to the second user's ex-
change which encrypts it with the user variable data

60 word particularto the second user and sends ittothe
second user.

An embodiment of the invention will now be des-
cribed with reference to the accompanying drawing
which shows a block diagram of a secure com-

65 munications system.
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Referring to Figure 1, the user's equipment Sub A,
Sub B contains a special chip which holds the sub-
scriber’s rekeying variable data word RKVA, RKVB
respectively. The rekeying variable datawordis a
number approximately 100 bits long. The rekeying
variable data word can be changed by means ofa
device that exists. Each exchange also holds the re-
keying variable data words of its subscribers. There-
fore when the RKV is changed the change must be
made both atthe user’'s end and at the exchange.

The random variable data word RV is app-
roximately 200 bits long and is generated by the ex-
change when required. Arandom variable dataword
may be generated once or more than once duringa
call. However, there are well defined events that
triggers the generation of a new random variable
dataword.

An exampleis given below explaining the oper-
ation of the proposed method:

When Subscriber A wants to make a secure callto
Subscriber B, Subscriber A encrypts his call request
with his rekeying variable data word RKVA and
sends itto his exchange. Subscriber A’'sexchange,
ExcA decrypts the request using the rekeying vari-
able data word RKVA. Exchange ExcAthen gener-
ates the random variable data word that will be used
in that call, encrypts it with the rekeying variable data
word RKVA and sends itto Subscriber A. Exchange
ExcA also sends the random variable data word to
Subscriber B's exchange ExcB by way of link Q. Ex-
change Excb encrypts the random variable data
word with the rekeying variable data word RKVB and
sends itto Subscriber B. Thus both parties end up
with the same random variable data word to be used
inthat call. The end to end synchronisation is prov-
ided by the user’s equipment.

The method enables a large degree of flexibility for
the users. Forinstance the user can start withanun-
secured call and mid-way through the call may insti-
gate a secure call by virtue of a recall request. An-
other example would be where the user can start
with a secure telephony call and then swap to ase-
cure data call. This is a case where two different ran-
dom variable data words may be used, one for se-
curetelephony and one for secure data. Another
important feature is that the proposed method
allows any party involved in a call to request secure
communications. Furthermore it is possible to have
secure communications in one direction and unsecu-
red communicationsin the otherdirection.

Optionally, some of the functions described above
may be performed by an external database. In this
case the user's rekeying variables data words may be
held in the data base and the random variable gener-
ated there. In this mode, System X exchanges pro-
vide the required signalling and coordination func-
tions.

The method depends heavily on the availability of
outband message based signalling systems such as
CCITT |-Series between the user and the exchange
and No.7 in the network.

The proposed method can be extended to provide
secure signalling across the network. In this case
each exchange can have its own rekeying variable
and random variables can be periodically issued to
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exchanges for use in encrypting and decrypting sign-
alling messages. Furthermore it is possible to en-
cryptonly those messages thatapply to a secure call.

Bulkencryption

The bulk encryption database DGDB, sends rout-
ine updates of the message random variable data
word RV(Q) and the bulk random variable data word
RVQ encrypted by the rekeying variable dataword
RKV(1) to exchange ExcA. Routine updates ofthe
message random variable data word RV(Q) and the
bulk random variable data word RVQ encrypted by
the rekeying variable data word RKV(2) are also sent
to exchange ExcB.

For 2048 kbit/s links between exchangesitis pos-
sible to totally encrypt all the speech (data) and sign-
alling, but notthe frame synchronisation. The syn-
chronisation patterns and the spare bits in time slot
zero are not encrypted so that it is not necessary to
know the encryption key to achieve 2048 kbit/s frameé
synchronisation orto be able to read the spare bits.

Aframe consists of thirty two slots each of eight
bits making a total of 256 bits, time slot zero contains
asynchronisation pattern in alternate frames. Amul-
tiframe consists of sixteen frames which is 4096 bits.
The multiframe is signalled by one of the inter-
national bits. This international bit and the spare bits
are contained in the time slot zero which does not
contain a synchronisation pattern. Four spare bits
are used to assist with bulkencryption.

There are two factors that both ends of an encryp-
tion link need to know. The first is the random vari-
able which defines a pseudo random sequence that
will be used to modify the speech {data). The second
is to define the position in that sequence so that both
ends are in step with one another.

Itis necessary to be able to change the random var-
iable data word rountinely without any loss of
speech (data) or signalling. Thisimplies that both
ends must change at exactly the same instant. One
spare bit can be used to indicate when the trans-
mitting interface changes to the new random vari-
able data word so that the receiving end knows when
to change overto the new random variable data
word. The new random variable data word will have
been supplied to both ends independently some
time before.

Three spare bits are used to transmit a twenty four
bit number every multiframe. Thisisincremented
every muitiframe. This number will define where the
following multiframeisin the sequence. The posi-
tion of the first bit within a muitiframe is of course
defined by the synchronisation pattern. It takes over
nine hours for the twenty four bit number to repeat.

When achange to a new random variable data
word is initiated the spare bit will change state four
multiframes before hand. For these four multiframes
anew sequence of twenty four numbers can be star-
ted to define the position inthe sequence ofthe new
random variable data word. If a new random variable
dataword is not supplied to each end when the spare
bitchangesthen the old random variable dataword
will remain in use but a jump to the new defined posi-
tion inthe sequence will occur.

The random variable data word can be different for
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both directions of the 2048 kbit/s links and each link
inthe country can have its own random variables.
The encryptionis done priorto the insertion ofthe
synchronisation pattern and spare bits. The encryp-
tion circuitry knows when the time slot zero informa-
tion will be inserted as well as the state of the multi-
frame timing and twenty four bitnumber. The
decoding is done after the detection of the frame syn-
chronisation, multiframe synchronisation, and the
spare bits. The line coding and decoding (HDB3) is
performed atthe line interfaces.

The present invention can be used in otherapp-
lications such as in private fixed subscriber networks
and in mobile networks. As such, forexample, anin-
tegrated digital exchange can provide a similarfac-
ility for secure communications in a private local or
wide area network.

CLAIMS

1. Amethod of secured communicationin atele-
communications system including at least two com-
munication exchanges and a plurality of user equip-
ments, wherein each user equipmentis provided
with a store which holds a uservariable data word
particularto that user; and, each exchangeis prov-
ided with a store which holds all the uservariables
data words of the users connected to it, and, each
exchange is provided with its own random variable
data word, so that when a first user makes a secure
callto a second user, the first user equipment en-
crypts the call using its particular user variable data
word and sends the encrypted data to its own ex-
change, the exchange is provided with equipment
for decrypting the call using the particular user vari-
able data word and generates the random variable
data word that will be used for the call, and encrypts
itwith the particular user variable dataword and re-
turns it to the first user; the exchange also sendsthe
random variable data word to the second user’s ex-
change which encrypts it with the user variable data
word particular to the second user and sendsittothe
second user.

2. Amethod of secured communication as
claimedinclaim 1, wherein different random vari-
able datawords are generated to enablea userin
telephony communication to change to datacom-
munication.

3. Amethod of secured communication as
claimedinclaims 1 or 2, wherein the random vari-
able datawords are generated in an external data
base.

4, Amethod of secured communication as
claimedin claim 1, wherein to provide network sign-
alling, each exchange is given its own variable data
word, and random variable data words are periodic-
ally issued to exchanges for use in encrypting and
decrypting signalling messages across the network.

5. Amethod of secured communication as
claimedin claim 4, wherein a bulk encryption data
base is provided which sends updates of amessage
random variable data word and of a bulk random var-
iable data word to the exchanges.

6. Amethod of secured communication as
claimedin claim 5, wherein particular bits are used to
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transmit an n-bit number in each multiframe, the
number being incremented every multiframe and
being used to define where the following multiframe
isinasequence.

7. Amethod of secured communication as
claimedinclaim 6, wherein achangeinarandom
variable data word is indicated by a further particular
bit changing state, several multiframes in advance of
the change, so that a new n-bit number can be gener-
ated to define the position in the sequence of the new
random variable data word.

8. Amethod of secured communication substan-
tially as hereinbefore described, and with reference
to the accompanying drawing.

Printed for Her Majesty’s Stationery Office by

Croydon Printing Company (UK) Ltd, 10/87, D8991685.

Published by The Patent Office, 25 Southampton Buildings, London, WC2A 1AY,
from which copies may be obtained.




