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(57) ABSTRACT 

A System and method is disclosed for collecting, Storing and 
reporting raw log data from log-producing devices Such as 
firewalls and routers. The log-producing devices may be 
both local and remote-i.e., linked to a raw log Server via a 
LAN and/or a WAN. A log data analyzer at a remote location 
gatherS log data from devices at that remote location into 
time-defined sets and then sends those sets over a WAN 
(which may be the Internet) to a raw log server using a first 
protocol. Local log-producing devices may send their log 
data to the log data analyzer via a LAN using a Second 
protocol. The log data analyzer forwards the raw log data 
local devices to an appropriate log data analyzer for parsing, 
Summarizing and Storage in one or more databases. The raw 
log Server combines local and remote Sets of raw log data for 
a given time period and Stores them in a storage area of raw 
log data. A central management Station is used to query the 
various databases in the System and to merge database 
reports into a single report for display. 

110 
Raw Log 

Log Data 111 
Analyzer 

S e w e r 

114 
Router 

107 113 
Firewall 

Rout 115 e 108 OU 

112 120 Log Data 
Analyzer 

Mgmt. Y 

St 3. tion 1 7 





US 2005/0114505 A1 Patent Application Publication May 26, 2005 Sheet 2 of 9 

J?zÁIeuw uenues 6O'? Mey.) 
0 || || 

101 

vz:614 

  

  

  

  

    

  



US 2005/0114505 A1 Patent Application Publication May 26, 2005 Sheet 3 of 9 

/ | | 

EZ (61-) 

  

    

  

    

  



Patent Application Publication May 26, 2005 Sheet 4 of 9 US 2005/0114505 A1 

Start Data 
Collection 

for Period N 

Start Period 
Timer 

Collect Data 
and Buffer 
in Memory 

310 

Compress 

Write Buffer 
to Scratch 
File on Disk 

Clear Buffer 

316 

Fig. 3A 
318 

    

    

  

    

  

  



Patent Application Publication May 26, 2005 Sheet 5 of 9 US 2005/0114505 A1 

ls there a Scratch file 
older than 60 Seconds? 

Open a connection 
to Raw Log Server 

Send oldest files 
first to Raw Log 

Sever 

Close Connection 
to Raw Log Server 

Fig. 3B 

  

  

  



Patent Application Publication May 26, 2005 Sheet 6 of 9 US 2005/0114505 A1 

320 
Start Timer 
for Period N 

321 Fig. 3C 
Set a Flag to Tell 
Other Process to 
Create a New File 

Collect Data 
From LOCal 

FW's 

322 

324 Decide if a Copy Should 
be Forwarded to a Local 

Log Data Analyzer 

Fig. 3D 
Add Header to 
Raw Message 
Received 

Write Raw 
Message to 
Local File 

Open a New 
File 

Close Old File 

Flag Set to 
Change File? 

  

    

  

  

  

  

  

  

  

    

    

  

  



Patent Application Publication May 26, 2005 Sheet 7 of 9 US 2005/0114505 A1 

START 

Receive Raw Log Data 340 
from Remote Server for 

Period N 

Decrypt 

342 Fig. 3E 

Decompress 

Store in Database File for 
Remote Server Period N 

346 
  



Patent Application Publication May 26, 2005 Sheet 8 of 9 US 2005/0114505 A1 

Any Database Files 
DT minutes Old 2 

Collect All 
Database Files for 

Period M 

Concatenate Raw Log Data 
Files for Period M 

Store Raw Log Data 
for Period M in 

Database 

Fig. 3F 

  



Patent Application Publication May 26, 2005 Sheet 9 of 9 US 2005/0114505 A1 

START 

Select Log- 402 
Producting 
Device(s) 

404 
Select Time 

Period 

Identify 406 
Security 
Server(s) Fig. 4 

Send 408 
Query(ies) 

Receive 410 
Report(s) 

- 414 
412 Merge Reports 

416 

Display 

END 

  

  

  



US 2005/0114505 A1 

METHOD AND APPARATUS FOR RETREVING 
AND COMBINING SUMMARIZED LOG DATA INA 
DISTRIBUTED LOG DATA PROCESSING SYSTEM 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This case is related to: U.S. Patent Application No. 
60/525,401, filed Nov. 26, 2003 and entitled “System and 
Method for Summarizing Log Data; U.S. Patent Applica 
tion No. 60/525,465, filed Nov. 26, 2003 and entitled “Sys 
tem and Method for Parsing Log Data; United States patent 
application entitled “System and Method for Storing Raw 
Log Data” filed of even date herewith; United States patent 
application entitled “System and Method for the Collection 
and Transmission of Log Data over a Wide Area Network” 
filed of even date herewith; United States patent application 
entitled “Method for Processing Log Data from Local and 
Remote Log-producing Devices' filed of even date here 
with; United States patent application entitled “Method and 
Apparatus for Storing and Reporting Summarized Log 
Data filed of even date herewith. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. This invention relates to computer network moni 
toring. More particularly, it relates to handling the log data 
generated by Such log-producing devices and processes as 
network firewalls, routers, file servers, VPN servers, oper 
ating Systems, Software applications and the like. 
0004 2. Description of the Related Art 
0005 Computer networks in general, and private net 
works such as Local Area Networks (LANs) and intranets in 
particular, require Security devices and processes to protect 
them from unauthorized access and/or manipulation. A 
computer firewall is one Such device. At the Simplest level, 
it may comprise hardware and/or Software that filters the 
information coming through a network connection (most 
commonly an Internet connection) into a private network or 
computer System. If an incoming packet of information is 
flagged by the filters, it is not allowed to pass through the 
firewall. 

0006 A firewall can implement security rules. For 
example, a network owner/operator might allow only one, 
certain computer on a LAN to receive public File Transfer 
Protocol (FTP) traffic. The FTP protocol is used to download 
and upload files. Accordingly, the firewall would allow FTP 
connections only to that one computer and prevent them on 
all others. The administrator of a private network can Set up 
rules Such as this for FTP servers, Web servers, Telnet 
Servers, and the like. 
0007 Typically, firewalls use one or more of the follow 
ing methods to restrict the information coming in and out of 
a private network: 

0008 packet filtering data packets that meet the 
criteria set of the filter are allowed to proceed to the 
requesting System while those that do not are 
blocked from further transmission. 

0009 proxy service-information from an external 
network (such as the Internet) is retrieved by the 
firewall and Subsequently Sent to the requesting 
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system. The effect of this action is that the remote 
computer on the external network does not establish 
direct communication with a computer on the private 
network other than the proxy server. 

0010 stateful inspection-a comparison of certain 
key parts of data packets to a database of trusted 
information. Data going from the private network to 
the public network is monitored for Specific defining 
characteristics and incoming information is com 
pared to those characteristics. If the comparison is a 
match within defined parameters, the data is 
allowed-to pass through the firewall. 

0011. A company might also use a firewall to block all 
access to certain IP addresses or allow access only to specific 
domain names. Protocols define how a client and server will 
eXchange information. Common protocols include: Internet 
Protocol (IP), the main protocol of the Internet; Transport 
Control Protocol (TCP), used to disassemble and assemble 
information that travels over the Internet; Hypertext Transfer 
Protocol (HTTP), used for Web pages; File Transfer Proto 
col (FTP), used to download and upload computer files; User 
Datagram Protocol (UDP), used for information that does 
not require a response Such as Streaming audio and Video; 
Internet Control Message Protocol (ICMP), used by a router 
to exchange information with another router; Simple Mail 
Transport Protocol (SMTP), used to send text e-mail; Simple 
Network Management Protocol (SNMP), used to obtain 
System information from a remote computer; and, Telnet, 
which is used to execute commands on a remote computer. 
0012. A company might use a firewall or a router to 
enable one or two computers on its private network to handle 
a specific protocol and prohibit activity using that protocol 
on all of its other networked computers. 
0013 Similarly, a firewall may be used to block access to 
certain ports and/or permit port if access only on a certain 
computer. 

0014 Firewalls can also be set to "sniff each data packet 
for certain words or phrases. For example, a firewall could 
be set to exclude any packet containing the word "nude.” 
Alternatively, a firewall may be set up Such that only certain 
types of information, Such as e-mail, are allowed to pass 
through. 
0015 Many IT devices and processes produce a log of 
their activities (hereinafter "raw log data'). One particular 
type of raw log data is known as “syslog data.” Log data 
from VPN servers, firewalls and routers commonly com 
prises date and time information along with the IP addresses 
of the Source and destination of data packets and a text String 
indicating the action taken by the data log-producing 
device-e.g., “accept” or “deny' or “TCP connection 
dropped.” An example of a raw log data from a Virtual 
Private Network (VPN) server is reproduced in Table I. Log 
data from other Sources comprises information relevant to 
the providing Source. An example of raw log data from an 
e-mail server (“sendmail” log data) is reproduced in Table II. 
0016. It will be appreciated that periods of high network 
activity generate large quantities of log data. During an 
attempted Security breach, it may be necessary for network 
administrators to access the log data to determine the nature 
of the attack and/or adjust the Security parameters in order 
to better defend against the attack. Although Systems may 
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provide a means for viewing the log data in real time or near 
real time, the sheer quantity of data generated makes it 
largely impractical to manually glean useful information 
from raw log data. Accordingly, Systems and methods have 
been developed for parsing and Summarizing log data in 
databases upon which queries may be run in near real time 
to retrieve relevant information. 

0.017. A system and method for parsing log data is 
disclosed in commonly-owned U.S. provisional patent 
application Ser. No. 60/525,465 filed Nov. 26, 2003, and a 
System and method for Summarizing log data is disclosed in 
commonly-owned U.S. provisional patent application Ser. 
No. 60/525,401 filed Nov. 26, 2003, both of which are 
hereby incorporated by reference. 
0.018. Although parsed and Summarized data is often 
more useful and convenient for monitoring network perfor 
mance, real-time network troubleshooting and the optimi 
Zation of Security parameters, regulatory compliance and/or 
company policy may necessitate the Storage of raw log data. 
Inasmuch as the above-described Systems Stored parsed log 
data and only later forwarded the raw log data, the reliability 
of the full raw log data Streams was reduced. Furthermore, 
delay issues complicated the raw log data Storage and the 
growing Volume of log data created logistical problems. The 
present invention Solves these problems. 

SUMMARY OF THE INVENTION 

0.019 Raw log data is, in one exemplary embodiment, 
received by a raw log Server, Stored in complete form in a 
database and Sent to a networked log data analyzer for 
parsing, Summarizing and routine reporting. The raw log 
data may be received using a first protocol from the log 
producing network devices on the same local area network 
as the raw log Server and from a log data analyzer at a remote 
location on a different network using a Second protocol over 
a wide area network. The remote log data analyzer may 
encrypt and/or compress the raw log data prior to periodi 
cally sending it over a WAN to the raw log server. Database 
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management may include processes which archive and/or 
purge the Stored raw log data after a predefined time interval, 
in response to a predetermined event(s) and/or in response to 
data Storage capacity constraints. Further database manage 
ment handles the process of integrating the local raw log 
data in the first protocol and the remote raw log data in the 
Second protocol. Queries and reports may be run on the 
database maintained by the raw log Server to retrieve the raw 
log data. Queries and reports may also be run from a central 
management Station to retrieve and merge reports form the 
various network log data analyzers. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

0020 FIG. 1 is a schematic representation of a local 
network comprising a raw log Server and a plurality of log 
data analyzers and a remote network linked to the local 
network by a WAN. 
0021 FIG. 2A is a schematic diagram depicting the flow 
of raw log data according to one embodiment of the inven 
tion. 

0022 FIG. 2B is a schematic diagram depicting the flow 
of parsed and/or Summarized log data in one representative 
embodiment of the invention. 

0023 FIGS. 3A through 3F are flowcharts of a data 
processing method according to certain embodiments of the 
invention. 

0024 FIG. 4 is a flowchart of a data processing method 
according to one embodiment of the invention for obtaining 
a report from a central management Station. 

DETAILED DESCRIPTION 

0025 Log data is commonly comprised of a text string. 
An example of log data from a VPN server is shown in Table 
I and an example of log data from an e-mail Server is shown 
in Table II. 

TABLE I 

<2>Mar 25 00:17:38 10.0.0.98 <134> 3181 03/25/2004 00:17:54 tEvt.LgMgr O: 
Add ress Pool 11 Dhep: Unicasting DHCPREQUEST xid eeee36bf to 10.0.0.1 
<2>Mar 25 00:17:39 10.0.0.98 <134> 3181 03/25/2004 00:17:54 tEvt.LgMgr O: 
Add 

Add 

Add 

Add 

Add 

ress Pool 11 Dhcp: address bound to 10.0.0.184-255.255.255.0 -- renewa 
in 21600 seconds. 
<2>Mar 25 00:17:39 10.0.0.98 <134> 3181 03/25/2004 00:18:02 tEvt.LgMgr O: 

ress Pool 11 Dhep: Unicasting DHCPREQUEST xid eeeeo84c to 10.0.0. 
<2>Mar 25 00:17:39 10.0.0.98 <134> 3181 03/25/2004 00:18:02 tEvt.LgMgr O: 

ress Pool 11 Dhcp: address bound to 10.0.0.185-255.255.255.0 -- renewa 
in 21600 seconds. 
<2>Mar 25 00:17:55 10.0.0.98 <134> 3181 03/25/2004 00:18:10 tevtLgMgr O: 

ress Pool 11 Dhep: Unicasting DHCPREQUEST xid eeee1705 to 10.0.0. 
<2>Mar 25 00:17:56 10.0.0.98 <134> 3181 03/25/2004 00:18:10 tevtLgMgr O: 

ress Pool 11 Dhcp: address bound to 10.0.0.183-255.255.255.0 -- renewa 
in 21600 seconds. 
<2>Mar 25 01:09:02 10.0.0.98 <134> 3181 03/25/2004 01:09:21 tEvt.LgMgr O: 

ress Pool 11 Dhep: Unicasting DHCPREQUEST xid eeee2683 to 10.0.0. 
Mar 25 01:09:03 10.0.0.98 <134> 3181 03/25/2004 01:09:21 tEvt.LgMgr O: 
ress Pool 11 Dhcp: address bound to 10.0.0.102-255.255.255.0 -- renewa 

in 21600 seconds. 
Mar 25 02:44:53 10.0.0.98 <134> 3181 03/25/2004 02:45:12 tevtLgMgr O: 
ress Pool 11 Dhep: Unicasting DHCPREQUEST xid eeee19fa to 10.0.0.1 
Mar 25 02:44:53 10.0.0.98 <134> 3181 03/25/2004 02:45:13 tevtLgMgr O: 
ress Pool 11 Dhcp: address bound to 10.0.0.199-255.255.255.0 -- renewal 

in 21600 seconds 
<2>Mar 25 06:17:41 10.0.0.98 <134> 3181 03/25/2004 06:17:54 tEvt.LgMgr O: 
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TABLE II-continued 

relay=smtp17.bellnexxia.net. 206.47.199.31, dsn=5.1.1, stat=User unknown 
May 2 04:03:55 en1 sendmail 876: i4290, b00876: i4290cc)0876: return to 
sender: User unknown 
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May 2 04:03:56 en1 sendmail 30594; i3T7m.0604310: to=<t richter au(Gtvrros, 
delay=3+01:15:56, xdelay=00:00:02, mailer-esmtp, pri=4981040, 
relay=jera.tvrro. 212.54.100.7, dsn=4.2.0, stat=Deferred: 450 
<t richter au(Gtvrror: User unknown in local recipient table 
May 2 04:03:56 en1 sendmail876: i429OcO0876: to=vickileeGaol.com, 
delay=00:00:01, xdelay=00:00:00, mailer-esmtp, pri=31086, relay=mailin 
04.mx.aol.com., disn=4.0.0, stat=Deferred: Connection reset by mailin 
04.mx.aol.com. 

May 2 04:03:57 en1 sendmail 876: i427SKB29427: to=vickilee(a.aol.com, 
delay=01:35:37, Xdelay=00:00:00, mailer-esmtp, pri=120886, relay=mailin 
04.mx.aol.com., disn=4.0.0, stat=Deferred: Connection reset by mailin 
04.mx.aol.com. 

May 2 04:03:57 en1 sendmail|30594: i3T96f614079: 
to=<kapbfgeid1rkfwGmoninsid.com.>, delay=2+23:57:16, xdelay=00:00:00, 
mailer-esmtp, pri=4982464, relay=218.106.116.147., dsn=4.0.0, stat=Deferred: 
Connection refused by 218.106.116.147. 
May 2 04:03:57 en1 sendmail876: i423nw118194: to=<ta5nxiophanexe.com.>, 
delay=05:13:59, xdelay=00:00:00, mailer-esmtp, pri=120888, 
relay=218.106.116.147., dsn=4.0.0, stat=Deferred: Connection refused by 
218.106.116.147. 
May 2 04:03:58 en1 sendmail|30594: i3T8Oq708114: 
to=<wapwojQermephamre.com.>, delay=3+00:39:06, xdelay=00:00:00, mailer-esmtp, 
pri=4985257, relay=218.106.116.147., dsn=4.0.0, stat=Deferred: Connection 
refused by 218.106.116.147. 
May 2 04:03:59 en1 sendmail|30594: i3T8CR706211: to=<fq402cyfamreds4.com.>, 
delay=3+00:51:32, xdelay=00:00:00, mailer-esmtp, pri=4985291, 
relay=218.106.116.147., dsn=4.0.0, stat=Deferred: Connection refused by 
218.106.116.147. 

0.027 Log-producing devices such as routers and fire 
walls may be in networked data communication with one or 
more raw log Servers. The log-producing devices may send 
the raw log data to the raw log Server upon creation or may 
buffer the raw log data for burst transmission. 
0028. Upon receipt of the raw log data, the raw log server 
may insert the text String comprising the raw log data into a 
database together with identifying and/or indexing informa 
tion. Alternatively, a proceSS using a flat file arrangement 
may be used. For example, the text String may be Stored 
together with the identity of the log-producing device and a 
date and time Stamp. The identity of the log-producing 
device may be its IP address or any other unique identifier. 
The time Stamp may be the local raw log Server's network 
time, Coordinated Universal Time (UTC), or a combination 
of local time and the time Zone of the log-producing device. 
The text String comprising the raw log data may be encoded 
in any Suitable text encoding Scheme Such as the American 
Standard Code for Information Interchange (ASCII). The 
database may be any database or file capable of Storing and 
retrieving data in the format Sent by the log-producing 
devices. One example of a database is MySQL. One 
example of a file is a flat file. The data may be indexed 
and/or otherwise identified, but it is stored in the database 
either in the form received or in a form which has a 
one-to-one correlation with the form in which it was 
received So as to ensure the integrity of the data-i.e., the 
raw log data is Stored, but not manipulated in any manner 
which could create any ambiguity in its content. 
0029. If the log data was received directly from a local 
log-producing device (e.g., a firewall or router on the same 
LAN as the raw log server), the raw log server may also 
forward the raw log data to a particular log data analyzer on 
the LAN. The raw log server may include a table which 

correlates log-producing devices with one or more particular 
log data analyzers. By consulting the table, the raw log 
Server may forward the raw log data to the appropriate log 
data analyzer(s). The data may include the identity of the 
log-producing device, the identity of the raw log Server, a 
time Stamp, and/or any other information needed for proper 
routing and processing. 

0030) Raw log data from a log-producing device and raw 
log data being forwarded by the raw log Server to log data 
analyzer may be sent using a first data transmission protocol. 
In one preferred embodiment, this first protocol is UDP, a 
protocol which requires relatively little network overhead. 
However, the UDP protocol is relatively weak from security 
and reliability Standpoints and thus may be Suitable in this 
context only for use on a local network. 
0031 FIG. 1 is a schematic representation of a system 
according to one embodiment of the invention. A LAN 109 
at a location 120 provides data communication between and 
among raw log Server 110, one or more log data analyzers 
111,112, and log-producing devices such as firewalls 113 & 
116 and routers 114 & 115. Security management functions 
may be controlled from a management Station 117 which, in 
Some embodiments may be a personal computer or work 
station. LAN 109 may be in data communication with a 
WAN 107 via gateway 108. 

0032. As illustrated in FIG. 1, the present invention may 
also be used to collect and Store log data generated by 
log-producing devices 101, 102 at a remote location 100 
i.e., a location not directly connected to the private network 
or local area network (LAN) 109. In such a situation, it is 
desirable to collect the raw log data using a log data analyzer 
105 on the remote network and periodically forward the raw 
log data to the raw log Server over a wide area network 
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(WAN) 107 or the Internet. Remote LAN 103 may be in data 
communication with WAN 107 via gateway 104. Since the 
log-producing devices 101 & 102 are usually not equipped 
with means for encrypting and/or compressing data prior to 
transmission, it has been found to be advantageous to 
provide for those functions in a log data analyzer 105 to 
which the log-producing devices may directly communicate 
over remote LAN 103. 

0033. Thus, as illustrated in FIG. 1, log-producing 
devices such as firewall 101 and router 102 at a remote 
location 100 are in data communication (via a LAN 103) 
with a dedicated log data analyzer 105. The log data analyzer 
105 may collect raw log data from the log-producing 
devices, encrypt and compress the raw log data and then 
periodically send it to the raw log server over the WAN 107 
using a Second protocol. For example, raw log data may be 
collected in one-minute intervals and Sent using a burst 
mode of data transmission over the WAN in order to 
conserve network resources-burst mode generally being 
more efficient than piecemeal transmissions. In one pre 
ferred embodiment, the TCP protocol is used because it 
provides a more robust environment for data transmission 
than UDP and thus provides greater confidence in the 
integrity of the log data Stored by the raw log Server. The 
local log data analyzer 105 may collect a predetermined 
quantity of log data before Sending it to the raw log Server 
110 or, alternatively, may send raw log data periodically 
e.g., one minute's worth of raw log data may be collected by 
the local log data analyzer 105 and then sent to the raw log 
Server 110 after encryption and compression. It is not 
necessary to the practice of the invention that the raw log 
data be encrypted or compressed prior to transmission. 

0034 Raw log data received by a raw log server 110 from 
a remote log data analyzer may be processed differently than 
the raw log data obtained from the local log-producing 
devices 113, 114, 115, 116. For one reason, this is because 
this raw log data need not be forwarded to a log data 
analyzer (Such as 111 or 112) unless a redundancy in this 
function is, in which case the raw log data may be forwarded 
to one or more log data analyzers. The remote log data 
analyzer 105 already has the raw log data and may proceed 
to parse, Store and Summarize the raw log data from its 
asSociated log-producing devices 101, 102. Another reason 
is that it may be desirable to have the raw log data Stored 
chronologically in the raw log database and the transmission 
of the raw log data over the WAN 107 is delayed. The delay 
may be due to the fact that the remote raw log data is 
collected into one-minute intervals prior to transmission to 
the raw log Server and/or delays in transmission over the 
WAN 107. 

0035. The flow of raw log data according to one illus 
trative embodiment is shown schematically in FIG. 2A. 
Raw log data generated at remote location 100 by log 
producing devices 101 & 102 is sent to remote log data 
analyzer 105 which forwards the raw log data for transmis 
sion over WAN 107 to raw log server 110 at physical 
location 120 remote from location 100. Log-producing 
devices 113-116 at location 120 send raw log data to raw log 
server 110 which stores the raw log data in physical, scalable 
internal and/or external Storage and forwards the raw log 
data to a selected log data analyzer (e.g., 111) which may be 
asSociated with a certain log-producing device. Examples of 
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external Scalable data Storage include Storage Area Net 
works (SANs) and Network Attached Storage (NAS). 

0036) The flow of parsed and/or summarized log data 
according to one illustrative embodiment is shown Sche 
matically in FIG. 2B. In response to a query from manage 
ment Station 117, database reports comprised of parsed 
and/or Summarized log data may be sent from log data 
analyzer 105 at remote location 100 to the security man 
agement station 117 via WAN 107 while a report from a 
database maintained by log data analyzer 111 is Sent to 
management station 117. As shown in FIG. 1, the data 
communications link between log data analyzer 111 and 
management Station 117 may be a local area network. 

0037 Inasmuch as merging live and compressed data 
Streams into a single open database table may be problem 
atic, in certain embodiments of the invention, one process is 
used to receive the live, raw log data Streams using a first 
protocol from the local log-producing devices and another 
process gathers the compressed, encrypted data Streams 
from remote locations Sent using a Second protocol and a 
third process merges the two data Streams into a single, 
Sequentially ordered database table. This may be advanta 
geously accomplished in a "batch mode” wherein the raw 
log data gathering is Segmented into certain time intervals. 
When an interval closes, the data from both the local and 
remote log-data-producing devices may be forwarded to the 
merge process for insertion into the database in proper order. 
In this way, the data reception processes can proceed inde 
pendently and not require real-time Synchronization or the 
insertion, as opposed to appending, of live data into an open 
database table. In other embodiments, it may be desired to 
keep the local and remote data streams separate (at the 
expense of reporting ease) in order to provide greater data 
integrity. 

0038 FIGS. 3A, 3B, 3C and 3D are flowcharts depicting 
the Steps in representative processes for collecting and 
Storing raw log data according to the present invention. 
These processes may occur in parallel-i.e., Substantially 
Simultaneously-or they may be performed Sequentially. 
The process depicted in FIG. 3A may take place at a 
location remote from those occurring in a local System, 
depicted in FIGS. 3B through 3F. 

0039. In the process of FIG.3A, sets of raw log data from 
one or more log-producing devices are collected periodically 
in a certain time interval Set by the period timer. The process 
begins at block 302 with the initiation of a new set of raw 
log data, denominated “Period N”. The interval timer is 
started at block 304 and, at block 306, data is collected and 
Stored in a buffer in a log data analyzer which is in direct 
data communication with the log-producing device(s). At 
decision diamond 308, the current value of the timer is read 
and compared to the Selected interval. If the period has not 
yet expired, the process proceeds to decision diamond 311 
where a determination is made of whether the buffer is full. 
If not, the process loops back to block 306 and the collection 
of raw log data continues. If, however, the period has 
expired or the buffer has become full, a new period, N--1, is 
created by incrementing the period counter (Block 310) and 
beginning a new set of raw log data (Block 302). Concur 
rently, the data Set for period N may be compressed at block 
314 and written to a scratch file on a disk at block 316. At 



US 2005/0114505 A1 

block 318, the buffer holding the data set for period N may 
be cleared, thereby making it available for use with Subse 
quent raw log data Sets. 
0040. The raw log server may be at a location remote 
from the equipment performing the process of FIG. 3A and 
the data set may be sent to the raw log server over a WAN 
which may be a public network such as the Internet. In FIG. 
3B, a concurrent process is shown for Sending data Sets to 
the raw log Server. At decision diamond 312, the proceSS 
examines data Sets Stored by the data collection process of 
FIG. 3A at block 316 to determine whether any scratch files 
are older than 60 seconds. If not, the process waits for one 
second (block 319) and then retests the age of the files 
(diamond 312). If one or more files older than 60 seconds are 
discovered (YES branch of diamond 312), the process opens 
a connection to the raw log server at block 313 and, at block 
315, sends the file (oldest file first) to the raw log server. In 
certain embodiments, the file may be further compressed 
and/or encrypted prior to being Sent. In addition, the file may 
have a hash value, Such as an MD5 hash, attached to further 
assist in integrity checking. At block 317, the connection to 
the raw log Server is closed and the process resumes its 
Search for data sets more than 60 seconds old (diamond 
312). 
0041). In FIGS. 3C and 3D, an analogous process is 
shown for a System wherein the log-producing devices are in 
directdata communication with the raw log Server-e.g., the 
log-producing devices are connected by a LAN to the raw 
log server. In the particular embodiment illustrated, the raw 
log data is collected in files corresponding to certain time 
periods. 
0042. The process of FIG. 3C occurs substantially simul 
taneously with that illustrated in FIG. 3D. Time periods are 
defined in the process of FIG. 3C wherein the period N 
begins at block 320 with the starting of a timer. In one 
preferred embodiment, the data is collected into one-minute 
time intervals. It is convenient, but not necessary to Select 
the same period length for the process of FIG. 3C as that for 
the remote device(s) as shown in FIG. 3A. At block 321, the 
process sets a flag to inform the process of FIG. 3D that a 
new file should be created. At diamond 326 and block 327 
the process waits for the period to come to an end, at which 
point the process returns to block 320 and a new period 
begins. 
0043 Referring now to FIG. 3D, log data is collected 
from local log-producing devices Such as firewalls at block 
322. At block 324, the raw log data may also be forwarded 
to a particular log data analyzer(s) associated with the 
particular log-producing device whose data is being Stored. 
This is done by a process that consults a table which 
correlates log-producing devices with log data analyzers. 
The table may be simple or may include complex filtering 
rules and resultant actions. The process adds a header which 
may contain a time Stamp and/or a device identifier to the 
raw message received at block 325. At diamond 323 the flag 
which may be set by the timing process (FIG. 3C) is tested 
and, if not set, the process proceeds to block 328 where the 
data in the data buffer (which in certain embodiments may 
be in the RAM of a processor-based system) is written to a 
local file for period N. If the flag is found to be set (at 
diamond 323), a new file is opened, the old file is closed 
(block 329) and the writing of data to a new local file occurs 
at block 328. 
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0044) Data sets collected by the process depicted in FIG. 
3A at the remote location may be received and processed by 
the raw log Server according to the proceSS shown in FIG. 
3E. At block 340, a set of raw log data for time period N is 
received at the raw log Server following transmission over a 
data communications network(s). If the raw log data has 
been encrypted for transmission, the data may be restored to 
its original format by decrypting it at block 341. If the data 
has been hashed, the data is hashed again and the hash values 
compared to test integrity in block 342. If the raw log data 
has been compressed, it may be decompressed at block 344. 
The order of blocks 341, 342 and 344 may be altered in 
certain embodiments. In general, the hash check should be 
performed on the raw log data in the State in which the first 
hash was performed. Alternatively, the hash check, data 
decompression and/or decryption may be performed else 
where in the System prior to receipt by the raw log Server. At 
block 346, the restored raw log data from the remote device 
may be stored in a temporary database file for the particular 
time period and particular device. 

004.5 FIG. 3F illustrates the steps in a process that 
collects the data Sets for a certain period M and Stores the 
collected data Set in a database which may be maintained by 
the raw log Server. In the process shown, concatenation is 
delayed for a period of T minutes to allow for some delay in 
the receipt of data Sets from the remote location. In one 
particularly preferred embodiment, a three-minute period is 
selected (T=3 min.). 
0046. At block 350, the process continuously scans the 
temporary database files produced by the processes depicted 
in FIGS. 3B and 3C to determine whether any of those files 
are more than T minutes old-i.e., whether the terminus of 
period M is more than T minutes prior to the current time. 
If such files are found, they are collected for the period M 
at block 352 and concatenated at block 354. The raw log data 
set so produced may then be sorted at block 356. The sort 
may be chronological-i.e., the raw log data for the local 
and remote log-producing devices may be placed into chro 
nological order prior to Storage in the raw log Server's 
database for the period M (as shown at block 358). It has 
been found that-System resources may be conserved and 
System performance improved if the raw log data Sets are 
Sorted prior to insertion into the database. It should also be 
understood that this proceSS may also occur multiple times 
for period M if, for example, log data for period M from 
remote log data analyzers arrived at the raw log Server at 
differing times where at least one Set is more than T minutes 
old. 

0047. It will be appreciated that the order of blocks 316, 
328 and 340 shown in the processes of FIGS. 3A, 3B and 
3C is not predefined. The timing of the receipt of data sets 
from the remote process of FIG. 3A is not determinate 
data transmission over the WAN may be delayed, perhaps 
for a significant length of time. However, the process of the 
present invention accommodates Such timing uncertainties 
by performing batch-wise insertions of log data into the raw 
log data database. In this way, the database need be opened 
only for the insertion of Sets of concatenated and Sorted raw 
log data and the problems associated with adding randomly 
received data to a database are avoided. 

0048. As noted above, the quantity of raw log data 
generated by log-producing devices on a network may be 
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Significant. Accordingly, the raw log Server may be equipped 
with attached Storage and/or a connection to Network 
Attached Storage, a storage area network (SAN) (which, in 
one preferred embodiment, is a Fibre Channel network), 
WORM (Write Once, Read Many) storage and other real 
time data Storage means. The use of external Storage allows 
Simple growth or expansion of the Stored log data over time. 
The raw log Server may also be equipped with means for 
archival data Storage Such as magnetic tape or optical media. 
The database management process may include provisions 
for periodically moving raw log data from Storage in the 
database to archival Storage. Alternatively, data may simply 
be deleted from the database at certain intervals, upon aging 
to a predetermined value, upon Some other predefined event 
or upon command from the data management Station. 
0049. As noted previously, parsed and/or summarized log 
data may be Stored by the System in databases or files 
maintained by log data analyzers (105,111,112). A firewall 
may produce upwards of 10 million various messages (i.e., 
log data) per day. This quantity of raw log data is frequently 
too much for a network administrator to analyze effectively. 
Accordingly, methods have been developed to parse and 
Summarize log data. 
0050. The exemplary parser parses the received raw log 
data to extract fields based upon log data message type, and 
generates Structured Query Language (SQL) Statements 
from the extracted fields. Subsequently, a database inserter 
inserts the SQL Statements into database tables in memory, 
according to the message type, Such as accept, deny or other. 
A Summarizer Summarizes the SQL Statements Stored in the 
database tables over various intervals of time, and copies the 
Summarized SQL statements to tables stored on disk. The 
Summarizer determines which Sets of SQL Statements have 
identical source IP, destination IP, and destination port 
numbers, irrespective of the source port numbers of the SQL 
Statements. The Summarizer then creates a new Statement 
(i.e., message) generated from the 50 messages, for example. 
The Summarizer may repeat the above Summarization pro 
cess over the SQL statements stored in the tables for other 
fields of commonality to create other new condensed State 
ments. Thus, in one embodiment of the invention, the 
Summarizer creates a fine-grained accept data chunk com 
prising a condensation of the SQL Statements Stored in the 
tables, based upon predefined fields of commonality (e.g., 
source IP, destination IP, and destination port numbers) and 
one or more fields of uniqueness (e.g., Source port number). 
0051 Exemplary summarized tables may include fine 
grained deny tables, 1-hour accept tables, 24-hour accept 
tables, and 24-hour deny tables. In alternative embodiments 
of the invention, the tables may be configured to Store data 
over other periods of time (e.g., 10-minute accept tables to 
30-day accept and deny tables). In one embodiment of the 
invention, the fine-grained deny table Stores data for thirty 
days. 

0.052 As shown in FIG. 1, the system may include a 
Security management Station 117 that may, in certain 
embodiments, be implemented in Software on a personal 
computer or WorkStation in data communication with the 
private network. Alternatively, the management Station may 
be implemented in dedicated hardware. 
0053. The management station may be used to retrieve 
data from the databases maintained by the raw log server(s) 
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110 and/or the log data analyzer(s) 105, 111, 112. The 
management Station 117 may include one or more processes 
for distributing database queries to the appropriate log data 
analyzers and aggregating the responses received from indi 
vidual log data analyzers (database reports) into a single 
report. By way of example, if the System administrator 
wished to view a report covering all System traffic during a 
certain time interval, the management Station might query 
all of the networked log data analyzers for Summarized data 
in that interval and then aggregate that data into a single 
report. However, if the system administrator wished to view 
a Summarized log data report for a certain network port, the 
management Station might query only the log data analyzer 
asSociated with the particular firewall assigned to that port. 
0054) One illustrative process for obtaining a report from 
a central management Station is shown in flowchart form in 
FIG. 4. The process begins at block 402 with a user 
Selecting a report from one or more log data analyzers. In 
one embodiment of the invention, the Selection may be made 
of one particular log-producing device or all of the log 
producing devices on the System. In other embodiments, the 
user may select multiple (but less than all) log-producing 
devices, as desired. An example of a Situation wherein a 
System administrator might desire a report from a single 
log-producing device is when a Security attack on a the 
System was made through a particular port-e.g., a Telnet 
port-in which case parsed and/or Summarized log data 
from the log-producing device associated with the System's 
Telnet port(s) would be sought. 
0055 Similarly, as shown at block 404, the user may 
select the time period to be covered by the report. The order 
of blocks 402 and 404 may be reversed in some embodi 
ments or all of the Selections may be made at one time on 
One query Screen. 

0056. At block 406, the process identifies the particular 
log data analyzer(s) whose databases need to be queried in 
order to compile the report requested by the user. In one 
preferred embodiment, this determination is accomplished 
by a table look up on the raw log Server, but this information 
may be Stored elsewhere, including the management Station 
itself. At block 408, a database query (or queries in the case 
of multiple log data analyzers) is formulated and sent to the 
log data analyzer(s) hosting the database(s) of interest 
identified in block 406. Each queried log data analyzer on 
the System will then respond by Sending a database report of 
parsed and/or Summarized log data corresponding to the 
time period Selected. The reports are received by the man 
agement station at block 410. 
0057. As shown at decision diamond 412, a determina 
tion may be made of whether a plurality of reports has been 
received. If So, the management Station may then merge the 
various reports received (at block 414) into a single report 
and print, display and/or Store the merged report at the 
management Station (block 416). 
0.058 A log data analyzer (105, 111 and/or 112) may, in 
certain embodiments, Store Summarized log data in a data 
base and respond to queries from a centralized management 
Station. One Such proceSS may include: receiving raw log 
data in a log data analyzer, parsing the raw log data; 
Summarizing the parsed log data; Storing the Summarized 
data in a database maintained by the log data analyzer; 
receiving a database query from a management Station; 
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generating a database report in the log data analyzer from the 
Summarized data in response to the query received from the 
management Station; and, Sending the database report to the 
management Station. The database report may include the 
time period of the Summarized data and the data in the report 
may be Sorted by the time period of the Summarized data. At 
the option of the user, the data in the report may be limited 
by the time period of the Summarized data. 
0059 While the exemplary log-producing devices in this 
description have been firewalls and routers, and the log data 
has related to networking operations, it is to be understood 
that other of the many log-producing devices, Such as mail 
Servers and the like, and other log data, Such as operation 
Status, errors and other events, could be used according to 
the present invention. 
0060. While the present invention has been described 
with respect to a limited number of embodiments, those 
skilled in the art will appreciate numerous modifications and 
variations therefrom. It is intended that the appended claims 
cover all Such modifications and variations as fall within the 
true Spirit and Scope of this present invention. 
What is claimed is: 

1. A method for processing log data from a plurality of 
log-producing devices which is Stored as Sunmarized log 
data in a plurality of log data analyzers, the method com 
prising: 

formulating database queries in a management Station; 
Sending database queries from the management Station to 

a plurality of log data analyzers, 
receiving in the management Station a plurality of reports 

from the plurality of log data analyzers, and 
combining in the management Station the plurality of 

reports into a single report. 
2. A method for processing log data from a plurality of 

log-producing devices which is Stored as Summarized log 
data in a plurality of log data analyzers, the method com 
prising: 

asSociating a database query with a certain log data 
analyZer; 

Sending a database query from a management Station to 
the certain log data analyzer, 

receiving in the management Station a report from a 
database maintained by the certain log data analyzer, 
and, 

displaying the report on the management Station. 
3. A method for processing log data from a plurality of 

log-producing devices which is Stored as Summarized log 
data in a plurality of log data analyzers, the method com 
prising: 

asSociating a database query with certain of the plurality 
of log data analyzers, 

Sending database queries from a management Station to 
each of the certain log data analyzers, 

receiving in the management Station a plurality of reports 
from databases maintained by the certain log data 
analyzers, 
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merging the plurality of reports into a Single report; and, 
displaying the merged report on the management Station. 
4. A method as recited in claim 3 wherein associating a 

database query with a certain log data analyzer is performed 
by table look up on a raw log Server. 

5. A data processing System for processing log data from 
a plurality of log-producing devices which comprises: 

a plurality of log data analyZerS Storing Summarized log 
data; and, 

a management Station connected to the plurality of log 
data analyzers via data communications links and 
which 

formulates database queries, 
Sends database queries to a plurality of log data analyzers, 
receives a plurality of reports from the plurality of log 

data analyzers, and 
combines the plurality of reports into a Single report. 
6. A data processing System for processing log data from 

a plurality of log-producing devices which comprises: 
a plurality of log data analyZerS Storing Summarized log 

data; and, 

a management Station connected to the plurality of log 
data analyzers via data communications links and 
which 

asSociates a database query with a certain log data ana 
lyZer; 

Sends a database query to the certain log data analyzer, 

receives a report from a database maintained by the 
certain log data analyzer, and, 

displays the report. 
7. A data processing System for processing log data from 

a plurality of log-producing devices which comprises: 
a plurality of log data analyZerS Storing Summarized log 

data; and, 

a management Station in data communication with the 
plurality of log data analyzers and which 

asSociates a database query with certain of the plurality of 
log data analyzers, 

Sends database queries to each of the certain log data 
analyzers, 

receives a plurality of reports from databases maintained 
by the certain log data analyzers, 

merges the plurality of reports into a single report; and, 
displays the merged report. 
8. A data processing System as recited in claim 7 wherein 

the management Station associates a database query with 
certain of the plurality of log data analyzers by table look up 
on a raw log Server. 


