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1
IMAGE RECORDING DEVICE AND METHOD

CROSS REFERENCES TO RELATED
APPLICATIONS

This application is a continuation of U.S. Ser. No. 11/581,
687, filed Oct. 16, 2006, now U.S. Pat. No. 7,636,117 B2,
which is a continuation of international patent application
PCT/EP2005/003695 filed on Apr. 8, 2005 designating the
U.S. and published in German language on Nov. 3, 2005,
which international application claims priority from German
patent application DE 10 2004 020 331.8 filed on Apr. 26,
2004. The entire contents of these priority applications are
incorporated by reference herewith.

BACKGROUND OF THE INVENTION

The present invention relates to a camera device for record-
ing an image, and more particularly to a camera device for
safeguarding a hazardous area of an automatically operated
installation. Moreover, the invention relates to an image sen-
sor for such a device and to a method for recording an image
with an image sensor.

WO 01/78411 A1 discloses a protective device for safe-
guarding a hazardous area, such as the hazardous area of an
automatically operated installation. The protective device is
based on the idea of recording an image of the hazardous area
using a camera, and to be more precise using an image sensor.
The recorded image is then subjected to evaluation in order to
establish whether an unauthorized object is located in the
hazardous area. If this is the case then the protective device
initiates a suitable action. By way of example, the protective
device brings the monitored installation into a safe state by
turning it off or by controlling it into a safe rest position. The
protective device of WO 01/78411 A1l therefore fulfills tasks
for which, to date, light barriers, light curtains, protective
fences and the like typically have been used.

The camera based protective device therefore fulfills
safety-critical tasks. It is thus necessary to ensure that the
protective device operates in a functional reliable and fail-
safe manner to a degree which reliably rules out any risk to
people as a result of faults in the operation of the protective
device. The novel protective device therefore needs to have a
single-fault safety and needs to meet at least the requirements
of category 3 of European standard EN 954-1 or comparable
safety requirements. Preferably, the requirements of category
4 of EN 954-1 or comparable requirements should be met.
This requires regular function tests on the device in the course
of operation.

For safeguarding the hazardous area in a reliable and con-
tinuous manner, the aforementioned WO 01/78411 Al pro-
poses to selectively make dynamic an object image recorded
by the image sensor. Evaluation of the changes which are thus
brought about artificially in the object image allows the func-
tional reliability of the image sensor to be monitored. This
allows early detection of what are known as stuck-at faults,
for example, where single or a plurality of image cells in the
image sensor provide a constant image signal value regard-
less of the incident light.

However, selectively changing the object image requires
components which influence the path of rays in the incident
light on the image sensor. This makes the known device rather
complex and expensive.

As an alternative, WO 03/067900 A1 proposes a method
for checking the functional reliability of an image sensor
based on statistical analysis of the image signal values from
the image sensor. This involves evaluating the noise response
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in the image signal values from the image sensor. Changes in
the noise response allow conclusions to be drawn about pos-
sible faults in the operation of the image sensor.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide another
approach for reliably detecting faults in the operation of a
device as mentioned at the outset during the course of opera-
tion. In particular, it is an object to provide a camera-based
method and device for safeguarding a hazardous area of an
automatically operated installation, wherein the functional
faults of the image sensor can be detected and handled in an
inexpensive and reliable manner.

According to one aspect of the invention, there is provided
acamera device for recording an image, comprising an image
sensor having a plurality of light-sensitive image cells for
generating light-dependant image signal values, the image
cells being adapted to be selectively addressed in order to read
the image signal values, further comprising a plurality of
memory cells for storing identification codes, with each
image cell having assigned an identification code, and with
the image cells and the memory cells being coupled to one
another such that, when an image signal value is read from an
image cell, the assigned identification code can also be read.

According to another aspect, there is provided an image
sensor for recording an image, comprising a plurality oflight-
sensitive image cells for generating light-dependant image
signal values, the image cells being adapted to be selectively
addressed in order to read the image signal values, and com-
prising a plurality of memory cells for storing identification
codes, with each image cell having assigned an identification
code, and with the image cells and the memory cells being
coupled to one another such that, when an image signal value
is read from an image cell, the assigned identification code
can also be read

According to yet another aspect, there is provided a method
for recording an image with an image sensor having a plural-
ity of light-sensitive image cells for generating light-depen-
dant image signal values, wherein the image cells can be
selectively addressed in order to read the image signal values,
comprising the steps of: a) providing identification codes in
memory cells which are coupled to the image cells, with each
image cell having assigned an identification code, b) reading
the image signal values from at least one image cell, ¢) read-
ing the identification code assigned to the at least one image
cell, d) checking whether the read identification code matches
the identification code assigned to the at least one image cell,
and e) exploiting the image signal values read from the at least
one image cell depending on the result of step d).

The new method and device are therefore based on the idea
of implementing an additional protective mechanism which
can be used to ensure that the image signal value which is read
from an image cell actually comes from the addressed image
cell. This allows to reliably detect addressing faults and other
faults in the operation of the control circuit of the image
sensor atthe level ofthe image cells. Although such faults can
basically be detected by selectively making dynamic an
object image or an externally supplied test image, the present
approach has the advantage that it allows continuous fault
monitoring during the course of the monitoring operation
with little hardware complexity. The present invention is
therefore an inexpensive alternative to the fault monitoring
measures which have been known to date. However, it can
also be used in addition to the fault monitoring measures
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which have been known to date, in order to ensure the func-
tional reliability of an appropriate protective device even
more reliably.

In a preferred refinement of the invention, an addressing
unit is configured to jointly address memory cells and image
cells assigned to one another for reading.

In this refinement, the image cells and their assigned
memory cells are coupled to one another by means of the
addressing unit. The addressing unit allows the image cells
and the assigned memory cells to be read in one operating
cycle, i.e. largely simultaneously. This achieves very simple
and direct coupling between the image cells and assigned
memory cells. Addressing faults can be detected very quickly
and reliably.

In a particularly preferred refinement, the memory cells are
integrated into the image sensor.

In this refinement, the memory cells are on the same chip as
the light-sensitive image cells. First, this refinement allows a
very compact implementation. In addition, the assignment
between memory cells and light-sensitive image cells can be
implemented on the chip in this refinement, which results in
an even more direct and more reliable assignment. Further-
more, the memory cells in this refinement can be integrated
into the novel protective device rather inexpensively.

In a further refinement, the memory cells are implemented
substantially in the form of image cells which are occupied by
a light-independent signal value.

This refinement is a particularly simple and inexpensive
way of integrating the memory cells into the image sensor.
The memory cells are thus formed using the same manufac-
turing processes and at least largely the same method steps as
the light-sensitive image cells. Differences in detail between
the image cells and the memory cells of course might occur
due to their different functions. By way of example, the
memory cells, unlike the light-sensitive image cells, do not
require a light-sensitive (photoelectric) area, even though one
may nevertheless be provided for reasons of process econom-
ics. On the other hand, there has to be a possibility to specifi-
cally “load” the memory cells with a defined signal value,
unlike the light-sensitive image cells, which can result in
differences in circuit design between the memory cells and
the image cells depending on the image sensor used. How-
ever, the refinement preferred here has the advantage that the
memory cells can be addressed and read in exactly the same
way as the light-sensitive image cells in the image sensor.
This allows a particularly simple and reliable detection of
faults during operation. In addition, other sources of fault,
such as couplings between several image cells, can be easily
and reliably identified in this refinement of the invention.
These couplings are to be understood as faults which cause
the image signal values from one or more image cells to be
dependent on the image signal values from other image cells.
The fact that the memory cells in this refinement of the inven-
tion are implemented like image cells means that such sources
of fault also affect the memory cells, and they can be reliably
identified on the basis of the known identification codes.

In another refinement, the image cells are arranged in a
plurality of rows, and each row has assigned an identification
code.

In this refinement, not every single image cell has its “own”
identification code. Rather, the image cells in each row of the
image sensor have assigned a common identification code.
This refinement simplifies the practical implementation both
in terms of hardware and in the evaluation, since image sen-
sors are frequently read in rows.
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In another refinement, the image cells are arranged in a
plurality of rows, and each row comprises a plurality of
memory cells.

This refinement is particularly advantageous if the memory
cells are implemented like image cells, since the identifica-
tion codes are then automatically “delivered at the same time”
when the image cells are read. Independently of this, it would
alternatively also be possible to provide just a single memory
cell for each row of the image sensor. Different identification
codes could then be encoded using different voltage levels,
that is to say in analog form, for example. The preferred
refinement simplifies evaluation, since a plurality of rows can
be encoded digitally and the image signal values from modern
image sensors are usually processed digitally.

In another refinement, the image cells on the image sensor
form a common image cell area, and the memory cells form a
memory cell area. Preferably, the memory cell area adjoins
the image cell area on at least one side.

The physical separation of memory cells and image cells
into distinct areas allows the image sensor to be manufactured
easily and less expensively. In addition, “complete” images
can be achieved in a high resolution on account of this refine-
ment.

Alternatively, the memory cells are interposed between the
image cells forming the image cell area. This facilitates a
double use of the memory cells as image cells.

In another refinement, the image cells are arranged in a
plurality of columns, and each column has assigned an iden-
tification code.

This refinement is particularly advantageous if each row of
the image sensor also has assigned memory cells with an
identification code. In this case, an individual identification
code can very easily and inexpensively be allocated to each
image cell. Faults in operation can therefore be detected indi-
vidually at the level of the image cells. On the other hand,
encoding in columns can replace the encoding in rows with
the advantages mentioned above.

In another refinement, there is a control unit which is
connected to the memory cells and which is designed to
change, in particular to negate, identification codes stored in
the memory cells in a cyclical or non-cyclical manner. In a
particularly preferred embodiment, the identification codes
are changed each time the image signal values are read, i.e.
after each image (frame).

In this refinement, the identification codes have a defined
dynamic behavior which allows to easily detect further
sources of fault, such as stuck-at faults and coupling between
image cells. In addition, it is a very simple matter to identify,
without external aids, whether the image sensor is providing
a continually updated live image or whether the same image
data are always read. The fault monitoring is therefore par-
ticularly meaningful.

In another refinement, the identification codes are stored as
error detecting codes in the memory cells. In preferred exem-
plary embodiments, the identification codes are protected
using a CRC checksum and/or use is made of a Hamming
code, a what is known as walking code or a 2-out-of-5 code.
The latter codes have the property that a plurality of bits
respectively change from one code word to the next, which
means that faults can be identified more easily and with a
greater level of reliability when adjacent identification codes
are read.

It goes without saying that the features mentioned above
and those yet to be explained below can be used not only in the
respectively indicated combination but also in other combi-
nations or on their own, without departing from the scope of
the present invention.
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BRIEF DESCRIPTION OF THE DRAWINGS

Exemplary embodiments of the invention are illustrated in
the drawing and are explained in more detail in the descrip-
tion below. In the drawing:

FIG. 1 shows a schematic illustration of an inventive device
for safeguarding the hazardous area in an automatically oper-
ated installation,

FIG. 2 shows a simplified illustration of an image record-
ing unit for the device of FIG. 1, and

FIG. 3 shows a simplified illustration of an image sensor
based on another exemplary embodiment of the invention.

DESCRIPTION OF PREFERRED
EMBODIMENTS

In FIG. 1, an embodiment of the novel device is denoted in
its entirety by reference numeral 10.

Device 10 is used here for safeguarding a hazardous area
12 which arises on account of the automated movements
(indicated by arrows) of a robot 14. As soon as a person (not
shown here) enters the hazardous area 12, the robot 14 must
be put into a safe position of rest. This is done using the novel
device 10. For the sake of completeness, it should be pointed
out that the invention can be used not only for safeguarding
robots but also for safeguarding any other hazardous areas
which arise particularly as a result of automatic movements of
technical installations. In addition, the invention can also be
used for any other applications in which a 3D area is visually
monitored using an image sensor.

The device 10 comprises an image recording unit 16 and an
evaluation and control unit 18. Reference numeral 20 denotes
a light source which is actuated by the evaluation and control
unit 18 in order to illuminate the robot 14 and its hazardous
area 12. The light source 20 can also be dispensed with if the
basic brightness in the area of the robot 14 is sufficient to carry
out image evaluation with the required reliability of identifi-
cation.

Reference numeral 22 denotes two reference objects
arranged in the hazardous area 12. The reference objects 22
each have a defined position and a defined contrast, which
allows further function checks on the device 10. By way of
example, the reference objects 22 can be used to monitor that
the image recording unit 16 is at the prescribed position and is
not so heavily soiled that reliable monitoring of the hazardous
area 12 is at risk.

The image recording unit 16 is actuated by the evaluation
and control unit 18, this also including other function tests,
inter alia. In addition, the evaluation and control unit 18
performs the image evaluation and brings the robot 14 to the
safe position of rest, if appropriate. As an alternative to the
separate illustration of the image recording unit 16 and the
evaluation and control unit 18 in FIG. 1, said two units may
also be combined. Furthermore, the evaluation and control
unit 18 could be integrated in an operational controller (not
shown here) for the robot 14.

As FIG. 2 shows, the image recording unit 16 comprises a
lens 24 which is used to map the image 26 of the hazardous
area 12 onto an image sensor 28. The image sensor 28 has a
plurality of image cells 30, which are often called pixels.
Preferably, this is an image sensor using CMOS technology,
although the invention is not limited to this. The image cells
are selectively addressable, particularly in rows, in columns,
in blocks or else individually as in the case of a RAM. The
invention is not limited to image sensors whose image cells
can be read individually, however. The “selectively address-
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6

able” property therefore also includes image sensors in which
the image cells can be read only in groups, such as in rows or
in columns, for example.

Reference numeral 32 denotes an A/D converter which
converts the analog image signal values from the image cells
30 into digital image signal values. The digital image signal
values are then supplied to a microcontroller 34. Instead of a
microcontroller, it is also possible to use an FPGA (Field
Programmable Logic Array) or another signal processing
circuit here. Depending on performance, the microcontroller
34 can also perform part of the image evaluation or can even
be the evaluation and control unit 18 (FIG. 1). In preferred
exemplary embodiments, the microcontroller 34 is imple-
mented with two-channel redundancy (not shown here), the
redundant parts monitoring one another in order to ensure a
high level of fail-safety in this area too.

Reference numeral 36 denotes an addressing unit which
produces the address signals required for reading the indi-
vidual image cells 30. In contrast to the illustration in FIG. 2,
the addressing unit 36 may also be implemented on the same
chip as the image sensor 28. In one exemplary embodiment of
the invention, the addressing unit 36 produces two control
signals, which are known as Line enable and Frame enable.
These control signals are used to activate the row-by-row
reading of the image signal values from the image cells 30. In
addition, the addressing unit 36 produces a clock signal (not
shown here) in a manner which is known per se, said clock
signal synchronizing the row-by-row reading of the indi-
vidual image signal values.

Reference numeral 38 denotes a memory which comprises
a plurality of memory cells (not shown here). The memory
cells store identification codes (not shown here) which are
assigned with the individual image cells 30 in the image
sensor 28. The memory 38 is actuated by the addressing unit
36, specifically in parallel with the image sensor 28. It deliv-
ers the identification codes assigned to the image cells 30
synchronously with the respective image signal values to the
microcontroller 34.

The schematic illustration in FIG. 2 shows one possible
embodiment in which the memory 38 with the identification
codes is implemented separately from the image sensor 28.
Contrary to this, however, it is currently preferred to integrate
the memory 38 into the image sensor 28, as explained below
with reference to FIG. 3. By contrast, the design shown in
FIG. 2 has the advantage that the image sensor 28 does not
need to be modified, i.e. it is possible to use conventional
image sensors 28 when the image sensor 28 and the memory
38 are arranged separately.

Regardless of the practical implementation, however, it is
preferred if the content of the memory 38, i.e. the identifica-
tion codes, can be changed by the microcontroller 34 or
another suitable control unit. In one particularly preferred
embodiment, the microcontroller 34 negates the identifica-
tion codes assigned to the individual image cells 30 after each
new image has been read. This is shown in FIG. 2 by means of
a double-headed arrow between the microcontroller 34 and
the memory 38. In simpler embodiments, the identification
codes are, by contrast, firmly prescribed and cannot be
changed during operation of the image recording unit 16.

In FIG. 3, an embodiment of a preferred image sensor is
denoted in its entirety by reference numeral 50. The image
sensor 50 has an image cell area 52 with a plurality of light-
sensitive image cells 30. In a preferred embodiment, the light-
sensitive surface area has a size of 640x480 image cells,
which allows an image 26 to be recorded at VGA resolution.
The invention is not limited to this, however, and may like-
wise be applied for larger or smaller image sensors. In prin-
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ciple, the invention may also be applied for what are known as
row sensors, whose light-sensitive surface area contains just
one row with a plurality of image cells. In preferred embodi-
ments, however, the image sensor 50 is a two-dimensional
image sensor with a matrix-like arrangement of the image
cells 30.

At its left-hand and top edges, the image sensor 50 has a
memory cell area 54 with a plurality of memory cells. In this
exemplary embodiment, the memory cell area 54 is covered
by an opaque layer 56, so that the content of the memory cells
is independent of the incidence of light. By contrast, the
image cell area 52 is “open” in a manner which is known per
se, 1.e. it is in this case possible for incident light to illuminate
the image cells 30. For the purposes of illustration, the layer
56 in FIG. 3 is shown partly cut away in order to show the
memory cells situated beneath.

Below the image sensor 50, FIG. 3 shows a single row 58
in enlarged form. In the left-hand area, the row 58 has nine
memory cells 60 whose respective signal values are firmly
prescribed. The signal values in the individual memory cells
60 form an identification code which is assigned to the image
cells 30 in the row 58. In the same way, the memory cells
arranged above the image cell area 52 form an identification
code which identifies the image cells 30 in columns. In sim-
pler embodiments of the invention, however, it is sufficient to
identify the image cells 30 in rows or in columns.

In the simplest case, the identification code 62 is a dual
code indicating the respective row number (or column num-
ber). In preferred embodiments, however, a error detecting
code is used, such as a Hamming code, a 2-out-of-5 code or a
walking code. In addition, the identification code 62 may be
protected by a CRC or the like in a manner which is known per
se.

In a further embodiment, the memory cells are “normal”
image cells which are “loaded” with the identification codes.
This can be done using a supply current or a supply voltage,
for example, which induce charges in the image cells (pref-
erably up to saturation, i.e. on the basis of a maximum illu-
mination) or drain charges as quickly as possible. In a further
exemplary embodiment, at least some of the “normal” image
cells have a first and a second mode of operation. In the first
mode of operation, they operate as “normal” image cells. In
the second mode of operation, they operate as memory cells
within the meaning of the present invention. The switch is
preferably effected externally by applying a suitable signal
which actuates a transistor, for example, which turns the
supply or discharge current on or off. This embodiment has
the advantage that the usable image surface of the image
sensor can be increased in size if the identification codes are
not needed, which is the case when function tests do not need
to be performed permanently but rather just cyclically, for
example.

What is claimed is:

1. A camera device for recording an image, comprising an
image sensor having a plurality of light-sensitive image cells
for generating light-dependant image signal values, the image
cells being arranged in a plurality of rows and adapted to be
selectively addressed in order to read the image signal values
to record an image, further comprising a plurality of memory
cells for storing identification codes including a unique row
identification code for each of said plurality of rows, with
each image cell having assigned an identification code that
includes the unique row identification code for its associated
row, and with the image cells and the memory cells being
coupled to one another such that, when an image signal value
is read from an image cell, the assigned identification code
can also be read.

20

25

30

35

40

45

50

55

60

65

8

2. The camera device of claim 1, further comprising an
addressing unit configured to jointly address the memory
cells and image cells assigned to one another when reading
said image signal values.

3. The camera device of claim 1, wherein the image cells
and the memory cells are integrated into the image sensor.

4. The camera device of claim 1, wherein the memory cells
are substantially implemented in the form of image cells, but
are configured to provide a light-independent signal value.

5. The camera device of claim 1, wherein the identification
code for each image cell arranged in one of said plurality of
rows corresponds to the unique row identification code for
said one row.

6. The camera device of claim 5, wherein the image cells
are further arranged in a plurality of columns, with each
column having assigned a unique column identification code.

7. The camera device of claim 6, wherein the identification
code assigned to each image cell further includes the unique
column identification code for its associated column.

8. The camera device of claim 1, wherein the image cells
are arranged in a plurality of rows, with each row comprising
a plurality of image cells.

9. The camera device of claim 8, wherein the image cells
form an image cell area on the image sensor and the memory
cells are interposed between the image cells forming the
image cell area.

10. The camera device of claim 1, wherein the image cells
form an image cell area on the image sensor and the memory
cells form a memory cell area adjoining the image cell area.

11. The camera device of claim 1, further comprising a
control unit connected to the memory cells and designed to
change the identification codes stored in the memory cells
after the image signal values are read.

12. The camera device of claim 11, wherein the control unit
is designed to change the identification codes stored in the
memory cells in accordance with a predetermined algorithm
each time the image signal values are read.

13. The camera device of claim 1, wherein the identifica-
tion codes are stored in the memory cells in the form of error
detecting codes.

14. A solid-state image sensor for recording an image,
comprising a plurality of light-sensitive image cells for gen-
erating light-dependant image signal values, the image cells
being arranged in a plurality of rows and adapted to be selec-
tively addressed in order to read the image signal values, and
comprising a plurality of memory cells for storing identifica-
tion codes including a unique row identification code for each
of'said plurality of rows, with each image cell having assigned
an identification code that includes the unique row identifi-
cation code for its associated row, and with the image cells
and the memory cells being integrated on a common semi-
conductor chip and coupled to one another such that, when an
image signal value is read from an image cell, the assigned
identification code can also be read.

15. The image sensor of claim 14, wherein the memory
cells are substantially implemented in the form of image cells,
but are configured to provide a light-independent signal
value.

16. The image sensor of claim 14, wherein the image cells
are further arranged in a plurality of columns, with each
column having assigned a unique column identification code.

17. The image sensor of claim 14, wherein the image cells
are arranged in a plurality of rows, with each row comprising
a plurality of image cells.
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18. The image sensor of claim 17, wherein the image cells
form an image cell area on the image sensor and the memory
cells are interposed between the image cells forming the
image cell area.

19. The image sensor of claim 14, wherein the image cells
form an image cell area on the image sensor and the memory
cells form a memory cell area adjoining the image cell area.

20. A method for recording an image with an image sensor
having a plurality of light-sensitive image cells arranged in a
plurality of rows for generating light-dependant image signal
values, wherein the image cells can be selectively addressed
in order to read the image signal values, comprising the steps
of:

a) providing identification codes in memory cells which

are coupled to the image cells, with each image cell

10

having assigned an identification code that includes a
unique row identification code for its associated row,
b) reading the image signal values from the plurality of

image cells,

c¢) reading the identification codes assigned to the plurality
of image cells,

d) checking whether the read identification codes match
the identification codes assigned to the plurality of
image cells, and

e) exploiting the image signal values read from the plural-
ity of image cells depending on the result of step d).

21. The method of claim 20, wherein the image signal

values read are exploited for safeguarding a hazardous area of
an automatically operated installation.

#* #* #* #* #*



