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(57) Abréegée/Abstract:

A human machine interface system for controlling a device comprising: a housing; a human digit activatable physical element; a
processor In communication with the element, the processor to recelve and process an input from the element; a communicator to
communicate an output from the processor wherein the output comprises a command Iintended for the device; wherein the
element, the processor and the communicator are all disposed about or within the housing or connected thereto.

50 rue Victoria e Place du Portage1l e Gatineau, (Québec) K1AOC9 e www.opic.ic.gc.ca i+

50 Victoria Street e Place du Portage 1 ¢ Gatineau, Quebec K1AO0C9 e www.cipo.ic.gc.ca C anada



CA 03036383 2015-03-11

Abstract

A human machine Iinterface system for controlling a device
comprising. a housing;, a human digit activatable physical element; a
processor in communication with the element, the processor to receive
and process an input from the element;, a communicator to communicate
an output from the processor wherein the output comprises a command
intended for the device; wherein the element, the processor and the
communicator are all disposed about or within the housing or connected

thereto.
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Human Machine interface System

Background of the invention:

Emergency services, police and military personnel typically carry a variety of disparate
electronic devices, gadgets and/or instruments which each have a different user interface.
Examples include radios, flashlights, laser designators, thermal weapon sights (TWS), global
positioning systems (GPS), infrared scopes, computer terminals, etc. The need to master and
operate multiple different user interfaces is onerous, particularly in extreme conditions {(e.g.
battle or an emergency incident) that impose high physical and cognitive loads on the
operative. In particular, the loss of an operative’s cognitive awareness while switching
between different user interfaces is a potentially deadly risk. Increasingly, operatives in other
fields of endeavour also have carry multiple electronic devices which require simplified

operation, including construction workers, field technicians, surveyors, tradesmen, eic.

To accommodate the foregoing requirements, a method and apparatus that collapses a variety
of heterogeneous controls and interfaces into one homogenous and consistent interface is
required. Furthermore, a need exists for the bandwidth of said interface to be scalable, such
that an interface with fewer suitably simple input combinations can be utilised where fewer
functions require control, whilst a higher bandwidth interface with more suitably simple input

combinations can be provided where a larger number of functions require control.

Although the bandwidth of an interface can always be increased simply by providing more user
inputs, increasing the number of inputs will altways resull it a corresponding ncrease 1o &t leagst
one of the following properties of the interface: physical size, number of digits required for
opsralion of cognitive load associated with operation. As previously noted, reducing iducsd
coanitive foad in baltle or emergency situgtons s oriical. In addition, for applicalions such as
a control inderface mounted 10 a sevice weapon, the spacs avatiable for mouniing ana e

aumoer of Sigits avaidable tor opergtion are both at g premium.

There has traditionally baen concern i using wireless proiocols {0 operate nstruments in
ceriain neky or sensitive environments. For example military users are concerned that wireiess
activation of g device may allow 8 wearer 10 be deiscied by the enemy, or inggsr an explosive
device such as an improvised Explosive Device (1ED), or be susceptibie 16 jamming or bemng
contrefied by an enemy. Others have been concernad about the reliabilily of wireless control in
sengitive envirgnments which may or example already have a iarge electromagnelic radiahon

ioad, in addition, wireless communmication hardwarg consumes more glectnical powsr than
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physically conneciad hardware, sincs the controlled device must periodically check ior g signal
from ine controlier. Consegquently, wirgless actuation of devices i zuch environmeants has

peen considerad not worthwhile, 1o difficult or 100 rigky,

A need theretore exists tor a flexible user inieriace, whoseg input handwicth can be readily
caled whilst nol compromising critical factors such as number of digits requirsd for operation,

power consumption, physical size and the cognitive toad associated with operation,

Summary of the invention:

According to a first aspect of the invention, there is provided a human machine interface (HMI)
system for controiling a device comprising: a housing; a human digit activatable physical
element; a processor in communication with the element, the processor to receive and process
an input from the element; a communicator to communicate an output from the processor
wherein the output comprises a command intended for the device; wherein the element, the
processor and the communicator are all disposed about or within the housing or connected
thereto. In some preferred embodiments, the element, the processor and the communicator
are all disposed about or within the housing. In some embodiments, the device is physically

connected to the housing, in some embodiments the device is not.

In another aspect of the invention, there is provided a computer implemented method of
controlling a device comprising: receiving an input originating from a human digit activatable
element; processing the input to determine an output comprising a command for the device;
and communicating the output to the device; wherein the processing step comprises:
iIdentifying one or more sub-inputs from the input; determining a separate value for each sub-
iInput; mathematically processing each sub-input to determine an output value; and identifying

an output command from said output value. In some preferred embodiments, the separate
value for each sub-input is determined from a table and in some preferred embodiments, the

output command is determined from a table.

A method according to the invention may comprise mathematical processing for n sub-inputs

according to the formula:
Sub-input 1 + ... + sub-input n = output value

In some embodiments the method of the invention comprises the steps of: processing a
chronologically first sub-input to determine a subset of outputs; processing at least one

chronologically subsequent sub-input to determine an output value. In some preferred

[\
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embodiments, the chronologically subsequent sub-input comprises the absence of activation of
a human digit activatable physical element over a predetermined time period. In some
embodiments, the method of the invention may also comprise the steps of: recording a time of
first sub-input; monttoring an elapsed time atter the first sub-input until it reaches a

predetermined elapsed time value; if no subsequent sub-input is received before the

1

predetermined elapsed time value, processing the absence of subsequent input as a
predetermined output value. The predetermined elapsed time value maybe of any suitable
value — practicable for the purpose at hand. For example, in an implementation designed for
quick responses (such as for military personnel) then a shorter time may be required, for

10 example about 1 second or less, preferably half a second or less. Typically the predetermined
output value according to this implementation will correspond to a default or a most commonly
used setting for the controlled device, and typically it will be a setting that does not create
danger for a user. For example, if a user makes a mistake or is distracted whilst adding sub-
inputs so that the overall input is interrupted but corresponds to an input with a single first

15  input, then the output corresponding to that input should be safe. For example, military
personnel may elect not to set a torch to on through such an input function. Typically in such
embodiments, the predetermined elapsed time value is less than about 2 seconds, optionally
less than about 1.5 seconds, optionally less than about 1 second, optionally about 0.5 to 1

second, optionally about 0.5 seconds.

20  In some implementations of this embodiment of the invention, the first processing step
determines a selection of electronic device to control and the second processing step
determines a command for that device.

In another aspect of the invention, there is provided a human machine intertace apparatus
comprising a base and a protuberance extending therefrom, the protuberance being movable

25  about an axis defined by the base and movable in directions defined by at least one guide to

connect a plurality of control points within the guided path, the control points intended for

correspondence with one or more control instructions for a controlled device.

In another aspect of the invention, there is provided a human machine interface apparatus
comprising a base and one or more guides disposed about the periphery of the base so as to

30  guide a human digit, the base comprising a conductive element to enable a human digit to
cause an input by slidably engaging the surface of the base with a digit, the input being
useable to send an instruction to a controlled device.

The invention also provides a human machine interface apparatus comprising a plurality of
activatable elements disposed in close side by side contact with one another, such that on
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depression of a predefined one or more elements, an input is generated corresponding to an

instruction for a controllable device.

In another aspect, the invention provides a human machine interface system comprising a
human machine interface wirelessly connected to a device controller, the device controller
comprising a wireless transceiver and a passive movement sensor physically connected to a
processor wherein upon detection of movement, the device controller is switched into an active
state. Some embodiments comprise a timer, wherein the device controller is automatically
switched into an inactive state once a predetermined amount of time without movement has
elapsed. Some embodiments comprise a timer, wherein the device controller is switched into
an inactive state via a wireless command from the HMI controller once a predetermined

amount of time without movement has elapsed.

In some embodiments of this aspect of the invention there is provided a system comprising a
microcontroller wherein the movement sensor is electronically connected between the
microcontroller’s interrupt line and ground. Some embodiments comprises a mechanical
movement sensor which optionally comprises one or more spherical conducting items able to

roll within a housing and thereby open or close an electrical connection with movement.

In another aspect of the invention, there is provided a computer implemented method of
reducing power consumption in a human machine interface system comprising a wireless
device comprising: receiving data input from a chronological device; on receiving data
consistent with a predetermined chronological period having elapsed, sending an instruction to
a wireless chipset to reduce the active listening rate of the wireless device to a predetermined
level; receiving data input from a movement sensing device consistent with an occurrence of
movement; sending an instruction to a wireless chipset to increase the active listening rate to a

predetermined level.

Brief description of the drawings:

Figure 1 1s a schematic diagram of an example human machine intertace according to the

invention.

Figure 2 is a schematic diagram of an example interface according to the invention, herein

referred to as the Stick Control.

Figure 3 is a schematic diagram of an example interface according to the invention, herein
referred to as the Slide Control.
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Figures 4a and 4b are schematic diagrams of an example interface according to the invention,

nerein referred to as the Quad Pad.

Figure 5 is a schematic diagram of an example interface according to the invention, herein

referred to as an E5 device.

Figure 6 is a schematic diagram showing the left and right view of an example embodiment

related to weapon input control, herein referred to as an E6 device.

Figure 7 is an example circuit wiring diagram for an example embodiment of a wireless
controller according to the invention comprising three switches for inputs, a Bluetooth BLE

wireless chipset and a microprocessor.

Figure 8 is an example circuit wiring diagram for an example embodiment of a cabled controller
according to the invention comprising three switches for inputs, an RS232 data bus transceiver

and a microprocessor.
Figure 9 is a top view of an example three button controller according to the invention.

Figure 10 depicts an example printed circuit board assembly (PCBA) for a controller according

to the invention, comprising input switches, a microprocessor and a BLE wireless transceiver.

Figures 11a and 11b respectively depict an example of a single button embodiment of the

iInvention and an example PCBA for such an embodiment.

Figure 12 is a series of flow charts expressing how the bandwidth of a three button controller

can be expanded according to the invention.

Figure 13 is a series of flow charts expressing how the bandwidth of a one button controller

can be expanded according to the invention.

Detailed description of exemplary embodiments:

It is convenient to describe the invention herein in relation to particularly preferred
embodiments. However, the invention is applicable to a wide range of situations and it is to be
appreciated that other constructions and arrangements are also considered as falling within the

scope of the invention. Various modifications, alterations, variations and or additions to the
construction and arrangements described herein are also considered as falling within the ambit

and scope of the present invention.
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An inlerface according (o the mverniion may De used in conjunglion with any suitanie contro
function of an siectronic device which s desired {0 be operated from g simpittied coniro
device. For example, # may operate a Hashiight, a radic, a iracking system, an emergency

swynal or Beacon, sigh?anq gdevices, & computsr, an unmanned vehicle, a weapon, eic

According to one aspsect of the invention, there IS provided an HM for controt of an electionie
device. which optionally compnises one of more of a daia bus controlled device, a device not
connectad by an electical conducior. a switch nad devicg or a computer, the inlerface’s inpul

pemng readity scalabie from one o many human digits

Acoording 1o one aspact of the vertion, inere s provided a human dugit operable human
maching interface (HME} for contral of an electronie davice, the inferface’s input baing readily

acaiable front one 1o many human digiis.

The electrone device may optionally comprise any device for which a simpitied pperation is
dasirabie. In some preferred embodiments, it comprises ong or more of a data bus gontrolied
device, a device nol conneclad by an elecirical conduciorn, a swileh ioad device or a computer.
Any suiable human digl may be used o operals & dewice according 10 the Mvenbion. in 50mse
embodiments, ihe term digil’ 85 used harsin may comprise any suitable human gppendage, for
exampie ong of more of g finger, a thumb, 3 hand, an eibow, atne, a ool aknse, ahgad or a

(ONGLE.

Seaiabiity of the input bandwidth of an interface according (¢ the mvenhon may be aemeved in
a variety ot ways., An HM accorcing © the invention may COMDrse a processor which s
contigurable {0 execute a conirol funchion of one or moere slecironic devices based on e
aciivation of ong or mors elecinea switches or mpul regions (horein referred 10 as "mpuls’,
‘elaments” or "activatable physical elements”™. Various aigorihmic or ofher operstions may be
apoliad by the processor o the nput signals thus produced i order 10 amve at g command
which causes a control funchion. For exampie, some praferred embodimants comprise 3
piurality of inputs (such as muitiple buttons or shdabls gt surfaces, or a Stck Contrgd, 0r &
Shide Conirol, or g Quad Pad, gtoy and user input to the HMI through each separate input 1s
assigned a numeric value, and the combined numeric value of all inputs activated by the user
(herein referred to as the “combined input value”) is independently accumulated by the

processer to generate the commana.

In some embodiments, while there is provided only a limited number of inputs (for example
three), the bandwidth of these limited inputs is expanded by processing the first activation of an

input as a choice of which electronic device (or subset of electronic devices) to control, and the
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second input activation as a choice of which function to control on said device. An example
process flow of such an embodiment is outlined in the bullet points below. This same process
flow is described in figure 12, with flow charts 1201, 1202 and 1203 describing the logic flow for

Input sequences beginning with inputs 1, 2 and 3 respectively.

(1

e Ifinput 1 is activated, then deactivated, control an illuminator function as specified:
o 1If input 11s then activated, turn flashlight on until deactivated,;
o if input 2 Is then activated, strobe tlashlight on/off until deactivated,;

o If input 3 Is then activated, turn laser on until deactivated.

10 e Ifinput 2 is activated, then deactivated, control a TWS function as specified:
o If input 1 is then activated, then deactivated, toggle thermal weapon sight on/off;
o It input 2 Is then activated, then deactivated, toggle black hot/white hot polarity;
o if input 3 is then activated, then deactivated, toggle gain.
e If input 3 is activated, then deactivated, control a hands-free radio function as specified:
15 o If input 1 is then activated, turn push-to-talk (PTT) on until deactivated;
o If input 2 is then activated, then deactivated, change volume;

o It input 3 Is then activated, then deactivated, change channel.

This same process flow is described from the perspective of the controller’'s processor below.

20 e The controller processor receives an input corresponding to user activation of input 1;
e the controller processor receives an input corresponding to user deactivation of input 1;

o the controller processor receives an input corresponding to user (re)activation of

input 1;

o the controller processor flips an output line controlling a switching component

[\
1

(such as a MOSFET or relay), thereby closing a physically connected flashlight
power circuit and turning the flashlight on;

o the controller processor receives an input corresponding to user deactivation of

iInput 1;
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o the controller processor flips the output line controlling the switching component,

thereby opening the flashlight power circuit and turning the flashlight off.

o OR:

o the controller processor receives an input corresponding to user activation of

1

Input 2;

o the controller processor continuously flips the state of an output line controlling a
switching component (such as a MOSFET or relay), thereby closing and
opening a physically connected flashlight power circuit and strobing the

flashlight on and off;

10 o the controller processor receives an input corresponding to user deactivation of

Input 2;

o If the flashlight power circuit is currently open, the controller processor does
nothing;

o If the flashlight power circuit 1s currently closed, the controller processor flips the
15 output line controlling the switching component, thereby opening the flashlight
power circuit and turning the flashlight off.

o QOR:

o the controller processor receives an input corresponding to user activation of

Input 3;

20) o the controller processor flips an output line controlling a switching component
(such as a MOSFET or relay), thereby closing a physically connected laser
power circuit and turning the laser on;

o the controller processor receives an input corresponding to user deactivation of

input 3;

the controller processor flips the output line controlling the switching component,

12
1
O

thereby opening the laser power circuit and turning the laser off.
e OR:
e The controller processor receives an input corresponding to user activation of input 2,

e the controller processor receives an input corresponding to user deactivation of input 2;
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the controller processor receives an input corresponding to user activation of

input 1;

the controller processor receives an input corresponding to user deactivation of

input 1;

the controller processor reads the TWS “toggle on/off’ command string stored in
local non-volatile memory (NVRAM) and writes this command string to a data
bus transceiver (for example RS232) which is physically connected to both the
controller processor and the controlled TWS.

OR:

the controller processor receives an input corresponding to user (rejactivation of

input 2;

the controller processor receives an input corresponding to user deactivation of

Input 2;

the controller processor reads the TWS “toggle polarity” command string stored
in NVRAM and writes this command string to a data bus transceiver which is

physically connected to both the controller processor and the controlled TWS.
OR:

the controller processor receives an input corresponding to user activation of
input 3;

the controller processor receives an input corresponding to user deactivation of

Input 3;

the controller processor reads the TWS “toggle gain®™ command string stored in
NVRAM and writes this command string to a data bus transceiver which is

physically connected to both the controller processor and the controlied TWS.

e The controller processor receives an input corresponding to user activation of input 3;

e the controller processor receives an input corresponding to user deactivation of input 3;

O

the controller processor receives an input corresponding to user activation of

input 1;
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o the controller processor pulls an output line physically connected to the hands-
free radio’s PTT line to electrical ground, thereby turning the radio’s PTT

function on;

o the controller processor receives an input corresponding to user deactivation of
input 1,

A

o the controller processor pulls the output line physically connected to the hands-
free radio’s PTT line back to circuit supply voltage (Vcc), thereby turning the

radio’s PTT function off:
o OR:

10 o the controller processor receives an input corresponding to user activation of

input 2;

o the controller processor receives an input corresponding to user deactivation of

Input 2;

o the controller processor reads the hands-free radio “change volume” command
15 string stored in NVRAM and writes this command string to a data bus
transceiver which is physically connected to both the controller processor and

the controlled hands-free radio.
o OR:

o the controller processor receives an input corresponding to user (re)activation of
20 Input 3;

o the controller processor receives an input corresponding to user deactivation of

Input 3;

o the controller processor reads the hands-free radio “change channel” command
string stored in NVRAM and writes this command string to a data bus
transceiver which is physically connected to both the controller processor and

[V
(J1

the controlled hands-free radio.

In some embodiments, there is provided only a single input, and the number and / or duration
of activations of said input determines the command generated by the processor. As an

30  example, encoding similar to Morse Code may be used, so that for example, a dot (short input)
followed immediately by a dash (prolonged input) may turn on a flashlight, and a standalone

10
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dash may operate a PTT function on a hands-free radio. This process flow is outlined below.
An example process flow of such an embodiment is outlined in the bullet points below. This
same process flow is described in figure 13, with flow charts 1301 and 1302 describing the

logic flow for input sequences beginning with a dot and a dash respectively.
o If first input is dot:
o It dot follows within 500ms, turn on tlashlight;
o If dash follows within 500ms, turn off flashlight;
o If 500ms elapses with no further input, turn on laser.
o Iffirst input is dash:
o If dot follows within 500ms, change radio volume;
o If dash follows within 500ms, change radio channel;
o If 500ms elapses with no further input, turn off laser.
This same process flow is described from the perspective of the controller’'s processor below.
Phase 1: processing inputs

e The controller processor receives an input corresponding to user activation of input;

e the controller processor begins timing ms of elapsed time using the signal from a
physically connected crystal oscillator or ceramic resonator;

e the controller processor receives an input corresponding to user deactivation of input;

o the controller processor ceases timing and stores the elapsed time value In local

memory in a variable named (for example) “first_input_elapsed_time”;

e the controller processor resets the elapsed time value to 0 and resumes timing ms of

elapsed time;

e the controller processor receives an input corresponding to user activation of input OR

the (current) elapsed time value reaches 500ms (whichever occurs first).
e |IF user activation of input occurred before the elapsed time value reached 500ms:

o the controller processor ceases timing and stores the elapsed time value in locall

memory in a variable named (for example) “elapsed _time between inputs”;

11
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o the controller processor resets the elapsed time value to 0 and resumes timing

ms of elapsed time;

o the controller processor receives an input corresponding to user deactivation of

Input;

5 o the controller processor ceases timing and stores the new elapsed time value In

local memory in a variable named (for example) “second_input_elapsed_time”,
o the controller processor resets the elapsed time value to O.
e ELSE, IF the elapsed time between inputs reached 500ms:

o the controller processor ceases timing and stores the elapsed time value of

10 500ms in local memory Iin the “elapsed time_between_inputs” variable;
o the controller processor resets the elapsed time value to 0.
Phass 2D processing culputs:

o the controller processor compares the values of “first_input _elapsed time”,
“elapsed time_ between_inputs” and “second_input_elapsed_time” to pre-determined
15 values stored in local NVRAM (for this example 500ms is used as the comparison value

for all variables).
e |F the value of “first_input_elapsed time” is less than 500ms:
o IF the value of “elapsed_time_between_inputs” is less than 500ms:

» |F the value of “second _input elapsed time” is less than 500ms, the
20 controller processor flips an output line controlling a switching
component (such as a MOSFET or relay), thereby closing a physically

connected flashlight power circuit and turning the flashlight on.

« ELSE, IF the value of “second_input_elapsed_time” is greater than or
equal to 500ms, the controller processor flips an output line controlling a
25 switching component (such as a MOSFET or relay), thereby opening the

flashlight power circuit and turning the flashlight off.

o ELSE, IF the value of “elapsed _time between_inputs” is equal to 500ms, the
controller processor flips an output line controlling a switching component,

thereby closing a physically connected laser power circuit and turning the laser

3() on.



CA 03036383 2015-03-11

WO 2018/033399 PCT/AU2017/031040

e ELSE, IF the value of “first_input_elapsed _time” is greater than or equal to 500ms:
o IF the value of “elapsed _time_between_inputs” is less than 500ms:

= |F the value of “second _input_elapsed_time” is less than 500ms, the
controller processor reads the hands-free radio “change volume”
5 command string stored in NVRAM and writes this command string to a
data bus transceiver which is physically connected to both the controller

processor and the controlled hands-free radio.

» ELSE, IF the value of “second_input_elapsed time” is greater than or
equal to 500ms, the controller processor reads the hands-free radio
10 ‘change channel” command string stored in NVRAM and writes this
command string to a data bus transceiver which is physically connected

to both the controller processor and the controlled hands-free radio.

o ELSE, IF the value of “elapsed_time between_inputs” is equal to 500ms, the
controller processor flips an output line controlling a switching component,
15 thereby opening a physically connected laser power circuit and turning the laser
off.

More complicated alqorithmic transformations of input dala may be uiilised for a vanety of
reasons, for example io dramatically increase the number of devices operabie from g simpie

interface according to the invention, 1o ncrease the security of oparation, elc,

20 iy additicen to the processing of input signals, other aspects of the invention which may D
modified to achieve scalability of the mierface’s npul bandwidih include varying the number o
configuration of the inpuls provided, Where application speciti restrictions do not prevent i,
the interface mav be scaled simply by varying the number of inputs — for applications reguinng

control of more or less 1odal funclions, more or less (otal inputs can be provided respediively.

The processor used to process inputs and arrive at a command may be physically located in

.
1

any suitable position. In some embodiments it is located near or within one or more input
devices, in some embodiments it is located near or within one or more electronic devices to be

controlled and in some embodiments it is located separately from inputs and electronic

devices. Communication between inputs, the processor and electronic device(s) may be done
30 in any suitable manner. In some embodiments, one or more cables may physically connect

one or more pieces of hardware, with communication occurring via a data bus.

13
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In some embodiments, communication is wireless, for example using Bluetooth or a proprietary
radio frequency or magnetic induction link. The skilled addressee will appreciate that it is not
necessary for a cable to be used with the current invention, and that its features of scalability
and use do not rely on a cable. Wireless implementations of the invention have the advantage
that they reduce the likelihood that cables will be entangied or snagged on external objects
such as vegetation or buildings or furniture etc. Some wireless implementations are lighter as

well.

Figure 7 is an example circuit diagram for an example embodiment of a controlier according to
the invention comprising 3 buttons for inputs, a Bluetooth BLE wireless chipset and a
microprocessor. As a point of contrast, figure 8 is an example circuit diagram for an example
embodiment of a cable — connected controller according to the invention comprising 3 buttons

for inputs and a microprocessor.

Any suitable wireless protocol may be used for a wireless implementation of the present
invention. Pretferably the wireless protocol is designed for low energy consumption and low

range. Examples of wireless protocols that might be used include:

 Bluetooth - a global 2.4 GHz personal area network for short-range wireless

communication.

¢ BLE - a version of Bluetooth which consumes considerably less power than Classic

Bluetooth but has a lower data transfer rate.
o /ZigBee -a 2.4 GHz mesh local area network (LAN) protocoi.
e /-Wave - a sub-GHz mesh network protocol.

e NFC (Near field communication) - network protocols used for very close

communication.

e RFID - in most systems, only one side of an RFIDIlink possesses a native power supply.
The powered side transmits an RF electromagnetic wave which induces an electric
current in the receiving chip. The induced current in the receiver (which does not have a
native power supply) is sufficient for it to generate a wireless command in response or

to perform a low power operation.

e SigFox - uses differential binary phase-shift keying (DBPSK) in one direction and
Gaussian frequency shift keying (GFSK) in the other direction.

14
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e ANT or ANT+ - similar to BLE - designed to create networks that piggyback off of

existing hardware.

In some wireless embodiments, an apparatus of the invention further comprises a remotely
located wireless transceiver, a processor and a physical connector to connect with a device to
be controlled. In these embodiments, after input by a user (such as by pressing a button), the

(J1

controller according to the invention sends a wireless signal which is received by the wireless
transceliver, passed to the processor which accesses a data store, translates the data into a
second signal which is passed through the connector to the controlled device and thereby
causes the device to execute a command associated with the input into the controller. It will be
10 appreciated that such an embodiment has particular utility in enabling current non-wireless
devices to be retrofitted with the capability to be wirelessly controlled by a controller according
to the invention. In some embodiments, the device to be controlled itself comprises a wireless

transcelver and a processor so that it can receive, translate and execute commands.

In some preferred embodiments of the invention which are particularly useful in hostile or risky
1> environments, native control of a device is maintained, so that if wireless or other functionality
associated with the controller 1s disabled or not working correctly, the relevant device can still

be operated by a user.

In typicai wireless based systems one device acts as the “master” (also referred to as “central”
or "access point’) - from which a radio signal emanates - and which may receive data from the
20  “slave” device (also known as the “peripheral” or “endpoint” {the device which is sensing data
to be transmitted or which is to be controlled from the access point). In normal operation, an
HMI or controller according to the invention will act as master and each of the devices to be
controlled (such as lights, cameras, laser sights, etc.) act as slaves. Each controller and
controlled device in a wireless system according to the invention provide some method of

initialising wireless communication between the controller and the controlled device. This

1o
J1

holds true regardless of whether the control is direct, or via a wireless transceiver physically
connected to the controlled device. An example process flow of how a wirelessly controlled

slave device is linked to a master controller is outlined in the steps below.

e User activates an input or inserts a battery to put the slave device into pairing mode.
30 Slave device then begins advertising its presence wirelessly, searching for a master
controlier to connect to. In its advertisement, the slave device will transmit information

about what type of device it is, along with a unique device ID.
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e User activates an input, or series of inputs, or inserts a battery to put the master

controller into pairing mode. Controller then begins scanning for a new slave device to

connect to.

o Master controller detects pairing advertisement from slave device and assesses
5 whether the device is compatible. Only pre-defined slave device types can be

connected to and controlled.

o If slave device type is compatible, master controller stores the device type and unique
device ID in NVRAM and transmits a message back to the slave device confirming that
a wireless connection has been established. This message will include a unique device

10 ID associated with the controller.

o Slave device receives wireless connection confirmation message and stores the

controller’s unique device D in NVRAM.

e A wireless connection has now been established between the master controller and the
slave device. Subsequent wireless commands issued from the controller will include
15 both the controller’'s and the controlled device’s unique IDs, such that the controlled
slave device can verify that any wireless command it receives was issued from the

controller that it is paired to.

This same process flow Is described from the perspective of the controller's processor below.

e The controlier processor receives an input corresponding to user activation of an input

20 or series of inputs to switch the controller into scan for new slave device mode.

e The controller processor writes a command to the physically connected wireless

transceiver, instructing it to scan for slave devices to connect to.

e The controller processor writes a command to the physically connected wireless
transceiver, instructing 1t to scan for slave devices to connect to.

9

5 e The controller processor receives data from the wireless transceiver comprising a list of

advertising slave device types which were detected, along with their unique 1Ds.

¢ [or each slave device type received, the controller processor parses a lookup table
stored in local NVRAM to determine whether the device is compatible.

e [or each compatible device type found, the controller processor stores the device type
30 with its unique D in local NVRAM and writes a command packet to the wireless

16
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transceiver instructing it to connect to this slave device. The command packet also

includes the controlier’'s unigque |1D.

According to the present invention, it has been found to be preferable if the controller is also
able {o act as a slave during connection to another computer or processor for the purposes of

5  modifying firmware configuration, as outlined in the steps below.

Phase 1: user-defined configuration transmitted from computing device to controller

o User enters desired controlier configuration into a user interface on a computing device

such as a smartphone or PC.

e User selects user interface option for computing device to act as master and scan for

10 slave controller to connect to.
e User activates an input or series of inputs to switch the controller into slave mode.

e Computing device establishes connection to controller (acting as slave) and transmits

configuration data.
e Controller stores configuration data in local NVRAM.
15  Phase 2: configuration data transmitted from controller to controlled devices

e Controller switches back into master mode and establishes connection to controlled

slave device(s).
e Controller transmits configuration data to controlled device(s).
e Controller and controlled device(s) now behave according to new configuration.

20  This same process, with the controller temporarily switching its role to slave mode, is described

from the perspective of the controller's processor below.

Phase 1: user-defined configuration transmitted from computing device to controller

e The controller processor receives an input corresponding to user activation of an input

or series of inputs to switch the controller into slave mode.

25 e The controller processor instructs the physically connected wireless transceiver to

begin advertising its presence, searching for a master to connect to.

e The controller processor receives a notification from the wireless transceiver that it has

established a connection to a master computing device.

17
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The controller processor receives user specific configuration data from the wireless

transceiver (the wireless transceiver having previously received this configuration data

via its wireless connection to the master computing device).

The controlier processer writes this configuration data to local NVRAM.

Phase 2: configuration data transmitted from controller to controlled devices

The controller processor switches back into master mode and instructs the physically

connected wireless transceiver to re-establish connection to controlled slave device(s).

The controller processor receives a notification from the wireless transceiver that it has

re-established connection to controlled slave device(s).

The controller processor reads the configuration data from local NVRAM, writes this
data to the wireless transceiver and instructs it to transmit the data to the controlled

slave device(s).

The controller and controlled device(s) now behave according to the new configuration.

In other embodiments, the controller maintains the role as master and the other computing

device acts as slave, but thereafter transmits data to enable the firmware reconfiguration to

occur at the controller end as outlined in the steps below.

Phase 1: user-defined configuration transmitted from computing device to controller

User enters desired controller configuration into a user interface on a computing device

such as a smartphone or PC.
User selects user interface option for computing device to appear as a slave device.

User activates an input or series of inputs to initiate controller scan for a slave

computing device to connect to.

Controller establishes connection to computing device (acting as slave) which then

transmits configuration data.

Controller stores configuration data in local NVRAM.

Phase 2: configuration data transmitted from controller to controlled devices

Controller establishes connection to controlled slave device(s).

Controller transmits configuration data to controlled device(s).

18
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Controller and controlled device(s) now behave according to new configuration.

This same process, with the controller maintaining its role as master, is described from the

perspective of the controller’'s processor below.

Phase 1: user-defined configuration transmitted from computing device to controller

The controller processor receives an input corresponding to user activation of an input
or series of inputs to instruct the controller to scan for a slave computing device to

connect to and receive configuration data from.

The controller processor instructs the physically connected wireless transceiver to

begin scanning for advertisements from a slave computing device.

The controller processor receives a notification from the wireless transceiver that it has

established a connection to a slave computing device.

The controller processor receives user specific configuration data from the wireless
transceiver (the wireless transceiver having previously received this configuration data

via its wireless connection to the slave computing device).

The controller processer writes this configuration data to local NVRAM.

Phase 2: configuration data transmitted from controller to controlied devices

The controller processor instructs the physically connected wireless transceiver to re-

establish connection to controlled siave device(s).

The controller processor receives a notification from the wireless transceiver that it has

re-established connection to controlled slave device(s).

The controller processor reads the configuration data from local NVRAM, writes this

data to the wireless transceiver and instructs it to transmit the data to the controlied

slave device(s).

The controller and controlled device(s) now behave according to the new configuration.

Management of power and energy use can be critical for some implementations of the

invention. For example, some implementations may require that the power source for the

controller and or controlled devices are changed or recharged quite infrequently. For exampile,

in those implementations which relate to a controller for use with a weapon, a soldier or police

officer or the like will need to minimise time spent changing batteries and must be able to rely

on the controller and controlled devices working as expected every time. Similarly those
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implementations that are in remote areas or situations where it is not possible to change the

power source very often will require careful power management.

Wireless implementations of the invention have advantages as previously discussed, but can
use more energy — for example in maintaining components in an active or ‘listening’ state
whilst waiting for a command. In some implementations of the invention, the wireless protocol
is chosen for energy efficiency. For example, BLE i1s a particularly preterred protocol due to

the very low range and lower energy requirements.

Other protocols may also be used, tor example RFID. In these implementations the controlled
device requires no native power supply, relying on the signal received from the controller to

energise It sufficiently to undertake its task. Such a task may for example be simply {o identify
itself, but other simple, low energy tasks may also be undertaken, for example to flip the state

of a MOSFET to either close or open a flashlight power circuit.

Some embodiments of the invention utilise a passive movement sensor to detect movement
and thereby switch a component from an inactive to an active state, for example when such a
movement sensor is connected between a microcontroller’'s interrupt line and ground.

Electronic movement sensors (such as accelerometers or gyroscopes etc) are less preferable

for such a task as they themselves require energy to be able to sense movement.

A simple mechanical movement sensor is preferred as the only thing required to be sensed is
that movement has occurred, which signals that the device is now required to be ready for use.
In some embodiments the mechanical movement sensor comprises one or more spherical

conducting items that roll within a casing and thereby open or close an electrical connection
with movement. Figure 10 depicts an example circuit board for a controller according to the

invention, comprising a microprocessor, a BLE chipset and such a mechanical sensor.

As an example, a soldier may have a gun with a controller according to the invention and a

device such as a laser sight attached. If a controller and wireless connector according to this

aspect of the invention i1s used with the laser sight, then the following steps may occur:

e soldier at camp puts gun down while resting — a timer within a wireless connector (such
as a Bluetooth BLE dongle with a BLE chipset) senses that a preset time has elapsed
(eg. 20 minutes) and switches active components to sleep mode to reduce energy

consumption;

e soldier picks up gun to resume active duties — a spherical conductor within the wireless
connector's mechanical movement sensor moves, momentarily closing or opening the

electrical connection between the microcontrolier’s interrupt line and ground;

20
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e the resulting interrupt wakes the wireless connector’s microcontroller, which in turn
wakes other active components, including the wireless transceiver which would be

woken and instructed to resume listening for incoming commands from the controller.

Accordingly in some aspects of the invention, there is provided an algorithmic method of further
reducing power consumption whilst etfectively controlling a wireless device, optionally for use

with a wireless connector according to the invention comprising:
receilving data input from a chronological device;

on receiving data consistent with a predetermined chronological period having elapsed,
sending an instruction to a wireless chipset to reduce the active listening rate to a

predetermined level;

receiving data input from a movement sensing device consistent with an occurrence of

movement;

sending an instruction to a wireless chipset to increase the active listening to a predetermined

level.

In some embodiments of this aspect of the invention, the listening device is turned oft after a
predetermined period of non-movement, and turned on again to full active listening once
movement has occurred. In this embodiment reduction of the active listening rate would be to

a predetermined level of zero.

In some embodiments the ‘sleep’ function is able to be turned off, either directly on the device
or via a controller according to the invention. This may be particularly usefu! in certain
embodiments, for example surveillance or stealth activities in which a user must remain
immobile for a long period of time but must be ready to instantly act and use the relevant

equipment.

An example of such an algorithmic method, which incorporates both the variable listening rate
and the passive movement sensor, is outlined in the steps below. The term “latency period”
herein refers to the elapsed time between an input or sequence of inputs being activated on

the controller, and the controlled device executing the corresponding function.

e System components booted and pairing established — wireless transceiver on the
wireless connector begins actively listening for commands from the controller at the

default rate of 10 Hz (latency period range 50-150ms);
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o If 20 minutes elapses without receiving data input from the movement sensor, the
wireless connector’s microcontroller instructs the wireless transceiver to reduce its

active listening rate to 2 Hz (latency period range 50-550ms);

o If a further 20 minutes elapses without receiving data input from the movement sensor,

the wireless connector’'s microcontroller instructs the wireless transceiver to go to sleep

1

(active listening rate 0 Hz);

e Atany point in time, when data input is received by the wireless connector's
microcontroller from the movement sensor, the elapsed time counter is reset to 0 and
the wireless transceiver is instructed to resume listening for commands from the

10 controller at the default rate of 10 Hz.

Whilst some devices have an active and sleep mode, they are not as effective as the above
described method since during sleep mode latency periods are much longer. Thus, the device
being controlled (the laser sight in the above example), will not sense the instruction to ‘wake
up’ for a longer period of time and therefore take longer to resume active listening which may

15  endanger the user or cause other deleterious consequences associated with the delay.

In some embodiments of this aspect of the invention, there is a separate movement sensor
within the controller which is wirelessly linked to the controlled device as well as in the wireless
listening device. In some embodiments, the device being controlled itself comprises a wireless

chipset and also a movement sensor.

20  In some embodiments the device may also be ‘woken up’ (i.e. switched to a higher advertising
or listening rate) by simply activating a preset button or input on a controller according to the
invention. In some embodiments it may be that the first such activation of an input will wake up

all devices ready for action.

In some embodiments there is also provided a means to switch the device into sleep mode (or

|2
N

off) (again manually or via the controller) in such a way that it will still wake immediately upon

movement.

A particularly useful aspect of such power management aspects of the invention is that it
manages power for the user and substantially reduces the probability of human error.

In another example implementation, a user may have a single button version of a controller
30  according to the invention which is used as a PTT button which is for example wirelessly

connected to a UHF radio. In this embodiment, the controller itself will switch off when not in

77
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use, but once the button is activated, it will wake up, send the relevant signal to the associated

radio and then switch off again, pending another button press.

In some embodiments, latency is a larger concern than power consumption, so that there may

be no sleep function, or a minimal or scaled down version may be used.

However even when considering a fixed number of nputs, the numbser of funchions controliable

by sutably simple inpui combinations can be aliered through modifying the configuration of the

0%

noLis. oy exampie, consider an HME according to ihe invention which provides five nputs.
For an apphication where minumising cognitive oad was moest enitical, each of the five digits of a
Uman nand may be assignad (¢ a8 singis input. By naving a dedicated npus for example

Lnger sach digi on the nand, the user's cognilive icad would be minimissd and ease of use

avatiable for operation and a very himited mounting area presentad, an HMI according to the
invention may comprise a single thumb-controled actuator which activated tha five inpuis via
tieing moved ug, cown, Bl right and being pushed in whilsl in the cenire position {as with the

ok Inpul of igure 2).

{3

ypioally for any given apphoation of the mveniion, the number and type of inputs will be set 50
as 10 ensure hat users rapidly becoms amimar with them and tha user input reguired for sach
device connmand. By doing this, the user's neead (o lsarn new npul meiheds {0 control
mglonng device command types on newly added elechronic devices becomes trivigl, In
pariouiarty preferred impiementations, even across differing implementaiions the same inputs
are reserved r each type of electronic device command. 5o for example, 'turn GFS on and
Irack me 1S always aone (1o exampie) by pressing inputs 1 and 2. Tnerafore, if the operative’s
crganisation decides (o replace ail GRS units with an upgraded, more compiicated muodel,
operatives will ol have [0 leam a new intérface 3¢ &% {0 operate the new GPS unit, but instead
continue 1o use the current interfacs provided by the inverdion. The physical intsrface requires
ne change, and modifying the cutput contrad signal for turn GPS on and track me’ s achipvad
vig reconiguration of the controlier’s firmware. This s a much more gfficient method of
deploving new gguipment than re-lraining all operatives and allows ior much more frequant,
cutling edge eguipment deploymenis. in some embodiments, a controller according (o the
nvention comprises NVYHAM which can have & new ocuiput command sining, &g for “um GFS
o and frack me” wrilten over where the ¢ld comimand was stored. The same firmiwars runming
on {he same controller will access the same KVRAM siorage ocation for the oulput command,

oul the new sutpul command will now De accessed and seni.
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The present invention discloses an HMI for control of an electronic device. Figure 1 1s a
schematic diagram of such an HMI 100 in accordance with an embodiment of the disclosed
invention. This HMI provides the user a plurality of inputs 101 arranged in such a manner as to
afford a user the ability to control an electronic device with one or more digits. In this particular
example two electronic devices are controlled, device 1 via an RS232 data bus 102 and device

2 via a Bluetooth Low Energy wireless connection 103.

Each input to the HMI is assigned a unique numeric value 104, and the combined numeric
value of all inputs activated by the user at any given point in time (the combined input value) IS
independently accumulated by processer 105. The numeric values of inputs are assigned such
that each unique combination of activated inputs will result in a unique combined input value
being calculated by the processor. For example, in this particular HM!| 100, when input 1 and

input 3 are both activated, the processor 105 accumulates the associated values listed at 104

to calculate a combined input value of 1 + 4 = 5.

The value associated with each input is somewhat arbitrary, so long as the value of any input
or combination of inputs cannot be replicated via activation of a different input or combination
of inputs. Hence representing each input with the value of a unique bit in the binary numeral
system (e.g. 1, 2, 4, 8, etc.) is a most suitable method of accumulating combined input values.
However, this is not the only method of accumulating combined input values. Non-numeric
values (or other unique numeric values) could also be implemented. For example, referring to
the HMI 100, input 1 could be assigned a value of “a”, input 2 assigned “b”™ and input 3
assigned “¢c”. With these input values, when inputs 1 and 3 are both activated, the processor

105 would accumulate a combined input value of “a+c”.

Said processor accumulation has a commencement and a cessation point. The
commencement point is signalled by the first activation of any input, while the cessation point is
signalled by the last deactivation of any input activated at or since the commencement point. At
any given point in time, the combined input value represents the totality of activated inputs.
Combined input values generated between the commencement and cessation points are called
momentary combined input values, while the highest combined input value reached at any time
between these two points is called the cessation maximum input value. The combined input

value when no switches are activated will typically be assigned a value of 0.

Upon any change of input state, the combined input value is compared to a lookup table of
values that represent defined operations, and if @ match is found the corresponding outcome
(control of an electronic device) is executed. In some Instances, a specific sequence of

combined input values may be required before a corresponding outcome is executed. To

2
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enaple this, a list of previous combined input values (particularly previous cessation maximum

input values) may be maintained by the processor.

Example lookup table for HMI 100

_
Required combined input Corresponding sequence of | |
| | - Resulting outcome
value(s) iInput activations |
e I O —
1 Input 1 activated Turn flashiight on
i -
Input 1 activated, input 1 |
1.0 | Turn flashlight oft
deactivated
S
Inputs 2 and 3 activated, inputs |
6, 0 | | Change radio volume
2 and 3 deactivated
+ |
Input 2 activated, input 2
2.0,4 0 deactivated, input 3 activated, Change radio channel
iInput 3 deactivated |

The process flow listing the steps required to arrive at each of these “resulting outcomes” is

5  detailed below.
Turn flashlight on/off:
e user activates input 1;

e Input state change generates a microcontroller hardware interrupt, waking it from sleep

mode;

10 e microconiroller calculates a combined input value of 1 (+1 from input 1 activated, +0

from input 2 not activated, +0 from input 3 not activated);

e microcontroller parses a lookup table stored in local memory and finds an entry for

“combined input value = 17;

e microcontroller executes the corresponding outcome “turn flashlight on”;

15 e microcontroller updates the stored value of current cessation maximum input value to 1

and returns to sleep mode;

e user deactivates input 1;
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input state change generates a microconiroller hardware interrupt, waking it from sieep

mode;
microcontroller calculates a combined input value of O (no inputs activated),

microcontroller parses the stored lookup table and finds an entry for “combined input

value = 1, combined input value = 07;
microcontroller executes the corresponding outcome “turn flashlight off”;

microcontroller updates previous cessation maximum input value to 1 and resets

current cessation maximum input value to 0 and returns to sleep mode.

Change radio volume:

user activates input 2 and input 3;

input state change generates a microcontroller hardware interrupt, waking it from sleep

mode;

microcontroller calculates a combined input value of 6 (+0 from input 1 not activated, +2

from input 2 activated, +4 from input 3 activated);

microcontrolier parses a lookup table stored in local memory and finds no entry for

“combined input value = 67;

microcontroller updates the stored value of current cessation maximum input value to 6

and returns 1o sleep mode;
user deactivates input 2 and input 3;

input state change generates a microcontroller hardware interrupt, waking it from sleep

mode;

microcontroller calculates a combined input value of 0 (no inputs activated);

microcontroller parses the stored lookup table and finds an entry for “combined input

value = 6, combined input value = O;
microcontroller executes the corresponding outcome “change radio volume”;

microcontroller updates previous cessation maximum input value to 6 and resets

current cessation maximum input value to 0 and returns to sleep mode.

Change radio channel:
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e user activates input 2;

e input state change generates a microcontroller hardware interrupt, waking it from sleep

mode;

e microcontroller calculates a combined input value of 2 (+0 from input 1 not activated, +2

from input 2 activated, +0 from input 3 not activated);

e microcontroller parses a lookup table stored in local memory and finds no entry for

“combined input value = 27;

e microcontroller updates the stored value of current cessation maximum input value to 2

and returns to sleep mode;
e user deactivates input 2;

e input state change generates a microcontroller hardware interrupt, waking it from sleep

mode;
e microcontroller calculates a combined input value of 0 (no inputs activated);

e microcontroller parses the stored lookup table and finds an entry for “"combined input

value = 2, combined input value = 0~

e microcontroller updates previous cessation maximum input value to 2 and resets

current cessation maximum input value to 0 and returns to sleep mode;

e user activates input 3;

e input state change generates a microcontroller hardware interrupt, waking it from sieep

mode:

e microcontroller calculates a combined input value of 4 (+0 from input 1 not activated, +0
from input 2 not activated, +4 from input 3 activated);

e microcontroller parses a lookup table stored in local memory and finds no entry for

‘combined input value = 2, combined input value = 0, combined input value = 47,

e microcontroller updates the stored value of current cessation maximum input value to 4

and returns to sleep mode;
e user deactivates input 3;

e input state change generates a microcontroller hardware interrupt, waking it from sleep

mode;
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¢ microcontroller calculates a combined input value of 0 (no inputs activated);

e microcontroller parses the stored lookup table and finds an entry for “combined input
value = 2, combined input value = 0, combined input value = 4, combined input value =
0!!;

5 e microcontroller executes the corresponding outcome “change radio channel’;

¢ microcontroller updates previous cessation maximum input value to 4 and resets

current cessation maximum input value to 0 and returns to sieep mode.
This same process flow is described from the perspective of the controller's processor below.
Turn flashlight on/off;
10 e the controller processor receives an input corresponding to user activation of input 1;

e the controller processor runs the accumulation algorithm to calculate a combined input

value of 1;

e the controller processor reads local memory to find the outcome corresponding to

“combined input value = 1” (turn flashlight on);

15 o the controller processor flips an output line controlling a switching component, thereby

closing a physically connected flashlight power circuit and turning the flashlight on;

e the controller processor updates the value of the variable

current_cessation_maximum_input_value to 1;
e the controller processor receives an input corresponding to user deactivation of input 1;

20 e the controlier processor runs the accumulation algorithm to calculate a combined input

value of 0;

e the controller processor reads local memory to find the outcome corresponding to

“combined input value = 1, combined input value = 0” (turn flashlight off);

e the controller processor flips an output line controlling a switching component, thereby

(D
.U1

opening a physically connected flashlight power circuit and turning the flashlight off;

e the controller processor updates the value of the variable
previous cessation _maximum_input_value to 1 and resets the value of the vanable

current _cessation_maximum_input_value to 0.

Change radio volume:
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o the controller processor receives an input corresponding to user activation of inputs 2
and 3;

e the controller processor runs the accumulation algorithm to calculate a combined input

value of 6;

5 e the controller processor reads local memory to find the outcome corresponding to

‘combined input value = 6” (no outcome);

e the controller processor updates the value of the variable

current_cessation_maximum_input_value to 6;

e the controller processor receives an input corresponding to user deactivation of inputs 2
10 and 3;

e the controller processor runs the accumulation algorithm to calculate a combined input

value of O;

e the controller processor reads local memory to find the outcome corresponding to

“combined input value = 6, combined input value = 0” (change radio volume);

15 e the controller processor reads the hands-free radio “change volume” command string
stored in NVRAM and writes this command string to a data bus transceiver which is
physically connected to both the controller processor and the controlled hands-free

radio:

o the controller processor updates the value of the variable
20 previous_cessation_maximum_ input_value to 6 and resets the value of the variabie

current _cessation_maximum_input value to 0.
Change radio channel:
e the controller processor receives an input corresponding to user activation of input 2;

e the controller processor runs the accumulation algorithm to calculate a combined input

value of 2;

[\
J1

e the controller processor reads local memory to find the outcome corresponding to

“combined input value = 2" (no outcome);

o the controller processor updates the value of the variable

current_cessation_maximum_input_value to 2;
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e the controller processor receives an input corresponding to user deactivation of input 2;

e the controller processor runs the accumulation algorithm to calculate a combined input

value of O;

e the controller processor reads local memory to find the outcome corresponding to

“combined input value = 2, combined input value = 0" (no outcome);

e the controller processor updates the value of the variable
previous_cessation_maximum_input_value to 2 and resets the value of the variable

current_cessation_maximum_input value to O.
e the controller processor receives an input corresponding to user activation of input 3;

¢ the controller processor runs the accumulation algorithm to calculate a combined input

value of 4;

e the controller processor reads local memory to find the outcome corresponding to
“combined input vaiue = 2, combined input value = 0, combined input value = 4” (no

outcome);

e the controller processor updates the value of the variable

current_cessation_maximum_input_value to 4;
¢ the controller processor receives an input corresponding to user deactivation of input 3;

e the controller processor runs the accumulation algorithm to calculate a combined input

value of O:

e the controller processor reads local memory o find the outcome corresponding to
‘combined input value = 2, combined input value = 0, combined input value = 4,

combined input value = 0" (change radio channel);

e the controller processor reads the hands-free radio “change channel” command string
stored in NVRAM and writes this command string to a data bus transceiver which is
physically connected to both the controller processor and the controlled hands-free

radio;

o the controller processor updates the value of the variable
previous cessation maximum input value to 4 and resets the value of the variable

current_cessation_maximum_input_value to 0.
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Different embodiments of the present invention are optimised for differing human input ranging
from a single digit, for example a thumb, through to many digits, for example the four fingers
and thumb of a human hand - or multiple human hands. Which embodiment is best utilised for
a given application is determined by matching the size of the total set of functions which
require control to not only a suitable number of inputs, but also a suitable total number of input
digits. Each of these will vary according to the intended application. Although it is possible for
five inputs to be controlled with a single human digit, ease of use and simplicity of operation is
maximised when those same five inputs (when suitably arranged) are controlied by a matching
five human digits. A single digit can operate a single input (such as a button) far more easily

than it can operate multiple different inputs.

One preferred embodiment of the present invention is a Stick Caontrol, which is optimised for
control with a single digit. Figure 2 is a schematic diagram of an example &tick Contrad 200.
Nominally the Stick Control appears identical to a conventional joystick, however the
movements of a Stick Contral according to the invention are not related to any external
directional input as is typically the case for joysticks. Stick Contrel inputs are arranged and
numbered as shown in figure 2, with each marked value representing an input which can be

activated by the user.

Accordingly in some preferred embodiments there is provided a human machine intertace
apparatus comprising a base and a protuberance extending therefrom, the protuberance being
movable about an axis defined by the base and movable in directions defined by at least one
guide to connect a plurality of control points within the guided path, the control points intended
for correspondence with one or more control instructions for a controlled device. In some
preferred embodiments, the protuberance is depressible to enable activation of a control
instruction by depression. The protuberance may be of any suitable type able to be
manipulated by a human digit. In some preferred embodiments it is optionally a stick, or

elongated button, or generally joy-stick shaped.

By moving the Siick Cortirol on the orthogonal axes, the user can activate any one of the four
outer inputs 201, 202. An additional input is provided in the centre at the base of the actuator
203, and is activated by pressing down. This additiona! centre input may in some embodiments
be utilised by the user to notify the processor of the aforementioned accumulation
commencement and cessation points. In the simple example in which the processor sums the
input values, any of the four outer inputs that are activated in between the commencement and
cessation points will have their assigned numeric value accumulated by the processor, and will

hence contribute to the resulting combined input value calculated.
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A guide 204 may be used on the underside of a Stick Contrst to constrain and facilitate ready
movements between inputs. The guide may comprise guide channels to limit the movement of
the actuator to a set of predetermined paths. By moving the actuator to desired inputs, the user
can indicate which input(s) they wish to activate.

Another preferred embodiment of the present invention is a Slide Control, which provides touch
activated inputs and is also optimised for control with a single digit. Figure 3 is a schematic
diagram of the Slide Control 300. Slide Control inputs are delineated 301 and are arranged and
numbered as shown, with the region under each marked value representing an input which can
be activated by the user. The Slide Control provides a three-sided wall, as shown by the
thickened line 302, to enable the user to easily orient their digit such as a finger or thumb on
the HMI's surface.

Accordingly in some preferred embodiments there is provided a human machine intertace
apparatus comprising a base and one or more guides disposed about the periphery of the
base so as to guide a human digit, the base comprising a conductive element to enable a
human digit to cause an input by slidably engaging the surface of the base with a digit, the
input being useable to send an instruction to a controlled device. In some preferred
embodiments, the guide(s) substantially surround the base such that a human digit is guided to
remain in contact with the base during operation. In some preferred embodiments, one or
more regions of the base are marked so as to enable a user to identify one or more control
Instructions corresponding to an input action associated with such regions. Such marking may

be by any suitable means, for example grooves, symbols, embossing, etc.

The Slide Control also provides a smooth surtace that readily enables the user to slide their
digit over it. To activate multiple inputs for execution of a single operation, the user must place
their digit on one of the desired inputs then slide to the other input(s) required to complete the
desired operation. When multiple inputs are activated, the assigned numeric value of each
activated input is accumulated by the processor, and contributes to the resulting combined

input value calculated.

The sliding motion required to execute any given operation can also be labelled on the surface
of the inputs as an instructional tool. For example, in order to complete “Operation 1” the user
must touch their digit on input 1 then slide to input 2 before releasing 303, while to complete
“Operation 2" the user must touch input 1 then slide over inputs 2 and 3 before releasing on
input 4 304. Note that the position and direction of both the text and the arrows give the user all

the information they need to complete any and all [abelled operations.
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Another preferred embodiment of the present invention is the Quad Pad, which is optimised for
use with one or two digits. Figures 4a and 4b are schematic diagrams of the Quad Pad 400a
and 400b. As with the Slide Control, Quad Pad inputs are delineated 401a and 401b and are
arranged and numbered as shown, with the region under each marked value representing an
input which can be activated by the user. However, rather than using a touch sensitive surface
on which the user slides over the inputs they wish to accumulate, the Quad Pad instead utilises
electrical switches arranged such that any combination of the four switches can be pressed
simultaneously with either one or two digits. All inputs which are pressed simultaneously are

accumulated by the processor and contribute to the resuiting combined input value calculated.

Accordingly in some preferred embodiments there is provided a human machine interface
apparatus comprising four depressible elements disposed In close side by side contact with
one another, such that on depression of a predefined one or more elements, an input is
generated corresponding to an instruction for a controllable device. The elements may be
disposed in a plurality of ways, Figures 4a and 4b depict two examples. The embodiment
depicted in figure 4b has been found to be advantageous as it allows combinations of 1, 2 or 3
buttons to be depressed by a single human digit.

The Quad Pad may also utilise labelling on the surface of the inputs as an instructional tool.
For example, the input 1 instruction of “PTT1” 402a and 402b show that the user must press
iInput 1 (only) to activate the operation PTT1 (push-to-talk 1). The instruction “FLASHLIGHT”
403a and 403b, which is spread over inputs 3 and 4, shows that the user must press inputs 3
and 4 simultaneously to activate the operation “FLASHLIGHT”.

Another preferred embodiment of the present invention Is referred to herein as an E5 device.
The number of digits that an E5 is optimised for depends on which set of inputs is being used.
The processor and core electronics are located in the Control Box (CB), while the inputs are
provided by way of an Input Switch Assembly (ISA). The CB and the ISA are physically
connected via a cable. Having the input switch assembly located remotely provides the user a
high level of flexibility regarding how many inputs they desire, how many digits they wish to
utilise for activating said inputs, and where said inputs are located.

Figure 5 is a schematic diagram of an E5 500 with one particular embodiment of an ISA
configuration shown. In this case the ISA is optimised for use with three digits. In this
embodiment, the CB 501 is connected to the ISA 502 by a cable 503. As this particular
embodiment of an ISA is optimised for three digits, it provides three inputs 504. Ali ES inputs
which are pressed simultaneously are accumulated by the processor and contribute to the
resulting combined input value calculated.
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Another preferred embodiment of the present invention is referred to herein as an E6 device.
An EG6 is designed to be mounted on the front of a weapon such that a user has five easily
accessible inputs, one for each digit of their hand. The increased number of inputs provided by
this embodiment enable a higher total number of functions to be easily controlled.

Figure 6 is a schematic diagram showing the left and right view of an example implementatton
of an EB. It is for use with the left hand, with the thumb operating input 1 601, and the index,
middle, ring and little fingers operating inputs 2, 3, 4 and 5 respectively 602. With five digits
controlling just one input each, this embodiment provides a higher number of suitably simple
input combinations than any of the previously listed embodiments of the present invention. As
with the other embodiments disclosed, all inputs which are pressed simultaneously are

accumulated by the processor and contribute to the resulting combined input value calculated.

Figure 7 is a wiring diagram 700 of an example wireless three button controller according to the
invention. Key components are the microprocessor 701, the input switches 702 and the

wireless transceiver 703.

Figure 8 is a wiring diagram 800 of an example wired three button controller according to the
invention. Key components are the microprocessor 801, the input switches 802 and the data

bus transceiver 803.

Figure 9 is a top view of an example three button controller housing 900 according to the
invention. This housing Is suitable to house either one of the circuits described in figures 7 or 8.
Input switches 1, 2 and 3 are activated via pressing the buttons 901, 902 and 903 respectively.

Figure 10 depicts a printed circuit board assembly (PCBA) 1000 of the example wireless three
button controller wiring diagram 700. The microprocessor 1001 is physically connected to the

wireless transceiver 1002 as shown in figure 7. The input switches are not visible in 700 as

they are located on the other side of the PCBA.

Figure 11ais a top view of an example one button controller housing 1100a according to the
invention. The single input button is shown at 1101a. Figure 11b depicts a one button controller
PCBA 1100b suitable for housing inside 1100a. The component 1101b is a wireless
transceiver with integrated processor suitable for this particular embodiment of the invention.
The sole input switch is not visible in 1100b as it is located on the other side of the PCBA.

Figure 12 is a series of flow charts 1200 describing the process flow of a three button controller
according to the invention, in which the bandwidth of the three inputs is expanded by
processing the first activation of an input as a choice of which electronic device (or subset of

electronic devices) to control, and the second input activation as a choice of which function to
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control on said device. Flow charts 1201, 1202 and 1203 respectively describe the processes

followed when the first input activated is input 1, 2 and 3.

Figure 13 is a series of flow charts 1300 describing the process flow of a one button controller
according to the invention, in which the bandwidth of the single input is expanded by using the
number and / or duration of input activations to determine the command generated by the
processor. Flow charts 1301 and 1302 respectively describe the processes followed when the
first input activated is a short press (a “dot”) and a long press (a “dash”).

Glossary:

For the purposes of the present technology disclosure, in certain forms of the present
technology, one or more of the following definitions may apply. In other forms of the present

technology, alternative definitions may apply.

Activatable physical element: an electrical switch, surface or physical region which is capable
of being activated by a user to generate an input (verb).

Combined input value: the summed value of all HMI inputs activated by a user at any given
point in time. In some embodiments, a combined input value is accumulated by a HMI's

processor in order to generate an output.

Controlled device: a device with at least one function that is controlled by an HMI system

according to the invention.

Controller: a component of an HMI system according to the invention, comprising an
activatable physical element and components such as electronics capable of executing, or

initiating execution of, an output function on a controlled device.

Device controller: a component of an HMI system according to the invention, comprising
components such as electronics capable of receiving a wireless command from a controller

and executing that output command on a connected controlled device.
E5 device: an example interface according to the invention.

E6 device: an example interface according to the invention.

Element: an activatable physical element.

HMI: a controller.

HMI controller: a controller.

Input (noun): an activatable physical element.
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Input (verb): a signal that is put into and operated on by a process or system.

Latency period: the elapsed time between an input or sequence of inputs being activated on an
HMI controller according to the invention, and the controlled device executing the

corresponding function.

Physically connected:. any components which are in physical contact with each other, either via
direct physical contact or indirect contact via any number of intermediate means such as

cables, plugs and sockets, electrical conductors or otherwise, are physically connected.
Quad Pad: an example interface according to the invention.

Slidably: to slidably engage a surface is to touch and move over said surface while maintaining

smooth continuous contact.

Slide Control: an example interface according to the invention.
Sub-input: a component of an input (verb).

Stick Control: an example interface according to the invention.
Wireless connector: a type of device controller.

Wirelessly connected: any components which are capable of transferring data to each other

despite not being physically connected are wirelessly connected.
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Claims

1. A human machine interface system for controlling a device comprising:
a housing;
a human digit activatable physical element;

5 a processor in communication with the element, the processor to receive and process an

Input from the element;

a communicator fo communicate an output from the processor wherein the output

comprises a command intended for the device;

wherein the element, the processor and the communicator are all disposed about or within

10 the housing or connected thereto.

2. A system according to claim 1 wherein the element, the processor and the communicator

are all disposed about or within the housing.
3. A computer implemented method of controlling a device comprising:
receiving an input originating from a human digit activatable element;
15 processing the input to determine an output comprising a command for the device; and
communicating the output to the device;
wherein the processing step comprises:
iIdentifying one or more sub-inputs from the input;
determining a separate value for each sub-input;
2() mathematically processing each sub-input to determine an output value; and
identifying an output command from said output value.

4. A method according to claim 3 wherein the separate value for each sub-input is determined

from a table.

5. A method according to claim 3 wherein the output command is determined from a table.

{2
“1
P

A method according to claim 3 wherein the mathematical processing for n sub-inputs is

according to the formula:

Sub-input 1 + ... + sub-input n = output value
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A method according to claim 3 comprising the steps of:
processing a chronologically first sub-input to determine a subset of outputs;
processing at least one chronologically subsequent sub-input to determine an output value.

A method according to claim 7 wherein the chronologically subsequent sub-input
comprises the absence of activation of a human digit activatable physical element over a
predetermined time period.

A method according to claim 8 comprising the steps of:
recording a time of first sub-input;

monitoring an elapsed time after the first sub-input until it reaches a predetermined elapsed

time value:

If no subsequent sub-input is received before the predetermined elapsed time value,

processing the absence of subsequent input as a predetermined output value.

A method according to claim 9 wherein the predetermined elapsed time value is less than
about 2 seconds, optionally less than about 1.5 seconds, optionally less than about 1

second, optionally about 0.5 to 1 second, optionally about 0.5 seconds.

. A method according to claim 7 wherein the first processing step determines a selection of

electronic device to control and the second processing step determines a command for that

device.

A human machine interface apparatus comprising a base and a protuberance extending
therefrom, the protuberance being movable about an axis defined by the base and movable
In directions defined by at least one guide to connect a plurality of control points within the
guided path, the control points intended for correspondence with one or more control

instructions for a controlled device.

A human machine interface apparatus comprising a base and one or more guides disposed
about the periphery of the base so as to guide a human digit, the base comprising a
conductive element to enable a human digit to cause an input by slidably engaging the

surface of the base with a digit, the input being useable to send an instruction to a

controlied device.

A human machine interface apparatus comprising a plurality of activatable elements

disposed in close side by side contact with one another, such that on depression of a
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15.

16.

17.

18.

19.

20.

predefined one or more elements, an input is generated corresponding to an instruction for

a controllable device.

A human machine interface system comprising a human machine interface wirelessly
connected to a device controller, the device controlier comprising a wireless transceiver
and a passive movement sensor physically connected to a processor wherein upon

detection of movement, the device controller is switched into an active state.

A system according to claim 15 comprising a timer, wherein the device controller is
automatically switched into an inactive state once a predetermined amount of time without

movement has elapsed.

A system according to claim 15 comprising a timer, wherein the device controller is
switched into an inactive state via a wireless command from the HMI controller once a

predetermined amount of time without movement has elapsed.

A system according to claim 15 comprising a microcontroller wherein the movement sensor

Is electronically connected between the microcontrolier’s interrupt line and ground.

A system according to claim 15 comprising a mechanical movement sensor which
optionally comprises one or more spherical conducting items able to roll within a housing

and thereby open or close an electrical connection with movement.

A computer implemented method of reducing power consumption in a human machine

interface system comprising a wireless device comprising:
receiving data input from a chronological device;

on receiving data consistent with a predetermined chronological period having elapsed,
sending an instruction to a wireless chipset to reduce the active listening rate of the

wireless device to a predetermined level;

receiving data input from a movement sensing device consistent with an occurrence of

movement;

sending an instruction to a wireless chipset to increase the active listening rate to a

predetermined level.
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Figure 4a
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Figure 4b
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Figure 5
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Figure 6
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Figure 10
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Figure 11A
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