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METHOD AND APPARATUS FOR EFFECTING AN INTERNET USER’S PRIVACY
DIRECTIVE

BACKGROUND OF THE INVENTION

Field of the Invention

[0001]  The present invention relates to internet user privacy, and more particularly, to a
method and apparatus for effecting an internet user’s privacy directive without incurring

undesirable latency.

Description of the Prior Art and Related Information

[0002] Internet users are increasingly concerned about being tracked as they visit web
sites. Advertising networks are among those who use cookies extensively to record
information about a user for use in future advertising and content personalization. Users
desiring to opt-out of these services face significant hurdles. Using cookies to maintain a
user’s opt-out choices is not a persistent solution. In addition, since there are hundreds of
advertising networks and millions of domains, ensuring the persistence of user choice is

unwieldy.

[0003] The user’s opt-out choices may be lost due to any one or more of the following
occurrences: 1) the purchase of a new computer, or reloading on an existing computer; 2) use
of a new web browser; 3) a different profile on the same computer to access the internet; 4)
existing cookies are cleared inadvertently; 5) cookies are cleared by a security program; or 6)
the opt-out cookies expire. Most users are not aware that their opt-out choices can be

“forgotten” so easily.

[0004]  Also frustrating internet users is the fact that there are currently over six hundred
advertising networks, and not all such networks allow the user to opt-out. Further, it is
difficult for a user to know what information has already been collected by the advertising

networks.

[0005] Privacy advocates have asked government agencies in several countries to create a
centralized approach to opt-out of targeted advertising similar to the “Do Not Call” list for

telephone marketing. Currently, government agencies have not set unified standards for
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approaching internet user privacy, and advertising networks are not inclined to provide

simple access to opt-out facilities due to the potential for decreased revenue.

[0006] Accordingly, there exists a need for addressing an internet user’s privacy concerns

in an efficient and cost effective manner. The present invention satisfies these needs.
SUMMARY OF THE INVENTION

[0007] An aspect of the present invention may reside in a method for effecting an internet
user’s privacy directive. In the method, copied packets, that are based on original packets
sent from a user client, are monitored for a web content request including state information
that is not in compliance with a user’s privacy directive. Upon detection of a copied packet
having a web content request including noncompliant state information, the state information
is modified to comply with the user’s privacy directive. A replacement packet is forwarded
to the user client such that the user client receives the replacement packet before receiving a
response packet from a target server of the corresponding original packet. The replacement
packet has a redirection with a renewed web content request including the modified state

information.

[0008] In more detailed aspects of the invention, the state information may be client-
server state information such as a cookie. Compliance with the user’s privacy directive may
be determined using an internet protocol (IP) address included in the copied packets. The
web content request may be an http get command or an http post command. The copied

packets may comprise packets mirrored to a content modification station.

[0009] In other more detailed aspects of the invention, the monitoring of the copied
packets comprises determining whether a web content request including state information has
a domain associated with targeted advertising, and comparing the domain associated with
targeted advertising with a database of domains covered by the user’s privacy directive.
Also, modifying the state information may include setting a value in the state information to
remove the user client from a targeted advertising program, and removing user private
elements from the state information. The state information may be modified by a content
modification station to comply with the user’s privacy directive. The content modification

station may not be in a path of the original packet between the user client and the target
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server. The monitoring, modifying, and forming steps may be performed by a service

network providing asymmetric internet access to the user client.

[0010] Another aspect of the invention may reside in an apparatus for effecting an internet
user’s privacy directive. The apparatus includes means for monitoring copied packets, that
are based on original packets sent from a user client, for a web content request including state
information that is not in compliance with a user’s privacy directive; means for modifying
state information to comply with the user’s privacy directive upon detection of a copied
packet having a web content request including noncompliant state information; and means for
forwarding a replacement packet to the user client such that the user client receives the
replacement packet before receiving a response packet from a target server of the
corresponding original packet, wherein the replacement packet has a redirection with a

renewed web content request including the modified state information.

[0011]  Yet another aspect of the present invention may reside in a computer program
product comprising computer readable medium including: code for causing a computer to
monitor copied packets, that are based on original packets sent from a user client, for a web
content request including state information that is not in compliance with a user’s privacy
directive; code for causing a computer to modify state information to comply with the user’s
privacy directive upon detection of a copied packet having a web content request including
noncompliant state information; code for causing a computer to forward a replacement packet
to the user client such that the user client receives the replacement packet before receiving a
response packet from a target server of the corresponding original packet, wherein the
replacement packet has a redirection with a renewed web content request including the

modified state information.
BRIEF DESCRIPTION OF THE DRAWINGS

[0012]  The accompanying drawings illustrate embodiments of the present invention and,

together with the description, serve to explain the principles of the invention.
[0013]  Figure 1 is a screen shot showing an exemplary cookie structure.
[0014]  Figure 2 is a flowchart illustrating a cookie modification process.

[0015]  Figure 3 is a flowchart illustrating a packet modification process.
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[0016] Figure 4 shows an exemplary replacement cookie, according to the present

invention.

[0017]  Figure 5 shows an exemplary domain database for storing cookie modification

parameters.

[0018]  Figure 6 is network diagram for an asymmetrically routed network using a content

modification device.

[0019]  Figure 7 shows an exemplary replacement packet generated by a content

modification device.

[0020]  Figure 8 shows an exemplary user database for storing user service parameters,

such as a privacy directive.

[0021]  Figure 9 is a flowchart illustrating a method for effecting a user’s privacy directive,

according to the present invention.

[0022]  Figure 10 is a schematic diagram showing transactions for effecting a user’s

privacy directive, according to the present invention.
DETAILED DESCRIPTION

[0023]  The present invention provides a method and apparatus for managing the privacy
directives of web users for many advertising and personalization services in one click through
a network device without incurring undesirable latency. A database is maintained of
advertising network domains and cookie attributes for out-out. The database contains

advertising networks that support opt-out as well as networks that do not support opt-out.

[0024] Incoming HTTP requests are examined for domain and cookie contents for
determining whether a web user’s privacy choices and directives are being respected.
Outbound TCP port 80 traffic may be delivered to a content modification device by means of
a device such as a mirror port or a tap which allows the network between a user client and the
internet to continue at full speed because virtually no latency is induced by the content

modification device.
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[0025] The content modification device may modify the HTTP transaction by sending one
or more packets directly to the originating computer and Service Network by taking on the IP
address of the originally-requested web server. The new packet is destined to the originating
computer on the Service Network and appears to be sent from the IP address of the web
server. The TCP sequence value (SEQ) is an Acknowledgement number from the packet
containing the HTTP Request and the TCP acknowledgement value (ACK) is the SEQ of the
packet containing the HTTP Request plus the length of the TCP data in a spoof frame. The
HTTP response in the application layer is a standard HTTP 302 redirection plus the addition
of any modification to the cookie. This modification can include cookie removal instructions
or the insertion of new cookie elements to preserve opt-out. The redirection can be made to
any server containing any content that may be transmitted over HTTP. The Content
Modification Device must be able to perform this packet insertion very quickly so as to arrive

prior to the response from the web server.

[0026]  The network appliance evaluates the HTTP transaction received by domain name
or IP address. If the domain or IP address matches a record in the domain database, the
cookie is inspected for any violations of the user’s privacy directive. In the event of violation
or the identification of any personal information, a new HTTP response may be constructed
to remove the offending elements of the cookie and to place the opt-out criteria into the

cookie if necessary.

[0027]  The method provides persistent opt-out directives for all pertinent cookies for an
entire household or local network. Further, the network service provider provides the opt-out
services to users via a network server-side solution, rather than via a client side software

product for individual user cookie management.

[0028]  With reference to Figure 1, a exemplary display of a user’s browser cookie table
100 shows a list 110 of domains for a corresponding list 120 of the cookies for a user browser
instance. Each of the cookies, 130.1 and 130.2, has parameters such as content, domain,
path, send for and expiration. In this instance, one cookie 140 represents an opt-out element
indicating that a user has opted-out. It is noteworthy, that in this example, even though the

user has opted out (element 140), certain private elements have not been removed.
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[0029] With reference to Figure 2, cookies may be modified to comply with a user's
privacy choices or directive. In describing Figure 2, it is assumed that: 1) an Internet user is
connected to the Internet through a service network of a network service provider having a
content modification device that is capable of receiving the requests made by the user. The
Internet user generates a request for content from a remotely located server such as an HTTP
request for a web page. Input is received (step 210) by the HTTP modification process of
Figure 3. The packet is received for evaluation (step 220). The domain for the HTTP request
is identified by using a Domain Database shown in Figure 5 (step 230). If the domain
matches a record in the table (step 240), the process proceeds to step 250, else process returns
(step 245) to the parent process (Figure 3) without any modification to the packet or
metadata. Referring also to the domain database, opt-out elements in the cookie are
identified (step 250). If opt-out element elements are not in the cookie, then the cookie is
modified to add the opt-out elements. The cookie is evaluated to identify any other criteria
found in the cookie that is not a part of the opt-out (step 260). If private criteria are found,
then deletion instructions that will remove the private criteria from the cookie are added to
the replacement cookie data (step 265). The results of steps 250 and 260 are evaluated and if
either step produced a positive result (step 270), then the modified cookie is then returned to
the parent process of Figure 3 (step 280). Otherwise the routine returns with no modification
(step 245).

[0030] With reference to Figure 3, an HTTP packet is received by the content
modification device (step 310). The packet is examined to determine network elements such
as IP addresses, ports, and L7 data (step 320). The IP address found in the packet is
compared against the User Database shown in Figure 8 (step 330). If the IP address is not
found, the packet is not eligible for modification and is discarded (step 390). If the IP
address is found, then the packet is evaluated for to evaluate if there is cookie data in the
request (step 340). If the packet is an there is cookie data in the request, the packet is sent to
the cookie evaluation process of Figure 2 (step 350). If the packet does not contain cookies
data in the request, the packet is discarded (step 390). The response from the Cookie
Evaluation Process is evaluated (step 360). If the response is not modified, the packet is
discarded (step 390). If the response is modified, then a replacement or spoofed response

packet is constructed (step 370). A 302 response to redirect to a desired web server is then
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encapsulated in the packet routing information, and the spoofed packet is sent back onto the

network to be delivered to the requestor (step 380).

[0031] Figure 4 shows an exemplary replacement cookie 400, according to the invention.
Although the characteristics of the parameters in the cookie may vary, the structure is
consistent with IETF RFC 2109 which describes the structure of a cookie. The command to
Set-Cookie 410 is employed, instructing the web browser to accept the cookie. The cookie is
modified with the attribute and the value for opt-out 420, wherein the example attribute is
NAI and the example value is OPT_OUT. The path 430 is indicated. In this example, the
path is for the full domain. The expiration time 440 of the cookie is set.

[0032]  Figure 5 shows an exemplary domain database 500 for storing cookie modification
instructions for applicable domains. Use of this database is described above with respect to
Figure 2. The participant database 500 has: 1) a domain field, 510, containing the domain
names for any domains for which cookie modification may be performed; 2) an opt-out key
field, 520, containing the opt-out key attribute for the replacement cookie; and 3) an opt-out

value field, 530, containing the value to be ascribed to the attribute.

[0033]  Figure 6 shows an exemplary network diagram for an asymmetrically routed
network using a content modification device according to the present invention. In
describing Figure 6, it is assumed that: 1) there are multiple routers each with one or more
connections to the Internet and configured using an asymmetric method (in the asymmetric
method, packets related to the same flow may exit the local network through any router and
be received through any router); 2) a TCP flow may be routed though router 610.1 and
proceed to the remote host and be received by router 610.3 (the switched network will ensure
that the packet reaches its intended destination); 3) there is a content modification device 630;
and 4) the internet user generates a request for content from a remotely located server such as

an HTTP request for a web page.

[0034]  An internet user 640 requests a web page by selecting a domain in the web
browser. The computer’s TCP stack constructs a series of packets sent to the switched
network 620. A copy of these packets is sent to the content modification device 630 through
port mirroring, a tap or other similar methodology. Packets sent to the content modification

device may be filtered by a rule that requires them to be TCP packets with port 80 or other
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HTTP port as the destination port in the packet. Return packets from the internet 660 may be
received by any router 610 and sent over any path to the user client 640, and these packets
from the internet are not needed by the content modification device. The content
modification device may include, or have access to, the domain database 500 and the user
database 800.

[0035] Figure 7 shows an exemplary replacement packet 700 generated by the Content
Modification Device. An IP header 710 is modified wherein the source address is the IP
address of the server that was the destination of the original request, and the destination
address is set to the IP address of the originating computer device. Other necessary IP
headers 720 such as options and checksum are properly set according to standard Internet
Protocol (RFC 791). The TCP headers 730 are modified wherein the source port is set to the
destination port in the original request. The destination port is set to the source port of the
original request. The TCP SEQ and ACK numbers 740 are modified wherein these values
are set according to Transmission Control Protocol (RFC 675, et. al.). A TCP Checksum 750
is calculated according to standard Transmission Control Protocol. An HTTP response 760 is
set wherein the replacement cookie is transmitted with a redirection to a destination which
may be the same or a different destination. The response is sent to the user’s computer
causing the computer to generate a new HTTP request for this new content, completing the

modification.

[0036] Figure 8 shows an exemplary user database 800 for storing the service parameters
of the users. Use of this database is described in Figure 3. The participant database 800 has:
1) an IP address field 810 containing the current IP addresses of the users who may receive
services from the content modification device 630; and 2) a service type field 820 containing
one or more optional service types corresponding to types of cookies to be replaced. The
service type field may have a value (1, 2, 3) to indicate a privacy directive. The value may

correspond to increasing levels of requested privacy.

[0037]  With reference to Figures 9 and 10, an aspect of the present invention may reside
in a method 900 for effecting an internet user’s privacy directive. In the method, copied
packets 1020, that are based on original packets 1010 sent from a user client 640, are
monitored for a web content request including state information that is not in compliance

with a user’s privacy directive (step 910). Upon detection of a copied packet having a web
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content request including noncompliant state information (step 920), the state information is
modified to comply with the user’s privacy directive (step 930). A replacement packet 1030
(700 in Figure 7) is forwarded to the user client such that the user client receives the
replacement packet before receiving a response packet 1040 from a target server 660 of the
corresponding original packet (step 940). The replacement packet has a redirection 1050

with a renewed web content request including the modified state information 400.

[0038] The state information may be client-server state information such as a cookie 140.
Compliance with the user’s privacy directive may be determined using an internet protocol
(IP) address 810 included in the copied packets 1020. The web content request may be an
http get command or an http post command. The copied packets may comprise packets

mirrored to a content modification station or device 630.

[0039] The monitoring of the copied packets 1020 may comprise determining whether a
web content request including state information has a domain associated with targeted
advertising, and comparing the domain associated with targeted advertising with a database
of domains 510 covered by the user’s privacy directive. Also, modifying the state
information may include setting a value 530 in the state information to remove the user client
from a targeted advertising program, and removing user private elements from the state
information. The state information may be modified by the content modification station 630
to comply with the user’s privacy directive. Advantageously, the content modification station
is not in a path of the original packet between the user client 640 and the target server 660.
The monitoring, modifying, and forming steps may be performed by a service network of a

network service provider providing asymmetric internet access to the user client.

[0040] Another aspect of the invention may reside in an apparatus for effecting an internet
user’s privacy directive. The apparatus includes means (630) for monitoring copied packets
1020, that are based on original packets 1010 sent from a user client 640, for a web content
request including state information that is not in compliance with a user’s privacy directive;
means 630 for modifying state information to comply with the user’s privacy directive upon
detection of a copied packet having a web content request including noncompliant state
information; and means (620 and 630) for forwarding a replacement packet 1030 to the user
client such that the user client receives the replacement packet before receiving a response

packet 1040 from a target server 660 of the corresponding original packet, wherein the
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replacement packet has a redirection 1050 with a renewed web content request 760 including

the modified state information.

[0041] Yet another aspect of the present invention may reside in a computer program
product comprising computer readable medium including: code for causing a computer to
monitor copied packets 1020, that are based on original packets 1010 sent from a user client
640, for a web content request including state information that is not in compliance with a
user’s privacy directive; code for causing a computer to modify state information to comply
with the user’s privacy directive upon detection of a copied packet having a web content
request including noncompliant state information; code for causing a computer to forward a
replacement packet 1030 to the user client such that the user client receives the replacement
packet before receiving a response packet 1040 from a target server 660 of the corresponding
original packet, wherein the replacement packet has a redirection 1050 with a renewed web

content request 760 including the modified state information 400.

[0042] Those of skill in the art would understand that information and signals may be
represented using any of a variety of different technologies and techniques. For example,
data, instructions, commands, information, signals, bits, symbols, and chips that may be
referenced throughout the above description may be represented by voltages, currents,
electromagnetic waves, magnetic fields or particles, optical fields or particles, or any

combination thereof.

[0043] Those of skill would further appreciate that the various illustrative logical blocks,
modules, circuits, and algorithm steps described in connection with the embodiments
disclosed herein may be implemented as electronic hardware, computer software, or
combinations of both. To clearly illustrate this interchangeability of hardware and software,
various illustrative components, blocks, modules, circuits, and steps have been described
above generally in terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design constraints imposed
on the overall system. Skilled artisans may implement the described functionality in varying
ways for each particular application, but such implementation decisions should not be

interpreted as causing a departure from the scope of the present invention.
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[0044]  The various illustrative logical blocks, modules, and circuits described in
connection with the embodiments disclosed herein may be implemented or performed with a
general purpose processor, a digital signal processor (DSP), an application specific integrated
circuit (ASIC), a field programmable gate array (FPGA) or other programmable logic device,
discrete gate or transistor logic, discrete hardware components, or any combination thereof
designed to perform the functions described herein. A general purpose processor may be a
microprocessor, but in the alternative, the processor may be any conventional processor,
controller, microcontroller, or state machine. A processor may also be implemented as a
combination of computing devices, e.g., a combination of a DSP and a microprocessor, a
plurality of microprocessors, one or more microprocessors in conjunction with a DSP core, or

any other such configuration.

[0045]  The steps of a method or algorithm described in connection with the embodiments
disclosed herein may be embodied directly in hardware, in a software module executed by a
processor, or in a combination of the two. A software module may reside in RAM memory,
flash memory, ROM memory, EPROM memory, EEPROM memory, registers, hard disk, a
removable disk, a CD-ROM, or any other form of storage medium known in the art. An
exemplary storage medium is coupled to the processor such the processor can read
information from, and write information to, the storage medium. In the alternative, the
storage medium may be integral to the processor. The processor and the storage medium
may reside in an ASIC. The ASIC may reside in a user terminal. In the alternative, the

processor and the storage medium may reside as discrete components in a user terminal.

[0046] In one or more exemplary embodiments, the functions described may be
implemented in hardware, software, firmware, or any combination thereof. If implemented in
software as a computer program product, the functions may be stored on or transmitted over
as one or more instructions or code on a computer-readable medium. Computer-readable
media includes both computer storage media and communication media including any
medium that facilitates transfer of a computer program from one place to another. A storage
media may be any available media that can be accessed by a computer. By way of example,
and not limitation, such computer-readable media can comprise RAM, ROM, EEPROM, CD-
ROM or other optical disk storage, magnetic disk storage or other magnetic storage devices,

or any other medium that can be used to carry or store desired program code in the form of
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instructions or data structures and that can be accessed by a computer. Also, any connection
is properly termed a computer-readable medium. For example, if the software is transmitted
from a website, server, or other remote source using a coaxial cable, fiber optic cable, twisted
pair, digital subscriber line (DSL), or wireless technologies such as infrared, radio, and
microwave, then the coaxial cable, fiber optic cable, twisted pair, DSL, or wireless
technologies such as infrared, radio, and microwave are included in the definition of medium.
Disk and disc, as used herein, includes compact disc (CD), laser disc, optical disc, digital
versatile disc (DVD), floppy disk and blu-ray disc where disks usually reproduce data
magnetically, while discs reproduce data optically with lasers. Combinations of the above

should also be included within the scope of computer-readable media.

[0047)  The previous description of the disclosed embodiments is provided to enable any
person skilled in the art to make or use the present invention. Various modifications to these
embodiments will be readily apparent to those skilled in the art, and the generic principles
defined herein may be applied to other embodiments without departing from the spirit or
scope of the invention. Thus, the present invention is not intended to be limited to the
embodiments shown herein but is to be accorded the widest scope consistent with the

principles and novel features disclosed herein.
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WHAT IS CLAIMED IS:
1. A method for effecting an internet user’s privacy directive, comprising:

monitoring copied packets, that are based on original packets sent from a user client,
for a web content request including state information that is not in compliance with a user’s

privacy directive;

upon detection of a copied packet having a web content request including
noncompliant state information, modifying the state information to comply with the user’s

privacy directive; and

forwarding a replacement packet to the user client such that the user client receives
the replacement packet before receiving a response packet from a target server of the
corresponding original packet, wherein the replacement packet has a redirection with a

renewed web content request including the modified state information.

2. A method for effecting an internet user’s privacy directive as defined in claim

1, wherein the state information is a cookie.

3. A method for effecting an internet user’s privacy directive as defined in claim

1, wherein the state information is client-server state information.

4, A method for effecting an internet user’s privacy directive as defined in claim
1, wherein monitoring the copied packets comprises determining whether a web content
request including state information has a domain associated with targeted advertising, and
comparing the domain associated with targeted advertising with a database of domains

covered by the user’s privacy directive.

5. A method for effecting an internet user’s privacy directive as defined in claim
1, wherein modifying the state information includes setting a value in the state information to

remove the user client from a targeted advertising program.

6. A method for effecting an internet user’s privacy directive as defined in claim
1, wherein compliance with the user’s privacy directive is determined using an internet

protocol (IP) address included in the copied packets.
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7. A method for effecting an internet user’s privacy directive as defined in claim
1, wherein modifying the state information includes removing user private elements from the

state information.

8. A method for effecting an internet user’s privacy directive as defined in claim

1, wherein the web content request is an http get command.

9. A method for effecting an internet user’s privacy directive as defined in claim

1, wherein the web content request is an http post command.

10. A method for effecting an internet user’s privacy directive as defined in claim
1, wherein the monitoring, modifying, and forming steps are performed by a service network

providing asymmetric internet access to the user client.

11. A method for effecting an internet user’s privacy directive as defined in claim

1, wherein the copied packets comprise packets mirrored to a content modification station.

12. A method for effecting an internet user’s privacy directive as defined in claim

1, wherein:

the state information is modified by a content modification station to comply with the

user’s privacy directive; and

the content modification station is not in a path of the original packet between the user

client and the target server.
13. An apparatus for effecting an internet user’s privacy directive, comprising:

means for monitoring copied packets, that are based on original packets sent from a
user client, for a web content request including state information that is not in compliance

with a user’s privacy directive;

means for modifying state information to comply with the user’s privacy directive
upon detection of a copied packet having a web content request including noncompliant state

information; and
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means for forwarding a replacement packet to the user client such that the user client
receives the replacement packet before receiving a response packet from a target server of the
corresponding original packet, wherein the replacement packet has a redirection with a

renewed web content request including the modified state information.

14.  An apparatus for effecting an internet user’s privacy directive as defined in

claim 13, wherein the state information is a cookie.

15.  An apparatus for effecting an internet user’s privacy directive as defined in

claim 13, wherein the state information is client-server state information.

16.  An apparatus for effecting an internet user’s privacy directive as defined in
claim 13, wherein compliance with the user’s privacy directive is determined using an

internet protocol (IP) address included in the copied packets.

17.  An apparatus for effecting an internet user’s privacy directive as defined in
claim 13, wherein the copied packets comprise packets mirrored to a content modification

station.
18. A computer program product, comprising:
computer readable medium including:

code for causing a computer to monitor copied packets, that are based on
original packets sent from a user client, for a web content request including state information

that is not in compliance with a user’s privacy directive;

code for causing a computer to modify state information to comply with the
user’s privacy directive upon detection of a copied packet having a web content request

including noncompliant state information;

code for causing a computer to forward a replacement packet to the user client
such that the user client receives the replacement packet before receiving a response packet
from a target server of the corresponding original packet, wherein the replacement packet has

a redirection with a renewed web content request including the modified state information.
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19. A computer program product as defined in claim 18, wherein the state

information is a cookie.

20. A computer program product as defined in claim 18, wherein the state

information is client-server state information.

21. A computer program product as defined in claim 18, wherein compliance with
the user’s privacy directive is determined using an internet protocol (IP) address included in

the copied packets.
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