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(54) Title: SYSTEM AND METHOD FOR DETECTING FRAUDULENT TRANSACTIONS
(57) Abstract: Some demonstrative embodiments of the invention include a system and method for detecting related transactions,
e.g., fraudulent transactions by for example associating transactions and creating lists of related transactions. Other embodiments
are described and claimed.

SYSTEM AND METHOD FOR DETECTING FRAUDULENT TRANSACTIONS
BACKGROUND OF THE INVENTION
In the world of online financial transactions, there is an increasing need for detecting
fraudulent tiansactions. Current fraud detection methods may cancel particular transactions
involving a stolen credit card, or may identify fraud based on a purchase unsuitable to a
usei profile. However, these technologies generally fail to address subtle cases of fraud,

where the transaction itself may appear genuine
There is a need for a method of detecting fiaud in a more accurate manner, e.g., a detection

of fraudulent transactions that arc subtle and almost identical to genuine transactions using
available computing power, storage capacity and retrieval speed.
SUMMARY OF SOME DEMONSTRATIVE EMBODIMENTS OF THE INVENTION
Embodiments of the invention may perform a method for identifying fraudulent
transactions comprising receiving at least one marked transaction record and a set of
unmarked transaction records; providing a i elation value for unmaiked transaction records
with respect to at least one marked transaction record, said relation value based on an

outcome of at least one equivalence function; marking transaction records satisfying a
marking condition based on said relation value; and repeating said steps of providing a
relation value and marking transaction records until a termination condition is reached.
Embodiments of the invention may provide a system for identifying fraudulent transactions
comprising: a processor to receive at least one marked transaction record and a set of

unmarked transaction lecords, provide a relation value for unmarked transaction records
with respect to at least one marked transaction record, said relation value based on an

outcome of at least one equivalence function, mark transaction records satisfying a marking
condition based on said relation value, and repeat said steps of providing a relation value
and marking transaction records until a termination condition is reached.

BRIEF DESCRIPTION OF THE DRAWINGS
The subject matter regarded as the invention is particularly pointed out and distinctly

claimed in the concluding portion of the specification. The invention, however, both as to
organization and method of operation, together with objects, features and advantages

thereof, may best be understood by reference to the following detailed description when
read with the accompanied drawings in which:
Fig, 1 depicts a fraudulent transactions detecting system 10 according to one embodiment

of the present invention;
Fig. 2 is a exemplary table illustrating transactions database according to one demonstrative

embodiment of the invention;
Fig. 3 a schematic depiction of a method for detecting fraudulent transactions in accordance

with an embodiment of the invention; and
Fig. 4 a schematic depiction of an exemplary algorithm for detecting fraudulent

transactions in accordance with an embodiment of the invention.
It will be appreciated that for simplicity and clarity of illustration, elements shown in the

drawings have not necessarily been drawn accurately or to scale. For example, the
dimensions of some of the elements may be exaggerated relative to other elements for
clarity or several physical components included in one functional block or element. Further,

where considered appropriate, reference numerals may be repeated among the drawings to
indicate corresponding or analogous elements. Moreover, some of the blocks depicted in
the drawings may be combined into a single function.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
In the following detailed description, numerous specific details are set forth in order to

provide a thorough understanding of the invention, However, it will be understood by those
of ordinary skill in the art that the present invention may be practiced without these specific
details In other instances, well-known methods, procedures, components and circuits may

not have been described in detail so as not to obscure the present invention.
The processes presented herein are not inherently related to any particular computer or
other apparatus.

Various general-purpose systems may be used with programs in

accordance with the teachings herein, or it may prove convenient to construct a more
specialized apparatus to perform embodiments of a method according to embodiments of

the present invention. Embodiments of a structure for a variety of these systems appear
fiom the description herein. In addition, embodiments of the present invention are not
described with reference to any particular programming language. It will be appreciated

that a variety of programming languages may be used to implement the teachings of the
invention as described herein.
Unless specifically staled otherwise, as apparent from the following discussions, it is
appreciated that throughout the specification discussions utilizing terms such as
"processing," "computing," "calculating," "determining," or the like, refer to the action
and/oi processes of a computer or computing system, or similar electronic computing
device, that manipulate and/or transform data represented as physical, such as electronic,
quantities within the computing system's registers and/or memories into other data
sirnilaily represented as physical quantities within the computing system's memories,
registers or other such infoπnation storage, transmission or display devices. In addition, the
term "plurality" may be used throughout the specification to describe two or more
components, devices, elements, parameters and the like
Some demonstrative embodiments of the invention may provide a system and method for

detecting fraudulent transactions, e.g., verifying the authenticity of a desired transaction as
described in detail below.
It will be appreciated that the terms "transaction" as used herein may refer to any, transfer
of information, transfer of details, e.g., including currency, goods, services, rights to
sei vices and the like. The records may be such made by users communicating over secure

or non-secure channels.
It will be appreciated that the term "channel" for example, as used herein may iefer to any
pathway used to convey information fiom a one computing system to a second computing
system, e g , from a transmitter to a receiver. It will be understood that embodiments of the
present invention may be implemented over secure channels as well as non-secure
channels
Fig 1 depicts a fraudulent transaction detection system 10 according to one embodiment of
the present invention. Referring to Fig. 1, end users such as end user 1 1, end user 12, end
user 13 and end user 14 may use terminals such as a personal computer, automated teller
machine, PDA, telephone, cellular device, or other computing device. An end user, for
example, end user 14 may wish to conduct a transaction (e g , log in to an online website or
service, make a purchase, open a financial account, etc.) with a central system 20. Users
may engage in financial transactions with central system 20, or central system may obtain

transaction information from other transaction servers with which users transact- It will be
appreciated that the interaction of the central system 20 with users is not necessary for
implementation of the present invention.
Central system 20 may be, for example, a provider that may provide services containing,
requesting or otherwise using confidential or private information, for example, a financial
institution ("FI"), government agency, health institution, communication service provider
or any other institution, authority, provider or entity. Central system 20 may include any
soit of central system, for example, a server, an internet server, an email server, SSL server
or any other a central computing system. Anyone of end users 11-14 and central system 20
may communicate, for example, via one or more communications network(s) or channel(s)
15-18 such as, for example, the Internet, wireline or wireless telephone, a cellular system,

intranets, data lines, a combination of networks, etc.
Central system 20 may further include, for example, a processor 21, a storage unit 22, and
an operating system 24

Central system 20 may be implemented using any suitable

combination of hardware components and/or software components.
Processor 2 1 may include, for example, a Central Processing Unit (CPU), a Digital Signal
Processor (DSP), one or more controllers, or any suitable specific and/or general and/or
multi-purpose processor or micro-processor or controller.

Storage unit 22 may include

memory units, for example, Random Access Memory (RAM), Read Only Memoiy (ROM),
Dynamic RAM (DRAM), or other suitable memory systems. Operating system 24 may
include, for example, Microsoft Windows, Linux, Unix, Apple OS, Solaris, Sun-OS, HPUX, or other suitable operating systems. It is noted that processor 21, storage unit 22,
and/oi operating system 24 may include other suitable components and/or implementations
as is known in the art.

In some embodiments of the invention each transaction made by one of end user 1 1-14 may
have certain characteristics such as transaction information also ieferred to herein as a
"record" A record may include a collection of fields, for example, a transaction time, an IP
address of the transaction performer, a transaction Cookie, a user name, a password, a
credit card number and/oi amount of money of the transaction. Any other information may
be included. A record may be stored anywhere accessible by the processor 2 1, for example,
in storage unit 22, and the information may be arranged and/or stored in multiple fields.

Reference is made to Fig. 2, which is an exemplary table illustrating transactions database
according to one demonstrative embodiment of the invention.
It will be appreciated that the term "database", as used heiein may refer to any set of
records, e.g., plurality of statistics, data, facts, numbers or other information related to a
performed transaction. Each record in a database may include fields, such as the fields
denoted above. It will be understood that embodiments of the present invention may
implement storing of information configured in forms other than a table such as for
example, an array a set, a tree, a hash table or other data structures.
Database 200 may include transaction records (column 201), a record may represent the
information known of a performed transactions, e.g., a record may represent an online ecommerce transaction or the like. The information may be stored in fields, for example,
time (column 202), IP address (column 203), merchant (column 204), transaction amount
(column 205), credit card number (column 206), cookie (column 207), etc.
Referring back to Fig. 1 database 200 may be stored in, for example, storage unit 22 of
central system 20. In some embodiments of the invention related records may be defined,
identified, classified and/or recognized, for example by processor 2 1 and/or operating
system 24. In some embodiments, database 200 may be stored externally to central system
20, and may be accessible, for example, by a plurality of central systems.

Reference is made to Fig. 3, a schematic depiction of a method for detecting fraudulent
transactions in accordance with an embodiment of the invention.
Although the scope of the present invention is not limited in this respect, in block 300 an
initial set of one or more records may be identified. For example, the initial subset may be
a set of known fraudulent transactions. According to embodiments of the invention, the
information provided by the initial subset may be used to find, identify, classify or perform
any other operation on records that may be related to other records in the subset, as
described in detail below. In some embodiments an initial subset of records may be used to
separate a set of records into clusters of related records based on the outcomes of
equivalence functions.
In block 310 one or more equivalence functions may be defined.

These equivalence

functions may be useful to locate records related to the initial subset of records. An
equivalence function may be defined based on one or more fields of a record. In some

embodiments, an equivalence function, which may differ from field to field, may be
defined for each field or for a plurality of fields. The equivalence function may provide a
strength or relevance of connection between records based on a comparison of the relevant

fields. In some embodiments of the invention some fields may not have an equivalence
function. The equivalence functions defined to evaluate a particular transaction may be
selected based on parameters or characteristics of the transaction.

Although the scope of the present invention is not limited in this respect, different
equivalence functions may be assigned to different fields and may correspond to the
relation, connection, link or relationship of two or more records. The value or result of the
equivalence function value, which may define how tight or close two or more iecords may
be, is also referred to herein as the strength of the equivalence function. The total strength

of the connection between two or moie records may be calculated as a function of all oi a
plurality of relevant stiengths of the equivalence functions of their respective fields, as is
described in detail below.
For example, an equivalence function may be strict identity of fields, e.g., two records may
be related if the credit card number used foi both transactions is identical.
In some embodiments of the invention, an equivalence function may be defined as

providing any of a set of discrete outcomes based on different conditions. For example, an
equivalence function for a fust identified transaction and a second transaction based on IP
address field may provide a low value if only the class B value of the IP address is the
same, a medium value if the IP address is the same, and a yet higher value if the IP address
is the same and the usages are within a predefined period of each other.

In block 320 the strength or value of equivalence functions of various fields may be

calculated based on equivalence functions defined in block 310.
In block 330 the total strength of two or more records may be calculated based on the

strengths of the equivalence functions of their respective fields which may be calculated in
block 320 The total strength may be the sum total of the equivalence functions of the

fields. The total strength of, foi example, two records may imply or give indication of the
connection, relation or link between those two records A given record may have one or
more records that may be connected to it, e g., whose connection strength with the given
record is nonzero.

In some embodiments of the invention the initial set of records, e g , provided in block 300,

may be marked with a certain fraυdulence score or value. Such a value may be for example,
a number, or any other indication. The score assigned to marked records, eg,, fraudulent
records, may be transferred to other, related records, as is described in detail below. The
score may be diluted upon transfer in older to prevent maiking all records.
Although the scope of the present invention is not limited in this respect, each record in the
initial set of records, e.g., provided in block 300, may assigned a value at a certain level, for

example, a maximum level. The related records that may be found, as described in detail
below, may be assigned a value based on the value of the records to which it is related, and
to the strength of the relation based on the strength of the equivalence function. This value
may be lower, e.g., diluted, relative to the value of the originating record in the initial set.
In case the new record is related to several records, its resulting value may be less diluted,

for example, based on the number of marked records to which it is related. This process
may be repeated until a termination condition occurs, as described in detail below.
Reference is made to Fig. 4, a schematic depiction of an exemplary algorithm for detecting
fraudulent transactions in accordance with an embodiment of the invention.
The following illustration outlines a solution architecture according to one embodiment of
the present invention; other suitable aichitectures are possible in accordance with other
embodiments of the invention:
Although the scope of the present invention is not limited in this lespect, the algorithm may
be employed in an online e-commerce system in order to identify fraudulent transactions

In such an embodiment that the records may be online e-commeice transactions in a

database.
In block 400 an initial set of transactions to be reviewed for fraud may be provided

The

initial set of transactions may be, for example, fraudulent transactions from charge-back

records, from case-management entries or the like. The transactions provided may be added
to a database containing all records, each record may be comprised of fields, for example, a

record may include the following fields: date, time, IP address, merchant, transaction
amount, credit card number, permanent cookie, etc.

In block 410 equivalence functions may be defined based on one or more fields of a record.
A weight, strength or value of each equivalence function may also be defined i accordance
with the importance oi significance of an equivalence function.
Foi example, the equivalence function of the permanent cookie field may be defined as

equality or identity function, e.g., the algorithm may search for the identical pemianent
cookie in other records. The value or strength given to such a match may be high, for

example, 10 on a scale of 0 to 10 Another equivalence function may be based on a
plurality of fields, such as amount, merchant, date and time, e.g., the algorithm may search
for an identical or near-identical amount and merchant field, and no more than 10 hours
difference in date and time fields. The value or strength given to such an equivalence
function may be, for example, 3 in a scale of 0 to 10
In some embodiments, an equivalence function may be defined to provide discrete values
for different circumstances. For example, one equivalence function may provide a value of

4 based on an identical of IP address within 10 minutes and a value of 1 based on mere
identity of the class B value of the IP addiess.
In block 420 parameters and conditions used with the algorithm, such as total strength oi

value of a record, initial value of a record and termination condition of the algorithm may
be defined Other parameters and conditions may be defined.

For example, the total strength of a recoid may be defined as the sum of all equivalence
function strengths, initial value may be defined as a constant, e.g., 100, and a fade effect
may be the total strength divided by 25, multiplied by the value of the record already in the
set The termination condition may be defined as number of iterations, e g., 2 iterations.
In block 430, a record from the marked set of records may be chosen. The marked set of
records may include at least the initial set of records. In subsequent iterations, the marked
set may include records marked in a previous iteration, as described in detail in block 460.
For example, with reference to Fig. 2 the initial set may include records 1 and 3. In the
below example, record 1 may be chosen
In block 440 the equivalence functions of all records may be calculated with reference to
the record chosen in block 430. For example, with refeicncc to Fig. 2 the equivalence

functions of records 2 and 4-10 may be calculated with reference to record

1.

In this

embodiment, record 3, which is included in the initial set and known to be fraudulent need
not be examined.
In block 450 a determination may be made as to whether the equivalence functions of all

records have been calculated with reference to every record from the marked list. For
example, with reference to Fig. 2 in the first iteration after equivalence functions of records
2 and 4-1 0 have been calculated with reference to record 1 a transition is made to block 430
and record 3 may be chosen.
In block 460 all records connected or related to records from the marked set may be found,

e.g., based on the value calculated in block 440, and added to the marked list,

For example, with reference to Fig. 2 in the first iteration, the algorithm may find the

following records as connected to record 1:
For record 2 (same IP address, 3 minutes apart), the total strength calculated may equal 4.
Therefore, record 2 may be marked with value 16 and may be added to the marked list.
For record 8 (same card number), the total strength calculated may equal 5. Therefore,
record 8 may be marked with value 20 and may be added to the marked list.
In the first iteration, the algorithm may also find the following records as connected to

record 3:

For record 6 (same card, same cookie), the total strength calculated may equal 15.
Therefoie, record 8 may be marked with value 60 and may be added to the marked list.
In block 470, a determination may be made as to whether a termination condition has been

reached, A termination condition may be, for example, a maximum number of iterations,

whether new records remain to be added to the marked set, whether there remain new
records with calculated value above a certain threshold to be added to the marked set. Other

termination conditions may be used.
If no termination condition is met, a transition loop may be made back to block 430. For
example, with reference to Fig. 2 a second iteration may look foi records connected to
records 2, 8 and 6
For iecord 2. record 10 may be found having identical card number The total strength

calculated may equal 5

Thus, record 10 may be marked with value 3 2 (i.e , 5 times 16

divided by 25) and may be added to the marked list.

For record 8, no connected records may be found.
For recoid 6, record 7 may be found having identical merchant and amount, within a time
difference of 2 minutes. The total strength calculated may be 3

Thus, iecoid 7 may be

marked with value 7.2 (i.e., 3 times 60 divided by 25) and maybe added to the marked list.
In block 480, the results, e.g., the cuiient marked list, may be reviewed. The marked list
may include all records from the initial set provided and may also include all records which

may be related to the original given set of recoids. The value of each recoid may indicate a
level of relation to the original initial set of records.
For example, with ieference to Fig 2, and based on the above provided equivalence
functions and termination condition, records 1 and 3 may be highly connected to the
original set (level 100), other recoids may be also connected to the original set, e.g., record

6 (level 60), record 8 (level 62), record 2 (level 16), record 7 (level 7.2) and record 10
(level 3 2). Records 4, 5 and 9 may be found as unrelated since no value level is attached to

them. The system may apply a threshold minimum value for determining a fraudulent
transaction after a number of itei ations.
Although the scope of the piesent invention is not limited in this respect, for example in
fraud detection, the color level may be indicative of fraud. The stronger the value

associated with a transaction, the greater the likelihood that a tiansaction is fraudulent
Embodiments of the present invention may therefore enable fiaud-fighters to locale
seemingly innocent and unrelated transaction such as, foi example, recoid 7, and to flag the
transaction as fraudulent, although the transaction may not have any obvious connection
with any of the known fiaudulcnt transactions, e.g , records 1 and 3.
It should be obvious that the above implementation of the method (e g. performing

iterations) is merely one possible implementation, and that other possibilities are available
for listing the related recoids, for example, employing complex SQL queries to
simultaneously find all related records of all records in the initial set, and so foith.
Various devices, architectures, and sets of devices may form a system according to various
embodiments of the piesent invention, and may effect a method according to embodiments
of the present invention.

Methods according to various embodiments of the present

invention may be executed by one oi more processors or computing systems (including
memories, processois, software, databases, etc.), which, for example, may be distributed

across various sites or computing platforms. Alternatively, some methods accoiding to

embodiments may be executed by single processors or computing systems.
Embodiments of the present invention may be implemented by software, by haidwaie, or
by any combination of software and/or hardware as may be suitable for specific

applications or in accoidance with specific design requirements. Embodiments of the
present invention may include units and sub-units, which may be separate of each other or
combined together, in whole or in part, and may be implemented using specific, multi¬
purpose or general processors, or devices as are known in the art. Some embodiments of the
present invention may include buffers, registers, storage units and/or memory units, for
temporary or long-term storage of data and/or in order to facilitate the operation of a
specific embodiment.
While certain features of the invention have been illustrated and described herein, many
modifications, substitutions, changes, and equivalents may occur to those of ordinary skill
in the art. It is, therefore, to be understood that the appended claims are intended to cover
all such modifications and changes as fall within the tiue spirit of the invention.

CLAIMS
What is claimed is:
1.A method for identifying fraudulent transactions comprising:
receiving at least one marked transaction record and a set of unmarked transaction records;
providing a relation value for unmarked transaction records with respect to at least one
marked transaction record, said relation value based on an outcome of at least one
equivalence function;
marking transaction records satisfying a maτlcing condition based on said relation value;
and
repeating said steps of providing a relation value and marking transaction records until a
termination condition is reached.
2,The method of claim 1, further comprising after said termination condition is reached,
reporting said marked transaction records as fraudulent.
3.The method of claim 2, wherein said relation value is based on outcomes of a plurality of

equivalence functions applied to unmarked transaction records with respect to said marked
transaction record.
4.The method of claim 3, wherein said transaction records each include a plurality of data
fields and said plurality of equivalence functions compare at least one data field in said
unmarked transaction records to corresponding at least one data field in said marked
transaction record
5The method of claim 4, wherein said transaction records include information selected
from the set consisting of: date of transaction, time of transaction, merchant, transaction
amount, IP address, account number, and cookie.
6The method of claim 4, wherein said data fields include an IP address, and said plurality
of equivalence functions includes an equivalence function comparing an IP address
associated with said unmarked transaction records with an IP address of said marked
record.
7The method of claim 4 wherein said data fields include a transaction amount, and said
plurality of equivalence functions includes an equivalence function comparing a transaction

amount associated with said unmarked transaction records with a transaction amount of
said marked record.
8,The method of claim 4, wherein said data fields include a credit card number, and said

plurality of equivalence functions includes an equivalence function comparing a credit card
number associated with said unmarked transaction records with a credit caid number of
said marked record.
9.The method of claim 4, wherein said data fields include a merchant, and said plurality of

equivalence functions includes an equivalence function comparing a merchant associated
with said unmarked transaction records with a merchant of said marked record.
lO.The method of claim 4, wherein said data fields include a date and a time, and said

plurality of equivalence functions includes an equivalence function comparing a date and a
time associated with said unmarked transaction records with a date and a time of said
marked record.
11.The method of claim 4, wherein said data fields include a cookie, and said plurality of
equivalence functions includes an equivalence function comparing a cookie associated with
said unmarked transaction records with a cookie of said marked record,

12.Thc method of claim 4, wherein said relation value for each unmarked record comprises

a sum of the outcomes of the plurality of equivalence functions applied to said unmarked
transaction record with respect to said marked transaction record.
13. The method of claim 12, wherein said marking condition is a maximum number of

repetitions of the steps of providing a relation value for unmarked transaction records and
marking transaction recoids satisfying a marking condition based on said relation value
14.A system for identifying fraudulent transactions comprising:

a processor to receive at least one marked transaction record and a set of unmarked
transaction records, provide a relation value for unmarked transaction records with respect
to at least one marked transaction record, said relation value based on an outcome of at

least one equivalence function, mark transaction records satisfying a marking condition
based on said relation value, and repeat said steps of providing a relation value and marking
transaction recoids until a termination condition is reached

15.The system of claim 14, wherein said processor is further to report said marked

transaction records as fraudulent.
]6.The system of claim 15, wherein said relation value is based on outcomes of a plurality
of equivalence functions applied to unmarked transaction records with respect to said
marked transaction record.
17.The system of claim 16, wherein said transaction records each include a plurality of data

fields and said plurality of equivalence functions compare at least one data field in said
unmaiked transaction records to corresponding at least one data field in said maiked
transaction record.
18,The system of claim 17, wherein said transaction records include information selected

from the set consisting of: date of transaction, time of transaction, merchant, transaction
amount, IP address, account number, and cookie
19,The system of claim 17, wherein said data fields include an IP address, and said

plurality of equivalence functions includes an equivalence function comparing an IP
address associated with said unmarked transaction records with an IP address of said
maiked record.
2O.The system of claim 17, wherein said data fields include a transaction amount, and said

plurality of equivalence functions includes an equivalence function comparing a transaction
amount associated with said unmarked transaction records with a transaction amount of
said marked record,
21. The system of claim 17, wherein said data fields include a credit card number, and said

plurality of equivalence functions includes an equivalence function comparing a credit card
number associated with said unmaiked transaction records with a ciedit card number of
said marked record.

22.The system of claim 17 wherein said data fields include a merchant, and said plurality
of equivalence functions includes an equivalence function comparing a mei chant associated
with said unmarked transaction records with a merchant of said marked record.
23 .The system of claim 17, wherein said data fields include a date and a time, and said

plurality of equivalence functions includes an equivalence function comparing a date and a
time associated with said unmarked transaction records with a date and a time of said
maiked record.

24.The system of claim 17, wherein said data fields include a cookie, and said plurality of
equivalence functions includes an equivalence function comparing a cookie associated with
said unmarked transaction records with a cookie of said marked lecord.

25,The system of claim 17, wherein said relation value for each unmarked record comprises
a sum of the outcomes of the plurality of equivalence functions applied to said unmarked
transaction iecoid with respect to said marked transaction record.
26.The system of claim 25, wherein said marking condition is a maximum number of
repetitions of the steps of providing a relation value for unmarked transaction records and
said processor is to mark transaction records satisfying a marking condition based on said

relation value

