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$101 A POWER-ON SIGNAL IS SENT TO A SERVER BY MEANS OF A
NETWORK COMMUNICATION APPARATUS

§102 THE S8ERVER SENDS A DATA PACKET CORRESPONDING TO
THE POWER-ON SIGNAL TO A SMART TELEVISION ON STANDEY

$103 A WIRELESS NETWORK MODULE OF THE SMART TELEVISION
RECEIVES AND PARSES THE DATA PACKET; IF THE DATA
PACKET IS A WAKE-UP DATA PACKET, THE WIRELESS
NETWORK MODULE CORRESPONDINGLY SENDS A WAKE-UP
SIGNAL

$104 A POWER MANAGEMENT CHIP OF THE SMART TELEVISION
RECEIVES AND IDENTIFIES THE WAKE-UP SIGNAL, AND
CORRESPONDINGLY SENDS A STANDBY INTERRUPTION
SIGNAL

§105 A PROCESSING UNIT OF THE SMART TELEVISION RECEIVES
THE STANDBY INTERRUPTION SIGNAL AND ON THE BASIS OF
SAME, SWITCHES FROM STANDBY MODE TO ACTIVE MODE

(57) Abstract: A method, device, and system for cloud-security-based blocking of advertisement programs. The method comprises:
monitoring a browser-process creation activity; upon detecting a creation request for a browser process, obtaining parent process in-
formation of said browser process; on the basis of the parent process information of said browser process, testing whether a parent
process corresponds to a visible window by analyzing all visible windows; on the basis of testing results, processing the browser-
process creation activity. The technical solution provided by the present invention may eftectively block browser pages such as pop-
up advertisements and phishing sites resulting from hidden-window background processes not authorized by the user. This allows
the user to avoid being disturbed by advertisements and other such useless information or being deceived by phony information on
malicious websites, thereby improving online security for the user.
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