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SECURE SOCKETS LAYER PROTOCOL 
HANDSHAKE MIRRORING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims the benefit of U.S. Provisional 
Patent Application No. 60/976,232, filed Sep. 28, 2007, the 
content of which is hereby incorporated by reference herein 
in its entirety. This application is also related to U.S. patent 
application Ser. No. 1 1/420,677, filed May 26, 2006, and U.S. 
Provisional Application No. 60/785,151, filed Mar. 23, 2006, 
the contents of which are also hereby incorporated by refer 
ence herein in their entireties. 

BACKGROUND 

Unfortunately, in both public and private data networks, it 
is not unusual for a data communications transaction to be 
dropped. For example, a transaction may be lost because a 
communication device. Such as a traffic manager, fails. This 
may not a serious problem for some data communications. 
Some networks include redundancy to account for these types 
of problems such that, when a device fails, the traffic previ 
ously routed through the failed device can be rerouted 
through the redundant system or systems. To protect against 
lost of such transactions. Some networks may employ standby 
or backup devices that continuously mirror each other's com 
munication operations. Using such mirroring, when an active 
device fails, the traffic can be immediately routed through the 
backup device that, because it has been mirroring the com 
munications, can continue managing the transaction from the 
point at which the active system failed. For example, trans 
mission control protocol (TCP) transactions can be success 
fully mirrored with device mirroring so that devices may fail 
without disrupting any transactions. 

Transaction mirroring, however, does not work in all con 
texts. For example, transaction mirroring does not work with 
secure sockets layer (SSL) protocol. Using SSL, a client and 
a communications server perform a handshake in which a 
secret or symmetrical key is created for the session. The secret 
is securely transmitted from the server to the client using 
public key infrastructure (PKI) to encrypt the secret. The 
secret is then used by both the communications server to 
encrypt and decrypt communications between the client and 
server throughout the balance of the transaction. The secret is 
based on a value, such as a randomly-generated number, to 
provide a reasonable level of security for the transaction with 
relatively low encryption overhead as compared to using PKI 
throughout the transaction. 

Unfortunately, for example, if the communications server 
fails in the midstofan SSL transaction, the transaction will be 
lost. The secret is shared by only the communications server 
and the client; if the communications server fails, the secret, 
in effect, dies with the communications server. Without the 
key, another communications server cannot take over and 
continue the session because, without the key, the encrypted 
communication will not be comprehensible. 

SUMMARY 

According to one embodiment, a plurality of communica 
tions servers, including an active communications server and 
at least one backup communications servers, are operably 
coupled. The communications servers are configured to con 
duct encrypted communications with at least one network 
device using a key derived from a security value. The com 
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2 
munications servers are configured to derive a same key from 
a same security value, and the at least one backup communi 
cations server is configured to mirror the encrypted commu 
nications with at least one network device. The same security 
value is provided to the communications servers from which 
the communications servers derive the same key. Secure com 
munications are conducted with the at least one network 
device, at least initially using the active communications 
server. Upon the active communications server is unable to 
continue conducting secure communications with the at least 
one client, the at least one backup communications server 
continues conducting the secure communications with the at 
least one network device. 

According to another embodiment, a system includes a 
security value Source configured to output a plurality of secu 
rity values. A key is derivable from each security value. A 
plurality of communications servers are configured to receive 
one of the plurality of security values, derive the key from the 
security value, and share the key with at least one network 
device to facilitate secure communications. The key allows 
encrypted and decrypted communications between the com 
munication server and the at least one network device. The 
plurality of communications servers are also configured to do 
one of operate as an active server to conduct secure commu 
nications with the at least one network device using the key 
and a security protocol, and operate as a backup server and 
mirror the secure communications between the active server 
and with the at least one network device using the key, Such 
that the backup server will continue the secure communica 
tions with the at least one network device upon the active 
server becoming unable to continue the secure communica 
tions with the at least one network device. 

According to yet another embodiment, a method includes 
providing a security value to a plurality of communications 
servers, including an active server and at least one backup 
server. The communications servers are configured to con 
duct secure communications with at least one network device 
based on the security value. The active server is operably 
coupled with the at least one backup server to allow the at 
least one backup server to mirror the secure communications 
between the at least one active server and the at least one 
network device Such that the Secure communications are mir 
rored based on the security value. A secure transaction is 
initiated between the active server and the at least one net 
work device. The secure transaction is continued between the 
active server and the at least one network device. The secure 
transaction continues with the at least one network device 
through the at least one backup server upon the active server 
becoming unable to continue the secure transaction with the 
at least one network device. 

According to a further embodiment, a computer-readable 
storage medium has a set of instructions for execution on a 
computer. The set of instructions comprising providing a 
same security value to a plurality of communications servers 
that include an active server and a backup server. The active 
server is communicatively coupling with the backup server So 
that the backup server is configured to mirror secure commu 
nications between the active server and a network device. The 
secure communications are mirrored based on the same Secu 
rity value. A secure transaction is initiated between the active 
server and the network device. The secure transaction is con 
tinued with the network device through the backup server 
upon the active server becoming unable to continue the Secure 
transaction with the network device. 

According to another embodiment, a traffic management 
apparatus comprises a memory for storing a set of computer 
executable instructions, network interface configured to 
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receive encrypted network traffic, and a processor configured 
to execute the set of stored computer executable instructions. 
The set of instructions includes receiving a security value 
from a value Source coupled to the traffic management appa 
ratus, a first network device, and a second network device. 
The instructions also include deriving a key from the security 
value and sharing the key with the first network device and the 
second network device. The shared key is configured to facili 
tate secure communications between the first network device 
and the second network device. The instructions further 
include mirroring the secure communications between the 
first network device and the second network device based on 
the shared key. The instructions then include continuing 
secure communications between the second network device 
and the traffic management apparatus upon the first network 
device becoming unable to continue secure communications 
with the second network device. 

This Summary is provided to introduce a selection of con 
cepts in a simplified form that are further described below in 
the Detailed Description. This Summary is not intended to 
identify key features or essential features of the claimed sub 
ject matter, nor is it intended to be used as an aid in determin 
ing the scope of the claimed Subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The detailed description is described with reference to the 
accompanying figures. In the figures, the left-most digit of a 
three-digit reference number or the two left-most digits of a 
four-digit reference number identify the FIGURE in which 
the reference number first appears. The use of the same ref 
erence numbers in different figures indicates similar or iden 
tical items. 

FIG. 1 is a block diagram representing an exemplary oper 
ating environment in which a traffic management device ini 
tiates and conducts secure communications with clients over 
a network. 

FIG. 2 is a block diagram of the traffic management device 
shown in FIG. 1. 

FIG. 3 is a block diagram of a traffic management system 
employing multiple traffic management devices to facilitate 
communications between a client and a server. 

FIG. 4A is a block diagram of the traffic management 
system of FIG. 3 in which one or more of the traffic manage 
ment devices provides a backup to an active traffic manage 
ment device. 

FIG. 4B is a block diagram of the traffic management 
system of FIG. 4A in which, using secure communications, 
the one or more backup devices are unable to back up the 
active traffic management device. 

FIG. 5 is a background block diagram figure depicting a 
detailed version of the traffic management system of FIG. 4B 
attempting to mirror a secure communication between a cli 
ent and a server. 

FIGS. 6, 7A, and 7B are block diagrams of implementa 
tions of the present disclosure in which the traffic manage 
ment devices access a common security value to use in con 
ducting secure communications. 

FIG. 8 is a flow diagram of an implementation of hand 
shake mirroring by sharing a security value among commu 
nications servers to allow a secure transaction to be continued 
by a backup communications server when an active commu 
nications server has failed. 

FIG. 9 is a flow diagram of an implementation of secure 
Sockets layer (SSL) handshake mirroring by sharing a secu 
rity value among communications servers to allow a backup 
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4 
device to continue SSL communications with a client after an 
active communications server has failed. 

DETAILED DESCRIPTION 

Overview 
Implementations of secure sockets layer protocol (SSL) 

handshake mirroring allow for a communications server to be 
backed up by a standby device that can continue a transaction 
if the original communications server handling the transac 
tion should fail. The original or active communications 
server, Such as a traffic management device or other commu 
nications controller, is operably coupled with one or more 
backup devices to allow the backup devices to mirror the 
communications of the active device. According to imple 
mentations of the present disclosure, the active device and the 
one or more backup devices also share a security value, which 
may be a security key or secret, or a value from which the key 
will be derived. 

Because the active communications server and the backup 
devices each have the same key (or value from which the 
parallel devices will generate the same key), the one or more 
backup devices are able to fully mirror the communications of 
the active communications server, including using the same 
encryption. As a result, if the active communications server 
should fail, one of the backup devices, in possession of the 
same key used by the active communications server, can 
continue the transaction after the active communications 
server has failed. 
Possible Operating Environment for Handshake Mirroring 

FIG. 1 illustrates an exemplary operating environment 100 
of a communications server, such as a traffic management 
device 110, Supporting an implementation of the present dis 
closure. In the exemplary operating environment 100, a plu 
rality of clients, including client 1 120, client 2 122, through 
client N 124, seek services provided by a plurality of servers, 
including server 1 160, server 2162, through server N 164. 
The clients 120-124 are in communication with a network 
130, which may include a public network, such as an Internet, 
or a private network, Such as a dedicated network or a virtual 
private network. Within the network 130, a domain name 
server or other routing system (not shown) identifies a 
resource location 140, which may include a server, a server 
pool, a virtual server, or another type of resource location 
sought by the clients 120-124. 
At the resource location 140, incoming communications 

may be received by a network access device 150, such as a 
router or other switching device, which operably couples the 
resource location 140 with the network 130. The traffic man 
agement device 110, or “TMD. is a communications server 
that receives client requests from the network 130 via the 
network access device. The client requests include requests 
for services provided by one or more of the servers 160-164. 
The traffic management device 110 then directs the client 
requests to one of the servers 160-164. 
The exemplary operating environment of FIG. 1 illustrates 

just one example of an operating environment in which 
implementations of the present disclosure may be used. For 
example, the network access device 150 also may utilize 
implementations according to the present disclosure, or the 
servers 160-164 may handle their own network access and/or 
traffic management functions. For another example, the traf 
fic management device 110 may direct traffic to destinations 
other than servers, including other server farms, communica 
tion systems, or other destinations. Further, and as described 
below, the environment 100 may include multiple traffic man 
agement devices 110 that may share one or more common 
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tables used in the management of network traffic for load 
balancing and/or to provide redundancy to backup a failing 
traffic management device. 

The following descriptions and examples are directed to 
the use of implementations of the present disclosure in asso 
ciation with a plurality of parallel traffic management 
devices. However, this disclosure is not limited to be used 
only with parallel traffic management devices. 

FIG. 2 is a block diagram of an exemplary implementation 
of a traffic management device 110 as shown in FIG. 1 that 
may be used with implementations of the present disclosure. 
The traffic management device 110 of FIG. 2 is a computing 
system combining both hardware and Software components. 
In other words, the traffic management device of FIG. 2 can 
be regarded a computing system configured to perform some 
functions in hardware and others by executing Software 
instructions stored in memory locations. 

Specifically, the traffic management device 110 of FIG. 2 
includes six general components: a central processing unit 
210, random access memory (RAM) 220, read-only memory 
(ROM) 240, disk storage 250, application specific integrated 
circuits (ASICs) 260, and a network interface unit 270. The 
central processing unit 210 is configured to execute instruc 
tions stored in the random access memory 220 or the read 
only memory 240 to execute the functions of the traffic man 
agement device. The random access memory 220 includes a 
Volatile or non-volatile memory system that stores a plurality 
of programs and/or data retrievable from disk storage 250 or 
otherwise provided to the random access memory 220. 
The random access memory 220 stores programs or sets of 

instructions that include an operating system 222, a load 
balancer 224, a persistence engine 226, program code 228, 
and user programs 230. The operating system 222 facilitates 
the overall function of the traffic management device 100, 
including managing how the traffic management device 110 
interfaces with internal and external devices and processes 
various programs. The load balancer 224, implementations of 
which are described below, distributes client requests for 
services to different resources, such as servers 160-164 (FIG. 
1) with which the traffic management device 110 is associated 
to balance the workload among those resources. The persis 
tence engine 226 directs clients requests already serviced by 
one of the servers 160-164 or are otherwise are to be directed 
to a designated server. The program code 228 and user pro 
gram 230 facilitate other functions, such as monitoring the 
operation of the traffic management device 110 or other func 
tions Supported by the provider of the traffic management 
device 110 or created by a user of the traffic management 
device 110, respectively. 
The read-only memory 240 stores instructions including 

startup routines and other device-specific functions based on 
the architecture of the traffic management device 110. The 
disk storage 250 stores programs and data that will be 
retrieved into or stored from the random access memory 220. 
One or more application specific integrated circuits 260 are 
configured to implement various data communications or 
frequently used functions in hardware. The network interface 
unit 270 provides the connections and control logic to receive 
and transmit data communications over a network and/or to a 
plurality of associated resources. 

Although the traffic management device 110 of FIG. 2 is 
described as a combined hardware and Software system, 
implementations of the present disclosure may be used with 
traffic management devices that are implemented in hard 
ware, Software, or some combination of both. For example, 
the traffic management device 110 may include a plurality of 
Scalable components, including one or more Switching com 
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6 
ponents and one or more control components. For one 
example, the Switching components in Such an implementa 
tion may be exclusively hardware components that receive 
incoming data packets or other data events and, based on 
information associated with the data events, access tables to 
identify a destination to which the data events should be 
routed. If it is determined that a data event is not already 
associated with a destination, the Switching component may 
direct the data event to a control component to determine a 
destination to which the data event should be routed. Regard 
less of how the Switch component is implemented, the control 
component may be implemented in hardware, Software, or a 
combination of hardware and software. 
Benefits and Limitations of Using Multiple Communications 
Servers 

FIG. 3 illustrates a network environment 300 in which a 
traffic management system 310, including a plurality of traffic 
management devices 312-316 or communications servers, 
are used to manage network traffic between clients and serv 
ers. For purposes of simplicity in illustration, however, only a 
single client 320 and a single server 360 are shown in FIG.3. 
A traffic management system 310 employing multiple traf 

fic management devices, including traffic management 
device A 312, traffic management device B314, and traffic 
management device N.316, provides benefits that may not be 
provided by a single traffic management device. For example, 
when network traffic Suddenly increases, a traffic manage 
ment device, such as traffic management device A 312 may 
find it is overloaded with client requests and/or server 
responses. However, when other, parallel communications 
servers, such as traffic management device B314 through 
traffic management device N.316, are available, the overload 
of network traffic can be shared between the traffic manage 
ment devices 312-316 to maintain the efficiency of the col 
lective traffic management system 310. 
As shown in FIG. 4A, using multiple, parallel traffic man 

agement devices also may provide beneficial redundancy in 
the event of device failure. In the network environment 400A, 
one or more clients 420 are in communication with one or 
more servers 460 through a traffic management system 410A 
including multiple traffic management devices 412A-416A. 
Each of the traffic management devices 412A-416A may 
provide backup for one or more of the other traffic manage 
ment devices. If only one traffic management device were 
used as the traffic management system 410A, and that device 
failed, all network traffic between the clients 420 and the 
servers 460 may come to a halt. Thus, it may be desirable to 
employ multiple communications servers or traffic manage 
ment devices. 

Backup may be implemented in a deployment Such as that 
shown in FIG. 3, where each of the traffic management 
devices 312-316 is an active device that continually assists in 
handling network traffic. If one of the traffic management 
devices should fail, for example, traffic management device A 
312, then the load previously managed by traffic management 
device A 312 could be distributed to traffic management 
device B314 through traffic management device N.316. The 
extra load on the remaining functional traffic management 
devices 314-316 may slow the performance of those devices, 
but the traffic management system 310 may be able to con 
tinue to handle the full load of network traffic that ordinarily 
would be handled by a full complement of the traffic man 
agement devices 312-316. 

Alternatively, instead of redistributing traffic among a plu 
rality of active communications servers or traffic manage 
ment devices, as shown in the network environment 400A of 
FIG. 4A, dedicated Standby or backup communications serv 
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ers or traffic management devices may be used to replace an 
active device when it fails. In the case of the traffic manage 
ment system 410A, traffic management device A 412A is 
assigned as the active traffic management device, while one or 
more other traffic management devices, such as traffic man 
agement device B414A through traffic management deviceN 
416A, are dedicated to backup the active traffic management 
device A412A. 
The backup traffic management devices 414A through 

416A may be local or remote backup devices. In the case of a 
local backup device, the local traffic management device B 
414A might reside in the same equipment rack, data center, or 
blade-type system. The local traffic management device B 
414A stands by, ready to take over the traffic management 
load of active traffic management device A 412A if active 
traffic management device A412A should experience a hard 
ware and/or a Software failure and cease to function. 

In addition to or in the alternative to a local backup traffic 
management device, a remote device, such as remote backup 
traffic management device N 416A may be deployed at 
another, physical location. For example, if a power failure or 
similar catastrophe occurred at the site where active traffic 
management device A 412A resides, that same catastrophe 
would likely disable local backup traffic management device 
B 414A and any other local backup devices. Thus, a remote 
backup device. Such as remote backup traffic management 
device N 416A, deployed at another physical location, may be 
able to take over the network traffic of active traffic manage 
ment device A 412A in the event of a large-scale disaster. 

To provide backup for transactions that persist over a series 
of potentially a great many individual requests, mirroring is 
used to allow one of the backup devices to take over and 
continue the transactional load handled by a failed device. 
Using mirroring, a backup device is coupled in parallel with 
the active device it backs up and processes the same requests 
as the active device, only the backup device is not actually 
coupled to the network to communicate with the client. How 
ever, if the active device does fail, the backup device can 
assume control over the transaction and, because the backup 
device has executed the same functions as the previously 
active device, the backup device can continue the transaction 
at the point where the active device failed. 

To take one example, mirroring is effective in transmission 
control protocol (TCP) systems. One or more backup devices 
can mirror the processing of requests in transactions handled 
by an active communications server or traffic management 
device. Thus, taking the example of FIG. 4A, if active traffic 
management device A412A should suddenly fail, then there 
local backup traffic management device B 414A or remote 
backup traffic management device N 416N could take over 
the transaction with the next communication. Thus, without 
having to reinitiate the transaction, one of the backup devices 
414A or 416A could step in for the previously active device 
and continue the transaction from that point. 

However, although mirroring works well with some net 
work protocols, it does not work for all protocols. For 
example, in secure Sockets layer (SSL) protocol, if one 
attempted to employ mirroring to provide backup for SSL 
transactions in the traffic management system 410A, none of 
the backup devices would be able to continue a transaction for 
a failed active communications server. 

FIG. 4B illustrates a network environment 400B similar to 
that of the network environment 400A of FIG. 4A except, in 
the network environment 400B, the clients 420 communicate 
with the traffic management system 410 Busing SSL protocol 
to conduct secured, encrypted communications. Using SSL 
protocol, the client and the communications server or traffic 
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8 
management device will agree on a symmetrical key or secret 
to encrypt and decrypt communications between the entities 
during the course of that transaction. The communications 
server or traffic management device, for example, may use a 
random number generator or similar source of changing val 
ues to yield a value that will be used for creating the key or 
serve as the basis for creating the key. Once the key is created, 
it is presented to the clientina secure communication, such as 
by using public key infrastructure (PKI) protocol. PKI pro 
tocol is generally not used for all of the communications 
because, particularly as compared with symmetric key 
encryption, PKI protocol can be much more computing 
resource intensive. 

Unfortunately, as is understood by those ordinarily skilled 
in SSL protocol, each of the different communications serv 
ers or traffic management devices will generate its own key 
for use in encrypting and decrypting the communications 
with the client. As a result, each of the traffic management 
devices 412B-416B in the traffic management system will, 
essentially, be speaking a different language to the client 420. 
In other words, in communication with active traffic manage 
ment device A 412B, the client 420 and the active traffic 
management device 412B will be in possession of the same 
key and, thus, will be able to decrypt each other's messages. 
However, local backup traffic management device B 414B 
and remote backup traffic management device 416B will have 
selected different keys or secrets that, if either of them had 
been involved in initiating the SSL transaction with the client 
420, would have communicated their own, different keys to 
the client 420. 
Some of the illustrated embodiments, such as FIGS. 1 and 

2, generally show a single traffic management device 110. 
Other illustrated embodiments, such as FIGS. 3, 4A, and 4B, 
generally show multiple traffic management devices within a 
traffic management system 310,410A, 410B. While multiple 
traffic management devices within a traffic management sys 
tem may provide beneficial redundancies, the systems 
described herein may be implemented through separate traf 
fic management devices that are not necessarily contained 
within a traffic management system. For example, it is con 
templated that the methods described herein can be imple 
mented on multiple traffic management devices, such as the 
traffic management device 110 illustrated in FIG. 1 or 2. 

FIG. 5 illustrates in more detail the operation of conven 
tional communications servers or traffic management devices 
operating without the benefit of implementations of the 
present disclosure. In the network environment 500, a traffic 
management system 510 includes three traffic management 
devices 512-516. Each of the traffic management devices 
512-516 includes its own respective value source 572-576, 
each of which generates or presents its own, individual 
respective value 582-586 which would serve as or be used to 
create the symmetrical key to be used in SSL communications 
between that communications server and the client. 

In the network environment 500, active traffic management 
device A512 uses value source A572 to generate or otherwise 
present the value A582 to create a symmetric key to conduct 
an SSL transaction with the client. Because it is the active 
communications server, active traffic management device A 
512 communicates its key, the key 592 being some function of 
A, to the client 520. The client 520 retains the key 592 for use 
during the course of the transaction. 

Seeking to mirror the transaction between the client 520 
and active traffic management device A512, upon initiating 
an SSL handshake, the backup traffic management devices 
514 and 516 will seek to generate their own keys to commu 
nicate with the client. Local backup traffic management 
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device B 514, using its own value source B574, will generate 
value B584, for which the key will be a function of B 594. 
Remote backup traffic management device C 516, using its 
own value source C576, will generate value C 586, for which 
the key will be a function of B 594. Unfortunately, the result 
ing keys 594 and 596 will not be the same as the key 592 
received and used by the client 520. Thus, if active traffic 
management device A512 fails, the backup traffic manage 
ment devices 514 and 516 will not be able to continue the 
transaction that active traffic management device A512 ini 
tiated. The client 520 will have to reinitiate and process the 
transaction from the beginning with the hope that the aborted 
transaction does nothamperor prevent the re-execution of the 
transaction. 

FIGS. 6, 7A, and 7B illustrate alternative implementations 
of handshake mirroring according to implementations of the 
present disclosure. As previously described, SSL mirroring 
between multiple communications servers or traffic manage 
ment devices fails because the active device and backup 
device or devices will generate or otherwise identify different 
security values that form or result in different keys. However, 
if the active device and the backup device or devices each 
used the same security value to serve as the basis for its key, 
then the active device and the backup device or devices would 
use the same key. With the same key, the backup device or 
devices would be able to encrypt and decrypt secure commu 
nications exchanged with the client. Thus, if the active device 
should fail, the backup device or devices would be able to 
continue the transaction from the point at which the active 
device failed. 

FIG. 6 shows a network environment using one implemen 
tation according to the present disclosure to facilitate SSL 
handshake mirroring to allow for device backup in SSL trans 
actions. A traffic management system 610 includes multiple 
communications servers or traffic management devices 612 
616, including active traffic management device A 612 and 
backup devices including local backup traffic management 
device B614 and remote backup traffic management deviceN 
616. As compared to the traffic management devices 512-516 
of FIG. 5, the traffic management devices 612-616 rely on an 
external value source 670. The traffic management devices 
612-616 may physically incorporate their own value sources, 
but the sources may be disabled in favor of using the external 
value Source 670. 
Upon initiating an SSL transaction with a client 620 or 

other network device, such as, for example, a server 720b 
shown in FIG. 7B, the active traffic management device 612 
will seek a value from the external value source 670 which, 
for example, presents value x 680. In contrast to the example 
of FIG. 5, however, the value x 680 presented by the external 
value source 670 is presented not only to active traffic man 
agement device A 612, but is also presented to local backup 
traffic management device B 614 and remote backup traffic 
management device N 616. Because each of the traffic man 
agement devices 612-616 receives the same value x 680, each 
generates the same key as a function of x 690. 
As in the example of FIG. 5, active traffic management 

device A 612, as the active device, will present the key as a 
function of x 690 to the client 620 for use during the course of 
the transaction. However, in contrast to the example of FIG. 5, 
ifactive traffic management device A612 should now fail, the 
backup traffic management devices 614 and 616 hold the 
same key 690 that active traffic management device A 612 
presented to the client during the SSL handshake. 

In other words, because both backup traffic management 
devices 614 and 616 received the same value X 680 as did 
active traffic management device A 612, the backup traffic 
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10 
management devices 614 and 616 can mirror the same SSL 
handshake as was executed between active traffic manage 
ment device A 612 and the client 620. In mirroring the hand 
shake, both backup devices 614 and 616 are in possession of 
the same key 690 as was set to be used in the transaction 
between active traffic management device A 612 and the 
client 620. Thus, if active traffic management device A 612 
should fail during the course of the transaction, the backup 
devices 614 and 616 will be able to continue the transaction at 
the same point and using the same encryption. 

FIG. 7A depicts a network environment 700 using an alter 
native implementation of the present disclosure. The traffic 
management system 710 again includes active traffic man 
agement device A 712 and backup traffic management 
devices 714 through 716. The traffic management devices 
support their own respective value sources 772 through 776, 
as was described with reference to FIG. 5. However, in the 
traffic management system 710, the traffic management 
devices 712-716 do not rely on their own value sources 772 
776 or an external value source as in the example of FIG. 6. 

In the traffic management system 710, the traffic manage 
ment devices 712-716 all rely on the value source of one 
selected traffic management device. As a result, the traffic 
management devices all will rely on the same value and hold 
the same key to communicate with the client. Specifically, in 
the example of FIG. 7A, the traffic management devices 
712-716 will use value source A772 of active traffic manage 
ment device A 712 as the active value source. Active traffic 
management device A712 receives its own value x 782 from 
its own value source 772. However, in this implementation, 
the other traffic management devices 714 and 716 will disable 
or disregard their own value sources 774 and 776, rendering 
them inactive, and receive the same value x 782 from active 
value Source A 772. 
As in the example of FIG. 6, each of the traffic management 

devices 712-716 will derive its key from the same value x 782 
and, thus, derive the same key as a function of x 792a. Active 
traffic management device A 712 will communicate the key 
792a to the client 720, or other network device (e.g., a server), 
for use throughout the rest of the transaction. Having received 
the same value x 782 and thus having mirrored the SSL 
handshake between active traffic management device 712 and 
the client, backup traffic management devices 714 and 716 
will be able to continue the transaction with the client 720a, or 
other network device, if the active traffic management device 
712 should fail. 
Once active traffic management device 712 fails, control 

will pass to the available backup device or one of the backup 
devices according to a pre-established sequence of Succes 
sion. Once active traffic management device 712 fails, pre 
sumably active value source A 772 also will have failed, so 
another value source will be used to generate the security 
value for the next transaction. In one implementation, the 
value Source of whicheverbackup traffic management device 
becomes the active traffic management device will become 
the active value source. However, any available value source 
may be selected as the active value Source as long as the active 
traffic management device and its one or more backup devices 
all recognize the same value source as the active source. 

Referring to FIG. 7B, a portion of the illustrated network 
environment 700b is similar to the portion of the network 
environment 700a illustrated in FIG. 7A, except FIG. 7B 
shows the traffic management system 710 communicating 
with server 720b instead of the client 720, and key 792b is 
shown instead of key 792. Otherwise, the traffic management 
system 710 performs the same steps described above in con 
nection with FIG. 6 and/or FIG. 7A except as just described. 
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In this example, the traffic management system 710 interacts 
with the server 720b instead of the client 720, including 
passing control to a backup device 714 or 716 upon failure of 
the active traffic management device 712 as one example. 

It is contemplated that for certain embodiments, such as, 
for example, FIGS. 6, 7A, and 7B, while the same security 
value can be provided from the value source, an altered value 
can be provided, as well. For example, the value Source can 
alter the security value provided to the communications Serv 
er(s) and network device(s) based on a function known to the 
device(s) receiving the security value. This is illustrated by 
the simple example of the value source incrementing the 
security value by a fixed value and the receiving device (e.g., 
server, client, or other network device) reducing the security 
value by the same fixed value so that each of the active and 
back up devices has the same value. 

It should be noted that these descriptions of Implementa 
tions of the present disclosure make some presumptions. For 
example, it is assumed that the communication servers or 
traffic management devices used will derive the same key 
from the same presented security value. It is also presumed 
that the key will be some function of X. However, implemen 
tations according to the present disclosure are not limited by 
these presumptions. 

For example, the key may not be derived from the security 
value; instead, the value may be used as the key. Alternatively, 
the key may be derived from the security value by extracting 
a portion of the value or by applying a hashing function or 
some other operation to the value. Alternatively, when the key 
is derived from the value, instead of passing the value among 
the communications servers or traffic management devices, 
the key could be distributed among the devices. 

For security purposes, the transmission of the value or the 
key may be sent in a secure transmission, using PKI or 
another protocol. Alternatively, instead of encrypting the 
transmission, the physical communications medium may be 
secured. For example, if the local backup device resides in a 
same rack as the active device, the communications channel 
between the devices may be secured within a locked cabinet 
to prevent interception of keys. 

Implementations of the present disclosure do not rely on 
any particular value source being used. The value Source or 
Sources may include random number generators capable of 
generating a plurality of random numbers. Alternatively, the 
value Sources may include quasi-random number generators 
that generate nearly random numbers. Admittedly, a value 
Source that does not generate truly random numbers may 
exhibit some predictability and, thus, not provide the same 
level of security as a true random number generator. However, 
a quasi-random number generator may provide Sufficient 
security for Some applications. 

In addition, instead of using a number generator, Suffi 
ciently unpredictable, variable values may be derived by mea 
Suring a varying physical condition. For example, a suffi 
ciently granular and sensitive radiation sensor or other sensor 
may continually output a varying measurement that proves to 
be sufficiently random to provide adequate security. Regard 
less of whether the value is generated or otherwise derived, 
the value also could be subject to some function or operation 
that may further randomize or distill the value to present a 
Suitable encryption key. 

Also, while examples illustrating implementations of the 
present disclosure are directed to using SSL protocol for 
conducting secured communications and transactions, imple 
mentations of the present disclosure may be adapted to other 
protocols in which transient keys or secrets are used to facili 
tate secured communications. 
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12 
Exemplary Modes of Handshake Mirroring 

FIGS. 8 and 9 illustrate exemplary modes of handshake 
mirroring to allow a backup communications server or device 
to continue a secure transaction after an active server or 
device has failed. 

FIG. 8 presents a flow diagram 800 describing one exem 
plary mode of conducting a secure transaction with a client 
using handshake mirroring to provide backup for an active 
traffic management device or other active communications 
server. At 810, an active communications server is coupled 
with one or more backup communications servers to allow the 
backup communications server(s) to mirror the active com 
munications device. At 820, a security value is provided to a 
plurality of communications servers. As previously described 
the security value may be used as a key or used to derive a key 
used in conducting secured or encrypted communications 
with at least one client. As previously described, providing 
the security value to the active and backup communications 
serversallows the backup communications server(s) to mirror 
not only the operations of the active server, but to also mirror 
the encryption used by the active server. 
At 830, a secure transaction is initiated between the active 

communications server and the at least one client. The Secu 
rity value is used as the key or the key is derived from the 
value, and the key is used to secure the communication 
between the communications server and the client. At 840, the 
secure transaction with the client is continued. At 850, it is 
determined whether the active communications server has 
failed. If not, the flow diagram loops to 840 to continue the 
secure transaction with the client using the active communi 
cations server. On the other hand, if it is determined at 850 that 
the active communications server has failed, at 860, a backup 
communications server is employed to continue the transac 
tion. The flow diagram then loops to 840 to continue the 
secure transaction with the client. 

FIG. 9 presents a flow diagram 900 describing another 
exemplary mode in which SSL handshake mirroring is used 
to allow for backup of an active communications device. At 
910, a plurality of communications servers configured to 
Support communications using SSL protocol. From the plu 
rality of communications server, an active communications 
server and one or more backup servers will be identified. At 
920, the active communications server is coupled with one or 
more backup communications servers. The backup server or 
servers are configured to mirror the active communications 
device and derive a same key from a same security value. 
Again, the security value may be used as a key or used to 
derive a key used in conducting secured or encrypted com 
munications with at least one client. At 930, a same security 
value is provided to the communications servers. 
At 940, SSL communications are conducted with the at 

least one client, at least initially using the active communica 
tions server. At 950, it is determined whether the active com 
munications server has failed. If not, the flow diagram loops 
to 940 to continue the SSL communications transaction with 
the at least one client using the active communications server. 
On the other hand, if it is determined at 950 that the active 
communications server has failed, at 960, the transaction is 
continued using a backup communications server or servers. 
Again, as previously described, SSL handshake mirroring 
allows the backup device or devices to mirror not only the 
operation of the active device, but also to mirror the encryp 
tion used to allow the backup device to continue a SSL trans 
action even when the active device has failed. 

Although exemplary implementations have been described 
in language specific to structural features and/or method 
ological acts, it is to be understood that the appended claims 
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are not necessarily limited to the specific features or acts 
previously described. Rather, the specific features and acts 
are disclosed as exemplary implementations. 
The invention claimed is: 
1. An active traffic management apparatus, comprising: 
a processor configured to execute program instructions 

stored in a memory comprising: 
obtaining a security value from an internal value source: 
deriving a key from the received security value, the 

deriving comprising extracting at least a portion of the 
security value for use as the key or applying a function 
to at least a portion of the security value to generate 
the key: 

conducting encrypted communications in a session with 
the network device using the derived key derived from 
the security value, the conducting comprising initiat 
ing the encrypted communications with the network 
device by transmitting the key to the network device 
in a secure Sockets layer (SSL) protocol handshake, 
conducting the encrypted communications according 
to the SSL protocol, and transmitting the key to the 
network device using public key infrastructure (PKI) 
encryption; and 

sharing at least one of the key or the security value with 
a backup traffic management apparatus configured to 
mirror the encrypted communications with the net 
work device based on the key and continue to conduct 
the encrypted communications for the session with 
the network device using the key when the active 
traffic management device is unable to conduct the 
encrypted communications with the network device. 

2. The apparatus of claim 1 wherein the network device 
includes one or more client devices and one or more server 
devices wherein the active traffic management apparatus and 
backup traffic management device are interposed between the 
one or more client devices and one or more server devices and 
at least one of the one or more server devices is a communi 
cations server. 

3. A non-transitory computer readable medium having 
stored thereon instructions for secure network communica 
tion mirroring comprising machine executable code which 
when executed by at least one processor, causes the processor 
to perform steps comprising: 

obtaining a security value from an internal value source: 
deriving a key from the received security value, the deriv 

ing comprising extracting at least a portion of the Secu 
rity value for use as the key or applying a function to at 
least a portion of the security value to generate the key: 

conducting encrypted communications in a session with 
the network device using the derived key derived from 
the security value, the conducting comprising initiating 
the encrypted communications with the network device 
by transmitting the key to the network device in a secure 
Sockets layer (SSL) protocol handshake, conducting the 
encrypted communications according to the SSL proto 
col, and transmitting the key to the network device using 
public key infrastructure (PKI) encryption; and 

sharing at least one of the key or the security value with a 
backup traffic management apparatus configured to mir 
ror the encrypted communications with the network 
device based on the key and continue to conduct the 
encrypted communications for the session with the net 
work device using the key when the active traffic man 
agement device is unable to conduct the encrypted com 
munications with the network device. 

4. The medium of claim 3 wherein the network device 
includes one or more client devices and one or more server 
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14 
devices wherein the active traffic management apparatus and 
backup traffic management device are interposed between the 
one or more client devices and one or more server devices and 
at least one of the one or more server devices is a communi 
cations server. 

5. A method for secure network communication mirroring, 
comprising: 

obtaining, with an active traffic management device, a 
security value from an internal value Source; 

deriving, with the active traffic management device, a key 
from the received security value, the deriving compris 
ing extracting at least a portion of the security value for 
use as the key or applying a function to at least a portion 
of the security value to generate the key: 

conducting, with the active traffic management device, 
encrypted communications in a session with the network 
device using the derived key derived from the security 
value, the conducting comprising initiating the 
encrypted communications with the network device by 
transmitting the key to the network device in a secure 
Sockets layer (SSL) protocol handshake, conducting the 
encrypted communications according to the SSL proto 
col, and transmitting the key to the network device using 
public key infrastructure (PKI) encryption; and 

sharing, with the active traffic management device, at least 
one of the key or the security value with a backup traffic 
management apparatus configured to mirror the 
encrypted communications with the network device 
based on the key and continue to conduct the encrypted 
communications for the session with the network device 
using the key when the active traffic management device 
is unable to conduct the encrypted communications with 
the network device. 

6. The method of claim 5 wherein the network device 
includes one or more client devices and one or more server 
devices wherein the active traffic management apparatus and 
backup traffic management device are interposed between the 
one or more client devices and one or more server devices and 
at least one of the one or more server devices is a communi 
cations server. 

7. A backup traffic management apparatus, comprising: 
a processor configured to execute program instructions 

stored in a memory comprising: 
receiving at least one of a key or a security value used to 

derive the key, wherein the key is used by an active 
traffic management device to conduct encrypted com 
munications according to a secure Sockets layer (SSL) 
protocol in a session with the network device and the 
key is derivable by both the active traffic management 
apparatus and the backup traffic management device 
by extracting at least a portion of the security value for 
use as the key or applying a function to at least a 
portion of the security value to generate the key: 

mirroring the encrypted communications with the net 
work device based on the key; and 

continuing to conduct the encrypted communications 
for the session with the network device using the key 
when the active traffic management device is unable 
to conduct the encrypted communications with the 
network device. 

8. The apparatus of claim 7 wherein the network device 
includes one or more client devices and one or more server 
devices wherein the active traffic management apparatus and 
backup traffic management device are interposed between the 
one or more client devices and one or more server devices and 
at least one of the one or more server devices is a communi 
cations server. 
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9. The apparatus of claim 7 wherein the receiving at least 
one of a key or a security value used to derive the key further 
comprises receiving the security value from one of an external 
Security value generator or the active traffic management 
device. 

10. A non-transitory computer readable medium having 
Stored thereon instructions for secure network communica 
tion mirroring comprising machine executable code which 
when executed by a processor, causes the processor to per 
form steps comprising: 

receiving at least one of a key or a security value used to 
derive the key, wherein the key is used by an active traffic 
management device to conduct encrypted communica 
tions according to a secure sockets layer (SSL) protocol 
in a session with the network device and the key is 
derivable by both the active traffic management appara 
tus and the backup traffic management device by 
extracting at least a portion of the security value for use 
as the key or applying a function to at least a portion of 
the security value to generate the key: 

mirroring the encrypted communications with the network 
device based on the key; and 

continuing to conduct the encrypted communications for 
the session with the network device using the key when 
the active traffic management device is unable to con 
duct the encrypted communications with the network 
device. 

11. The medium of claim 10 wherein the network device 
includes one or more client devices and one or more server 
devices wherein the active traffic management apparatus and 
backup traffic management device are interposed between the 
one or more client devices and one or more server devices and 
at least one of the one or more server devices is a communi 
cations server. 

12. The medium of claim 10 wherein the receiving at least 
one of a key or a security value used to derive the key further 
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comprises receiving the security value from one of an external 
security value generator or the active traffic management 
device. 

13. A method for secure network communication mirror 
ing, comprising 

receiving, with a backup traffic management device, at 
least one of a key or a security value used to derive the 
key, wherein the key is used by an active traffic manage 
ment device to conduct encrypted communications 
according to a secure sockets layer (SSL) protocol in a 
session with the network device and the key is derivable 
by both the active traffic management apparatus and the 
backup traffic management device by extracting at least 
a portion of the security value for use as the key or 
applying a function to at least a portion of the security 
value to generate the key: 

mirroring, with the backup traffic management device, the 
encrypted communications with the network device 
based on the key; and 

continuing, with the backup traffic management device, to 
conduct the encrypted communications for the session 
with the network device using the key when the active 
traffic management device is unable to conduct the 
encrypted communications with the network device. 

14. The method of claim 13 wherein the network device 
includes one or more client devices and one or more server 
devices wherein the active traffic management apparatus and 
backup traffic management device are interposed between the 
one or more client devices and one or more server devices and 
at least one of the one or more server devices is a communi 
cations server. 

15. The method of claim 13 wherein the receiving at least 
one of a key or a security value used to derive the key further 
comprises receiving the security value from one of an external 
security value generator or the active traffic management 
device. 
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