A2

0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
14 June 2001 (14.06.2001)

PCT

O 000 OO R

(10) International Publication Number

WO 01/42990 A2

(51) International Patent Classification”:

GO6F 17/30

(21) International Application Number: PCT/US00/42745

(22) International Filing Date:
12 December 2000 (12.12.2000)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:

09/532,483

13 December 1999 (13.12.1999) US

(71) Applicant: INKTOMI CORPORATION [US/US]; 66 B
Street, Needham, MA 02194 (US).

(72) Inventors: ABBOTT, Freeland; 37 Berkeley Street, Ar-
lington, MA 02174 (US). LARA, Marco; 21 Wildes Road,
Topsfield, MA 01983 (US). NEOGI, Depankar; 14 Car-
olyn Road, Wilmington, MA 01887 (US). HARDY, Geoff;
Apartment 1, 138 Sycomor Street, Somerville, MA 02145
(Us).

(74) Agent: HEFFAN, Ira, V.; Testa, Hurwitz & Thibeault,
LLP, High Street Tower, 125 High Street, Boston, MA
02110 (US).

(81) Designated States (national): AE, AG, AL, AM, AT, AU,

AZ,BA, BB, BG, BR, BY, BZ, CA, CH,CN, CR, CU, CZ,

DE, DK, DM, DZ, EE, ES, FI, GB, GD, GE, GH, GM, HR,

HU, ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC, LK, LR,

LS, LT, LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ,

NO, NZ, PL, PT,RO, RU, SD, SE, SG, SI, SK, SL, T1, TM,

TR, TT, TZ, UA, UG, UZ, VN, YU, ZA, ZW.

(84) Designated States (regional): ARIPO patent (GH, GM,

KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian

patent (AM, AZ, BY, KG, KZ,MD, RU, TJ, TM), European

patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE,

IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF,

CG, CI, CM, GA, GN, GW, ML, MR, NE, SN, TD, TG).

Published:

Without international search report and to be republished
upon receipt of that report.

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.

(54) Title: CONTENT COLLECTION

=2 (57) Abstract: In a web service system with one or more web servers, a system and method for distributing content directly from
each web server to a single computer transfers files generated on web servers to a central location for access by a system operator. If
files generated by multiple web servers are aggregated on a single computer, processing and analysis can be performed on all of the
~~ files. Generally, in one aspect, the invention relates to a system and method for transmitting content from one computer to another in
a web service system. The web service system includes web servers that provide web pages in response to web page requests. First
and second web server agents provide an interface between the web service system and first and second computers, respectively. The
first web server agent runs on the first computer and identifies at least a portion of a file for transmission to the second web server
agent running on the second computer in the web service system. At least a portion of the file from the first web server agent is
transmitted to the second web server agent and then stored by the second web server agent.

=



WO 01/42990 PCT/US00/42745

CONTENT COLLECTION

Cross-Reference to Related Applications

This claims priority to and the benefit of Provisional U.S. Patent Application Serial No.
60/117,674, filed January 28, 1999, and it is a continuation-in-part of each of the following Non-
Provisional U.S. Patent Applications: Serial No. 09/086,821, filed May 29, 1998; Serial
No. 09/086,836, filed May 29, 1998; Serial No. 09/086,874, filed May 29, 1998; Serial
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incorporated herein by reference.

Technical Field

This invention relates to managing multiple web servers, and more particularly to a web

service system that allows a system operator to collect content from each web server to a single

computer in the web service system.

Background Information

In a computer network environment, web servers are used to respond to users’ web page
requests, which are transmitted over the computer network. Web page requests, also referred to
as content requests, typically are made by a browser running on a user’s computer. A web server
monitors one or more camputer network address/port endpoints for web page requests and
responds to the web page requests by transmitting web pages to the requester. Web servers may
be special purpose devices, or they may be implemented with a software program running on a
general purpose computer. The service capacity of a web server limits the number of web page
requests that may be received and responded to in a given time interval.

A web service system may include one web server or more than one web server.
Generally, when a web service system includes more than one web server, the web service
system is designed so that the multiple web servers each respond to web page requests.
Typically, a user’s web page request is directed towards one of the web servers, and that web
server responds to that web page request. It is also typical for web service systems designed to
receive a large number of web page requests to include many web servers.

In general, in a system with multiple web servers, a system operator or operators manage
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the content offered by the various web servers. A system operator may sometimes wish to access
the data that has been generated and stored on each web server. For example, a system operator
may want to access the web server log files generated by each web server. This can be difficult

and time-consuming, because it can be awkward to gather and access files located on different

computers.

Summary of the Invention

In a web service system with one or many web servers, a system and method for
distributing content directly from each web server to a single computer is useful to a system
operator. For example, it is often desirable to transfer files generated on web servers to a central
location for access by a system operator. If files generated by multiple web servers are
aggregated on a single computer, processing and analysis can be performed more easily on all of
the files.

Generally, in one aspect, the invention relates to a system and method for transmitting
content from one computer to another in a web service system. The web service system includes
web servers which provide web pages in response to web page requests. First and second web
server agents provide an interface between the web service system and first and second
computers, respectively. The first web server agent runs on the first computer and identifies at
least a portion of a file for transmission to the second web server agent running on the second
computer. At least a portion of the file from the first web server agent is transmitted to the
second web server agent and then stored by the second web server agent.

In one embodiment, the file is identified, transmitted, and stored in its entirety. In another
embodiment, the file is identified, transmitted, and stored repeatedly. In yet another
embodiment, the method includes identifying a portion of the file that was not previously
transmitted. In still another embodiment, the method includes identifying a portion of the file
that contains content added subsequent to any previous identification. In another embodiment,
the method also includes executing a computer program that operates on the file. In another
embodiment, the file to be transmitted is a log file containing information about user requests to
the on or more web servers in the web service system.

In general, in another aspect, the invention relates to a method for transmitting content
from one computer to another in a web service system. A first web server agent running on a
first computer in the web service system determines that a first file with a first name was

renamed to a second name such that the first file has the second name and a second file has the
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first name. The first file having the second name is then identified. A second web server agent
runs on a second computer and is notified that the first file was renamed. At least a portion of
the first file is transmitted from the first web server agent to the second web server agent. The
second file having the first name is identified and a portion of the second file is transmitted from
the first web server agent to the second web server agent.

In general, in yet another aspect, the invention relates to a method for transmitting content
from one computer to another in a web service system. The web service system provides web
pages in response to web page requests. A first web server agent provides an interface between
the web service system and a first computer. The first web server agent runs on the first
computer, and identifies and runs a computer program. The output of the computer program is
then transmitted from the first web server agent to a second web server agent running on a
second computer, and the output is then stored by the second web server agent.

In general, in still another aspect, the invention relates to a method for transmitting
content from one computer to another in a web service system. A first web server agent provides
an interface between the web service system and a first computer. The first web server agent
runs on the first computer and identifies at least a portion of a file for transmission to a second
web server agent running on a second computer. The identified portion of the file is transmitted
from the first web server agent to the second web server agent. The second web server agent
provides the received portion of transmitted file as input to a computer program.

In general, in still another aspect, the invention relates to a method for transmitting
content from one computer to another in a web service system. A first web server agent provides
an interface between the web service system and the first computer. The first web server agent
runs on a first computer and identifies and runs a computer program. The output of the computer
program is then transmitted from the first web server agent to a second web server agent running
on a second computer. The second web server agent provides the received portion of transmitted
file as input to a computer program.

In general, in still another aspect, the invention relates to a method for transmitting
content from one computer to another in a web service system. A first web server agent runs on
a first computer and provides an interface between the web service system and the first computer.
The first web server ageﬁt identifies at least a portion of a file for transmission to a second web
server agent running on a second computer. The first computer transmits at least the portion of

the file from the first web server agent to the second web server agent. The second computer
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includes a storage medium for storing, by the second web server agent, at least the portion of the
transmitted file.

In general, in still another aspect, the invention relates to a computer program embodied
on a computer-readable medium. The computer program includes an identification code segment
for identifying, by a first web server agent running on a first computer in a web service system, at
least a portion of a file for transmission to a second web server agent running on a second
computer. The web service system includes web servers that provide web pages in response to
web page requests. The first and second web server agents each provide an interface between the
web service system and the first and second computers, respectively. The computer program
also includes a transmitting code segment for transmitting at least the portion of the file from the
first web server agent to the second web server agent.

The foregoing and other objects, aspects, features, and advantages of the invention will

become more apparent from the following description.

Brief Description of the Drawings

In the drawings, like reference characters generally refer to the same parts throughout the
different views. Also, the drawings are not necessarily to scale, emphasis instead generally being
placed upon illustrating the principles of the invention.

FIG. 1 is a block diagram of an embodiment of a web service system according to the
invention.

FIG. 2 is more detailed block diagram of an embodiment of a web service system.

FIG.3isa ﬂowc-hart of file transfer according to an embodiment of the invention.

FIG. 4 is a flowchart of file portion transfer according to another embodiment of the

invention.
FIG. 5 depicts file rotation.

FIG. 6 is a flow chart of file transfer which detects file rotation (FIG. 5) according to an

embodiment of the invention.

Description

A system for serving web pages has a plurality of web servers and provides a system
operator with features and tools to coordinate the operation of multiple web servers. The system
might have only one web server, but typically it includes more than one. The system can manage

traffic by directing web page requests, which originate, generally, from web browsers on client
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computers, to available web servers, thus balancing the web page request service load among the
multiple servers. The system can collect data on web page requests and web server responses to
those web page requests, and provides reporting of the data as well as automatic and manual
analysis tools. The system can monitor for specific events, and can act automatically upon the
occurrence of such events. The events include predictions or thresholds that indicate impending
system problems. The system can include crisis management capability to provide automatic
error recovery, and to guide a system operator through the possible actions that can be taken to
recover from events such as component failure or network environment problems. The system
can present current information about the system operation to a system operator. The system can
manage content replication with version control and data updates. Some or all of this
functionality can be provided in specific embodiments.

Referring to FIG. 1, an embodiment of a web service system 90 receives web page
requests from a browser 1. In this context, a web page is electronic content that can be made
available on a computer network 2 in response to a request. An example of a web page is a data
file that includes computer executable or interpretable information, graphics, sound. text, and/or
video, that can be displayed, executed, played, processed, streamed, and/or stored and that can
contain links, or pointers, to other web pages. Requests typically originate from web browsers 1
and are communicated across a communications network 2. In one embodiment, the
communications network 2 is an intranet. In another embodiment, the communications network
2 is the global communications network known as the Internet. A browser 1 can be operated by
users to make web page requests. Browsers 1 can also be operated by a computer or computer
program, and make requests automatically based on the computer’s programming. The web page
requests can be made using hypertext transfer protocol (“http”) format, and also can be made
using other protocols that provide request capability.

Referring to FIG: 2, an embodiment of a web service system 90, includes various
components 100-126. The components communicate over one or more computer networks.

The physical location of the components does not impact the capability or the performance of the
system, as long as the communications links between the various components have sufficient
data communication capability. The web service system 90 can function across firewalls of
various designs, and can be configured and administered remotely.

The web service system 90 manages one or more hosts 100. Two hosts 100 are shown as

an example. An embodiment of the web service system 90 can have any number of hosts 100.
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Each host 100 can be a computer system commercially available and capable of using a multi-
threaded operating system such as UNIX or WINDOWS NT™. Each host 100 can have at least
one network connection to a computer network, for example the Internet or an intranet, or any
other network, that allows the host 100 to provide web pages in response to web page requests.
Each host 100 includes at least one web server 102.

The web server 102 can be any web server that serves web pages in response to web page
requests received over a computer network. Two examples of such web servers are
commercially available as the NETSCAPE ENTERPRISE SERVER, available from Netscape
Communications Corporation of Mountain View, California and the MICROSOFT INTERNET
INFORMATION SERVICES SERVER, available from Microsoft Corporation of Redmond,
Washington. The web server 102 is capable of receiving web page requests 113 from web
clients, also referred to as browsers and/or web page requesters. A web page request 113 from a
browser is also referred to as a content request, or from the point of view of a web server, as a
“hit.” Often the web page requests are part of a series of communications with the web server
102 involving several requests and responses. One such series, referred to as a session, is an
extended interaction with the web server. A shorter interaction, for example the purchase of an
item, is referred to as a transaction. A session could involve several transactions. The user
interacts with a web server 102 by making an initial request 113 of the web server 102, which
results in the web server 102 sending a web page in response. The web page can contain
information, and also, or alternatively, pointers to other requests that the user can make of the
web server 102 or, perhaps, other web servers. Sometimes the requests are for information that
must be retrieved from a database, and sometimes the request includes information to be stored
in a database. Sometimes the request requires processing by the web server 102, or interaction
with another computer system. Sophisticated web servers and browsers can interact in various
ways.

An aggregation of related web pages presented to a user as a set of web pages about a
related topic, or from a particular source, usually, but not always from the same web server 102,
is referred to as an application. One example of an application is a set of pages providing
information about a company. Another example of an application is a series of pages that allow
a user to conduct transactions with her savings bank. Two sets of web pages may be considered
a single application, or they can be considered two separate applications. For example, a set of

web pages might provide information about a bank, and a customer service set of web pages
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might allow transaction of business with the bank. Whether a set of web pages is considered to
be one application or several applications is a decision made by the application designer. The
web service system 90 is capable of delivering one or more applications to users. The web
service system 90 can be configured so that some subset of the web servers 102 exclusively serve
a single application. In one embodiment, some web servers 102 serve a subset of the available
applications, and other web servers 102 serve other applications. In another embodiment, all
web servers 102 serve all available applications.

The web pages that are presented to the user in response to web page requests 113 from
the user’s web browser can be stored on the host 100 file system or on another file system
accessible to the web server 102. Some or all of the web page content can be generated by the
web server 102 by processing data available to the web server 102. For example, for web pages
that are documents about a topic, the web pages can be created (designed) and stored in the web
server 102 file system. In response to a web page request, such a web page can be sent to the
user just as it is stored in the file system. In a banking transaction system, however, it is likely
that information about the user’s bank account will be stored in a database. The web server 102
can generate a web page containing the user’s account information by making database requests
each time the user requests the page. Often, web pages are stored partially in the file system, and
partly are generated by the web server 102 when the request is made.

Various techniques are used to store status information, also referred to as the “state” of a
user’s session with the web server 102. The user can develop a state during her interaction with
the web server 102 via the requests made to the web server 102 and the web pages received in
response to those requests. The user’s state can, as one example, include information identifying
the user. As another example, the state can include information specifying web pages the user
has already requested, or the options the user has selected in her interaction with the system. As
another example, the state can include items the user has selected for purchase from a
commercial sales application. Generally some information about or identifying the state of the
session is stored in the client web browser, for example as a cookie that identifies the user to the
web service system 90, and some information can be stored in the web server 102.

Each web server 102 can generate and maintain a log file of all the requests 113 for web
pages made to the web server, the web server responses to these requests, as well as of various
events occurring during the web server’s operation, such as a status of computer programs

running on the server, component failures or network environment problems. In addition, each
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web server 102 is capable of receiving other information from a browser, and storing it on the
host 100.

A host 100 can have any number of web servers 102 running on it, depending on host
capacity, performance, and cost considerations. In one embodiment, the host 100 includes one
web server 102. In other embodiments, a host includes more than one web server 102. The one
web server 102 on the host 100 in FIG. 2 is a simplified illustrative example and is not intended
to limit the number of possible web servers that could run on a host. Each web server 102
monitors at least one network address and port, also referred to as an endpoint. A particular
address and port is called an endpoint because it is a virtual endpoint for communication. A
network connection is made between one address/port endpoint and another. The web server 102
receives requests directed to one of its endpoints and responds to those requests with data in the
form of web pages.

A web server 102 that accepts requests at multiple network address/port endpoints can
perform as if it were a plurality of distinct web servers 102 even though it is actually
implemented as one web server 102. Such a web server is referred to as a multiple endpoint web
server. For the purposes of this discussion, a multiple endpoint web server can be described as if
it were in fact multiple web servers 102 with each web server 102 receiving requests on a
network address/port endpoint. In one embodiment, such a multiple endpoint web server has one
web server interface 104 that is the interface for all of the multiple endpoints.

Each web server 102 can have associated with it a web server interface 104. The web
server interface can be a plug-in, filter, or other software associated with the web server 102 that
serves as an interface between the web server 102 and other components of web service system
90. In this context, the term web server interface is distinct from the network interface that can
be present on the host 100. For example, the web server 102 has a web server interface 104.
Each web server interface 104 on a host 100 can communicate with an agent 106.

Each host 100 includes an agent 106. The agent 106 provides a web service system 90
interface with the host 100, serving as an intermediary between the manager 110 and any other
software running on host 100, including the operating system. The agent 106 links the web
server interface 104 (if present) with the web service system 90. The agent 106 also links the
host 100 with the web service system 90. In one embodiment, the agent 106 is implemented in
software using the JAVA programming language. The agent 106 can run in the background. On

a UNIX system it can run as a deamon, on WINDOWS NTT™ it can run as a service. Even on a
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host that has multiple web servers, there is generally only one agent 106 running on the host 100,
however it is possible to have more than one. Each agent 106 has access to a database 108,
which contains information about the system components.

The agent 106 communicates with the one or more web servers 102 on a host 100 via the
web server interface 104 associated with each web server 102. The web server interface 104
provides the agent 106 with information about the web page requests received from users, and
the pages sent in response to the requests.

In one embodiment, communication from the web server interfaces 104 to the agent 106
takes place over shared memory channel. The agent 106 reserves shared memory, and the web
server interfaces 104 are able to write data into the shared memory. This has the advantage of
being faster than using sockets, and allows the agent 106 to receive data from all web server
interfaces 104 at one buffer. This communication link could also be implemented with sockets
or other interprocess communication.

The agent 106 on a host 100 communicates with a web service system manager 110. The
manager 110 receives information from the agents 106 about the status of the hosts 100 and the
web servers 102. The manager 110 can send commands to the agents 106 to configure the hosts
100, to start, stop, or pause the web servers 102, and to manage the load on the web servers 102.
The manager 110 has access to a logging database 114 that is used for logging system activity
and events. The manager 110 also has access to a managed object database 112, used for storing
information about the various components of the system. The manager 110 is also in
communication with one or more consoles 116A-116X, generally referred to as 116. The
consoles 116 provide a user interface for the system operator. The system operator can monitor
the status of the system and configure the system via a console. The manager 110 can be run on
the same host 100 as other web service system 90 components, such as one of the web servers
102 or a traffic manager 120, or on another computer of sufficient capacity.

The agents 106 have the capability to communicate directly with each other, as shown by
link 127. In one embodiment, communication takes place over a TCP/IP socket, opened from a
first one of the agents 106 to a second agent 106. Messages can be sent on that socket to
communicate files and i1.1formation about files. In one configuration the first agent 106 may not
be able to open a socket to the second agent 106, because of a firewall between them. In one
such embodiment, the first agent 106 opens a socket to the manager 110. The first agent 106

sends a message, via the manager 110, requesting that the second agent 106 open a socket to the
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first agent 106. The manager passes on this request to the second agent 106, and the second
agent 106 opens a socket to the first agent 106. The first agent 106 can then use this socket to
send messages to the second agent.

In one embodiment, the communication protocol allows a first agent 106 to transfer an
entire file to the second agent 106. It also allows the first agent 106 to transfer a portion of a file
to the second agent 106 to be appended to a file on the second agent. It also allows the first agent
106 to instruct the second agent 106 to rename a file on the second agent. It also allows the first
agent 106 to delete a file on the second agent.

In one embodiment, the manager 110 communicates with a traffic manager 120, also
referred to as an interceptor. A traffic manager 120 directs web page requests 113 to a web
server 102. It is not necessary for a web service system to include a traffic manger 120, or any
particular type of traffic manager 120. In one embodiment, the traffic manager 120 receives
information and commands from the manager 110. The traffic manager 120 also receives
information and commands from a traffic manager control program 122. The traffic manager
control program can be on the same computer system as the traffic manager 120, or alternatively
it can run on another system. The traffic manager 120 receives web page requests 113 and refers
the requests to one of the web servers 102. In one embodiment, the traffic manager 120 sends a
message to browser in response to the web page request, referring the browser to one of the web
servers 102. The browser then makes the request 113 directly to the web server 102.
Alternatively, the traffic:manager may pass the request through to the web server 102, and pass
the response back to the browser (not shown in the figure).

Part of the management capability of the web service system 90 is accomplished by
monitoring the web page requests made of the web servers 102 and the resulting load on the web
servers 102 and the hosts 100. Web page requests can be directed to balance the load among the
web servers 102. In one embodiment, the traffic manager 120 is the point of first contact for a
user. The traffic manager 120 receives a web page request from a user and “refers” the user’s
web browser to an appropriate web server 102 for that request. The user’s web browser is
referred by responding to the web page request with a referral to a web page on an appropriate
web server 102, This referral capability can be accomplished with a capability incorporated into
the hypertext transfer protocol, but can also be accomplished in other ways. The user may or
may not be aware that the web browser has been referred to an appropriate web server 102. The

user accesses the application on that web server 102 and receives responses to its web page
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request from that web server 102. In one embodiment, if a web server 102 becomes overloaded,
that web server 102, under the direction of the manager 110, can refer the user back to the traffic
manager 120 or to another web server 102 capable of delivering the application.

The traffic manager 120 receives requests from users and redirects the user’s requests to
web servers 102. In one embodiment, the traffic manager 120 is used to direct all users to one
web server 102, such as another traffic manager 120 or a single endpoint. In this manner, the
traffic manager 120 acts as a shunt, meaning it directs all requests directed towards one or more
web servers on a host to another web server 102. In another embodiment, the traffic manager
120 receives status information from the manager 110 and uses that information to redirect users.
The status information includes server availability and load, administrator’s changes, and
application or web server 102 start and shut down actions. The traffic manager 120 is designed
for speed and security. The traffic manager 120 is often the front door to the system, and so its
performance affects the perceived performance of the entire web service system 90. It may be
useful to locate the traffic manager 120 as close, in the network topology sense, to the backbone
as possible. It is then necessarily the most exposed component of the web service system 90.

In one embodiment, the traffic manager 120 is implemented in hardware. In another
embodiment, the traffic manager 120 is a software program running on a host computer. In one
software embodiment, the traffic manager 120 is a standalone program that runs on a server-class
computer capable of running a multi-threaded operating system. Under UNIX, for example, the
traffic manager 120 can run as a daemon. Under WINDOWS NT™, the traffic manager 120 can
run as a service.

In another embodiment, the traffic manager 120 is an internet protocol bridge or router
that directs requests made to one endpoint to the endpoint belonging to a web server 102. In this
way, the traffic manager 120 directs the web page requests to one or more web servers 102. An
example of such a traffic manager is the LOCALDIRECTOR available from Cisco Systems, Inc.
of San Jose, California. In yet another embodiment, the traffic manager 120 is a web switch,
such as a CONTENT SMART WEB SWITCH available from Arrowpoint Communications, Inc.
of Westford, Massachusetts. The traffic manager 120 receives each web page request and, based
on the request, directs the request to a web server.

In one embodiment, the web service system 90 also includes a version controller, also
referred to as a content distributor 125. In this context, a content distributor 125 manages version

and content replication, and may provide content updates for the various web servers 102 in the
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web service system 90. A system operator interface to the content distributor 125 is provided by
a content control 126. In one embodiment, the content distributor 125 and the content control
126 are each a stand-alone process that operates on the host 100. In another embodiment, the
content distributor 125 and the content control 126 operate on the same host as the manager 110.
In still other embodiments, content distributor 125 and the content control 126 operate on other
hosts. The content distributor 125 and the content control 126 can operate on the same host, or
on a different host. In other embodiments, the content distributor 125 is incorporated into the
functionality of the manager 110, or other components of the system 90.

Referring to FIG. 3, in an embodiment of the web service system just described, a file is
identified on a web server 102 (STEP 500) by an agent 106, referred to as the transmitting agent.
The file can be any type of file, and contain any type of content. A file can be identified in
various ways. A file can be identified manually by the system operator, for example by
identifying the file system path and file name. A file can be identified by a computer, for
example by matching a set of predefined attributes to all files (or a set of files) until a match is
found. The file that matches the predefined attributes is then identified. The file may be the
output from a predefined application program, system utility, JAVA class, or other process. In
one embodiment, the identified file is the output from such a computer program which is
streamed directly to the agent.

Optionally, the identified file may be processed (STEP 501). The identified file may be
provided as input to an application program, operating system utility, JAVA class, or other
process, for processing. The processing may modify the format of the file, compress the file,
substitute addresses in one format for another (e.g. resolve IP addresses into DNS names), or
otherwise prepare the file for transmission, or extract information from the file.

In one embodiment, the agent is implemented in JAVA, and the identification,
processing, and transmission functions are implemented as JAVA methods. A system operator
can provide a JAVA class other than the default to implement additional functions. If the system
operator provides a JAVA class other than the default, that JAVA class is used. This allows the
agent to, for example, use the output from a process instead of an input file, perform various
types of processing, or use a particular communications protocol for transmission.

Either with or without processing, the file is transmitted to a receiving computer (STEP
502). The receiving computer can be one of the hosts 100, the content distributor 125, or another

computer in the web service system 90. The receiving computer could be selected by a system
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operator before a particular file transmission, or the same receiving computer can be used for all
transmissions. In one embodiment, transmission is accomplished using the agent-agent protocol
described above. In other embodiments, file transmission can be accomplished with various
other protocols.

The file is received by an agent, referred to as a receiving agent, which is running on the
receiving computer (STEP 503). Optionally, the file is processed by the receiving computer
(STEP 504). For example, the received file may be provided as input to an application program,
operating system utility, JAVA class, or other process. The processing can include converting
the transmitted file into a different file format, uncompressing the file, and so on. The processing
can include incorporating the data from the transmitted file into a database. The processing can
include incorporating the data from the transmitted file into a file that includes data from files
from more than one host.

Either with or without processing, whichever is the case, the received file is stored by the
receiving computer (STEP 505). The file can be stored in the receiving computer’s file system
with the same name as the file had on the transmitting computer’s file system. The file can also
be stored with a different name, for example with a file name that includes the name of the
transmitting computer. In another embodiment, the file storage is accomplished by providing the
file as the input to an application program, system utility, JAVA class, or other process.

In one embodiment, the agent is implemented in JAVA, and the receiving, processing,
and storage functions are implemented as JAVA methods. A system operator can provide a
JAVA class other than the default to implement additional functions. If the system operator
provides a JAVA class other than the default, that JAVA class is used. This allows the agent to,
for example, use a particular protocol for communication, perform various types of processing,
or provide output to a process instead of a file.

In one embodiment, a system operator configures a “job,” which is a one-time or
repeating transfer that takes place at a particular time or time interval. The specification of a job
includes: the job name, which is an identifier assigned by the system operator for easy
recognition of the job; the source host, which is the name of the host on which the transmitting
agent is operating; the source filename, which is the file system path and file name; a
transmitting computer program identifier, which is (in one embodiment) a JAVA class that is
either the default or a class provided by the system operator; a schedule, which may be a time or

time interval, or require manual initiation; attributes, including whether the source file is
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continuously updated and whether it is a rotated file (as described with reference to FIG. 4 and
FIG. 5), and, for example, whether the file should be compressed before it is transmitted; the
destination host, which is the host on which the receiving agent is running; the destination file
name, which is the file system path and file name; and a receiving computer program identifier,
which is a JAVA class that is either the default or a class provided by the system operator.

When an agent 106 is started, it scans all pending jobs, determining which files on the
web server 102 need to be transmitted according to the defined schedules. At the appropriate
time, the agent 106 attempts to connect an agent on the receiving host. Once the connection to
the receiving agent is initiated, the file may be processed by the source agent (e.g. compressed if
the job is configured for compression), transmitted to the receiving agent, processed by the
receiving agent (e.g. uncompressed if so configured), and installed into the destination location.
In another embodiment, after being transmitted to a receiving agent and uncompressed, the file is
fed into a computer program for processing, and the result is then stored on the receiving
computer.

Referring to FIG. 4, some files may be continuously updated as time passes. An example
of a file that is continuously updated is a log file, which is a running record of events and/or
status reported by a computer program such as a web server or operating system. Often, such
files are updated as events occur, periodically to record status, or both. Often, such a file is
updated by an application that makes changes to a file by appending some event or status
information to the end of a file.

In one embodiment, if the job attributes indicate that the file is continuously updated, the
system can take appropriate action. For example, the portion of the file (if any) that has not been
previously transmitted i; identified (STEP 510). If no changes have been made, no further action
is taken. This determination can be accomplished by storing the length of a file that was
previously transmitted, and identifying any appended portion (i.e. changes) included in the file
since the previous transmission.  After the changes to the file are identified in STEP 510,
optionally, the changes are processed (STEP 511) as described above with regard to STEP 501 of
FIG. 3, and transmitted (STEP 512) to a receiving computer. Optionally, the receiving computer
processes the received data (STEP 513) in the manner described above with regard to STEP 504
of FIG. 3. For example the file changes can be processed for inclusion in the file (for example
decompressed) or processed for inclusion in a database or other aggregation of data. Either after

or without processing of STEP 514, the changes are stored (STEP 515). In one embodiment. the
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changes are made to the copy of the changed file that is located on the receiving computer. In
another embodiment, the changes are stored in a separate file. In another embodiment the
changes are provided to a computer program, as described above.

Referring to FIG. 5, in some systems, a web server or other application will “rotate” or
rename files that are continuously updated. For example, a file that is continuously updated may
be renamed from its first, original name to a second name. A new file is given the original name
and this new file is updated from that time forward. In other words, the renamed file becomes an
archive, and the new file receives the continuous updates. This technique often is used for log
files, because it prevents the files from growing infinitely long, and makes it possible to identify
the file in which particular data might be located.

For example, still referring to FIG. 5, a web server log file called “SERVER.LOG” 517A
is periodically renamed with a name that includes the date every day at noon. When the file is
renamed, a new file with the original name “SERVER.LOG” 518B, 519C is created. Thus, in
this example, on November 1, 1999, the “SERVER.LOG” file 517A is renamed to
“SERVER.LOG-01-11-99” 517B to indicate that the log was renamed on November 1, 1999. A
new “SERVER.LOG” file 518B is created at that time. This new “SERVER.LOG” file 518B
receives the continuous updates from noon on November 1, 1999 until 11:50am on November 2,
1999. At noon on November 2, 1999, the “SERVER.LOG” file 518B created on November 1,
1999, and which now contains the changes since noon on November 1, 1999, is renamed to
“SERVER.LOG-02-11-99” 518C. A new, empty “SERVER.LOG” file 519C is created at that
time. This new “SERVER.LOG” file 519C is updated for the next twenty-four hours, and so on.
The log file rotation may take place at any regular time interval, such as a number of days,
weeks, months or years, or may take place when a file reaches a certain size.

Referring to FIG. 6, in one embodiment, if the job attribute indicates that a file may be
rotated, an agent determines that rotation occurred, and transfers the file data accordingly.
Changes from the rotated file that were not previously transmitted are transmitted, and changes
from the new file are transmitted as well.

First, the file is iaentiﬁed (STEP 520) as before. The agent determines if the identified
file is the same file as the agent accessed previously, in other words, the agent determines if
rotation has occurred (STEP 521). For example, on a UNIX system, the file system assigns
inodes to files in the file system; when a file is changed it is given a new inode number. On a

UNIX system, the agent can determine if a file has rotated by determining whether the file has
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the same inode number. If the file has a different inode number, rotation has occurred. On
systems using other operating systems, such as WINDOWS NT™, where the file system does
not use inodes, another mechanism, such as comparing creation or modification date of the
current file with the previous version, must be used. For simplicity of description in the
following discussion, the original file that is renamed is referred to as the first file, and the newly
created empty file is referred to as the second file.

If file rotation has taken place, the agent identifies the first file (STEP 522), which was
renamed. In one embodiment, this occurs by searching for all files that have the same prefix
characters as the original file, and determining which of the files is the most recent. for example
by comparing the inode, creation or modification date, or initial contents of the file to recorded
known values of the first file. If they match, the candidate file is identified as the first file. In
another embodiment, the identification occurs by searching for all files that have the same suffix
characters as the original file.

Having identified the previous file (STEP 522), the agent determines whether changes
(updates) to the file were made since the last transmission. If changes were made, they are
identified (STEP 523). The changes optionally are processed (STEP 524) as described above,
and the either processed or unprocessed changes are transmitted to the receiving agent (STEP
525). The receiving agent receives the changes (STEP 526) and may process the changes (STEP
527). The receiving agent stores the either processed or unprocessed changes (STEP 528) as
described above. The receiving agent is notified about the new file name (STEP 529). In one
embodiment, the notification is an instruction to rename the file so that it has the same name as
the renamed file on the transmitting host. Having been notified of the name change, the
receiving agent renames the file. The transmitting agent determined what changes from the first
source file name were made, and the same changes are made to the first destination file name,
thus renaming the destination file. Note that if it was determined (in STEP 523) that changes
were not made to the previous file, no changes are transmitted (STEP 525), received (STEP 526),
or stored (STEP 528), and processing continues at STEP 529. In either case, the second file is
identified (STEP 530).

If rotation was detected in STEP 521, the second file is identified (STEP 530), and if
rotation did not occur, the first file is identified (STEP 520). In either case, processing continues
as in FIG. 4, and changes to the file are identified (STEP 531). If rotation occurred, the entire

file is a “change.” If rotation did not occur, then changes since the last transmission are
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identified. Optionally, the changes are processed (STEP 532) as described above. The (processed
or unprocessed) changes are transmitted to the receiving agent (STEP 533). The receiving agent
receives the changes (STEP 534), and optionally processes the changes (STEP 535) as described
above. The (processed or unprocessed) changes are stored by the receiving agent (STEP 536),
also as described above.

Although the method is described as steps occurring in a particular order, the order of the
steps can vary, and some steps, such as the transmitting and receiving steps, may occur
simultaneously. Also, while the file transfer has been described with reference to one
transmitter, and one receiver it should be clear that it can be extended so that two or more
transmitting agents each can communicate files to a single receiving agent using the above
methods. The receiving agent thus becomes a centralized store of all the files from the
transmitting agents.

For example, referring to FIG. 7, in one embodiment, a number of the hosts 550-1, 550-2,
550-3, 550-4, 550-5, generally 550, in a distributed system each communicate files to one host
550-1. Again, the number of hosts 550 shown in the figure is for demonstrative purposes only,
and is not intended to limit the invention to any particular number of hosts. The distributed
system may be the web service system of FIG. 2, or it can be another type of web service system,
another type of service system (for example a file service system), or can be any system that
includes multiple hosts 550. Each host 550 includes an agent 556-1, 556-2, 556-3, 556-4, 536-5,
generally 556. The agents 556 can be the agents 106 as described above, which provide an
interface to the web service system 90, or in other systems the agents can have other functions in
addition to content collection. Alternatively, the agents 556 can be agents 556 used solely for the
purpose of content collection.

Each host 550 includes a file system 553-1, 553-2, 553-3, 553-4, 553-5, generally 553.
The file systems 553 are accessible by the agents 556. The file systems 553 can be implemented
on media used for temporary and permanent data storage, for example a hard disk, floppy disk.
removable disk, optical disk, RAM, ROM, FLASH ROM, CD-R, CD-RW, and so on. The file
system is generally implemented by the operating system running on the host 550. The file
system may be physically part of the host 550, or accessible to and in communication with the
host 550 over a serial bus, communications network or other such link.

In the distributed system, each of the agents 556-2, 556-3, 556-4, 556-5 communicates

files to one of the agents 556-1 using at least one of the methods described above. Each of the
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agents has content collection jobs assigned to it. When the agent is started, it determines which
of the content collection jobs are to be executed and scheduled, and executes and schedules the
Jobs as appropriate. When a job is executed, content collection is performed using one or more
of the methods of FIG. 3, FIG. 4, and FIG. 5. In the way, some subset (or all) of the files stored
on the file systems 553-2, 553-3, 553-4, 553-5 are replicated on the receiving host’s 550-1 file
system 553-1. As described above, the transfer may involve processing, file data conversion,
integration of the file data into a table or database, or other changes. The result is that the files
on the hosts 550 are all collected onto a single system. The system operator then only needs to
look in one place to access the files from the various hosts 550.

Variations, modifications, and other implementations of what is described herein will
occur to those of ordinary skill in the art without departing from the spirit and the scope of the
invention as claimed. Accordingly, the invention is to be defined not by the preceding
illustrative description but instead by the spirit and scope of the following claims.

‘What is claimed is:
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Claims

1. A method of transmitting content, comprising the steps of:

identifying, by a first web server agent running on a first computer in a web service
system, at least a portion of a file for transmission to a second web server agent running on a
second computer in the web service system, the web service system providing web pages in
response to web page requests, the first and second web server agents each providing an interface
between the web service system and the first and second computers respectively;

transmitting at least the portion of the file from the first web server agent to the second
web server agent; and

storing, by the second web server agent, at least the portion of the transmitted file.

2. The method of claim 1 wherein:

the identifying step comprises identifying the entirety of the file;

the transmitting step comprises transmitting the entirety of the file; and

the storing step comprises storing, by the second web server agent, the entirety of the
transmitted file.

3. The method of claim 1 further comprising the step of repeating the identifying,
transmitting, and storing steps.

4. The method of claim 3 wherein the identifying step comprises the step of
identifying a portion of the file that was not previously transmitted.

5. The method of claim 1 further comprising the step of repeating the identifying,
transmitting, and storing steps, and wherein the identifying step comprises the step of identifying
a portion of the file containing content added subsequent to any previous identifying step.

6. The method of claim 1, further comprising, before the identifying step, the step of
executing a program that operates on the file.

7. The method of claim 1, wherein the identifying step comprises identifying, by the
first web server agent, at least a portion of the file, which comprises a log file about user requests
to the web server.

8. A method of transmitting content, comprising the steps of:

determining, by a first web server agent running on a first computer in a web service
system, that a first file with a first name was renamed to a second name such that the first file has
the second name and a second file has the first name, the web service system providing web

pages in response to web page requests;
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identifying the first file having the second name;

notifying a second web server agent running on a second computer in the web service
system that the first file was renamed;

transmitting at least a portion of the first file from the first web server agent to a second
web server agent;

identifying the second file having the first name;

transmitting a portion of the second file from the first web server agent to the second web
server agent.

9. A method of transmitting content, comprising the steps of?

identifying, by a first web server agent running on a first computer in the web service
system, a computer program, the web service system providing web pages in response to web
page requests, the first web server agent providing an interface between the web service system
and the first computer;

running, by the first web server agent, the computer program;

transmitting the output of the computer program from the first web server agent to a
second web server agent running on a second computer in the web service system; and

storing by the second web server agent, the computer program output.

10.  The method of claim 9 wherein:

the identifying step comprises identifying the entirety of the file;

the transmitting step comprises transmitting the entirety of the file; and

the storing step comprises storing, by the second web server agent, the entirety of the
transmitted file. '

11.  The method of claim 9 further comprising the step of repeating the identifying,
transmitting, and storing steps.

12. The method of claim 11 wherein the identifying step comprises the step of
identifying a portion of the file that was not previously transmitted.

13. The method of claim 9 further comprising the step of repeating the identifying,
transmitting, and storing steps, and wherein the identifying step comprises the step of identifying
a portion of the file containing content added subsequent to any previous identifying step.

14. The method of claim 9, further comprising, before the identifying step, the step of
executing a program that operates on the file.

15. The method of claim 9, wherein the identifying step comprises identifying, by the
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first web server agent, at least a portion of the file, which comprises a log file about user requests
to the web server.

16. A method of transmitting content, comprising the steps of:

identifying, by a first web server agent running on a first computer in a web service
system, at least a portion of a file for transmission to a second web server agent running on a
second computer in the web service system, the web service system providing web pages in
response to web page requests, the first web server agent providing an interface between the web
service system and the first computer;

transmitting at least the portion of the file from the first web server agent to the second
web server agent; and

providing by the second web server agent, the received portion of transmitted file as input
to a computer program.

17. A method of transmitting content, comprising the steps of:

identifying, by a first web server agent running on a first computer in the web service
system, a computer program, the web service system providing web pages in response to web
page requests, the first web server agent providing an interface between the web service system
and the first computer;

running by the first web server agent the computer program;

transmitting the output of the computer program from the first web server agent to a
second web server agent running on a second computer in the web service system; and

providing by the second web server agent, the received portion of transmitted file as input
to a computer program.

18. A system for transmitting content, comprising the steps of:

a first web server agent running on a first computer in a web service system, the web
service system providing web pages in response to web page requests, the first web server agent
providing an interface bétween the web service system and the first computer, the first web
server agent identifying at least a portion of a file for transmission to a second web server agent
running on a second computer in the web service system, the first computer comprising a
transmitter for transmitting at least the portion of the file from the first web server agent to the
second web server agent; and wherein the second computer comprises a storage medium for
storing, by the second web server agent, at least the portion of the transmitted file.

19. A computer program for transmitting content embodied on a computer-readable
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medium, comprising:

an identification code segment for identifying, by a first web server agent running on a
first computer in a web service system, at least a portion of a file for transmission to a second
web server agent running on a second computer in the web service system, the web service
system providing web pages in response to web page requests, the first and second web server
agents each providing an interface between the web service system and the first and second
computers respectively;

a transmitting code segment for transmitting at least the portion of the file from the first

web server agent to the second web server agent.
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