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HTTP/1.1 302 Redirect

Location: https://A.com/B
Set-Cookie : Name = value; S?cure
Content-Length = 0

HTTP/1.1 202 OK

HTTP/1.1 302 Redirect

Set-Cookie : Name = value; Secure
Content-Length = 12

Message body
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Server

Handshake with vulnerable AES-GCM cipher

Data exchange within record layer

HTTP Request

HTTP/1.1 ... Set-Cookie : name=value

7ecure; ... Content-Length : ...

tag;
| tagi.y

HTTP/1.1 ... Set-Cookie : name=value

tag;

| Secure; ... Content-Length : ...

| tagis

Modified HTTP Response

HTTP Response

Ciphertext fragment

Modified by attacker
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EWS

- Based on vulnerable O-RTT server

@ [ Serrer ][Attalcker] @

Handshake with same session key ( fail to derive fresh session key in 0-RTT )

| |

Replay HTTP requests until attacker’s connection has more fragments of response

HTTP Request Replay HTTP Request
_{ HTTP/1.1 202 OK Content-Type : ... | tagi. |
| HTTP/1.1 ... Set-cookie : name=value | tag; | /// HTTP Response
| HTTP/1.1 202 OK Content-Type : ... | tag,, :*
HTTP Response Ciphertext fragment

Replayed by attacker

EH6

HTTP/1.1 202 OK

Date: Sun, 10 Oct 2017 23:26:07 GMT
Set-Cookie: Name=value; Secure; HttpOnly
Content-Type: text/html
Content-Length: 20

Header-MD5 : YzgdZjgxMjQzOTcONGVhMD. ..

HTTP content message
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