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MASTER KEY ENCRYPTION FUNCTIONS FOR TRANSMITTER-
RECEIVER PAIRING AS A COUNTERMEASURE TO THWART KEY
RECOVERY ATTACKS

BACKGROUND

Field
[0001] Various features relate to the protection of keys in a key pairing exchange,
and more particularly to improving security algorithms that employ self-inverting

operations.

Background

[0002] High-bandwidth Digital Content Protection (HDCP) is an encryption
protocol for copy-protected video content and is incorporated into digital video
connection interfaces to block unauthorized transmission and reproduction of such
content. With the release of HDCP versions 2.0 and 2.1, HDCP became interface-
independent, and can be applied to any two way digital transmission between sources
and displays, wired or wireless, compressed or uncompressed. The HDCP protocol
comprises three phases: authentication, content encryption, and renewability.

[0003] During the authentication phase, encrypted messages and public keys are
exchanged between an HDCP transmitter and an HDCP receiver to determine the
receiver’s identity and eligibility to accept protected content. If authentication is
deemed successful, the transmitter proceeds to a content encryption phase. The
transmitter encrypts protected audio and/or video (A/V) content using a master key K,
(i.e., pairing master key) typically generated as part of a key exchange protocol in the
authentication phase.

[0004] However, some receivers may be computationally limited and may not
include or have write access to non-volatile storage/memory, thereby preventing the
receiver from generating and/or storing the master key K. Without knowledge of the
master key K,,, the receiver is unable to decrypt the encrypted A/V content.

[0005] FIG. 1 illustrates an example of the authentication phase between a

transmitter device 102 and a receiver device 104. A transmitter device 102 is
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provisioned with a public key Kpub-tx and corresponding private key Kpri-tx.
Similarly, the receiver device 104 is provisioned with or generates a public key Kpub-rx
and corresponding private key Kpri-rx 108 along with a receiver secret key Ky 110.
During the authentication stage (which includes a key exchange), the transmitter device
102 sends its public key Kpub-tx to the receiver device 104 and the receiver device 104
sends 112 its public key Kpub-rx to the transmitter device 102. Note that, where the
receiver device 104 does not include non-volatile memory, the public key Kpub-rx,
corresponding private key Kpri-rx, and receiver secret key K, may be generated by the
receiver device 104 for a particular power cycle or session.

[0006] In this security system, the transmitter device 102 may be provisioned with
master keys corresponding to each receiver device. However, in some instances there is
no corresponding master key for a receiver device (e.g., the receiver device does not
have non-volatile memory). Consequently, the receiver device 104 may receive a
message from the transmitter device 102 indicating that it does not have the master key
K. corresponding to the receiver device.

[0007] As a result, transmitter device 102 may provide a master key K,, to the
receiver device 104. The transmitter device 102 encrypts 116 the master key K, with
the receiver’s public key Kpub-rx and generates a nonce m 118. The encrypted master
key and nonce Expuw-x(Km , nonce m) are sent 120 to the receiver device 104. The
receiver device 104 then decrypts 122 the encrypted master key and nonce m using its
private key Kpriv-rx. The nonce m may be used to generate an initialization vector
(IV). The receiver device 104 then encrypts 124 the master key K, using its own secret
key Ky, the received nonce m, and using an Advanced Encryption Standard (AES) block
cipher. For example, the AES block cipher may be AES-128 (Advanced Encryption
Standard 128 bit algorithm) in counter (CTR) mode:

Encrypt K =Egh, m(Km) = AESctR Mode[Knl(m)@ Ky .
[0008] The receiver device 104 then sends this encrypted master key Exn m(Kyn) to
the transmitter device 102. This encrypted master key Exy m(Kpn) may be stored by the

transmitter device 102 and used for subsequent handshakes between the transmitter
device 102 to the receiver device 104. At subsequent handshakes, the transmitter device

102 sends 127 the encrypted master key E(Ky)(K,,) with the nonce m, so that the
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receiver device 104 can decrypt it and verify that it is the same encrypted master key the
receiver previously sent, thereby authenticating the transmitter.

[0009] The HDCP 2 protocol (versions 2.0 and 2.1) has a vulnerability by which a
Man-In-The-Middle (MITM) (intercepting device 128) can intercept 130 the
transmission 127 involving the master key K between the transmitter device 102 and

the receiver device 104 and abuse the receiver device 104 to decrypt this master key Ky,
However, the transmitted Egp m(Kgy) 127, is just the XOR of the mast key Ky, with

the receiver’s secret K;, and the nonce m. An attacker would intercept this transmission
127 of E(Kn)(K.), initiate its own session 132 with the receiver device 104. The
intercepting device 128 poses as a transmitter in this new session.

[0010] The intercepting device 128 may receive 132 the receiver devices’s public
key Kpub-rx and uses to encrypt the intercepted encrypted master key Exn m(Km) and
nonce m 136 for transmission 138 to the receiver device 104. The receiver device 104
then decrypts 140 Expub-rx(Exn, m(Km), m) using its private key Kpriv-rx. The receiver
device 104 then encrypts Exn m(Kny) using its receiver secret key Ky and nonce m as

follows:

Encrypt EKnh, m (EKh, m(Km)) =AES[Kal(m)®(EKh, m(Km))

= AES[Kp](m) @AES[Kh](m) D Km=Kum.

[0011] The receiver device 104 the sends then back 144 E(K,)(E(Kpn)(Km)) which is
just K. Consequently, the intercepting device 128 is able to obtain the master key Kn
due to the self-inverting nature of the encryption used by the receiver device 104. With
the master key Ky, the intercepting device 128 may be able to decode encrypted content
that the transmitter device 102 may send to the receiver device 104.

[0012] Therefore, an improved security measure is needed that prevent an
intercepting device from exploiting the weaknesses of the encryption used by the

receiver device.
SUMMARY

[0013] A method operational on a receiver device for exchanging and/or generating
security keys is provided. The receiver device may include a receiver public key Kpub-
rx and a receiver private key Kpri-rx, which may be a cryptographic key pair pre-stored

at the receiver device. Additionally, the receiver device may also include a secret key
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Kh is pre-stored in the receiver device and is unknown to a transmitter device. The
receiver public key Kpub-rx, the receiver private key Kpri-rx, and the secret key Kh
may be generated and utilized only between power cycles of the receiver device or
during a session.

[0014] The public key Kpub-rx may be sent/transmitted from the receiver device to
the transmitter device. A first encrypted master key Km is received from a transmitter
device, where the first encrypted master key Km secured by a receiver public key Kpub-
rx. The first encrypted master key Km may then be decrypted with a receiver private
key Kpri-rx to obtain the master key Km. The receiver device may store the master key
Km in a volatile storage device only between power cycles of the receiver device or
during a session. The master key Km is then encrypted by the receiver device using a
block cipher that applies a receiver secret key Kh to obtain a second encrypted master
key. The second encrypted master key is then sent to the transmitter device. At a
subsequent time, the second encrypted master key may be received at the receiver
device from the transmitter device as part of a process in which the transmitter device is
to deliver protected content to the receiver device.

[0015] In one example, the block cipher may include a plurality of distinct round
keys generated from the secret key Kh. For instance, the block cipher may be a Luby-
Rackoff cipher implementing an unbreakable function in each round. The function may
be one of an Advance Encryption Standard (AES)-128 function and a Secure Hash
Algorithm (SHA)-256 function.

[0016] In one implementation, the master key Km may be used within a High-
bandwidth Digital Content Protection (HDCP) encryption protocol for copy-protected
video content.

[0017] A receiver device is also provided comprising a communication circuit, a
non-volatile storage device, and a processing circuit. The communication circuit may
serve to communicate with a transmitter device. The non-volatile storage device may
serve to pre-store the secret key Kh, where the secret key Kh is unknown to the
transmitter device.

[0018] The processing circuit adapted to: (a) send the public key Kpub-rx from the
receiver device to the transmitter device; (b) receive a first encrypted master key Km
from the transmitter device, the first encrypted master key Km secured by the receiver

public key Kpub-rx; (¢) decrypt the first encrypted master key Km with the receiver

4
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private key Kpri-rx to obtain the master key Km; (d) encrypt the master key Km using a
block cipher that applies a receiver secret key Kh to obtain a second encrypted master
key; (e) send the second encrypted master key to the transmitter device; and/or (f)
receive the second encrypted master key from the transmitter device at a subsequent
time as part of a process in which the transmitter device is to deliver protected content
to the receiver device.

[0019] Another method operational on a receiver device is provided for exchanging
and/or generating security keys. The receiver device may include a receiver public key
Kpub-rx and a receiver private key Kpri-rx, which may be a cryptographic key pair pre-
stored at the receiver device. Additionally, the receiver device may also include a secret
key Kh is pre-stored in the receiver device and is unknown to a transmitter device. The
receiver public key Kpub-rx, the receiver private key Kpri-rx, and the secret key Kh
may be generated and utilized only between power cycles of the receiver device or
during a session.

[0020] The receiver device may send the public key Kpub-rx to the transmitter
device as well as a receiver nonce rx. The receiver device may receive a transmitter
nonce 1 from the transmitter device. A first encrypted master key Km and a master
nonce m may also be received from the transmitter device, wherein the first encrypted
master key Km is secured by the receiver public key Kpub-rx, and the master nonce m
is a function of both the transmitter nonce t and the receiver nonce r. The receiver
device may then decrypt the first encrypted master key Km with a receiver private key
Kpri-rx to obtain the master key Km. The master key Km may be encrypted using a
receiver secret key Kh and the master nonce m within an Advanced Encryption
Standard (AES) block cipher to obtain a second encrypted master key. The second
encrypted master key may be sent by the receiver device to the transmitter device.
[0021] Subsequently, a new instance of the transmitter nonce 1y, may be received as
part of a new session. Additionally, the second encrypted master key may also be
received along with the master nonce m. The receiver device may verify that the master
nonce m is a function of the new instance of the transmitter nonce ry the receiver nonce
I'x prior to proceeding with the new session.

[0022] If the master nonce m is not based on the receiver nonce ri , then the

receiver device may terminate the new session.
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[0023] The receiver may device may store the master key Km in a volatile storage
device only between power cycles of the receiver device or during a session. The
master key Km may be used within a High-bandwidth Digital Content Protection
(HDCP) encryption protocol for copy-protected video content.

[0024] A receiver device is also provided comprising a communication circuit, a
non-volatile storage device, and a processing circuit. The communication circuit may
serve to communicate with a transmitter device. The non-volatile storage device may
serve to pre-store the secret key Kh, where the secret key Kh is unknown to the
transmitter device.

[0025] The processing circuit may be adapted to: (a) send the public key Kpub-rx
from the receiver device to the transmitter device; (b) transmit a receiver nonce ry to a
transmitter device; (c) receive a transmitter nonce ry from the transmitter device; (d)
receive a first encrypted master key Km and a master nonce m from the transmitter
device, wherein the first encrypted master key Km is secured by the receiver public key
Kpub-rx, and the master nonce m is a function of both the transmitter nonce t and the
receiver nonce r; (e) decrypt the first encrypted master key Km with the receiver
private key Kpri-rx to obtain the master key Km; (f) encrypt the master key Km using a
receiver secret key Kh and the master nonce m within an Advanced Encryption
Standard (AES) block cipher to obtain a second encrypted master key; (g) send the
second encrypted master key to the transmitter device; (h) receive a new instance of the
transmitter nonce i, as part of a new session; (i) receive the second encrypted master
key along with the master nonce m; and/or (j) verify that the master nonce m is a
function of the new instance of the transmitter nonce ry- the receiver nonce rx prior to

proceeding with the new session.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] Various features, nature and advantages may become apparent from the
detailed description set forth below when taken in conjunction with the drawings in
which like reference characters identify correspondingly throughout.

[0027] FIG. 1 illustrates an example of the authentication phase between a

transmitter device and a receiver device.



WO 2014/159689 PCT/US2014/024756

[0028] FIG. 2 illustrates a first approach in which encryption of a master key K, at
a receiver device is done using an AES cipher rather than an AES cipher in counter
mode.

[0029] FIG. 3 illustrates a second approach in which encryption of a master key K,,
at a receiver device is done using a block cipher rather than an AES cipher in counter
mode (which is considered a stream cipher).

[0030] FIG. 4 is a block diagram illustrating an example of a Feistel cipher which is
an example of a block cipher.

[0031] FIG. 5 is a block diagram illustrating a receiver device adapted to securely
generate a master key according to the approach of FIG. 3.

[0032] FIG. 6 illustrates a method operational in a receiver device to securely
generate a master key according to the approach of FIG. 3.

[0033] FIG. 7 (comprising FIGS. 7A and 7B) illustrates a third approach in which
each of a transmitter device and receiver device are provisioned to transmit nonce r
and receive nonce 1y, respectively.

[0034] FIG. 8 is a block diagram illustrating a receiver device adapted to securely
generate a master key according to the approach of FIG. 7.

[0035] FIG. 9 illustrates a method operational in a receiver device to securely

generate a master key according to the approach of FIG. 7.

DETAILED DESCRIPTION

[0036] In the following description, specific details are given to provide a thorough
understanding of the various aspects of the disclosure. However, it will be understood
by one of ordinary skill in the art that the aspects may be practiced without these
specific details. For example, circuits may be shown in block diagrams in order to avoid
obscuring the aspects in unnecessary detail. In other instances, well-known circuits,
structures and techniques may not be shown in detail in order not to obscure the aspects
of the disclosure.

[0037] The word “exemplary” is used herein to mean “serving as an example,
instance, or illustration.” Any implementation or aspect described herein as
“exemplary” is not necessarily to be construed as preferred or advantageous over other
aspects of the disclosure. Likewise, the term “aspects” does not require that all aspects

of the disclosure include the discussed feature, advantage or mode of operation.
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Overview

[0038] One approach to overcome the security weaknesses discussed above is to
change the encryption function used by the receiver device for sending the master key
Kin back to the transmitter device. However, this may be constrained by the limited
processing capabilities of some receiver devices (e.g., receiver devices that do not
include or have access to non-volatile storage/memory, thereby preventing the receiver
from generating and storing keys).

[0039] Various exemplary methods are disclosed to improve security of
authentication protocols in which cryptographic keys are derived between a transmitter
device and a receiver device. In one example, such exemplary methods may be
applicable to authentication protocol used by High-bandwidth Digital Content
Protection (HDCP) for copy-protected video content distribution.

[0040] Generally, solutions are provided where a receiver device which implements
an encryption algorithm that is not the inverse of its decryption algorithm. That is, by
avoiding purely self-inverting encryption/decryption operations, the risk of exposing the
master key K,, is mitigated.

[0041] A first method implements an Advanced Encryption Standard (AES) algorithm
for encrypting at the receiver device. Plain AES (instead of counter mode) is very fast,
simple, and effective, but has the disadvantage of potentially requiring additional
hardware at the receiver device.

[0042] A second method uses the primitives that are already required by the HDCP 2
specification and uses them in a block cipher (e.g., Luby-Rackoff construction cipher) to
provide a cipher that is not the inverse of itself. This method is a bit slower (due to the
block cipher) but requires no additional primitives to be implemented.

[0043] These first two methods keep interoperability with the HDCP 2 specification
and require no change to transmitter devices.

[0044] A third method alters the way an initializing vector (IV) for the AES counter
mode cipher is computed to encrypt a master key K,,. Hence this method may require

changes to both the receiver and transmitter devices.
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First Exemplary Solution

[0045] FIG. 2 illustrates a first approach in which encryption of a master key K, at a
receiver device is done using an AES cipher rather than an AES cipher in counter mode.
An AES cipher may be a cipher based on a substitution-permutation network that
transforms plaintext to ciphertext, and vice versa, over multiple rounds. An AES cipher
in counter mode successively encrypts values of a “counter”, where such counter can be
any function which produces a sequence which is guaranteed not to repeat for a long
time.

[0046] In the approach illustrated in FIG. 1, the receiver device 104 only uses AES
encryption but not AES decryption since all decryptions by the receiver device 104 are
done using the receiver’s cryptographic keys (Kpub-rx, Kpri-rx). In one example, such
receiver device may include an encryption device (e.g., to implement AES cipher in
counter mode) but no decryption device. Thus, the receiver device’s cryptographic keys
(Kpub-rx, Kpri-rx) are used for decryption.

[0047] In the approach illustrated in FIG. 2, a receiver device 204 is provided with
AES encryption and AES decryption capabilities which it may use to obtain a master
key K., as part of a cryptographic key exchange with a transmitter device 202. In FIG.
2, instead of using a self-inverting XOR operation with the master key K,,, the master
key Ky, is used within the AES, not just XORed. So, even if an intercepting device 128
intercepts the transmission 227 and tries to resend 138 the encrypted master key K, to
the receiver device 204, the receiver device 204 no longer generates K, when it tries to
encrypt 242 the encrypted master key Exn(Kn). As illustrated here, in step 244 the
intercepting device 128 no longer gets the master key K., but a doubly encrypted
master key Exn(Exn(Km)) which it cannot use to decode or access anything.

[0048] If recciver device includes programmable firmware, this solution does not
need any additional hardware to implement both encryption (at step 224) and decryption
(at step 231) using AES. Otherwise, the receiver device must include hardware to
perform AES decryption which makes the die area of a semiconductor larger. Another
drawback to this solution is that many receiver devices have limited computational

capabilities, making implementation of AES decryption undesirable.

Second Exemplary Solution
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[0049] FIG. 3 illustrates a second approach in which encryption of a master key K,, at
a receiver device is done using a block cipher rather than an AES cipher in counter
mode (which is considered a stream cipher). Stream ciphers encrypt bits of information
one at a time (i.e., operate on 1 bit of data at a time). A stream cipher may include a
state machine that outputs one bit of information at each state transition. This stream of
output bits is commonly called a running key. Block ciphers encrypt information by
breaking it down into (fixed size) blocks (e.g., pluralities of bits) and encrypting data in
each block. Block cipher encryption usually includes multiple rounds of bit shifts,
XORs, permutations, and substitutions of plaintext and key bits. Stream ciphers are
faster and smaller to implement than block ciphers, however, they have an important
security gap. If the same key stream is used, certain types of attacks may cause the
information to be revealed.

[0050] In this second approach, AES encryption is only used as the building block for
a block cipher by which the receiver device can encrypt and decrypt in a non-inverting
manner. In one example, the block cipher may be based on a Luby-Rackoff cipher
(Feistel network/cipher) with 3 or 4 rounds.

[0051] FIG. 4 is a block diagram illustrating an example of a Feistel cipher which is
an example of a block cipher. As illustrated in FIG. 4, the right-side Ro...,:1 of
“plaintext” (e.g., master key Ky,) is used as an input to a function F which output is then
XORed with the left-side Ly...,+1 of the “plaintext” (e.g., master key K;,,) over multiple
rounds. The left-side and right side are inverted or swapped on each round. The
function F may be, for example, Advance Encryption Standard (AES)-128 or Secure
Hash Algorithm (SHA)-256, with different round keys ko, ki, ... k, which may be
chosen as different 64-bit sections of the receiver’s secret key K. In a Luby-Rackoff
cipher, it is assumed that the function F is unbreakable, so 3 or 4 rounds would be
sufficient to secure the master key K.

[0052] Depending on the relative performance of AES-128 and SHA-256, it may be
useful to define the round function of the Feistel network as the low 64-bits of SHA-256
of the input XORed or concatenated with the corresponding round key ko, ki, ... kq
(padded with zeros).

[0053] Another variant combines different round functions in the Feistel network,
using various combinations of AES with round keys and SHA-256 with the input pre-
XORed with the corresponding round key.

10
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[0054] In this manner, the encryption capabilities of the receiver device 304 is used to
provide both encryption and decryption capabilities.

[0055] In FIG. 3, instead of using a self-inverting XOR operation with the master key
K, the master key K, is used within a Luby-Rackoff cipher (LR Cipher), not just
XORed. So, even if an intercepting device 128 intercepts the transmission 327 and tries
to resend 138 the encrypted master key K, to the receiver device 304, the receiver
device 304 no longer generates Ky, when it tries to encrypt 342 the encrypted master key
Exn(Kam). As illustrated here, in step 344 the intercepting device no longer gets Ky, but
a doubly encrypted key Exn(Exn(Ky)) (i.e., doubly encrypted using an Luby-Rackoff
cipher) which it cannot use to decode or access anything. Note that in the first
encryption operation, at step 324, the Luby-Rackoff cipher is applied over the master
key K., while on the second encryption operation, at step 342, the Luby-Rackoff cipher
is applied over the encrypted master key Exn(Kn).

[0056] FIG. 5 is a block diagram illustrating a receiver device adapted to securely
generate a master key according to the approach of FIG. 3. The receiver device 500
may include a processing circuit 502 coupled to a communication circuit 518, a volatile
memory device 504, and/or a non-volatile memory device 506. The communication
circuit 518 may serve to communicate to and/or from a transmitter device.

[0057] The volatile memory device 504 may serve to store information generated
during a session (or between power cycles), such as a master key K, 512, but cannot
store information between power cycles.

[0058] The non-volatile memory device 506 may be, for example, flash memory
which retains information between power cycles. In some implementations, the non-
volatile memory device 506 may be read-only memory or may not be accessible for
write/storage operations to the processing circuit 502. In some implementations, the
non-volatile memory device 506 may store a receiver public/private cryptographic key
pair 516 and/or a receiver secret key Ky, 514.

[0059] The processing circuit 502 may include an encryption circuit 510 and/or a
decryption circuit 508. The encryption circuit 510 and/or a decryption circuit 508 may
serve, for example, to perform an authentication exchange and/or a key exchange with a
transmitter device. Such authentication and/or key may exchange may permit the
receiver device to access encrypted content sent by the transmitter device (via the

communication circuit 518).

11
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[0060] In one example, the processing circuit may be adapted to send the public key
Kpub-rx from the receiver device to the transmitter device (via the communication
circuit 518). Note that the receiver public/private key pair 516 may be pre-
generated/pre-stored within the non-volatile memory device 506. Alternatively, the
processing circuit 502 may be adapted to dynamically generate such receiver
public/private key pair 516. In response, the receiver device 508 may receive (via the
communication circuit 518) a first encrypted master key Km from a transmitter device.
As received, the first encrypted master key Km may be secured by the receiver public
key Kpub-rx. The decryption circuit 508 may then decrypt the first encrypted master
key Km with the receiver private key Kpri-rx to obtain the master key Km. The
encryption circuit 510 may then encrypt the master key Km using a block cipher using a
secret key Kh to obtain a second encrypted master key. The processing circuit may then
send the second encrypted master key to the transmitter device (via the communication
circuit 518).

[0061] At a subsequent time, the second encrypted master key may be received from
the transmitter device as part of a process in which the transmitter device is to deliver
protected content to the receiver device 500.

[0062] FIG. 6 illustrates a method operational in a receiver device to securely
generate a master key according to the approach of FIG. 3. This method may be
implemented, for example, by one or more components of the receiver device 500 of
FIG. 5 for exchanging and/or generating security keys.

[0063] The receiver device may obtain (e.g., from non-volatile memory) or
dynamically generate a receiver public key Kpub-rx, a receiver private key Kpri-rx pair,
and a secret key Kh 602. The receiver public key Kpub-rx and receiver private key
Kpri-rx may be a cryptographic key pair pre-stored at the receiver device. The secret
key Kh may be pre-stored in the receiver device and is unknown to the transmitter
device. In one example, the receiver public key Kpub-rx, the receiver private key Kpri-
%, and the secret key Kh are generated and utilized only between power cycles of the
receiver device or during a session.

[0064] The receiver device may send the public key Kpub-rx from the receiver
device to the transmitter device 604. In response, the receiver device may receive a first
encrypted master key Km from the transmitter device, the first encrypted master key

Km secured by the receiver public key Kpub-rx 606. The receiver device may then
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decrypt the first encrypted master key Km with the receiver private key Kpri-rx to
obtain the master key Km 608. The receiver device may then encrypt the master key
Km using a block cipher that applies a receiver secret key Kh to obtain a second
encrypted master key 610. The second encrypted master key may then be sent to the
transmitter device 612. At a subsequent time, the receiver device may receive  the
second encrypted master key from the transmitter device as part of a process in which
the transmitter device is to deliver protected content to the receiver device 614.

[0065] The receiver device may store the master key Km in a volatile storage device
only between power cycles of the receiver device or during a session. In one example,
the master key Km may be used within a High-bandwidth Digital Content Protection
(HDCP) encryption protocol for copy-protected video content.

[0066] In one example, the block cipher may include a plurality of distinct round
keys generated from the secret key Kh. For instance, the block cipher may be a Luby-
Rackoff cipher implementing an unbreakable function in each round. The function may
be one of an Advance Encryption Standard (AES)-128 function and a Secure Hash
Algorithm (SHA)-256 function.

Third Exemplary Solution

[0067] FIG. 7 (comprising FIGS. 7A and 7B) illustrates a third approach in which
each of a transmitter device 702 and receiver device 704 are provisioned to transmit
nonce 1y and receive nonce ry, respectively. The transmitter device 702 and receiver
device 704 exchange their nonces rx 715 and 1, 717. The master nonce m is then
independently generated 718/719 by the transmitter device 702 and receiver device 704,
respectively.

[0068] In this example, the master nonce m is a function of both ry and rx. This
allows the receiver device 704 to check whether a transmitter (e.g., transmitter device
702 or intercepting device 128) is sending the correct master nonce m during a
handshake. For instance, in one example the master nonce m = (ry, ) padded with
zeros. In another example, the master nonce m = concatenation of 1, and .

[0069] When the intercepting device 128 intercepts the encrypted master key Exn,
m(Km) and master nonce m it may attempt to initiate a new session 132 in which it
exchanges public keys 734 and 736 with the receiver device 704. The transmitter

device 702 and receiver device 704 may also exchange nonces ry 740 and rx 742. Note
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that the transmitter nonce ry for the intercepting device 128 is distinct from the
transmitter nonce ry, for the transmitter device 702.

[0070] When the intercepting device 128 attempts to present the intercepted encrypted
master key and nonce m (e.g., Expub-rx(Exn, m(Km), m) ) to the receiver device 704, the
receiver device 104 checks whether the received master nonce m is a function of nonces
i and 1. In this case, since the intercepting device’s nonce ry- is different from the
transmitter’s device nonce I, the check 748 will fail. The receiver device 704 may then
terminate or abort the handshake with the intercepting device 128, thereby preventing
the intercepting device 128 from obtaining the master key K.

[0071] FIG. 8 is a block diagram illustrating a receiver device adapted to securely
gencrate a master key according to the approach of FIG. 7. The receiver device 800
may include a processing circuit 802 coupled to a communication circuit 818, a volatile
memory device 804, and/or a non-volatile memory device 806. The communication
circuit 818 may serve to communicate to and/or from a transmitter device.

[0072] The volatile memory device 804 may serve to store information generated
during a session (or between power cycles), such as a master key K., 812, but cannot
store information between power cycles.

[0073] The non-volatile memory device 806 may be, for example, flash memory
which retains information between power cycles. In some implementations, the non-
volatile memory device 806 may be read-only memory or may not be accessible for
write/storage operations to the processing circuit 802. In some implementations, the
non-volatile memory device 806 may store a receiver public/private cryptographic key
pair 816, a receiver secret key Ky, 814, and/or a receiver nonce 1, 817.

[0074] The processing circuit 802 may include an encryption circuit 810 and/or a
decryption circuit 808. The encryption circuit 810 and/or a decryption circuit 808 may
serve, for example, to perform an authentication exchange and/or a key exchange with a
transmitter device. Such authentication and/or key may exchange may permit the
receiver device to access encrypted content sent by the transmitter device (via the
communication circuit 818).

[0075] In one example, the processing circuit may be adapted to send/transmit (via the
communication circuit 818) a receiver nonce 1, to a transmitter device. In return, the
processing circuit may receive (via the communication circuit 818) a transmitter nonce

1tx from the transmitter device. Additionally, the receiver device may also receive (via
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the communication circuit 818) a first encrypted master key Km and a master nonce m
from the transmitter device, wherein the first encrypted master key Km is secured by a
receiver public key Kpub-rx, and the master nonce m is a function of both the
transmitter nonce t, and the receiver nonce r.

[0076] The decryption circuit 808 may then decrypt the first encrypted master key
Km with a receiver private key Kpri-rx to obtain the master key Km. The encryption
circuit 810 may encrypt the master key Km using a receiver secret key Kh and the
master nonce m within an Advanced Encryption Standard (AES) block cipher to obtain
a second encrypted master key. The second encrypted master key is then
sent/transmitted to the transmitter device (via the communication circuit 818).

[0077] Subsequently, the receiver device may receive a new instance of the
transmitter nonce Iy, as part of a new session. Additionally, the receiver device may
also receive the second encrypted master key along with the master nonce m. A nonce
verifier circuit 811 may then verify that the master nonce m is a function of the new
instance of the transmitter nonce 1 the receiver nonce 1 prior to proceeding with the
new session.

[0078] FIG. 9 illustrates a method operational in a receiver device to securely
exchange and/or generate a master key according to the approach of FIG. 7. The
receiver device may obtain or generate a receiver public key Kpub-rx, a receiver private
key Kpri-rx, and a secret key Kh 902. The receiver public key Kpub-rx and receiver
private key Kpri-rx may be a cryptographic key pair pre-stored at the receiver device.
The secret key Kh may be pre-stored in the receiver device and is unknown to the
transmitter device. The receiver public key Kpub-rx, the private key Kpri-rx, and the
secret key Kh may be generated and utilized only between power cycles of the receiver
device or during a session.

[0079] The receiver device may send the public key Kpub-rx from the receiver device
to a transmitter device 904. The receiver device may also send/transmit a receiver nonce
Ix to the transmitter device 906. In response, the receiver device may receive a
transmitter nonce 1y from the transmitter device 908. Additionally, the receiver device
may receive a first encrypted master key Km and a master nonce m from the transmitter
device, wherein the first encrypted master key Km is secured by a receiver public key
Kpub-rx, and the master nonce m is a function of both the transmitter nonce t,, and the

receiver nonce 1 910. The first encrypted master key Km may be decrypted with a
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receiver private key Kpri-rx to obtain the master key Km 912. The master key Km may
then be encrypted by the receiver device using a receiver secret key Kh and the master
nonce m within an Advanced Encryption Standard (AES) block cipher to obtain a
second encrypted master key 914. The receiver device may then send the second
encrypted master key to the transmitter device 916.

[0080] Subsequently, the receiver device may receive a new instance of the
transmitter nonce 1y as part of a new session. The receiver device may also receive the
second encrypted master key along with the master nonce m. The receiver device may
then verify that the master nonce m is a function of the new instance of the transmitter
nonce Ty the receiver nonce 1y prior to proceeding with the new session. The new
session is terminated if the master nonce m is not based on the receiver nonce 1.

[0081] The receiver public key Kpub-rx, the receiver private key Kpri-rx, and the
secret key Kh may be generated and utilized only between power cycles of the receiver
device. The receiver device may store the master key Km in a volatile storage device
only between power cycles of the receiver device or during a session. In one example,
the master key Km may be used within a High-bandwidth Digital Content Protection

(HDCP) encryption protocol for copy-protected video content.

[0082] One or more of the components, steps, features, and/or functions illustrated in
the Figures may be rearranged and/or combined into a single component, step, feature or
function or embodied in several components, steps, or functions. Additional elements,
components, steps, and/or functions may also be added without departing from the
invention. The apparatus, devices, and/or components illustrated in the Figures may be
configured to perform one or more of the methods, features, or steps described in the
Figures. The algorithms described herein may also be efficiently implemented in
software and/or embedded in hardware.

[0083] Moreover, in one aspect of the disclosure, the processing circuit 502 and/or
802 illustrated in FIGs. 5 and 8 may be a specialized processor (e.g., an application
specific integrated circuit (e.g., ASIC)) that is specifically designed and/or hard-wired to
perform the algorithms, methods, and/or steps described in FIGS. 2, 3, 4, 6, 7, and/or 9.
Thus, such a specialized processor (e.g., ASIC) may be one example of a means for
executing the algorithms, methods, and/or steps described in FIGS. 2, 3, 4, 6, 7, and/or

9. The processor-readable storage medium may store instructions that when executed by
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a specialized processor (e.g., ASIC) causes the specialized processor to perform the
algorithms, methods, and/or steps described herein.

[0084] Also, it is noted that the aspects of the present disclosure may be described as
a process that is depicted as a flowchart, a flow diagram, a structure diagram, or a block
diagram. Although a flowchart may describe the operations as a sequential process,
many of the operations can be performed in parallel or concurrently. In addition, the
order of the operations may be re-arranged. A process is terminated when its operations
are completed. A process may correspond to a method, a function, a procedure, a
subroutine, a subprogram, etc. When a process corresponds to a function, its termination
corresponds to a return of the function to the calling function or the main function.
[0085] Morcover, a storage medium may represent one or more devices for storing
data, including read-only memory (ROM), random access memory (RAM), magnetic
disk storage mediums, optical storage mediums, flash memory devices and/or other
machine-readable mediums and, processor-readable mediums, and/or computer-
readable mediums for storing information. The terms “machine-readable medium”,
“computer-readable medium”, and/or “processor-readable medium” may include, but
are not limited to non-transitory mediums such as portable or fixed storage devices,
optical storage devices, and various other mediums capable of storing, containing or
carrying instruction(s) and/or data. Thus, the various methods described herein may be
fully or partially implemented by instructions and/or data that may be stored in a
“machine-readable medium”, “computer-readable medium”, and/or “processor-readable
medium” and executed by one or more processors, machines and/or devices.

[0086] Furthermore, aspects of the disclosure may be implemented by hardware,
software, firmware, middleware, microcode, or any combination thereof. When
implemented in software, firmware, middleware or microcode, the program code or
code segments to perform the necessary tasks may be stored in a machine-readable
medium such as a storage medium or other storage(s). A processor may perform the
necessary tasks. A code segment may represent a procedure, a function, a subprogram, a
program, a routine, a subroutine, a module, a software package, a class, or any
combination of instructions, data structures, or program statements. A code segment
may be coupled to another code segment or a hardware circuit by passing and/or
receiving information, data, arguments, parameters, or memory contents. Information,

arguments, parameters, data, etc. may be passed, forwarded, or transmitted via any
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suitable means including memory sharing, message passing, token passing, network
transmission, etc.

[0087] The various illustrative logical blocks, modules, circuits, elements, and/or
components described in connection with the examples disclosed herein may be
implemented or performed with a general purpose processor, a digital signal processor
(DSP), an application specific integrated circuit (ASIC), a field programmable gate
array (FPGA) or other programmable logic component, discrete gate or transistor logic,
discrete hardware components, or any combination thereof designed to perform the
functions described herein. A general purpose processor may be a microprocessor, but
in the alternative, the processor may be any conventional processor, controller,
microcontroller, or state machine. A processor may also be implemented as a
combination of computing components, e.g., a combination of a DSP and a
microprocessor, a number of microprocessors, one Or more mMmiCroprocessors in
conjunction with a DSP core, or any other such configuration.

[0088] The methods or algorithms described in connection with the examples
disclosed herein may be embodied directly in hardware, in a software module
executable by a processor, or in a combination of both, in the form of processing unit,
programming instructions, or other directions, and may be contained in a single device
or distributed across multiple devices. A software module may reside in RAM memory,
flash memory, ROM memory, EPROM memory, EEPROM memory, registers, hard
disk, a removable disk, a CD-ROM, or any other form of storage medium known in the
art. A storage medium may be coupled to the processor such that the processor can read
information from, and write information to, the storage medium. In the alternative, the
storage medium may be integral to the processor.

[0089] Those of skill in the art would further appreciate that the various illustrative
logical blocks, modules, circuits, and algorithm steps described in connection with the
aspects disclosed herecin may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular

application and design constraints imposed on the overall system.
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[0090] The various features of the invention described herein can be implemented in
different systems without departing from the invention. It should be noted that the
foregoing aspects of the disclosure are merely examples and are not to be construed as
limiting the invention. The description of the aspects of the present disclosure is
intended to be illustrative, and not to limit the scope of the claims. As such, the present
teachings can be readily applied to other types of apparatuses and many alternatives,

modifications, and variations will be apparent to those skilled in the art.
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CLAIMS
WHAT IS CLAIMED IS:

1. A method operational on a receiver device for exchanging and/or generating
security keys, comprising;:

receiving a first encrypted master key Km from a transmitter device, the first
encrypted master key Km secured by a receiver public key Kpub-rx;

decrypting the first encrypted master key Km with a receiver private key Kpri-
rx to obtain the master key Km; and

encrypting the master key Km using a block cipher that applies a receiver secret

key Kh to obtain a second encrypted master key.

2. The method of claim 1, wherein the receiver public key Kpub-rx and receiver

private key Kpri-rx are a cryptographic key pair pre-stored at the receiver device.

3. The method of claim 1, wherein the secret key Kh is pre-stored in the receiver

device and is unknown to the transmitter device.

4. The method of claim 1, wherein the receiver public key Kpub-rx, the receiver
private key Kpri-rx, and the secret key Kh are generated and utilized only between

power cycles of the receiver device or during a session.

5. The method of claim 1, further comprising:
sending the public key Kpub-rx from the receciver device to the transmitter
device; and

sending the second encrypted master key to the transmitter device.

6. The method of claim 5, further comprising:
receiving the second encrypted master key from the transmitter device at a
subsequent time as part of a process in which the transmitter device is to deliver

protected content to the receiver device.
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7. The method of claim 1, wherein the receiver device stores the master key Km in
a volatile storage device only between power cycles of the receiver device or during a

session.

8. The method of claim 1, wherein the block cipher includes a plurality of distinct

round keys genecrated from the secret key Kh.

9. The method of claim 1, wherein the block cipher is a Luby-Rackoff cipher

implementing an unbreakable function in each round.

10. The method of claim 9, wherein the function is one of an Advance Encryption

Standard (AES)-128 function and a Secure Hash Algorithm (SHA)-256 function.

11. The method of claim 1, wherein the master key Km is used within a High-
bandwidth Digital Content Protection (HDCP) encryption protocol for copy-protected

video content.

12. A receiver device, comprising:
a communication circuit for communicating with a transmitter device; and
a processing circuit coupled to the communication circuit, the processing circuit
adapted to:
receive a first encrypted master key Km from the transmitter device, the
first encrypted master key Km secured by a receiver public key Kpub-rx;
decrypt the first encrypted master key Km with a receiver private key
Kpri-rx to obtain the master key Km; and
encrypt the master key Km using a block cipher that applies a receiver

secret key Kh to obtain a second encrypted master key.
13. The receiver device of claim 12, further comprising:

a non-volatile storage device for pre-storing the secret key Kh, where the secret

key Kh is unknown to the transmitter device.
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14. The receiver device of claim 12, wherein the processing circuit is further adapted
to:

send the public key Kpub-rx from the receiver device to the transmitter device;

and

send the second encrypted master key to the transmitter device.
15.  The receiver device of claim 14, wherein the processing circuit is further adapted
to:

receive the second encrypted master key from the transmitter device at a
subsequent time as part of a process in which the transmitter device is to deliver

protected content to the receiver device.

16.  The receiver device of claim 12, wherein the block cipher includes a plurality of

distinct round keys generated from the secret key Kh.

17.  The receiver device of claim 12, wherein the block cipher is a Luby-Rackoff

cipher implementing an unbreakable function in each round.

18.  The receiver device of claim 12, wherein the master key Km is used within a
High-bandwidth Digital Content Protection (HDCP) encryption protocol for copy-

protected video content.

19. A receiver device, comprising

means for receiving a first encrypted master key Km from a transmitter device,
the first encrypted master key Km secured by a receiver public key Kpub-rx;

means for decrypting the first encrypted master key Km with a receiver private
key Kpri-rx to obtain the master key Km; and

means for encrypting the master key Km using a block cipher that applies a

receiver secret key Kh to obtain a second encrypted master key.

20. The receiver device of claim 19, further comprising:
means for sending the public key Kpub-rx from the receiver device to the

transmitter device; and
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means for sending the second encrypted master key to the transmitter device.

21. The receiver device of claim 20, further comprising:
means for receiving the second encrypted master key from the transmitter device
at a subsequent time as part of a process in which the transmitter device is to deliver

protected content to the receiver device.

22. A non-transitory machine-readable storage medium having instructions stored
thereon which when executed by at least one processor causes the at least one processor
to:

receive a first encrypted master key Km from a transmitter device, the first
encrypted master key Km secured by a receiver public key Kpub-rx;

decrypt the first encrypted master key Km with a receiver private key Kpri-rx to
obtain the master key Km; and

encrypt the master key Km using a block cipher that applies a receiver secret key

Kh to obtain a second encrypted master key.

23. The machine-readable storage medium of claim 22 further having instructions
stored thereon which when executed by at least one processor causes the at least one
processor to:

send the second encrypted master key to the transmitter device; and

receive the second encrypted master key from the transmitter device at a
subsequent time as part of a process in which the transmitter device is to deliver

protected content to the receiver device.

24, A method operational on a receiver device for exchanging and/or generating
security keys, comprising;:

transmitting a receiver nonce I, to a transmitter device;

receiving a transmitter nonce r from the transmitter device;

receiving a first encrypted master key Km and a master nonce m from the
transmitter device, wherein the first encrypted master key Km is secured by a receiver
public key Kpub-rx, and the master nonce m is a function of both the transmitter nonce

t.x and the receiver nonce ry;
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decrypting the first encrypted master key Km with a receiver private key Kpri-rx
to obtain the master key Km; and

encrypting the master key Km using a receiver secret key Kh and the master
nonce m within an Advanced Encryption Standard (AES) block cipher to obtain a

second encrypted master key.

25. The method of claim 24, wherein the receiver public key Kpub-rx and receiver

private key Kpri-rx are a cryptographic key pair pre-stored at the receiver device.

26. The method of claim 24, wherein the secret key Kh is pre-stored in the receiver

device and is unknown to the transmitter device.

27. The method of claim 24, wherein the receiver public key Kpub-rx, receiver
private key Kpri-rx pair, and the secret key Kh are generated and utilized only between

power cycles of the receiver device or during a session.

28. The method of claim 24, further comprising:
sending the public key Kpub-rx from the receiver device to the transmitter
device; and

sending the second encrypted master key to the transmitter device.

29. The method of claim 28, further comprising:
receiving a new instance of the transmitter nonce 1y, as part of a new session;
receiving the second encrypted master key along with the master nonce m; and
verifying that the master nonce m is a function of the new instance of the

transmitter nonce 1y, the receiver nonce 1 prior to proceeding with the new session.
30.  The method of claim 29, further comprising:

terminating the new session if the master nonce m is not based on the receiver

NONCE T'y.
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31. The method of claim 24, wherein the receiver device stores the master key Km
in a volatile storage device only between power cycles of the receiver device or during a

session.

32. The method of claim 24, wherein the master key Km is used within a High-
bandwidth Digital Content Protection (HDCP) encryption protocol for copy-protected

video content.

33. A receiver device, comprising;
a communication circuit for communicating with a transmitter device; and
a processing circuit coupled to the communication circuit, the processing circuit
adapted to:
transmit a receiver nonce ry to a transmitter device;
receive a transmitter nonce ry, from the transmitter device;
receive a first encrypted master key Km and a master nonce m from the
transmitter device, wherein the first encrypted master key Km is secured
by a receiver public key Kpub-rx, and the master nonce m is a function
of both the transmitter nonce t and the receiver nonce ry;
decrypt the first encrypted master key Km with a receiver private key Kpri-
1x to obtain the master key Km; and
encrypt the master key Km using a receiver secret key Kh and the master
nonce m within an Advanced Encryption Standard (AES) block cipher to

obtain a second encrypted master key.

34.  The receiver device of claim 33, wherein the secret key Kh is pre-stored in the

receiver device and is unknown to the transmitter device.

35. The receiver device of claim 33, wherein the processing circuit is further adapted
to:

send the public key Kpub-rx from the receiver device to the transmitter device;
and

send the second encrypted master key to the transmitter device.
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36.  The receiver device of claim 33, wherein the processing circuit is further adapted
to:
receive a new instance of the transmitter nonce 1 as part of a new session;
receive the second encrypted master key along with the master nonce m; and
verify that the master nonce m is a function of the new instance of the

transmitter nonce 1y, the receiver nonce 1 prior to proceeding with the new session.

37. A receiver device, comprising;

means for transmitting a receiver nonce I to a transmitter device;

means for receiving a transmitter nonce ri, from the transmitter device;

means for receiving a first encrypted master key Km and a master nonce m from
the transmitter device, wherein the first encrypted master key Km is secured by a
receiver public key Kpub-rx, and the master nonce m is a function of both the
transmitter nonce t and the receiver nonce r;

means for decrypting the first encrypted master key Km with a receiver private
key Kpri-rx to obtain the master key Km; and

means for encrypting the master key Km using a receiver secret key Kh and the
master nonce m within an Advanced Encryption Standard (AES) block cipher to obtain

a second encrypted master key.

38.  The method of claim 37, further comprising:

means for sending the second encrypted master key to the transmitter device;

means for receiving a new instance of the transmitter nonce ry,- as part of a new
session;

means for receiving the second encrypted master key along with the master
nonce m; and

means for verifying that the master nonce m is a function of the new instance of

the transmitter nonce 1y the receiver nonce ri, prior to proceeding with the new session.

39. A non-transitory machine-readable storage medium having instructions stored
thereon which when executed by at least one processor causes the at least one processor
to:

transmit a receiver nonce Iy to a transmitter device;
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receive a transmitter nonce ry, from the transmitter device;

receive a first encrypted master key Km and a master nonce m from the
transmitter device, wherein the first encrypted master key Km is secured by a receiver
public key Kpub-rx, and the master nonce m is a function of both the transmitter nonce
t.x and the receiver nonce ry;

decrypt the first encrypted master key Km with a receiver private key Kpri-rx to
obtain the master key Km; and

encrypt the master key Km using a receiver secret key Kh and the master nonce
m within an Advanced Encryption Standard (AES) block cipher to obtain a second
encrypted master key.
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