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(57) Abstract: This disclosure is directed to performing a controlled reset of one or more cores while maintaining operation of a
least one other core in a multi-core processor. An initialization core may include reset logic that may detect a problematic core or
core that is unresponsive or otherwise not operating properly. The initialization core may generate apacket that enables communica -
tion with the problematic core. The initialization core may send areset packet to the problematic core to instruct the problematic
core to perform areset.
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RESET OF PROCESSING CORE IN MULTI-CORE PROCESSING
SYSTEM

TECHNICAL FIELD
This disclosure relates generally to the field of microprocessors. In particular,
this disclosure relates to a reset mechanism for resetting a processing core while

operating at least one other processing core of a multi-core processing unit.

BACKGROUND ART

Until recently, computing devices typically included a single processing unit
for each socket available on the computing device's main circuit board. More recently,
the single processing unit has been improved to include multiple cores, which enable
the processor to execute instructions in parallel using the various cores. An ability to
include additional processors or cores on a chip becomes more readily available as the
footprint of the cores continues to decrease through advancements in manufacturing.
The inclusion of many cores on a chip, termed "system on a chip" or "SOC", where
the SOC is accessible to the computing device through a socket, may present some
new challenges to both hardware and software architects. One challenge is that the
additional cores should be accessible by the socket with minimized communication
paths that link the cores, thereby saving valuable space on the chip for additional cores
or other necessary components. These challenges are further complicated when the

availability of the cores may change during an operational life of the SOC.
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BRIEF DESCRIPTION OF THE DRAWINGS

The detailed description is described with reference to the accompanying
figures. Inthe figures, the left-most digit(s) of areference number identifies the figure
in which the reference number first appears. The same reference numbers in different
figures indicate similar or identical items.

FIG. lis aschematic diagram of an illustrative multi-core processing unit that
uses an interconnect to facilitate communication between the cores.

FIG. 2 is a schematic diagram of an illustrative multi-core processing unit that
uses an interconnect arranged as aring structure.

FIG. 3 is a schematic diagram of an illustrative multi-core processing unit that
uses an interconnect arranged as a mesh.

FIG. 4 is a schematic diagram of an illustrative multi-core processing unit that
uses an interconnect arranged in a peer-to-peer configuration.

FIG. 5is a schematic diagram showing illustrative packets that are transmitted
to one or more cores to perform areset.

FIG. 6 is a schematic diagram of a multi-core processing unit where an
initialization core detects aproblematic core.

FIG. 7 is a schematic diagram of a multi-core processing unit where the
initialization core issues a packet to notify other cores to stop transmitting reguests to
the problematic core.

FIG. 8 is a schematic diagram of a multi-core processing unit where the

initialization core resets the problematic core while operating at least one other core.
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FIG. 9 is a flow diagram of an illustrative process to perform a reset of a
portion of cores of a multi-core processing unit.

FIG. 10 isaflow diagram of another illustrative process to perform areset of a
portion of cores of a multi-core processing unit.

FIG. 11 is a flow diagram of an illustrative process to detect whether the
problematic core operates properly after the reset.

FIG. 12 isablock diagram of an illustrative system to a processor core when

operating at least one other processor core in a multi-core processor.

DETAILED DESCRIPTION

Overview

This disclosure is directed to performing a controlled reset of one or more cores
while maintaining operation of at least one other core in a multi-core processor. The
multi-core processor may include many cores, which may be central processing units
(CPUs), graphical processing units (GPUs), general processing graphical processing
units (GPGPUSs), other processing logic, or a combination thereof. The various cores
may be in communication with each other and/or an initialization core via an
interconnect. The interconnect may be arranged as a mesh interconnect, a shared
interconnect, apeer-to-peer (P2P) interconnect, or aring interconnect.

In accordance with at least some embodiments, an initialization core may
include reset logic that may detect a problematic core or core that is unresponsive or
otherwise not operating properly. The initialization core may then monitor activities

of the problematic core to detect whether other cores are sending requests to the core
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or waiting for data from the problematic core. The initialization core may broadcast a
message using packets to communicate to other cores to stop requests from being sent
to the problematic core and/or drop current requests to the problematic core. To
perform the reset (and possibly a subsequent unreset), the initialization core may
generate a packet that enables communication with the problematic core. The
initialization core may send a reset packet to the problematic core to instruct the
problematic core to perform a reset. In some embodiments, the reset packet may
include a reset command to power-off, turn off, or otherwise terminate operation in
the problematic core. In some instances, the initialization core may then transmit an
unreset packet to the problematic core to instruct the problematic core to perform an
unreset and power-on the core. In some embodiments, the problematic core may
resume operation automatically without receipt of the unreset packet. When the
problematic core returns to normal operation (and is no longer problematic), then the
initialization core may notify the other cores that the previously problematic core is
now operational and able to receive requests from the other cores.

The techniques, apparatuses, and systems described herein may be
implemented in a number of ways. Example implementations are provided below

with reference to the following figures.

[llustrative Environment
FIG. 1lis a schematic diagram of an illustrative multi-core processing unit 100
that uses an interconnect 102 to facilitate communication between the cores. In

various embodiments, the multi-core processing unit 100 (or processor) may include a



10

15

20

WO 2013/101082 PCT/US2011/067874

plurality of cores 104, which may be central processing units (CPUs), graphical
processing units (GPUs), genera processing graphical processing units (GPGPUS),
other processing logic, or acombination thereof.

In accordance with the some embodiments, the various cores may be in
communication with each other and/or an initialization core 106 via the interconnect
102. In accordance with various embodiments, the interconnect 102 may be arranged
as a shared interconnect as shown in FIG. 1, asaring interconnect as shown in FIG. 2,
as a mesh interconnect as shown in FIG. 3, or as a peer-to-peer (P2P) interconnect as
shown in FIG. 4.

The cores may operate in paralel, and during operation, transmit requests to
each other to exchange data. Thus, a first core may be reliant on processing by a
second core before the first core can complete a processing operation. In some
instances, the second core may become unresponsive and need to be reset prior to
fulfilling the request to the first core.

The initialization core 106 may be a processing core that includes system logic
108. The system logic 108 may be used to transmit reset information (and possibly
unreset information) to one or more of the plurality of cores through use of a packet
110. In some embodiments, the reset information may be used to power-off a core
while the unreset information may be used to power-on the core. However, in some
embodiments, the reset information by used to power-off and then power-on the core.
The system logic 108 may include reset logic 112 and packet generation logic 114.
The reset logic may determine how to execute the reset and/or unreset of the cores.

For example, the reset logic 112 may initiate a protocol that stops a transmission of
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requests from other cores to a problematic core. The reset logic 112 may then reset
and then possibly unreset the problematic core while enabling continued operation of
at least one other core of the multi-core processor.

In accordance with various embodiments, the packet generation logic 114 may
create packets that may include notification packets, reset packets, unreset packets,
and possibly other types of packets. The packets may communicate instructions,
commands, and/or information to the various cores of the multi-core processing unit.
For example, the packet generation logic 114 may create apacket for each of the cores
to communicate to the cores to stop transmitting requests to the problematic core until
the core has been reset. The packet generation logic 114 may then create a packet that
instructs the problematic core to reset. In some instances, the packet generation logic
114 may create another packet that communicates to the previously problematic core
to perform an unreset and power-on. The packet generation logic 114 may also
transmit packets to the other cores to notify the other cores when the previously
problematic core is able to begin to receive requests from the other cores following the
reset.

The packet 110 may include an address of arecipient core, such as the core n-
m or another core. In some embodiments, the packet may include multiple addresses
of different cores, where the cores may have different information to be transmitted to
the respective cores or the cores may have the same information to be transmitted to
the respective cores. When the packet 110 isreceived by a core having a destination
address 116 specified by the packet, the core may read at least a portion of the

contents 118 of the packet that applies to the core. In some embodiments, a core may
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read a command (e.g., from a "type", "payload” or other part of the packet) from the
packet. The core may then implement the command, such as by resetting (powering-
off), unresetting (powering-on), or performing other tasks or functionality as described
herein.

In accordance with some embodiments, the initidlization core 106 may
combine both a reset command and an unreset command into a single packet for a
core. In these embodiments, the unreset command may be delayed a predetermined
amount of time, thus causing the core to remain in areset (powered off) state for the
predetermined amount of time. In various embodiments, the reset command may not
require an unreset command, and thus the cores may power-off and then power-on in
response to receipt of areset command from a packet.

FIG. 2 is a schematic diagram of an illustrative multi-core processing unit 200
that uses an interconnect arranged as aring structure 202. The ring structure 202 may
accommodate an exchange of the packet 110 between the initialization core and the
other cores or between any combinations of the cores.

FIG. 3is a schematic diagram of an illustrative multi-core processing unit 300
that uses an interconnect arranged as a mesh 302. The mesh 302 may accommodate an
exchange of the packet 110 between the initiadlization core and the other cores or
between any combinations of the cores.

FIG. 4 is a schematic diagram of an illustrative multi-core processing unit 400
that uses an interconnect arranged in a peer-to-peer configuration 402. The peer-to-
peer configuration 402 may accommodate an exchange of the packet 110 between the

initialization core and the other cores or between any combinations of the cores.
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[lustrative Reset

FIG. 5 is a schematic diagram showing packets 500 that are transmitted over
time (t) to various cores to perform a reset of one or more cores while continuing
operation of at least one other core of the multi-core processor. The packets 500 may
be generated by the packet generation logic 114 and transmitted to the various cores
502 in response to instructions from the reset logic 112. For example, the system
logic 108 determine that core n-1 isto be reset because the core n-1 isunresponsive or
otherwise not operating properly. The reset logic 112 may issue a request to the
packet generation logic 114 to transmit notification packets 504 to at least aportion of
the cores 502 that may be transmitting requests (or awaiting responses from) the
problematic core n-1 at aparticular time t. The notification packets 504 may request
the cores to drop requests and/or stop transmitting requests to the problematic core n-1.
The reset logic 112 may then issue a request to the packet generation logic 114 to
transmit areset packet 506 to the problematic core n-1.

An illustrative reset packet 506 shows example information that may be
included in the packet. The packet may include a destination address 508 that
indicates a core that the packet isto be delivered to, such as core n-1, etc. A source
address 510 may indicate an address of a sender of the packet. A packet type 512 may
indicate an operation for the core or provide general information to the core. For
example, the packet type 512 may be "reset," "unreset," or another packet type. When
the packet type 512 is reset, the core having the destination address may perform the
reset. The packet may also include a payload 514 and mask 516. The payload 514

may include additional information or instructions for the core having the destination
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address. For example, the payload may instruct the core to stop transmitting requests
to another core, such as the problematic core n-1, for a predetermined amount of time
or until further notification is received.

The reset logic 112 may instruct the packet generation logic 114 to transmit an
unreset packet 518 to the problematic core that has been reset, thereby causing the
core to power-on. The reset logic 112 may then determine whether the core is
operating properly following the reset/unreset operations. When the core is operating
properly, then the reset logic 112 may instruct the packet generation logic 114 to
transmit notification packets 520 to the other cores (possibly the same cores that
received the notification packet 504), to notify these cores that the previously
problematic core n-1 can now receive requests. While the problematic core n-1 is
reset (and possibly unreset), the other cores (e.g., cores 0, 1, etc.) may continue to
perform operations without being reset.

FIG. 6 is a schematic diagram of a multi-core processing unit 600 where the
initialization core 106 detects a problematic core 602 as core n-m. The problematic
core 602 may be unresponsive, non-operational, or otherwise not operating properly.
In some embodiments, the problematic core may request a reset. The initialization
core 106 may aso determine that the problematic core is to be reset to remedy a
problem with the core. In various embodiments, the system logic 108 may monitor
the various cores to identify the problematic core that is not operating properly, such
as by identifying cores that are not responsive to request from other cores, or based on
other activities in inactivity of the cores, including but not limited to activities or

inactivity of the problematic core 602. For example, the system logic 108 may detect
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that the problematic processing core has failed to respond to a pending request within
athreshold amount of time, and therefore isproblematic. The pending request may be
atest request issued by the system logic to determine whether the problematic core is
operating correctly. For example, the test request may be used to detect that
problematic core is to be reset because the problematic core does not satisfy
conditions of the test (e.g., no reply, incorrect reply, late reply, etc.)

FIG. 7 is a schematic diagram of a multi-core processing unit 700 where the
initialization core 106 issues one or more packets 702 to notify other cores to stop
transmitting requests to the problematic core 602. In some embodiments, the packets
702 may be transmitted to cores that are or have transmitted request to the problematic
core 602. However, the packets 702 may also be transmitted to all the cores to
instruct the cores to stop transmitting request to the problematic core 602 and/or drop
any pending requests of the problematic core.

FIG. 8 is a schematic diagram of a multi-core processing unit 802 where the
initialization core 106 resets the problematic core 602 while operating at least one
other core. The reset logic 112 may instruct the packet generation logic 114 to
transmit a reset packet 802 to the problematic core 602 to initiate a reset of the
problematic core. In some instances the reset logic 112 may also instruct the packet
generation logic 114 to transmit an unreset packet to the problematic core to power-on
the problematic core, which may no longer be problematic, but instead may have
returned to normal operation following the reset. At least one other core of the

plurality of cores 104 may continue processing instructions during normal operation

10
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while the problematic core 602 is reset. Thus, the problematic core may be reset

without resetting all the other cores in the multi-core system.

[llustrative Operation

FIGS. 9-1 1 show illustrative processes to perform areset of a portion of cores
while continuing operation of at least one other core of a multi-core processor. The
processes are illustrated as a collection of blocks in a logical flow graph, which
represent a sequence of operations that can be implemented in hardware, software, or
a combination thereof. The order in which the operations are described is not
intended to be construed as a limitation, and any number of the described blocks can
be combined in any order and/or in paralel to implement the processes. The
processes are described with reference to the previously described environments. Of
course, the processes may be performed in other similar and/or different environments.

FIG. 9isaflow diagram of an illustrative process 900 to perform areset of a
portion of cores of amulti-core processing unit while continuing processing by at least
one core of the multi-core processing unit.

At 902, the initialization core 106, via the system logic 108, may detect a
problematic core. For example, the system logic 108 may monitor activity and/or
inactivity of the cores 104 to determine when a core is a problematic core that isto be
reset.

At 904, the reset logic 112 may instruct the packet generation logic 114 to

format a packet to reset the problematic core. For example, the packet generation

11
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logic 114 may generate a single packet for the problematic core that initiates the reset
process to that core without resetting other cores.

At 906, the packet generation logic 114 may transmit the reset packet to the
problematic core while at least one other core of the multi-core processor maintains
operation and continues to process instructions without also being reset.

FIG. 10 is a flow diagram of another illustrative process 1000 to perform a
reset of aportion of cores of amulti-core processing unit.

At 1002, the system logic 108 may monitor multiple processing cores of the
processing unit to determine whether the cores are operating properly (eg.,
responding to requests in a timely manner, reporting error codes, dropping data or
messages, €tc.).

At 1004, the system logic 108 may identify a problematic core. For example,
the problematic core 602 may be identified by detecting that the core is not responding
to requests from other cores or from the system logic 108.

At 1006, the system logic 108 may track global unique reset identifiers of the
cores to determine which cores are interacting with the problematic core. For example,
the system logic 108 may detect that a portion of the cores of the multi-core processor
are awaiting information from the problematic core.

At 1008, the reset logic 112 and the packet generation logic 114 may generate
and transmit notices (using packets) to the other cores to stop requests to the
problematic core and/or drop current requests. Thus, a notification packet may
essentially cut off and/or terminate communications between the other cores and the

problematic core, at least temporarily.

12
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At 1010, the reset logic 112 and the packet generation logic 114 may generate
and transmit a reset packet for the problematic core to reset the problematic core
without resetting at least one other core. In some embodiments, the reset logic 112
and the packet generation logic 114 may also generate and transmit an unreset packet
to the problematic core to power-on the core. However, the reset core may return to
power without the unreset packet in some implementations.

At 1012, the reset logic 112 and the packet generation logic 114 may generate
and transmit notification packets for at least some of the cores to indicate that the
previously problematic core has been reset and is now available to receive request.
For example, the notification packets may be delivered to the same cores that received
the notification at the operation 1008.

FIG. 1lisaflow diagram of an illustrative process 1100 to detect whether the
problematic core operates properly after the reset.

At 1102, the reset logic 112 and the packet generation logic 114 may reset the
problematic core as described above.

At 1104, the reset logic 112 may monitor the reset logic to detect whether the
previously problematic core has returned to normal operation. For example, the reset
logic 112 may transmit arequest (e.g., atest) to the core to determine whether the core
can properly respond to the request and thus is operating properly.

At 1106, the reset logic 112 may detect whether the previously problematic
core has returned to normal operation based at least in part on the monitoring. When
the previously problematic core is operating properly (following the "yes' route from

the decision operation 1106), at 1108, the reset logic 112 and the packet generation

13
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logic 114 may provide a notification to at least some of the other cores as discussed
above with respect to the operation 1012.

When the core is till problematic and not operating properly (following the
"no" route from the decision operation 1106, at 1110, the core may be deactivated or
otherwise retired due to a malfunction of the core. The core may be serviced to
restore operation or may be permanently deactivated and have any operations
reallocated to other cores. Unlike a rack system, the multi-core processor may be
formed of a single piece of silicon, which may make it difficult and/or impractical to
replace a malfunctioning core. Thus, the core may be permanently deactivated in
some embodiments when the problematic core does not return to normal operation

after one or more resets as described herein.

[llustrative System

FIG. 12 illustrates nonlimiting select components of an illustrative system
1200 according to some implementations herein that may include one or more
instances of the processor architecture discussed above for implementing reset of a
portion of cores in a multi-core processor. The system 1200 may include one or more
processors 1202-1, 1202-2, ..., 1202-N (where N is a positive integer > 1), each of
which may include one or more processor cores 1204-1, 1204-2, ..., 1204-M (where
M is a positive integer > 1). In some implementations, as discussed above, the
processor(s) 1202 may be a single core processor, while in other implementations, the
processor(s) 1202 may have a large number of processor cores, each of which may

include some or al of the components illustrated in FIG. 12. For example, each

14
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processor core 1204-1, 1204-2, ..., 1204-M may include an instance of logic 1205 to
perform various tasks for that respective processor core 1204-1, 1204-2, ..., 1204-M.
The logic 1205 may include one or more of dedicated circuits, logic units, microcode,
or the like.

The processor(s) 1202 and processor core(s) 1204 can be operated to fetch
and execute computer-readable instructions stored in a memory 1208 or other
computer-readable media.  The memory 1208 may include volatile and nonvolatile
memory and/or removable and non-removable media implemented in any type of
technology for storage of information, such as computer-readable instructions, data
structures, program modules or other data. Such memory may include, but is not
limited to, RAM, ROM, EEPROM, flash memory or other memory technology. Inthe
case in which there are multiple processor cores 1204, in some implementations, the
multiple processor cores 1204 may share a shared cache 1210. Additionally, storage
1212 may be provided for storing data, code, programs, logs, and the like. The
storage 1212 may include solid state storage, magnetic disk storage, RAID storage
systems, storage arrays, network attached storage, storage area networks, cloud
storage, CD-ROM, digital versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, or any other medium which can be used to store desired
information and which can be accessed by a computing device. Depending on the
configuration of the system 1200, the memory 1208 and/or the storage 1212 may be a
type of computer readable storage media and may be anon-transitory media

The memory 1208 may store functional components that are executable by

the processor(s) 1202. In some implementations, these functional components
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comprise instructions or programs 1214 that are executable by the processor(s) 1202.
The example functional components illustrated in FIG. 12 further include an operating
system (OS) 1216 to mange operation of the system 1200.

The system 1200 may include one or more communication devices 1218
that may include one or more interfaces and hardware components for enabling
communication with various other devices over a communication link, such as one or
more networks 1220. For example, communication devices 1218 may facilitate
communication through one or more of the Internet, cable networks, cellular networks,
wireless networks (e.g., Wi-Fi, cellular) and wired networks. Components used for
communication can depend at least in part upon the type of network and/or
environment selected. Protocols and components for communicating via such
networks are well known and will not be discussed herein in detail.

The system 1200 may further be equipped with various input/output (1/0)
devices 1222. Such 1/O devices 1222 may include a display, various user interface
controls (e.g., buttons, joystick, keyboard, touch screen, etc.), audio speakers,
connection ports and so forth. An interconnect 1224, which may include a system bus,
point-to-point interfaces, a chipset, or other suitable connections and components,
may be provided to enable communication between the processors 1202, the memory

1208, the storage 1212, the communication devices 1218, and the 1/O devices 1222.

Conclusion
Although the subject matter has been described in language specific to

structural features and/or methodological acts, it is to be understood that the subject

16
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matter defined in the appended claims is not necessarily limited to the specific
features or acts described. Rather, the specific features and acts are disclosed as

illustrative forms of implementing the claims.

17
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CLAIMS

What isclamed is:

1. A processor comprising:

aplurality of processing cores,

an interconnect coupled to the plurality of processing cores; and

afirst logic to detect a non-responding processing core from the plurality of
processing cores and to transmit reset information to the non-responding processing

core on the interconnect, wherein the reset information isto be formatted into a packet.

2. The processor as recited in claim 1, further comprising a second logic to
maintain processing of at least one other processing core of the plurality of processing
cores while the first logic detects and transmits the reset information to the non-

responding processing core to reset the non-responding processing core.

3. The processor as recited in claim 1, further comprising a second logic to
transmit a notification message to at least one other processing core of the plurality of
processing cores, the notification message to instruct the at least one other processing
core to stop transmitting requests to the non-responding processing core until the non-

responding processing core is reset.

4. The processor as recited in clam 3, wherein the second logic transmits a
second notification message to the at least one other processing core to indicate that

the at least one other processing core is to resume transmitting the requests.

18
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5. The processor asrecited in claim 1, wherein the reset information includes a
reset operation to power-off the non-responsive processing core and unreset

information to power-on the non-responsive processing core.

6. The processor as recited in claim 1, wherein a first logic detects the non-
responding processing core by detecting that the non-responsive processing core has

failed to respond to apending request within athreshold amount of time.

7. The processor as recited in claim 1, wherein the interconnect is arranged as

aring structure.

8. A method comprising:
formatting apacket to include reset information; and
transmitting the packet over an interconnect to aparticular processing core

from among aplurality of processing cores.

9. The method asrecited in claim 8, further comprising processing instructions
by a least one other processing core of the plurality of processing cores while

performing the transmitting to reset the particular processing core.

10. The method as recited in claim 8, wherein the reset information includes
information to at least power-off the particular processing core without powering-off

all the plurality of processing cores.

11. The method as recited in clam 8, further comprising transmitting a

notification message to at least one other processing core of the plurality of processing
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cores, the notification message to instruct the at least one other processing core to
drop requests to the particular processing core at least until the particular processing

core isreset.

12. The method asrecited in claim 11, further comprising transmitting a second
notification message to the at least one other processing core to indicate that the at
least one other processing core is to resume transmitting the requests to the particular

processing core.

13. The method as recited in claim 8, wherein the particular processing core is
to be reset following an indication that the particular processing core is unresponsive

to at least one request for the particular processing core.

14. The method as recited in claim 8, wherein the interconnect is arranged as a

ring structure to facilitate the transmitting of the packet.

15. A method comprising:

detecting a non-responding processing core from aplurality of processing
COres;

sending anotice over an interconnect to remaining processing cores in the
plurality of processing cores to instruct the remaining processing cores to cease

requests of the non-responding processing core; and
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transmitting areset information over the interconnect to the non-responding

processing core, wherein the reset information isto be formatted into a packet.

16. The method as recited in clam 15, further comprising processing
instructions by at least some of the remaining processing cores while performing the

transmitting the reset information to the non-responding processing core.

17. The method as recited in claim 15, wherein the notice is formatted into one

or more packets for transmission to each of the remaining processing cores.

18. The method as recited in claim 15, wherein the detecting a non-responding
processing core includes transmitting a test request to the non-responding processing
core and detecting the non-responding core is to be reset when the non-responding

core does not satisfy conditions of the test.

19. The method as recited in claim 15, wherein the packet is transmitted from

an initialization core to the non-responding core via the interconnect.

20. The method as recited in claim 15, further comprising monitoring the non-
responsive processing core following the transmitting to ensure that the non-

responsive core returns to normal operation.
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