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DESCRIPTION

TITLE OF THE INVENTION

APPARATUS, APPARATUS AUTHENTICATION

MANAGEMENT SYSTEM AND APPARATUS AUTHENTICATION METHOD

TECHNICAL FIELD

The disclosures herein generally relate to a
controlling technology for an apparatus with removable

battery.

BACKGROUND ART

Eleétric power tools for professionals have
advantages such that their power supply has longer battery
life and more power, but have a disadvantage such that they
are expensive. Therefore they often become a good target
for stealing and reselling. Their size is small enough to
be carried by hand, which makes them easy to steal. Also
it is often thé case that'they are taken away by someone
by mistake, or that they are just misplaced somewhere and
lost. As a result, even if they are not a target of stealing
and reselling at the beginning, they end up becoming a good
target for reselling.

Moreover, main users of electric power tools

are people from construction industries and upholstery
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industries. People of these industries are often of small
businesses. It is often the case that electric power tools
do not belong to their company but belong to them personally.
Especially, the working environment for these people from
construction industries and upholstery industries is such
that many people work together at the same place. They have
to make sure by themselves that they don’t have their
electric power tools stolen or lost.

Electric power tools with batteries now have
longer battery life and higher battery power because of
adoption of lithium-ion batteries. Such a tool carries a
risk of a serious accident triggered by a battery fire
incident because of its high energy when a battery (which
is recommended for use by the manufacturer of the tool)
is defective or when a reproduced battery or a compatible
battery, which is different from the recommended battery,
is used.

There are several methods to prevent having
electric power tools stolen, such as:

(1) amethod of fixing an electric power tool to some fixed
object, using something like a hard wire;

(2) amethod of locking and unlocking by entering a correct
sequence of numbers through key operations; and

(3) a method of locking and unlocking by touching some

electrical key, such as a wireless remote control, an IC
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card, or near field RFID card.

But the above method (1) does not work if there
is no fixed object around to be fixed to the electric power
tool, and it is required to buy something like a hard wire,
which is a financially’heavy'burden for the user. The user
has to fix the electric power tool to some fixed object
every time he/she leaves it, which is cumbersome for
him/her.

The above methods (2) and (3) may have a good
effect making those people, who try to steal the electric
power tool, give up stealing because they may think, even

if they successfully steal the electric power tool, they

.cannot use i1t because it is locked.

But the above method (2) has never been
commercially realized because of its operational
difficulties of entering the key and its additional cost.
In the mean time, Patent Document 1 discloses such a
configuration that, as an example of the above method (2),
using an identification code input as a key input,
switching between the normal operation mode and the
operation prevented mode, a user can use the electrical
power tool only when the correct key is entered.

Also, the above method (3) has never been
commercially realized because of its additional cost for

additional apparatuses such as a remote controller or a
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card, or because of the reason that it is easy to forget
to carry the remote controller or it is easy to lose it.

In the mean time, in order to prevent accidents
caused by a low quality battery, it is required to have
a function to check whether the battery is recommended by
the manufacturer or not. The above Patent Document 1
discloses a configuration of setting the same ID number
in both the removable unit (such as a battery) and the tool
body. If the two ID numbers of the removable unit and the
tool body are not the same, then the mode is switched to
the operation prevented mode.

‘However, the configuration disclosed in
Patent Document 1 may not work well with the reproduced
battery, in which the battery cell is changed and the
battery circuit is not changed. Also, this configuration
may not work well with the case where more than one of the
batteries are used with one tool body or where one battery
is used with many different tool bodies.

‘The present invention is propoéed to solve
these problems. It is a general object of the present
invention to provide é method to prevent having electric
powertoolsstolen,byusingenloperationéllyadvantageous
electric key. Another object is to make it difficult to
forget or lose the electric key. Yet another object is to

handle various combinations of the battery pack and the-
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tool body. Yet another object is to effectively prevent
accidents caused by low quality batteries, and to use a
small number of additional parts for achieving the low

cost.

DISCLOSURE OF THE INVENTION

It is a general object of at least one
embodiment of the present invention to provide an apparatus
that substantially obviates one or more problems caused
by the limitations and disadvantages of the related art.

in one embodiment, an apparatus includes an
apparatus body and a battery pack removable from the
apparatus body, wherein each of the apparatus body and the
battery pack includes a memory unit configured to store
a use permission flag written after authenticationé for
a pair of the apparatus body and the battery pack through
near field communication with a portable terminal, and a
control unit configured to permit energization when the
use permission flag of the memory unit is ON.

Iﬁ one embodiment of the present invention, a
method is provided to prevent having electric power tools
stolen, by using an operationally advantageous electric
key. With this method, it is difficult to forget or lose
the electric key. Various combinations of the battery pack

and the tool'body can be handled. Accidents caused by low
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quality batteries can be effectively prevented. And low
cost 1is achieved by using a small number of additional

parts.

BRIEF DESCRIPTION OF THE DRAWINGS

Othef objects and further features of
embodiments will be apparent from the following detailed
description when read in conjunction with the accompanying
drawings, in which:

FIG. 1 is a<jrawiﬁg illustrating'an example of
a system configuration a¢cording to an embodiment;

FIG. 2 is a drawing illustréting'an example of
a perspective view of an electric power tool;

FIG. 3 is a drawing illustrating an example of
a schematic internal configuration of an electric power
tool;

FIG. 4 is a drawing illustrating an example of
a schematic internal configuration of an electric power
tool of an embodiment;

FIG. 5 is a drawing illustrating an example of
a schematic internal configﬁration of an electric power
tool of another embodiment;

FIG. 6 is a drawing illustrating an example of
data configuration of an apparatus information table

stored in a tool body or in a battery pack;
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| FIGs. 7A, 7B, and 7C are a flowchart (No.l)
illustrating an example of a process of a smart phone as
a portable terminal;

FIGs. 8A and 8B are a flowchart (No.2)
illustrating an example of a process of_a smart phone as
a portable terminal;

FIGs. 9A, 9B, 9C, 9D, 9E and 9F are drawings
illustrating an example ofeaséquence of operations (No.1)
of a smart phone as a portable terminal for an electric
power tool;

FIGs. 10A, 10B, 10C, 10D, 10E and 10F are
drawings illustrating an example of a sequence of
operations (No.2) of a smart phone as a portable terminal
for an electric powef control;

‘FIG. 11 is a flowchart illustrating an example
of a process of a RFID chip;

FIG. 12 isa.flowchartkillustratingenlexample
of a process of a CPU embedded in a battery pack; and

FIG. 13 isa.flowchért illustrating an example

of a process of a CPU embedded in a tool body.

MODE FOR CARRYING OUT THE INVENTION

Although the present invention has been
described with reference to embodiments, the present

invention is not limited to these embodiments, but various
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variations and modifications may be made without departing
from the scope of the invention as set forth in the
accompanying claims.

In the following, embodiments of the present
invention will be described with reference to the
accompanying drawings.

<Configurations>

FIG. 1 is a drawing illustrating an exemplary
system configuration according to an embodiment.

In FIG. 1, a portable terminal 4, such as a
smart phone, has access to an RFID chip embedded in an
electric power tool 1 through a dedicated application
(program) . The portable terminal 4, when having access to
the electric power tool 1, also has access toan information

collection server 7 or manufacturer server 8 through an

‘access point 5 such as a cellular base station or a Wi-Fi

hot spot, and a network 6 such as the Internet.
While the portable terminal 4 is capable of

working as an electrical key for allowing only a qualified

~user to use the electric power tool, it is also capable

of working as a unit to register new apparatuses (a tool
body and a battery pack which constitute the electric power
tool 1). It is also capable of checking whether a tool body
and a battery pack can be suitably connected and used

together, and capable of checking the status of
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apparatuses.

The information collection server 7 has a
function of maintaining identification (ID) information
and apparatus information for each of a tool body and a
battery pack which constitute the electric power tool 1.
The manufacturervserver 8 is a server for maintaining
information prepared by the manufacturer that
manufactures the electric power tool l; Necessary
information is extracted from the information collection
server 7 and stored in the manufacturer server 8.

FIG. 2 is a drawing illustrating an example of
a perspective view of the electric power tool 1.

In FIG. 2, the electric power tool 1 includes
a tool body 2 comprised of main parts such as a motor, and
includes a battery pack 3 which is removable from the tool
body 2. |

FIG. 3 is a drawing illustrating an
example of a schematic internal Configuration of the
electric power tool 1.

In Fig. 3, the tool body 2 includes a switch
204 which is connected between one of the two ends of a
motor 203 and an external connection terminal 201. A main
route of a motor control circuit 205 is formed between an
external connection terminal 202 and the other end of the

motor 203. The power supply terminal of the motor control
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circuit 205 is connected to a connection point between the
motor 203 and the switch 204. The earth line of the motor
control circuit 205 is connected to the external connection
terminal 202.

While the power voltage is being provided by
the battery pack 3, by making the switch 204 ON, the motor
control circuit 205 receives power to start its operation.
The motor control circuit 205 then controls the motor drive
by controlling the amount of the current supplied to the
motor 203.

ThebatterypackBIum;atransistor305serving
as a main route, which is formed between an external
connection terminal 301 and one of the two ends of
multi-layered (e.g. four layers in the figure) battery
cells 303. A resistor 306 for detecting current is
connected between an external connection terminal 302 and

the other end of the battery cells 303. A battery control

‘circuit 304 is connected to the two ends of each of the

battery cells 303 and the resistor 306, and is also
connected to both ends of a thermistor 307 located adjacent
to the battery cells 303. An output terminal of the battery
control circuit 304 is connected.to a control terminal of
the transistor 305. The gréund line of the battery control
circuit 304 is connected to the external connection

terminal 302.
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The battery control circuit 304 operates with
power from the battery cells 303, controls the transistor
305, and controls the output of.voltage and current from
the battery pack 3 based on voltages from each of the cells,
the curreﬁt detected by the resistor 306, and the
temperature detected by the thermistor 307.

| FIG. 4 is a drawing illustrating an example of
the schematic internal configuration of the electric power
tool 1 of the present embodiment.

In FIG. 4, the tool body 2 has one of the two
ends of the motor 203 connected to the external connection
terminal 201, and has the other end of the motor 203
connected to the external connection terminal 202 vié the
main route of the motor control circuit 205. The external
connection terminal 202 is connected to ground. A switch
204 is connected between an external connection terminal
206 and an external connection terminal 207. The external
connectién terminal 207 is connected to a power line for
a CPU 208 and other circuits. The CPU 208 will be described
further below.

The tool body 2 has the CPU 208 which controls
the motor control circuit 205. Between the input/output
port {controllable to switch between input and output) of
the CPU 208 and ground, a CR parallel circuit 209 is

connected for determining, from the remaining voltage, the
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elapsed time from the last normal usage. The power supply
terminal of the CPU 208 is connected to the power line and
the ground terminal of the CPU 208 is connected to ground.

The tool body 2 has an RFID chip 210, whose
internal memory (non-volatile memory such as flash memory)
can be read or written to by the CPU 208. A diode 211, which
is connected between the power supply terminal of the RFID
chip 210 and the power line, is provided for reverse flow
protection. When the RFID chip 210 receives
electromagnetic waves and generates the power by itself,
the diode 211 protects the current from flowing back to
the power line. The ground terminal of the RFID chip 210
is connected to ground.

The battery pack 3 has a main route of the
transistor 305, which is formed between an external
connection terminal 308 and one of the two ends of
multi-layered (e.g. four-layered in the figure) battery
cells 303, and has the resistor 306 fof detecting current
which is connected between the external connection
terminal 302 and the other end of the battery cells 303.
The battery control circuit 304 is cohnected to the two
ends of each of the battery cells 303 and the resistor 306,
and is also connected to both ends of the thermistor 307
located adjacent to the battery cells 303. An output

terminal of the battery control circuit 304 is connected
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to a control terminal of the transistor 305. The external
connection terminal 302 is connected to ground.

A main route of a transistor 312 is connected
between the external connection terminal 301 and an
external connection terminal 309. The external connection
terminal 309 is connected to the power line for a CPU 310
and other circuits. The CPU 310 will be described further
below.

The battery pack 3 has the CPU 310, which

~controls the battery control circuit 304. A control output

terminalofiﬂueCPUBlO:ksconnectedTJJthecontrolterminal
of the transistor 312. In some cases, the transistor 312
may be omitted and the control output terminal of the CPU
310 may be connected to the control terminal of the
transistor 305.

Between the input/output port (controllable
to switch between input port and output port) of the CPU
310 and ground, a CR parallel circuit 311 is connected for
determining, from the remaining voltage, the elapsed time
from the last normal usage. The power supply terminal of
the CPU 310 is connected to the power line and the ground
terminal of the CPU 310 is connected to ground.

The battery pack 3 has an RFID chip 313, whose
internal memory (non~volatile memory such as flash memory)

can be read or written to by the CPU 310. A dicde 314, which
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is connected between the power supply terminal of the RFID
chip 313 and the power line, is provided for reverse flow
protection. When the RFID chip 313 receives
electromagnetic waves and generates the power by itself,
the diode 314 protects the current from flowing back to
the power line. The ground terminal of the RFID chip 313
is connected to ground.

FIG. 5 is a drawing illustrating another
example of the schematic internal cénfiguration of the
electric power tool 1 of the present embodiment.

In FIG. 5, compared to the configuration of FIG.
4, the RFID chip 210 and the diode 211 are omitted from
the tool body 2. Instead, the CPU 208 has a memory 212
(non-volatile memory such as flash memory). Also, the CPU
208 is capable of bi-directionally communicating with the
CHJ310ofthebatterYpack13throughanexternalconnection
terminal 213.

In the battery pack 3, the CPU 310 is capable
of bi-directionally communicating with the CPU 208 of the
tool body 2 through an external connection terminal 315.
The power supply terminal of the RFID chip 313 is directly
connected to the power line. With this configuration, when
the RFID chip 313 receives electromagnetic waves and
generates the power by itself, both the CPU 310 of the

battery pack 3 and the CPU 208 of the tool body 2 are capable
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ofoperatingandable1x>communicatebi—directionallyeven>
if the power supply is OFF (or the switch 204 is OFF).

FIG. 6 is a drawing illustrating an example of
a data configuration of an apparatus information table
stored in the tool body 2 or in the battery pack 3. With
the tool bédy’Z in FIG. 4, the apparatus information table
is stored in.the-memory of the RFID chip 210. With the
battery pack 3 in FIG. 4, the apparatus information table
is stored in the memory of the RFID chip 313. With the tool
body 2 in FIG. 5, the apparatus information table is stored
in the memory 212. With the battery pack 3 in FIG. 5, the
apparatus information table is stored in the memory of the
RFID chip 313.

In FIG.6, the apparatus information table has
those items like “shipping product serial ID”, “use
permission flag (count number)”, “connecting product ID
#1”, “connecting product ID #2”, ..., “connecting product
ID #n”, “smart phone ID #1 ... #n”, “use start day and time”,
“energizing time”, “maintenance information #1”,
“maintenance information #2”, “key information for
encryption”, etc.

“Shipping product serial ID” is information
for identifying the product (apparatus). This IDis a “tool
body ID” in the apparatus information table stored in the

tool body 2, and is a “battery ID” in the apparatus
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information table stored in the battery pack 3. “Use
permission flag (count number)” is set to “ON(1)” when the
use of the apparatus is permitted. “Connecting product ID
#1”, “connecting product ID #2”, ..., “connecting product
ID #n” are the information items for identifying the
connectable apparatuses which can be connected to the
apparatus. “Smart phone ID #1 ... #n” is the information
for identifying the pairing of smart phones (portable
terminals 4) which have been paired to the apparatus.
“Use staft day and time” is the day and time information
for the first successful authentication.

“Energizing time” is the information for accumulated

usage time of the apparatus. With the apparatus information

'tablestorédintﬂn&toolbodyZ, accumulated operation time

is recorded as “Energizing time”. With the apparatus

information table stored in the battery pack 3, accumulated
battery discharge count is recorded as “Energizing time”.
“Maintenance information #1” and “maintenance information
#2” are pieces of infofmation for maintenance of the

apparatus. With the apparatus information table stored in
the tool body 2, maintenance records, such as maintenance
number or maintenance year, month and day, are recorded.
With the apparatus information table stored in the battery
pack 3, battery voltage at full charge, battery fatigue

level, and the like are recorded. “Key information for
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encryption” is the information used for encryption for
communication with the outside.
<operation>

FIGs. 7TA-7C and FIGs. 8A-8B are flowcharts
illustrating examples of processes of a smart phone as the
portable terminal 4.

In FIGs.7A-7C, as soon as a user starts a

specific application, the portable terminal 4 starts the

'process (Step S101). Using the near field radio

communication function, the portable terminal starts
polling for nearby RFID chips (Step $102).

Then,.thevportable terminal 4 displays, for
example, “Hold the portable terminal over an apparatus for
authentication.” (Step S103).

When the user holds the portable terminal 4
over the battery pack 3 (Step S104), then the portable
terminal 4 switches its near field radio communication
function’s Read mode to ON, obtains the battery ID from
the apparatus information table of the battery pack 3, and
reads out various other‘types of battery information (Step
S107) .

Then, tHe portable terminal 4 determines
whether the server connection is available. |

If it determines that the server connection is

available (Yes for Step S108), then it refers to the server
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for the battery ID and sends the apparatus information to
the server through server communication (Step S109).

As a result of referring to the battery ID, if
it is not registered in the information collection server
1 (Yes for Step S110), then the portable terminal 4 displays,
for example, “[!] This battery is not registered. Do you
want to register it?” (Step S111).

If a user does not request the registration (No
for Step S112), then the portable termigal.4 displays, for
example, “Without registration, this apparatus/battery
cannot be used.” (Step S113), and ends the process.

If a user request the registration (Yes for
Step S112), then the portable terminal 4 registers the
battery ID through server communication (Step S114).

WhenthebatteryIDﬁasalreadybeenrégistered
(NoforStepSllO),orwhenthenewregistratimnisfinished
(Step S114), the portable terminal»4 determines whether
the battery ID has already been authenticated with other
apparatuses (Step S115).

" If the portable terminal 4 determines that the
battery ID has already beeﬁ authenticated with other
apparatuses(YesforStepSllS),thentheportableterminal
4 displays, for example, “[!] This battery has already been
registered for use with other apparatuses.” (Step S116).

Then the portable terminal 4 refers to the
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manufacturer server 8 through server communication for the
non-usable/stolen registration list (Step S117). If the
battery is not a usable battery (No for Step $118), then
it displays, for examplé, “[No!] illegal battery” (Step
S119), and ends the process.

If the battery is ausable battery (Yes for Step
S118), then the portable terminal 4 asks the user whether
he/she requests a re-registration or a temporal
registration (Step S120). If the re?registration is
requested, then the portable terminél 4 performs
re-registration for the battery ID through server
communication. If the temporal registration is requested,
then the portable terminal 4 performs temporal
registration for the battery ID through server
communication.

When the portable terminal 4 determines that
the battery ID has not been authenticated with other
apparatuses (No for Step S115) or when the re-registration
or the temporal registration is finished (Step S121, 8122),
the portable terminal 4 displays, for example, “Hold the
portable terminal over an apparatus for authentication.”
kStep S123)

When the user holds the portable terminal 4

over the tool body 2, the portable terminal 4 switches its

near field radio communication function’s Read mode to ON
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(Step S124), obtains the tool body ID from the apparatus
information table of the tool body 2 (Step $125), and:feads
out various other types of tool body information (Step
S126).

Then, the portable terminal 4 refers to the
server for the battery ID and the tool body ID through
server query (Step S127).

If the authentication is not successful (No for
Step S8128), as a result of an authentication error, the
portable terminal 4 ends the process (Step $129).

On the other 'hand, if it determines that the
server connection is not available (No for Step S108), as
shown in FIGs. BA and 8B, the portable terminal 4 determines
whethertheapparatusinformationtabhsofthebatterypack
3 has a smart phone_ID (Step S130).

If it determines that the apparatus
information 'table of the battery pack 3 does not have a
smart phone ID (No for Step S130), then the‘portable
terminal 4 displays, for example, “[!] This battery is not
registered. Do you want to register it?” (Step S131).
If the user does not request the registration (No for Step
S132), then the portable terminal 4 displays, for example,
“Without registration, this apparatus/battery can not be
used.” (Step S5133) and ends the process.

If it determines that the apparatus
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information table of the battery pack 3 has a smart phone
ID (Yes for Step S130), or if the user requests the
registration (Yes for S$132), then the portable terminal
4 displays, for example, “Hold the portable terminal over
an apparatus for authentication.” (Step S134)

When the user holds the portable terminal 4
over the tool body 2, the portable terminal 4 switches its
near field radio communication function’s Read mode to ON
(Step S135), obtains the tool body ID from the apparatus
information,tabie of the tool body 2 (Step 5136), and reads
out various other types of tool body information (Step
5137). |

Then, the portable terminal 4 determines
whether the apparatus information table of the tool body
2 has a smért phone ID (Step S138).

If it determines that the apparatus
information table of the tool body 2 does not have a correct
smart phone ID (No for Step S138), then the portable
terminal 4 displays, for example, “[!] This battery is not
registered. Do you want to register it?” (Step S139). If
the user does not request the registration (No for Step
S5140), then the portable terminal 4 displays, for example,
“Without registration, this apparatus/battery can not be
used.” (Step S5133) and ends the process.

If it determines that the apparatus
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information table of the tool body 2 has a smart phone ID
(Yes for Step S138), or if the user requests the
registration (Yes for S140), then the portable terminal
4 determines whether the apparatus information table of
the tool body 2 has a battery ID (Step S141).

If it detefmines that the appafatus
information table of the tool body 2 does not have the
battery ID (No for Step Si4l), then the portable terminal
4 displays, for example, “[!] This battery is not
registered. Do you want to register it?” (Step S142).
If the user does not request the registration (No for Step
S143), then the portable terminal 4 displays, for example,
“Without registration, this apparatus/battery can not be
used.” (Step S$133) and ends the process.

If it determines that the apparatus
information table of the tool body 2 has a battery ID (Yes
fdr Step S141), or if the user requests the registrafion
(Yes for S143), then the portable terminal 4 determines
whether the apparatus information table of the battery pack
3 has a tool body ID (Step S144).

If it determines that the apparatus
information table of the battery pack 3 does not have a
tool body ID Mk)for"Step S5144), then the portable terminal
4 displays, for example, “[!] This battery is not

registered. Do you want to register it?” (Step S5145).



WO 2013/187340 23 PCT/JP2013/065904

10

15

20

25

If the user does not request the registration (No for Step
S146), then the portable terminal 4 displays, for example,
“Without registration, this apparatus/battery can not be
used.” (Step S133) and ends the process.

If the user request the registration (Yes for
Step S146), then the portable terminal 4 displays, for
example, “Hold the portable terminal over an apparatus for
authentication in order to register the smart phone ID and
the tool body ID to the battery.” (Step S147)

Then,theportableterminal4switcheéitsnear
field radio communication function’s Write mode to ON (Step
S148), and writes the information to the battery pack 3
(Step S149).

Then, the portable terminal 4 displays, for
example, “Hold the portable terminal over an apparatus for
authentication in order to register the smart phone ID and
the battery ID in the tool body.”

Then, the portable terminal 4 switches its near
field radio communication function’s Write mode to ON (Step
S151), and writes the information to the tool body 2 (Step
S152).

When the authentication is successful by
referring to the server for the battery ID and the tool
body ID through server query (Yes for Step S128 in FIGs.

7A-7C), or when the process for the unavailable server
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communication is finished (Yes for Step S144, S152), as
shown in FIGs. 7A-7C, the portable terminal 4 checks the
battery status using pre-obtained battery information
(Step S153), and displays the battefy life, available

operation time of battery, battery fatigue level, battery

"change indication, battery voltage LOW indication, etc.

(Step S154).

Then, the portable terminal 4, using the near
field radio communication function, requests for
releasing the lock of the tool body 2 (Step S155), sets
the use permission flag of the tool body information ON
(Step S156), switches its near field radio communication
function’ s Write mode to ON (Step S157), authenticates for
writing permission (Step $158), and writes the information
to the tool body 2 (Step S159). The portable terminal 4
can also set the use permission flag of the battery
information ON.

Detailed processes of the tool body 2 are
omitted here (will be provided later), but by having the
use permission flag set ON, the tool body 2 becomes
available to operate.

In the above discussion, it is assumed that the
tool body 2 and the battery pack 3, as mainly shown in FIG.
4, respectively have the RFID chip 210 and the RFID chip

313. In this case, the portable terminal 4, in order to
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read/write data, communicates with both the tool body 2
and‘the battery pack 3. But as shown in FIG. 5, in the case
where only the battery pack 3 has an RFID 313, the portable
terminal 4 reads/writes data from/to a memory 212 of the
tool body 2 utilizing the bi-directional communications
between the CPU 310 of the battery pack 3 and the CPU 208
of the tool body 2.

Also, in the above discussion, the portable
terminal 4 is held over the battery pack 3 first, and then,
held over the tool body 2. It is possible to reverse the
order of the sequence, so that the poftable terminal 4 is
held over the tool body 2 first, and then, held over the
battery pack 3.

FIGs. 9A-9F and 10A-10F are drawings
illustrating an example of a sequence df operations of a
smart phone as the portable terminal 4 for the electric
power tool 1. FIGs. 97, 9B, 9C, 9D, 9E and 9F are drawings
illustrating the operations of the portable terminal 4 in
the case where the power supply of the electric power tool
1 is ON. FIGs. 10A, 10B, 10C, 10D, 10E and 10F are drawings
illustrating the operations of the portable terminal 4 in
the case where, first, the power supply of the electric
power tool 1 is OFF, then after the main sequence of
operations of the portable terminal 4, the power supply

of the electric power tcocol 1 is switched to ON.
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In FIG. 9A, the application of the portable
terminal 4 is started. In FIG. 9B, the battery of the
electric power tool 1 is switched to ON via the switéh 204
(see FIG. 4, FIG. 5). As a result of this switching
operation, the security LED 316 of the battery pack 3 starts
blinking to indicate that the security protection is
working, as shown in FIG. 9C.

In this blinking state, if, following the
instructiondisplayedcnlthescfeen,theportableterminal
4 is held over the battery‘pack‘B and the authentication
1s successful, then the security LED 316 of the battery
pack 3 becomes 1lit green showing that the security
protection is released, énd this time, the security LED
214 of the tool body 2 starts blinking to indicate that
the security protection is working.

In this blinking state, if, as shown in FIG.
9E, following the instruction displayed on the screen, the
portable terminal 4 is held over the tool body 2 and the
authentication is successful, then the security LED 214
becomes 1lit green showing that the security protection is
released, and the electrical power tool 1 becomes available
to operate. And as shown in FIG. 9F, the result of the
authentication and apparatus status information for the
tool body 2 or the battery pack 3 are displayed on the screen

of the portable terminal 4.



WO 2013/187340 27 PCT/JP2013/065904

10

15

20

25

In FIG. 10A, the application of the portable
terminal 4 is started. In FIG. 10B, the battéry switch of
the electric power tool 1 is OFF. Then, following the
instruction displayed on the screen, the portable terminal
4 is held over the battery pack 3. And if the authentication
is successful, then, although the security LED 316 of the
battery pack 3 does not become lit green, the result of
authentication is displayed on the screen of the portable
terminal 4.

In this state, as shown in FIG. 10C, if,
following the instrﬁction displayed on the screen, the
portable terminal 4 is held over the tool body 2 and the
authentication is successful, then, although the secufity
LED 214 of the tpol body 2 does not become lit green, the
result of authentication is displayed on the screen of the
portable terminal 4.

In this state, as shown in FIG. 10D, if, by
switching the switch 204 (see FIG. 4, FIG. 5), the power
supply of the electric power tool 1 is switched to ON. Then,

as shown in FIG. 10E, the security LED 214 of the tool body

2 and the security LED 316 of the battery pack 3 become

1lit green and the electric power tool 1 becomes available
to operate. And, as shown in FIG. 10F, the result of the
authentication and apparatus status information for the

tool body 2 or the battery pack 3 are displayed on the screen
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of the portable terminal 4.

FIG. 11 is a flowchart illustrating an
exemplary process of the RFID chip 210 or the RFID chip
313. |

In FIG. 11, when the RFID chip 210 or 313 starts
to operate by getting power either from itself by receiving
electromagnetic waves from outside and generating power,
or from the tool body 2 or the battery pack 3, it goes into
the passive mode (Step S202).

Then, if there is no module ID request (No for
Step S203), it goes back to the module ID request checking
process (Step S203).

If there is a module ID request (Yes for Step
5203), then it sends out its module ID (Step S204).

Then, if there is a memory read request (Yes
for Step $205) and accompanying authentication of the key
word is successful (Yes for Step S206), ﬁhen it sends out
the memory value (Step S207). If the memory value sending
is not successful (No for Step S208), then it repeats
éending out the memory value.

If a memory read request i1s not detected (No
for Step 205), or if the read authentication is not
successful (No for Step S206), or if the memory value
sending is successful (Yes for Step S208), then, with a

memory write request (Yes for Step S209) and a successful
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key word checking for authentication (Yes for Step $210),
it requests for sending data (Step S211).

If it successfully receives the data (Yes for
Step S212), then it writes the received data into the memory
(Step S213). If writing the data is not successful (No for
Step $214), then it repeatswriting the data into the memory
(Step S213).

If a memory write request is not detected (No
for Step S209), or if the write authentication is not
successful (Nd for Step S210), or if receiving the data
is not successful (No for Step S212), or if writing the
data into the memory is complete (Yes for Step S214), then
it goes back to thé module ID request checking process (Step
S203) .

FIG.12 is a flowchart illustrating an
exemplary process of the CPU 310 embedded in the battery
pack 3.

In FIG; 12, the power supply of the CPU 310 of
the battery pack 3 is switched to ON by switching the switch
204 of the tool body 2 to ON (Step S301).

The CPU 310 sets the input/output port, to
which the CRparallel circuit 311 is connected, as the input
port (Step S$302).

Then, the CPU 310 obtains the battery

controlling values from the battery control circuit 304
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(Step S303).

Then, the CPU 310, based on the obtained
battery controlling values, determines whether the
battery life and the battery voltage are normal (Step S304).
If they are not normal (No for Step $304), then the CPU
310 displays, for example, that the battery voltage is LOW
(Step S305), and, as the battery cannot be used, ends the
process (Step 5306).

If it determines that the battery life and the
battery voltage are normal (Yes for Step S304), then the
CPU 310 displays that the battery is normal (Step S307)
and starts blinking the security LED (Step S308).

Then, the CPU 310 conducts the memory Check of
the RFID chip 313 (Step S309). Then, the CPU 310 determines

whether the voltage of the input port, which is connected

" tothe CRparallel circuit 311, is within the pbredetermined

voltage range which corresponds to the predetermined
elapsed time (e.g..one day) after the last normal usage
(Step S310).

If it determines that the voltage of the input
port is not within the voltage range (No for Step $310),
then it determines whether the use permission flag of the
apparatus information table is ON (Step S311). If the use
permission flag is not ON (No for Step S311), then the CPU

310 goes back to the blinking the security LED process (Step



WO 2013/187340 31 PCT/JP2013/065904

10

15

20

25

3308). In the mean time, the RFID chip 313 can be accessed
by the portable terminal 4, the data can be written, and
the use permission flag can be set to ON.

If the CPU 310 determines that the use
permission flag is ON (Yes for Step S311), then it conducts

ID checking of the apparatus information table (Step $312).

If the ID checking is not successful (No for Step S312),

then the CPU 310 goes back to the blinking the security
LED process (Step S5308).

If the CPU 310 determines that the voltage of
the input port is within the voltage range (Yes for Step
S310), or if the ID checking of the apparatus information
table is successful (Yes for Step S312), then the CPU 310
switches the transistor 312 to ON (Step S313), and the
security LED becomes 1it green (Step S314).

Then, the CPU 310 sets the input/output port,
to which the CR parallel circuit 311 is connected, as the
output port, and starts charging the CR parallel circuit
311 by changing the output level to High (Step S315).

Then, the battery pack 3 becomes available to
operate (Step S316).

FIG. 13 is a flowchart illustrating an
éxemplary'process of the CPU 208 embedded in the tool body
2.

In FIG. 13, by switching the switch 204 of the



WO 2013/187340 32 PCT/JP2013/065904

10

15

20

25

tool body 2 to ON, the power supply of the CPU 208 of the
tool body 2 becomes ON (Step S401).

The CPU 208 sets the input/output port, to
which the CR parallel circuit 209 is connected, as the input
port (Step S402).

Then, the CPU 208 starts blinking the security
LED (Step S403).

Then, the CPU 208 conducts the memory check of
the RFID chip 210 (Step S404). Then, the CPU 208 determines
whether the voltage of the input port, which is connected
to the CR parallel circuit 209, is within the predetermined
voltage range which corresponds to the predetermined
elapsed time (e.g. one day) after the last normal usage
(Step S405).

If it determines that the voltage of the input
port is not within the voltage range (No for Step S$405),
then it determines Whether the use permission flag of the
apparatus information table is ON (Step S406). If the use
permission flag is not ON (No for Step S406), then the CPU
208 goes back to the blinking the security LED process (Step
S403) .

If the CPU 208 determines that the use

permission flag is ON (Yes for Step S406), then it conducts

'ID checking of the apparatus information table (Step S407).

If the ID checking is not successful (No for Step 5407),
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then the CPU 208 goes back to the process of blinking the
security LED (Step S403).
If the CPU 208 determines that the voltage of

the input port is within the voltage range (Yes for Step

.5405), or if the ID checking of the apparatus information

table is successful (Yes for Step S407), then the CPU 208
changes the tool body control outpﬁt toward the motor
control circﬁit 205 to ON (Step S408), and the seﬁurity
LED becomes 1lit green (Step $5409).

Then, the CPU 208 sets the input/output port,
to which the CR parallel circuit 209 is connected, as the
output port, and starts charging the CR parallel circuit
209 by changing the output level to High (Step S$S410).

Then, the tool body 2 becomes available to
operate (Step S411). |
<Conclusion>

Asdescribedabove,thepresentehbodimenthas
the following advantages.

(1) A portable terminal works as an electrical key. And
people, who try to steal an electric power tool, give up
stealing because they may think, even if they successfully
steal an electric power tool, they cannot use it because
it is locked. As a result, the theft of electric power tools
is effectively prevented without losing easy operability

of the tools.
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(2) It is difficult for a user -to forget or lose an
electrical key because his/her portable terminal, which
he/she always carries with him/her, works as an electrical
key.

(3) Various combinations of the battery pack and the tool
body can be handled by separately maintaining the battery
pack information, the tool body information, and their
pairing information.

(4) By maintaining the correct pairing of the tool body
ahd the battery pack, only the correct battery packis used.‘
Also, accidents caused by low quality batteries can be
effectively prevented and the higher safety level can be
achieved by checking the battery status. It becomes easier
for the manufacturef"of the electric power tool to provide
consumers with the product safety Warranty.

(5) The low cost with a small number of additional parté
is achieved by adding only a CPU chip and an RFID éhip to
the existing electric power tool.

(6) Because the tool body information and the battery
information are maintained by the server, the asset
management of the electric power todl can be realized.
(7) It is possible to provide the electric power tool’s
battery life information and maintenance needs
information based on the information maintained by the

server (by displaying on the portable terminal’s screen).
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(8) Because 1t becomes easier for a user to exchange
information With the manufacturer and the dealer through
the network, it becomes possible to provide the easy
operating environment for ordering batteries, inventory
forecast management, notice‘for product recovery, etc.
(9) The present invention is not limited to be applied to
an electric power tool but to any apparatus that has a
battery pack removable from the apparatus body.

Further, the present invention is not limited
to these embodiments, but various variations and
modifications may be made without departing from the scope
of the present invéntion.

The present application is based on and claims
the benefit of priority of Japanese Priority Application
No. 2012-133507 filed on Jun. 13, 2012, the entire contents

of which are hereby incorporated by reference.

DESCRIPTION OF THE REFERENCE NUMERALS

1 Electric power tool

2 Tool body

201, 202 External connection terminal
203 Motor

204 Switch

205 Motor control circuit

206, 207 External connection terminal
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208 CPU

209 CR parallel circuit

210 RFID chip

211 Diode

212 Memory

213 External connection terminal

214 Security LED

3 Battery pack

301, 302 External connection terminal
303 Battery cell

304 Battery control circuit

305 Transistor

306 Resistor

307 Thermistor

308, 309 External connection terminal
310 CPU

311 CR parallel circuit

312 Transistor

313 RFID chip

314 Diqde

315 External connection terminal

316 Security LED
4 Portable terminal
5 Access point

6 Network
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7 Information collection server

8 Manufacturer server

RELATED ART DOCUMENT

5 Patent document 1: Japanese Patent

Application Publication No. 2004-181549
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CLAIMS

Claim 1. An apparatus comprising:
an apparatus body; and
a battery pack removable from the apparatus
body, wherein each of the apparatus body and the battery
10 pack includes
a memory unit .configured to store a use
permission flag written after authentications for a pair
of the apparatus body and the battery pack through near
field communication with a pgrtable terminal; and
15 . a control unit configured to permit
energization when the use permission flag of the memory

unit is ON.

20

25
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Claim 2. The apparatus as claimed in claim 1,

wherein the battery pack includes a checking unit
5 configured to check battery status and the control unit
configured to permit energization when the battery status

is normal.

10

Claim 3. The appaiatus as claimed in claim 1,
wherein each of the apparatus body and the battery pack
includes an RFID chip configured to communicate with the

15 portable terminal through the near field communication.

20 Claim 4. The apparatus as claimed in claim 1,
wherein the battery pack includes an RFID chip configured
to communicate with the portable terminal, and the use
permission flag of the memory unit of the apparatus body
is written through the near field communication between

25 the battery pack and the apparatus body.
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Claim 5. The apparatus as claimed in claim 1,
wherein the control unit includes a determining unit
configured to determine an elapsed time between a last
usage and a present usage, and when the elapsed time between
the last usage and the present usage is less than a
predetermined length of time, the control unit permits
energization even if the use permission flag of the memory

unit is not ON.

Claim 6. The apparatus as claimed in one of
claims 1 through 5, wherein the apparatus is an electric

power tool, and the apparatus body is a tool body.

Claim 7. An apparatus authentication
management system comprising:

an apparatus body;
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a battery pack removable from the apparatus body; and
a portable terminal, wherein
each of the apparatus body and the battery pack includes
a memory unit configured to store a use
permission flag written after authentications for a pair
of the apparatus bodyiand-the battery pack through near
field communication with the portable terminal; and
a control unit coﬁfigured to permit
energization when the use permission flag of the memory

unit is ON.

Claim 8. An apparatus authentication method in
an apparatus authentication system, the apparatus
authentication system comprising an apparatus body, a
battery pack removable from the apparatus body, and
a portable terminal, the apparatus authentication method
comprising:

astoringstepcﬁfstoringéiusepermissionflag
inia'memory unit written after authentications for a pair
of the apparatus body and the battery pack through near
field communication with the portable terminal; and

a permitting step of permitting energization
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when the use permission flag of the memory unit is ON.
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