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(54) Title: AUXILIARY IDENTITY AUTHENTICATION METHOD BASED ON USER NETWORK BEHAVIOR FEATURE
(54) RYIBHR - LT Fl A AT 9 RHE I H8 B 5 4 B0 T vk

Al

A1 COLLECT AND ANALYZE SOCIAL NETWORKING SITE ACCOUNT DATA TG
OBTAIN A TRAINING DATA SET, AND ACCORDINGLY, CONSTRUCT A USER
IDENTIFICATION MODEL AND TRAIN THE USER IDENTIFICATION MODEL BY
USING THE TRAINING DATA SET AS AN INPUT, SO THAT THE USER

A2 IDENTIFICATION MODEL CAN NORMALLY WORK

A2 BEFORE A USER INTENDS TO PERFORM AN ACTUAL DATA EXCHANGE
PROCESS WITH A DATA PROCESSING SERVER, THE DATA PROCESSING
SERVER PERFORMS A MAIN IDENTITY AUTHENTICATION PROCESS FOR THE
USER IN A NORMAL MANNER, AND IF A RESULT OF THE MAIN IDENTITY
AUTHENTICATION PROCESS IS "SUCCESS", SENDS AN AUXILIARY
AUTHENTICATION REQUEST TO AN AUTHENTICATION SERVER ASSOCIATED

L EFE I &
Sl RoyES:

WITH THE DATA PROCESSING SERVER TO TRIGGER AN AUXILIARY IDENTITY
AUTHENTICATION PROCESS, AND ONLY IN A CASE IN WHICH AN AUXILIARY
IDENTITY AUTHENTICATION RESULT IS "SUCCESS", ALLOWS THE USER TO
A3 PERFORM THE SUBSEQUENT ACTUAL DATA EXCHANGE PROCESS

A3 AN AUXILIARY AUTHENTICATION SERVER PERFORMS THE AUXILIARY
IDENTITY AUTHENTICATION PROCESS FOR THE USER BASED ON THE USER
IDENTIFICATION MODEL RUNNING ON THE AUXILIARY AUTHENTICATION
SERVER, AND RETURNS THE AUXILIARY IDENTITY AUTHENTICATION RESULT
TO THE DATA PROCESSING SERVER

181 /Fig. 1

(57) Abstract: The present invention provides an auxiliary identity authentication method. The method comprises: collect and ana-
lyze social networking site account data to obtain a training data set, and accordingly, construct a user identification model and train
the user identification model by using the training data set as an input; before a user intends to perform an actual data exchange pro -
cess with a data processing server, the data processing server performs a main identity authentication process for the user in a normal
manner, and if the result of the main identity authentication process is "success", sends an auxiliary authentication request to an au-
thentication server associated with the data processing server to trigger an auxiliary identity authentication process; and an auxiliary
authentication server performs the auxiliary identity authentication process for the user based on the user identification model run -
ning on the auxiliary authentication server. The disclosed auxiliary identity authentication method has wide applicability, is conveni -
ent and effective, and has low costs.

67) HE.
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