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(54) Computer-based interlocking
system

{67) Aninterlocking system compris-
ing a plurality, e.g., three, of parallel
sub-systems operating asynchronously
to produce identical replicated outputs

which are mutually compared to deter-
mine the correct output and disqual-
ifying a minority output thereby ensur-
ing high system integrity.

Each sub-system includes a similar
arrangement for computing the differ-
ence between all possible pairs of sub-
systems. Comparison of these results
with a reference table of all possible
difference results and then comparison
of the difference equations yields a
common factor which is the sub-system
producing the error. Action ¢can then be
taken to disqualify its output, e.g., by
switching-off its power supply.

Afinal output is taken, preferably
from one sub-system, with a second as
standby. To accommodate asynchro-
nous running, a final output is only
acted upon if it is repeated in a succeed-
ing output cycle thus permitting oppor-
tunity to disqualify the preferred output
if itis judged in error by the other
sub-systems and to replace it by the
standby.
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SPECIFICATION
Computer-based interlocking system

5 The invention relates to computer-based interlock-
ing systems consisting of a plurality of parallel
redundant sub-sytems, particularly for generating
railway control signals.

The traditional way of providing safety in a railway

10 signal interlocking system is to employ only fail-safe
components, e.g. relays. As such components have
become increasingly more expensive, computers
have promised cheaper solutions providing ways
can be found to provide the same or greater levels of

15 safety.

A fail-safe system must be able to tolerate any
number of faults, occurring simultaneously or dis-
persed in time, without permitting an unsafe action
to be executed erroneously. A problem inherent in
computer systems is that this level of integrity
cannot be achieved using single computers in their
normal mode. One way improvements have been
made is by using multiple computer sub-systems
which perform a similar function simultaneously
using the same input data and comparing their
outputs.

The present invention seeks to improve this type
of arrangement. The basis of the invention is the
analysis of all possible system faults and the realisa-
30 tion of where to place means for fault location and
how to detect such faults in order to be able to
eliminate effects which would otherwise degrade the
level of safety of the system.

According to the present invention there is pro-
vided a control signal interlocking system compris-
ing three paralle! redundant sub-systems, each of
which is connected to receive the same input data
and arranged to perform a signal interlocking func-
tion in continuously repeated cyclic operation,
means for consolidating the control outputs of the
parallel sub-systems to provide a fail-safe control
system output, wherein the outputs of a first and a
second of the sub-systems are connected to output-
selecting means operative to preferentially select the
45 first sub-system output to provide the control sys-

tem output or, alternatively, the second sub-system
output in response to the output of means operative
to check agreement between the sub-systems.

In order to eliminate one class of fault, the

50 sub-systems operate asynchronously and the out-
put-selecting means is arranged to provide a sub-
system output to the control system output only
after said output has been repeated in two succes-
sive cycles of operation.

55  To provide the required level of system integrity, it
is preferred that the means operative to check
agreement between the sub-systems comprises, in
each sub-system, means for receiving outputs of all
the sub-systems, determining difference results be-

60 tween the sub-system outputs, comparing those
results with a reference table of possible difference
results stored in a memory so as to determine, if
differences exist, which sub-system is in error and
means responsive to said comparison to produce in

65 each sub-system and in respect of each sub-system
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a signal indicating an error.

The invention and how it may be carried into
practice will now be described, by way of example
only, with reference to the accompanying drawings,
in which:-

Figure 1 shows in block diagram form a computer-
based interlocking system having three paratlel
computer sub-systems,

Figure 2 shows in greater detail the arrangement
for consolidating the sub-system outputs and pro-
viding the required system integrity.

Figure 3 shows at {a) an output difference results
table in which sub-system A fails, shows at (b)
difference results tables for A and C when B fails,
and shows at (c) the situation if the remaining
sub-systems A and C disagree.

Referring now to the drawings;-

Figure 1 shows a computer-based railway inter-
locking system comprising three parallel computer
sub-systems, indicated generally by the reference A,
B and C. In all essential respects the three computer
sub-systems are similar in construction and are
identically programmed but their operation is not
deliberately synchronised so that their normal oper-
ation is asynchronous. Vital input data, that is data
directly concerned with the settings of traffic control
devices, for the interlocking system is received in
parallel format on a set of data lines 1 by a fail-safe
signal splitter circuit 2 which triplicates the informa-
tion onto three parallel data highways 3a, 36 and 3¢,
for distribution to the three sub-systems A, B and C,
respectively. The vital input data is first received by
input safety proving and serialising computers 4a,
4b and 4c, which carry out several functions; first to
check the input circuits for faults and, second, to
cyclically scan all input data lines reading each in
turn. This reading may be initiated by an interrupt
procedure, that is, when an input changes, the scan
cycle skips over the intervening inputs directly to the
newly changed input. The vital input data does not
change frequently relative to the period of a scan-
ning cycle which is of the order of approximately one
second. In fact, most vital inputs will remain static
for relatively extremely long periods of time, so that
asynchronous operation presents no difficulties
since, even when an input changes, the scan sample
of data will not disagree for more than a period of
one scan cycle. The serial outputs from circuits 4a,
4b6 and 4c are connected respectively to computers
5a, 5b and 5¢, which are programmed to carry out
safety interlocking procedures.

Non-vital input data is received on a data highway,
indicated by reference 6, and which comprises, for
example, route-setting data generated by setting of
switches on a signalman’s control desk or outputs of
an automatic route-setting device of known type (not
shown). This non-vital data, also referred to as
organisational data, is also scanned, processed and
presented on either single line (not shown) or
triplicated lines 8a, 86 and 8¢, directly to inputs to the
interlocking function computers 5a, 5 and 5c.

The interlocking function computers 5a, 66 and 5¢
are under the control of self-diagnosing software
programs designed to implement interlocking func-
tions, which are already well-known in the prior art.
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Studies of the associated hardware reveal all possi-
ble failure modes and reference is made to the
software specification to ensure that adequate test
routines are frequently run. Where quasi-static vari-
5 able data is stored in random access memory, it is
stored in a plurality of locations which test routines
regularly check for correspondence, thus im-
plementing subordinate levels of redundancy within
one sub-system, and permitting asynchronous oper-

10 ation of those sub-systems. Similarly, test routines
check the coding of all serial messages and frequent-
ly check parity on stored transmission data.

The output of computers 5a, 56 and 5¢ is pre-
sented in serial data format to output safety proving

15 processors 9a, 9b and 9c, respectively, in each
sub-system, which are programmed to prove that
the output circuits and connecting lines from the
interlocking function computers are not faulty. The
outputs from the computers 9a, 96 and 9c are

20 supplied to a common circuit means 10 for consoli-
dating the control outputs from the parallel sub-
systems and distributes vital control signals on
output data highway 11.

Referring now to Figure 2, this shows in greater

25 detail the circuit means for consolidating the sub-
system outputs and providing the required system
output integrity. The sub-systems labelled A, B and
C, include interlocking computers 5a, 56 and 5¢,
which carry out interlocking functions involving a

30 multiplicity of signals relating to a large number of
traffic control devices in order to ensure that no
conflict exists in the multiplicity of control signal
outputs generated by each interlocking sub-system.
Each sub-system produces a serial output consisting

35 of a device address code word and a device-setting
code word. In the system illustrated, the output from
sub-system A is preferred and is thus connected
from the sub-system to an output multiplexer hous-
ing 14.

40 The housing 14, and housings 15 and 16 are
similar, is constructed as a modular arrangement in
which a multiplicity of printed circuit cards are
housed as a unit and interconnected by communal
power supply and data input, output and exchange

45 busses organised according to a standard configura-
tion. Thus, into each housing, any mix of different
types of cards can be inserted according to require-
ments. Housing 14 includes a first input scanner card
17 which receives the preferential serial output from

50 sub-system A and multiplexes the signals to a range
of output driver cards including output signal am-
plifying means which are connected to individual
traffic control devices. One such output line is shown
connected to energise device 20 but it is to be

65 understood that this is merely one of many.

The output from sub-system B is connected to a
second input scanner card 23 which provides an
alternative output signal source in the event of
sub-system being judged faulty and being "“taken

60 off-line” or disqualified. Card 23 is essentially iden-
tical to card 17 and can take over completely all its
functions.

The outputs of all three sub-systems A, B and C are
mutually exchanged for the purposes of error detec-

65 tion checking. The sub-systems are mutually inter-
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connected in a ring configuration so that each
processor has a similar neighbour to the left and
another to the right. Each sub-system computer or
processor receives all sub-system outputs and
stores the outputs in memory means, for each
corresponding output a difference resuit is then
computed and temporarily stored in a memory table.
For example, if no difference exists, that is repre-
sented by a 0 data bit and a positive difference result
is represented by a 1 data bit. By labelling the
sub-systems M for me, L for left and R for right, each
sub-system is able to be constructed and arranged
identically. In each case, the computed differences
between itself and each of the other two-sub-
systems are labelled M minus L (me minus left), L
minus R (left minus right) and, R minus M {right
minus me).

All the possible difference results are stored in a
reference table in a second memory means and once
in every interlocking program cycle a means for
comparing the results steps through corresponding
pairs of locations comparing each actual result with
the difference result table. When a difference is
found, the corresponding subtraction equation is
read out from the reference table. Since a genuine
error will cause two wrong results, two subtraction
equations will be read out and further comparison of
these to determine the common factor pinpoints the
sub-system in error. A typical scanning period lies in
the range 0.25 seconds to 1.00 seconds so that no
error should remain undetected for more than such a
period.

A sub-system having judged which sub-system
has generated an erroneous control produces an
outputindicating such on a signal line a, b orc, as
appropriate. Thus, in Figure 4, sub-system A has
three error output lines 30a, 306 and 30c; sub-
system B has three similar lines 31a, 316 and 31¢;
and sub-system C has similar error lines 323, 326
and 32c¢. These error outputs can be correlated in
respect of each sub-system to merely indicate, i.e. to
flag, the production of an error or, preferably, to
activate means for disabling, or inhibiting, or gener-
ally disqualifying, the faulty sub-system such as by
switching off its power supply. Logic gating for such
correlation is known in the art and is not shown in
Figure 2. A gating arrangement in which at least two
of the sub-systems must agree that the third is in
error is sufficient.

Figure 3 shows at (a) the imputed difference tables
for each micro-processor, assuming a fault exists in
sub-system A. Figure 3a is divided into three sec-
tions corresponding to sub-systems A, B and C,
respectively, from left to right in the left of each
section the sub-system outputs are represented by
an ‘0’ ora ‘1" and to the right of each section, the
computer difference table is shown and it will be
seen in each case that where a difference is com-
puted, as represented by a figure ‘1’, but the only
common output in each of those differences is the
output of sub-system A, the conclusion therefore is
that sub-system A has suffered a fault. The preferred
way of dealing with this situation is to suspend the
contribution of the output of the faulty sub-system
either by shutting-down the whole sub-system or by

-



GB2110855 A 3

10

15

20

25

30

35

40

45

50

55

60

65

applying an inhibit signal to the output circuits
represented by line 12a, 126 and 12c in Figure 1.

Figure 3b shows the result in the computer
difference table if sub-system B produces a fault and
is completely shut-down, by agreement of Aand C,
and then a non-simultaneous change occurs in the
outputs of the two remaining sub-systems which are
continuing to run asynchronously. It will be
observed that the integrity of the system output is
maintained since, although the processors agree
that a change existed for one scan cycle, the change
was not detected in two consecutive scan cycles.
Figure 3(c) shows the resulis of the situation in
which sub-system B has failed and has been shut-
down, the output of sub-system C now remains as a
‘0" bit while that of system A changes to a ‘1" bit and
although a difference is detected for more than two
consecutive scan cycles, the micro-processors can-
not determine which of the sub-systems is at fault,
and consequently they shut-down the total system.
The output of each sub-system is therefore shut-off
after it has either output a change that was not
required, or output no change when one should
have been made.

In order to allow for asynchronous running of the
sub-systems A, B and C, the cards 17 and 23 in
housing 14 include means for storing control signals
from the selected sub-system for at least one output
cycle and a comparator for reading out a stored
control signal only when the corresponding signal in
the succeeding cycle agrees, there is therefore a
delay of one cycle period during which time the
remaining sub-systems B and C will also have
completed the same functional cycle and will have
checked the output of sub-system A for correctness.
The interlocking computers therefore arrange to
repeat output commands in the next processing
cycle, so that if a command is seen to be repeated, it
will be safe to put it into effect, and a system which
outputs one false instruction will be shut-off before it
can repeat it.

An output arrangement generally indicated at 13
in Figure 2, is arranged only to respond to repeated
commands. The left hand scanning processors (17,
18, 19) in each output scanner housing (14, 15, 16)
are all fed with the serial output from the same
interlocking computer. Output scanning processor
17 receives the repeated commands and, if so
instructed, causes energisation of an output device
20 by driving through a signal amplifying device on
the appropriate output card. Device 20 is one of a
plurality. Input scanning processors 18 and 19
immediately sense the energisation of 20 through
test feedback inputs to their respective housings 15
and 16 and check that this event coincides with the
command they received. To ensure that the output
from housing 14 remains controllable by 17, and
does not continue to energise 20 because of a
failure, scanning processor 17 causes the output
drive to 20 to contain short test pulses to which 20
does not respond. The inputs to 15 and 16 observe
these test pulses and can therefore ensure that the
output of 14 is under proper control of 17. An output
of each housing 15 and 16 is therefore energised as
acknowledgement of agreement with the function of
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17, and these outputs energise control relays 21, 22,
respectively, which allow power to a group of output
devices - including 20. The drive signalsto 21 and 22
also contain test pulses which are monitored by
inputs 30, 31, to housing 14. Should these inputs fail
to contain test pulses then scanning processor 17
de-energises all the group of outputs whose power
is controlled by 20 and 21. If it is permissible to
totally shut the system from one fault, then 16, 19
and 22 are not required. If, however, it is required to
continue to operate groups of outputs except those
controlled by 21 and 22, then 16 and 19 are required
to protect the system against further faults. Also, if a
failure occurs in scanner processors 17, 18 or 19, or
their associated highways, the whole system may
continue by using 23, 24, 25, and another interlock-
ing computer’s serial output. There remains, howev-
er, the problem that, while 20 is de-energised, the
inputs to 15 and 16 may go open circuit, when a
subsequent failure of 14 to a state which energises
20 would remain unnoticed. Thus, other outputs of
housings 15 and 16 are used to selectively false-feed
energy to the inputs which can then be tested by 18
and 19 (or 24 or 25) to ensure that the inputs and the
associated connections to 20, could represent an
energised state should one occur on the output from
14. Control devices 21 and 22 are fail-safe devices, in
this example signalling relays, designed so that
when de-energised, their contacts 26 and 27 are
guaranteed to open.

Computer-based interlocking systems operating in
a fail-safe manner, as described above, will, in the
event of a total shut-down occuring, prevent this
equipment being used to operate the railway and
emergency procedures will be required to provide
some degree of control through restricted facilities,
and these emergency procedures may be less safe
than those under control of the normal interlocking
program.

Redundancy among the computer sub-systems
enables the whole system to continue operation
after a single failure has been detected, and a
contribution of that sub-system removed from the
final output, nevertheless, it is essential that failures
are rectified as quickly as possible so that maximum
sub-system availability is restored as soon as possi-
ble to guard against the effects of a further failure
occurring in one of the remaining sub-systems,
However, extensive monitoring and diagnostic
routines will increase the cycle time, and thus
directly reduce the rate at which faults are noticed,
consequently reducing the level of safety. Thus, only
the most basic of tests are performed in the vital
software (computersin 4, 5,9 and 13) and all
diagnostic work is effected in the organisation
processor (7). Although triple redundancy of the
computer sub-systems provides for continued work-
ing in the event of hardware failure in one of the
sub-systems, certain failures in fail-safe detecting
circuits in a wayside equipment, which provide the
*ital input data, could lead to ambiguous situations
arising in which different sub-systems implement
different interlocking strategies which are individual-
ly entirely safe, but collectively are incompatible.
This problem does not arise where the three sub-
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systems are synchronised because they perform
identical operations simuitaneously, but spurious
events, e.g., lightening strikes, can cause simul-
taneous malfunctions in all the sub-systems of a

5 synchronously operated system and these are not
guarded against by sub-system diversity.

In a diverse asynchronous system, of the type
described, situations which could cause ambiguous
states are studied and when a potential for such a

10 state is detected, each sub-system informs the
central interlocking control processor which then
only allows output changes which tend towards
safety while further restricting operation. The soft-
ware program of the interlocking computer causes

15 the situation to be reported to the organisation
computer which, in the event, is programmed to act
as an arbiter. If the organisation computer finds that
the sub-systems subsequently agree on strategy,
then execution of the interlocking function is allowed

20 to proceed normally and the sub-systems each move
their outputs to the state required to implement the
strategy required. However, if the organisation com-
puter receives different strategies from the sub-
systems, it institutes the execution of at least part of

25 the inter-locking program to allow for the possibility
that after a time delay, the ambiguity in the inputs
may have been resolved. Although the organisation
computer has no safety functions to perform itself, it
is able to delay the production of a sub-system

30 output to a proceed or less restrictive state.

CLAIMS

1. Acontrol signal interlocking system compris-
35 ing three parallel redundant sub-systems, each of
which is connected to receive the same input data
and arranged to perform a signal interlocking func-
tion in continuously repeated cyclic operation,
means for consolidating the control outputs of the
40 parallel sub-systems to provide a fail-safe control
system output, wherein the outputs of a firstand a
second of the sub-systems are connected to output-
selecting means operative to preferentially select the
first sub-system output to provide the control sys-
45 tem output or, alternatively, the second sub-system
output in response to the output of means operative
to check agreement between the sub-systems.
2. Aninterlocking system, as claimed in Claim 1,
wherein the sub-systems operate asynchronously
50 and the output-selecting means is arranged to
provide a sub-system output to the control system
output only after said output has been repeated in
two successive cycles of operation.
3. Aninterlocking system, as claimed in Claim 1
65 or Claim 2, wherein the means operative to check
agreement between the sub-systems comprises, in
each sub-system, means for receiving outputs of all
the sub-systems, determining difference results be-
tween the sub-systems’ outputs, comparing those
60 results with a reference table of possible difference
results stored in a memory so as to determine, if
differences exist, which sub-system is in error and
means responsive to said comparison to produce in
each sub-system and in respect of each sub-system
65 asignal indicating an error.
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4. Aninterlocking system, as claimed in Claim 3,
including means for correlating the error-indicating
signals for each sub-system to provide a safety
signal indicating the integrity of each sub-system.

5. Aninterlocking system, as claimed in Claim 4,
including means responsive to said safety signals to
operate the output-selecting means so as to select
the alternative output when it is indicated that the
first sub-system is in error.

6. Aninterlocking system, as claimed in any
preceding claim, wherein the control system output
is connected via control output signal-amplifying
means to energise an output function device com-
prising a connection between the signal-amplifying
means and the device which includes at least one
switch energised to close by an output signal from a
test monitor arrangement, responsive to the receipt
of test pulse signals injected into the control system
output before the signal-amplifying means by a test
signal generator, the test signals being capable of
operating the signal-amplifying means but not the
device and detected by the test monitor arrange-
ment after the signal-amplifying means in order to
check the operability of the control output signal-
amplifying means.

7. Aninterlocking system, substantially as
hereinbefore described with reference to the accom-
panying drawings.
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