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IDENTIFYING A CHANGE TO INDICATE A DEGRADATION WITHIN A COMPUTING
DEVICE

BackGROUND
{0001}  Diagnostics may be performed on computing devices o identify the cause of
various degradations andior failures. Once identifving the causes, the degradation andior
failure may be remedied to restore the computing device to its working state.

Brier DESCRIPTION OF THE DRAWINGS
[0002] In the accompanying drawings, like numerals refer {0 like components or blocks.
The following detailed description references the drawings, wherein:
{00031 FIG. 1 is a block diagram of an example computing system including a
computing device with a profiler module {0 obtain a first profile with a first property and a
second profile with a second property and a diagnostic module to analyze the profiles to
identify a change between the properties;
[0004] FIG. 2 is a block diagram of an example computing system including a
computing device with a profiler module and a diagnostic module to obtain and analyze a
first and a second profile to identify a change, a memory 1o store the change, and a pattern
recognition module 10 receive the change 1o identify a pattern and based the identification,
transmit at least one of a rule and a solution to the computing device;
{0005] FIG. 3 is a block diagram of an example memory {0 store a first profile including
a first properly and a second profile including a second property representing a type of
property information collected from the computing device;
[0006] FIG. 4 1s a flowchart of an example methoed performed on a computing device to
coliect a first property and a second property to compare and identify a change indicating a
degradation within the computing device;
{00071 FIG. b is a flowchart of an example method performed on a computing device to
coltect a fist profile including a first properly and second profile including a second
property, compare the profiles fo identify a change between the first and the second

properties, and transmit the identified change to identify a pattern; and
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{0008] FIG. 6 is a block diagram of a compuding device to obtain a first and a second
profile with a first and a second properdy, respectively, compare the profiles to identify a
change, store the change, transmit the change to identify a pattern, and receive at least
one of a rule and a solution.

DeTALED DESCRIPTION
{0008] By diagnosing a cause of a degradation and/or failure of a computing device,
the device may be serviced or remedied. One solution is {o diagnose the computing
device once 3 failure has occurred. in this solution, the diagnostics focus on functional
validation of the hardware andfor platform of the computing device. However, this solution
diagnoses the device in its current state once the fadure has cccurred. This solution is not
able to gain insight into the time and the source of the failure rather, it is more of a reactive
approach of diagnostics. Additionally, this solution is performed on a case by case basis
for each computing device taking much time from an agent as i ignores the common
degradationfaiiure experienced by multiple computing devices.
{0010}  In another solution, diagnostics is performed through the process of elimination.
in this solution, the potential causes of the degradation and/or failure and testing the
computing device. For example, in this solution the platform of the computing device may
be reimaged back to the initial state {(i.e., manufacturing state) {o determine if the failure is
resolved. If the problem persists, it is assumed the problem is a hardware issue. This is
not an accurate solution as the problem may be a combination of the platform andfor
hardware. Further, the source of problem will not be diagnosed until much probing and
avaluation, taking additional time from service agents.
{0011}  To address these issues, example embodiments disclosed herein provide a
computing system including a computing device with a profiler moduie to obtain a first and
a second profile. The first and the second profile include a first and a second property of
the computing device, respectively, and are obtained as a function of time. Obtaining the
propertias as a function of ime provides snapshots of the computing device at different
times to monitor the operation of the computing device. This provides valuable insight into
the operational behavior of the computing device. Additionally, by collecting properties
provided over time, the sourcs of the problem may be determined.
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{0012]  Further, the computing system includes a diagnostic modiude to analyze the
profiles to wdentify a change which indicales a degradalion {l.e., problem} within the
computing device. In this regard, the change indicates the health of the computing device.
identifying the change, reduces the amount of time {o diagnose the problem with the
computing device. The change provides data of which may be used to diagnose and
repair common problems, thereby reducing the amount of time for diagnostics of the
computing device. Further, by identifying the change, the computing device may be
remedied 1o prevent a complete failure andfor breakdown.

{0013] In another embodiment, the computing system includes a pattern recognition
moduie 10 receive the change {o identify a pattern indicating a related degradation among
the compiding device and another computing device. Further, once identifying the pattern,
the pattern recognition module may transmit at least one of a rule and solution to remedy
the degradation within the computing device. ldentifving the pattern, common problems
may be discovered o help improve hardware and/or platform systems on the computing
devices. Additionally, identifying the patiern, computing devices experiencing related
degradations may be identified for further diagnostics and improvements. Yet further still,
by transmilting at least the rule and solution, the improvemernt to the source of the
degradation may be remedied by improving the diagnostic experience o the user.
Further stilf, by identifying the pattern, the patltern recognition may use structured and
unstructured data to determine a common problem occurring within a related hardware
and/or platform among muiliple computing devices. For example, the slructured may
collect property data of the computing device which are directly relational fo one another,
while the unstructured data may include data from service calis, notes, supply chain data,
etc. that is not direclly relational to one another. Using structured and unstructured data,
pattemns may be identified leading to the discovery of common problems among the
computing devices and thus improving the computing devices to remedy the common
problems.

{00141  In a further embodiment, a memory module is used fo store the change for
retrieval.  This further helps an agent diagnosing the compuiing device to quickly analyze

the changes to determine the root of cause of the degradation and/or failure.
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[0015]  Yel, in a further embodiment, the first and the second profile are oblained and
stored without personal identifying information.  Additionally, in this embodiment, the
profiles are stored according 1o a type of propedy information collected from the computing
device. This enables the user anonymity which provides privacy to the user of the
computing device. Additionally, i also enables the profiles o be stored in the memory so
the service agent may be able 10 review the data quickly by locating the type of properly
information in the memory and reviewing the profiles thereby providing further insight into
the computing device.

{00161  In summary, example embodiments provide a better diagnostic experience to
users of computing devices through enabling a proactive approach tfo handling
degradations within the computing device. Additionally, the approach provides valuable
insight into the operational behavior of the computing device over time, thereby enabling
improvements,

{00171 Referring now to the drawings, FIG. 1 is a block diagram of an example
computing system 102 including a computing device 104 with a profiler module 106 to
obtain a first profile 108 with a first property 110 and a second profile 112 with a second
property 114. The computing system 102 also includes a diagnostic module 116 to
analyze the first and the second profiles 108 and 112 to identify a change between the first
and the second properties 110 and 112. Embodiments of the computing system 102
include a server, a network computing system, or other computing system including the
computing device 104 and the diagnostic module 118.

{0018] The computing device 104 includes the profiler module 106 to obiain the first
profite 108 with the first property 110 and the second profile 112 with the second property
114, Embodiments of the computing device 104 include a client device, personal
computer, desktop computer, taptop, a mobile device, a tablet, or other computing device
suitable 1o include the profiler module 106 to analyze the first profile 108 and the second
profile 112, In another embodiment, the computing device 104 may include the diagnostic
module 116 and/or a memory.

{00181  The profiler module 108 obifains the first profile 108 and the second profile 112

to analyze at the diagnostic module 116 to identify the change 118. The profiler madule
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106 obtains or collects the profiles 108 and 110 periodically or during an event. The
profiles 108 and 110 provide the properties 110 and 114 as measurements of the
computing device 104. For example, the profiles 108 and 110 may provide properties of
gach hardware component within the computing device 104, while properties 110 and 114
may include the operating voltage of a specific hardware component. In another
embodiment, the profiler module 106 may obtain and/or collect the properties 110 and 114
without coliecting the profiles 108 and 112, This embodiment is described in detail in fater
figures. Embodiments of the profiler module 106 include a set of instructions executable
by a processor within the computing device 104 to oblain the first profile 108 and the
second profile 112, while other embodiments of the profiler module include a processor,
controlfler, microchip, chipsel, electronic circuit, microprocessor, semiconductar,
microcontrolier, central processing unit (CPU), graphics processing unit (GPU), visual
processing unt (VPU), or other programmable device capable of obtaining the profiles
108 and 112

{00207 The first profile 108 provides a collection of properties of the computing device
104 periodically or during an event. The first profile 108 provides a type of snapshot of the
operation of the computing device 104 periodically or during an event. For example, teh
first profile 108 may include a snapshot of the computing device 104 once every few
hours, day, or week. The first profile 108 may be oblained according to time intervals or
triggered by the compuling device 104 event, such as powering on or off the computing
device 104. Embodiments of the first profile 108 include providing configuration or
functionality properties of the hardware, platform, operating system configuration,
applications, processes, installed drivers, and/or hardware diagnostics during the event or
time interval. In another embodiment, the first profile 108 may include the inifial state of
the computing device 104 prior to the life of the computing device.

{0021}  The first property 110 is included as part of the first profile 108 and includes a
specific property of the computing device 104. In this regard, the first property 110 is a
smaller subset of the first profile 108, as the first property 110 may include specific
property information.  In this embodiment, the first property 110 is a type of functional
monitoring of the computing device 104, For example, the first profile 108 may include a

spapshat of the functionality of the hardware components in the computing device 104,
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thus the first property 110 includes a smaller subset, such as the functionality of a specific
hardware component. In keeping with the example, the first property 110 may be an
operating voltage of the processor within the computing device 104,

{00227  The second profile 112 provides the coliection of properties as obtained af the
first profile 108 as {aler in time or later event. in this embodiment, the second profile 112
provides another snapshot of the operation of the computing device 104 obtained ialer in
time from the first profile 110 or during the similar event as the first profite 108. in one
embodiment, the profiles 108 and 112 are obtained without personal identifying
information of a user of the computing device 104, Embodiments of the second profile 112
include providing configuration or funclionality properies of the hardware, platform,
operating system configuration, applications, processes, inslalled drivers, and/or hardware
diagnostics during the event or time interval.

{00231 The second property 114 is included as part of the second profile 112 and
includes a specific property of the computing device 104, In this regard, the second
property 114 is a smaller subset of the second profile 112, as the second property 114
may include a particular subset of property information. The first property 110 and the
second property 114 are obtained as a function of fime. iIn one embodiment, this includes
time-stamping the first property 108 and the second property 114, in this embodiment, the
functionality of the computing device 104 may be monifored over time providing a time-
based diagnostics. In another embodiment, the first property 110 and the second property
114 include structured data collecting a particular funclionality of the computing device
104. For example, the first property 110 may include a thermal temperature of a
processor within the computling device 104, thus the second property 114 would include
the theymal temperature of the processor within computing device 104. This direct relation
enables the diagnostic module 116 {o identify the change 118 indicating the degradation
within the computing device 104, In a further embodiment, the first property 110 and the
second propedy 114 monitor a related functionality. In this embodiment, the properties
110 and 114 momitor @ common funchonality, which allows a direct relation between the
properties 110 and 114 {o identify the change 118 (i.e., difference). Further in this
embodiment, the change 118 may be stored according to the related functionality. For
axample, the related functionality may include monitanng the theymal temperaturg of the
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processor, thus the change 118 may be stored o the thermal femperature of the
pracessor. This enables changes to be refrieved quickly to determine the root cause of a
problem within the computing device 104.

{0024] The diagnostic module 116 analyzes the first profile 108 and the second profile
to wentify the change 118 belween the first property 110 and the second property 114,
Embodiments of the diagnostic module 116 include a set of instructions executable by a
processor o analyze the first profile 108 and the second profile 112 fo identify the
change 118. In another embodiment, the diagnostic module 116 includes a processor
on a server to receive the first profile 108 and the second profile 112 1o identify the
change 118 between the first property 110 and the second property 114, in a further
embodiment, the diagnostic madule 116 may receive the profiles 110 and 112 from the
profiler module 106 {o identify the change 118.

{0025] The change 118 is a difference between the first property 110 and the second
property 114 1o indicate the degradation within the computing device 104. This change
118 includes representations signifying the difference between the first property 110 and
the second property 114. As such, embodiments of the change 118 include a symbol
indicating a functional representation of the computing device 104. For example, the first
and second profiles 108 and 112 may include thermal profiles of the computing device 104
obtained at different times. The first property 110 and the second property 114 may
include the specific thermal properties of a processor within the computing device.
Comparing the first property 110 processor thermal data to the second property 114
processor thermal data, the change may indicate the processor is overheating indicating
the degradation of the computing device 104. Recognizing the change 118 indicates the
degradation within the computing device 104 prior to failure of the computing device 104
in this embodiment, diagnostics may determine quickly the cause of problem within the
computing device 104, Additionally, this enables a proactive approach to handle a
prablem within the computing device 104 by determining the degradation prior to failure.
in ancther embodiment, the change 118 may be transmitted to a pattern recognition
module o identify a pattern indicating a common degradation among muitiple computing
devices. This embodiment is discussed in detall in later figures. In a further embodiment,

the change 118 may be slored in a memory o allow further access andior retrieval by a



WO 2013/165372 PCT/US2012/035888

sarvice agent to determine the cause of the degradation. This embodiment is discussed in

detal in tater figures.

{00261 FIG. 2 is a block diagram of an example computing system 202 including a
comptiting device 204 with a profiler module 206 and diagnostic module 218, The profiter
module 206 collects a first profile 208 and a second profile 212 and the diagnostic module
216 analyzes the profiles 208 and 212 to determine a change 218 between a first property
210 and a second property 214.  Additionally, the computing system 202 includes a
memory 224 10 store a change 218 as identified by the diagnostic module 216 and a
paftern recognition module 216 to receive the change 218, identify a pattern 220, and
transmit at least one of a rule 222 and a solution 224. The computing system 202 and the
computing device 204 may be similar in structure and funclionality of the computing
system 102 and the computing device 104 as in FIG. 1.

[0027] The profiler module 206 obtains and/or collects the first profile 208 and the
second profile 212 including the first property 210 and the second property 214,
respectively. The profiler module 208, the first profile 208, the first property 210, the
second profile 212, and the second property 214 may be similar in structure and
functionality to the profiler module 108, the first profile 108, the first property 110, the
second profile 112, and the second property 114 as in FIG. 1.

{0028}  The diagnostic module 216 analyzes the profiles 208 and 212 to determine the
change 218 between the first property 210 and the second property 214. The change 218
is transmitied from the compuling device fo the memory 226 for storage. In this
ambodiment, the change 218 may be synched to storage on a nelwork that allows
diagnostics if the computing device 204 fails. In another embodiment the change 218 is
transmitied to the patlern recognition module 216, In a further embodiment, the profiles
208 and 212 are also transmitted to the pattern recognition madule 216 to further track the
operation of the computing device 204. The diagnostic module 216 and the change 218
may be similar in structure and functionality to the diagnostic module 116 and the change
118 as in FIG. 1.

{00281 The memory 226 stores the change 218 as identified by the diagnostic modute
216, Storing the change 218 in the memory 226 provides insight to the operation of the
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computing device 204, In another embodiment, the change 218 may be retrieved from the
memaory 226 for further analysis. Embodimentis of the memory 226 include a storage,
memory buffer, cache, non-volatile memory, volatile memory, random access memory
(RAM), an Electrically Erasable Programmable Read-Only memory (EEPROM), storage
drive, a Compact Disc Read-Only Memory (CDROBM), or other physical siorage device
capable of storing the change 218.

{00301 The paltern recognition module 216 receives the change 218 {o identify the
pattern 220 among multiple computing devices. The pattern 220 indicates a related
degradation among the multiple computing devices. in ong embodiment, the paftern
recognition module 216 receives unstructured data (1.e., no direct relation among the data)
and the change 218 to identify the pattemn 220. The unstruclured data may include service
calis, supply chain data, notes, and/or other data to collect and process. In this
embodiment, the pattermn recognition module 216 processes the change 218 with the
unstructured data to identify the pattem among muitiple computing devices. In a further
ambodiment, the pattern recognition module 216 receives the change 218 as from the
computing device 204 {o identify the pattern 220 among the computing device 204 and
another computing device. in this regard, the pattemn recognition module 216 identifies the
pattem 220 among muttiple computing devices {0 indicate a common degradation of the
multiple computing devices. ldentifying the patlem 220, the service agent may use to
diagnose other degradations and/or faiures thereby reducing the amount of fime to
diagnose and/or repair.  Yet in a further embodiment, the properties 210 and 214 are
transmitted to the pattem recognition module 216, which indicates the cause of the
change, enabling a beller diagnosis fo determine which hardware andfor software
component that is experiencing the degradation. Once identifying the pattern 220, the
pattemn recognition module 216 may transmit at least one of a rule 222 and a solution 224
to the computing device 204, Embodiments of the pattern recognition module 216 may be
implemented in the form of executable instructions stored on a machine-readable storage
medium, such as machineveadable storage medium 604 as in FIG. 6, while another
smbodiment of the pattern recognition module 216 includes or a set of instructions

executable by a processor to identify the pattern 220. In a further embodiment, the paftern
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recognition modude may be in the form electronic circuitry capable of identifving the pattern
220

{00311 The pattem 220 is dentified by the paftern recognition module 216 and
indicates the related degradation in the computing device 204 and other computing
devices. in this embodiment, the pattemn 220 provides a data representation indicating
which hardware and/or software component may be degrading, thus the computing device
204 may readily be identified that may have the potential degradation. Using the paltern
220 to identify which components may be degrading on the computing device 204,
reduces the time to diagnose and repair the common degradations. Further, the pattern
220 may also be utilized to improve the components with the degradations.

{00321 The rule 222 is transmitted to the computing device 204 as a further way to
identify other potential degradations with the computing device 204. in one embodiment,
the rule 222 may include a Boolean rule created based on the paltern 220 and transmitted
to the computing device 204. in another embodiment, the rule 222 may include a policy to
notify the service agent when the change 218 is identified.

[0033] The solution 224 may be transmitted {o the computing device 204 to remedy the
degradation within the computing device 204. The solution 224 may also be identified that
may include a link to an upgrade to remedy the problem within the computing device 204
or a remedy for the computing device 204 {o execute without further input from a user of
the computing device 204,

{0034] FIG. 3 is a block diagram of an example memory 326 {o store a first profite 308
with a first property 310 and a second profile 312 with a second property 314, the profiles
308 and 312 are stored representing property information collected from a computing
device. The memory 326, first profile 308, first properly 310, second profile 312, and
second properly 314 may be similar in structure and funclionality o the memory 226, first
profile 108 and 208, first property 110 and 210, second profte 112 and 212, second
property 114 and 214 as in FIG. 1 and FIG. 2, respectively.

{00351 The hardware 316, the soflware 318, and the event 320 represent fypes of
property information coflected from the computing device. Storing the profiles 308 and 312

according to the type of property information from the computing device enables a quick
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and efficient diagnostic as it provides insight inlo the operation of the computing device. In
othey embodiments, the profies 308 and 312 may be stored according to specific
functionality obtained including hardware, software, andfor event properly data coliected.
For example, the type of hardware may include processor property data and/or memory
property data. Thus, the profiles 308 and 312 may be sfored according to the processor
property data andfor memory property data. In another example, the profiles 308 and 312
may include property data of applications on the compuling device. The properties 210
and 314 may include spedific property data about an individual application, thus the
profiles 208 and 312 may be stored with the properties 310 and 314 according fo the
applications. In a further example, the profiles 308 and 312 may include event property
data, thus the first property 310 and the second property 314 may include specific event
properties. In this example, the profiles 308 and 312 may stored according to the event
type, such as powering on the computing device. In these embodiments, the service
agent may view the profiles 308 and 312 with the properties 310 and 314 {o accurately
diagnose a degradation and/or failure within the computing device.

[0036] FIG. 4 is a flowchart of an example method performed on a computing device to
coltect a first and second property {0 compare and identify a change. Although FIG. 4 is
described as being performed on computing device 104 and 204 as in FIG. 1and FIG. 2, it
may also be executed on other suitable components as will be apparent to those skilled in
the art. For example, FIG. 4 may be implemented in the form of executable instructions
stored on a machine-readable storage medium, such as machine-readable storage
medium 604 as in FIG. 6 or in the form of electronic circuifry.

[0037] Al operation 402, the computling device collects the first property. in one
embodiment, the computing device 402 obtains the first property through using sensors
jocated within the computing device to measure the propery data of the computing device.
in another embodiment of operation 402, the computing device collects a first profile
including the first property.  Embodiments of operation 402 include time-stamping the first
property.

{0038} Al operation 404, the compuling device collects the second property. The first
and second properties collected at operation 402 and operation 404 manitor a functionality
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of the computing device and are oblained as a function of time. For example, the first
property and the second property may monitor the operating voltage of the processor or
the time an application processes an instruction. In this embodiment, the first and second
property are structured (L.e., directly relational) to allow an identification of any difference
between these properties. In another embodiment of operation 404, the second property
is time-stamped 10 provide insight into the operation of the computing device over time.
{00381 Al operation 406, the first property and the second property as collected at
operations 402 and 404 are compared o identify a change indicating a degradation within
the computing device. This enables a time-based diagnostics {0 determine a cause of the
degradation. In another embodiment of operation 408, the change is transmifted to
dentify a pattern indicating a related degradation among mudtiple computing devices. Ina
further embodiment of operation 406, the change is stored in a memory.

{00401 FIG. & is a flowchart of an example method performed on a computing device {o
coliect a first profile including a first property and a second profile include a second
property. Further, the method compares the profiles {o identify a change between the
properties and transmits the change {o identify a pattemn. Although FIG. 5 s described as
being performed on computing device 104 and 204 as in FIG. 1 and FIG. 2, it may also be
executed on other suitable componeants as will be apparent to those skilled in the art. For
example, FIG. 5 may be implemented in the form of executable instructions stored on a
maching-readable storage medium, such as machine-readable storage medium 604 as in
FIG. 6 or in the form of electronic circuitry.

{0041] Operation 502 collects a first profile including the first property. In an
embodiment, operation 502 may time stamp the first profile and/or the first property. In
another embodiment, operation 502, collects the first profile from a manufacturer of the
computing device. In this embodiment, the manufacturer provides the initial profile as a
baseline to measure additiona! profiles from. Operation 502 may be similar in functionality
to operation 402 as in FIG. 4.

{00421  Operation 504 collects a second profile including a second property. In an
embodiment, operation 504 may time stamp ifhe second profile and/or the second
property. Time-stamping the profites and/or propedies enables insight info the operation
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of the computing device over time. in a further embodiment, operation 504, stores the first
and the second profiles according to the type of property information collected. Cperation
504 may be similar in functionality to operation 404 as in FIG. 4.

{0043] Operation 506 time stamps the first and second properties as collected at
operations 502 and 504. in one embodiment, the first and second properties are time
stamped at operations 502 and 504, respectively. in this embodiment, the second
property is time stamped later in time than the first property.

{00441  Operation 508 stores the first profile and the second profile collected at
operations 502 and 504 without personal identifying information.  In one embodiment,
operation 508 occurs after operations 502 and 504. In another embodiment, operation
508 occwrs after identifying the change at operation 510, In a further embodiment,
operation 508 stores the profiles according {o the type of property information collected.
For exampie, the profiles may be stored according to whether the profiles provide property
data regarding the hardware components within the computing device, sofiware
configurations, and/or events.

[0045]  Operation 510 compares the first and second properly collected at operations
502 and 504 fo identify a change indicaling a degradation within the computing device.
Operation 510 may be similar in funclionality fo operation 406 as in FIG. 4.

{0048]  Operation 512 stores the change to a memory as identified at operation 510. In
this embodiment, the change provides a data logger for a service agent to review to
determine the cause and/or the time of a failure. This allows a comprehensive data log of
the operation of the computing device.

{00471  Operation 514 transmits the change as identified at operation 510 fo dentify a
pattern among the computing device and another computing device (e, multiple
computing devices). The identified pattern indicates a related or common degradation
detected among the mudtiple computing devices. In another embodiment operation 514
receives the change and unstructured data to identify the pattern which indicates the
common or related degradation among the mulliple computing devices.  In another
smbodiment, operation 514, transmits the properties collected at operations 502-504 to
detect the cause of the change to diagnose the hardware andfor platform component

axperiencing the degradation within the computing device. Once identifying the pattern at
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operation 514, the computing device may receive at least one of a rule and/or a solution as
at operation 516.

[0048]  Operation 518 receives at least one of a rule and a solution o remedy the
degradation of the computing device.

{00491 Referring now to FIG. 8, a block diagram of an example computing device
800 for obtaining a first and a second profile with a first and a second property,
respectively, and fo compare the profiles to identify a change between the properties.
Additionally, the computing device 600 stores the change, fransmils the change 1o
identify a pattern and based on the pattern identification, receives at least one of a rule
and a solution. Although the computing device 600 includes processor 602 and
machine-readable siorage medium 604, it may also include other compoenents that
would be suitable {o one skilled in the art. For example, the computing device 602 may
include a memory 224 as in FIG. 2. Additionally, the computing device 600 includes the
functionality of the computing devices 104 and 204 as set forth above in FIG. 1 and FIG.
2.

{0050] The processor 604 may felch, decode, and execuie instructions 606, 608,
610, 612, 614, 616, 618, 620, and 622. Embodiments of the processor 602 include a
microchip, chipset, electronic circull, microprocessor, semiconductor, controller,
microcontroller, central processing unit (CPU), graphics processing unit (GPU}, visual
processing unit (VPU), or other programmabie device capable of executing instructions
606-622. The processor 602 executes instructions to: oblain a first profile with first
property instructions 606; oblain a second profile with second propery instructions 608,
store the first and second profites in a memory instructions 610; compare the first and
second profiles to identify a change instructions 612; store the change instructions 614,
transmit the change fo identify a pattern instructions 616; based on the identification of
the pattern, receive instructions §18; and at least one of a rule instructions 620 and a
sotution instructions 622.

[0051] The machine-readable storage medium 804 may include instructions 606-622
for the processor 602 to feich, decode, and execute. The machine-readable storage

medium 604 may be an alectronic, magnetic, optical, memory, flash-drive, or other
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physical device that contains or sfores executable instructions. Thus, the machine-
readable storage medium 604 may include for example, Random Access Memory
{RAM), an Electrically Erasable Programmable Read-Only memory (EEPROM), a
storage drive, a memory cache, network storage, a Compact Disc Read Only Memory
{CD-ROM) and the like. As such, the machine-readable storage medium 804 can
include an application and/or firmware which can be ulilized independently andfor in
conjunction with the processor 602 to fetch, decode, and/or execute instructions on the
machine-readable storage medium 604. The application andfor firmware can be stored
on the machine-readable storage medium 604 and/or stored on another location of the
computing device 600,

{00521 The embodiments described in detail hersin provide a beiler diagnostic
experience o users of computing devices through enabling a proactive approach to
handling degradations within the computing device. Additionally, the approach provides
valuable insight into the operational behavior of the computing device over time, thereby
enabling improvements.
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[0053]

Crams
iclaim:
1. A computing system comprising:
a computing device comprising a profiler module to:
obtain a first profile including a first property of the computing device,
obtain a second profile including a second property of the computing
device, the first and the second profites are obtained as a function of ime; and
a diagnostic module to:
analyze the first and the second profiles o identify a change between the
first and the second properties, the change indicating a degradation within the
computing device.

2. The computing system of claim 1 further comprising:
a pattern recognition module {o:
receive the change to identify a pattern among the computing device and a other
computing device, the pallern indicates a related degradation detected among the
computing devices; and
based on the identification of the pattern, transmit af least one of a rule
and a solution to remedy the degradation within the computing device.

3. The computing system of claim 2 wherein the pattern recognition module is
further to:
receive unstructured data to identify the pattern among the computing devices.

4. The computing system of claim 1, wherein the first and the second properties
monitor a functionality of the computing device and further comprising:
a memory module {o store the change as identified by the diagnostic module, the

change stored according the funclionality.
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8. The computing system of claim 1 whersin the first profile and the second profile

are oblained without personal identifying information.

B. The computing system of claim 1 wherein the diagnostic modulg is within the
computing device and is further {o receive the first profie and the second profile from
the profiler module.

7. A method comprising:

collecting a first property of a computing device;

collecting a second property of the computing device, the first property and the
second property monitor a functionality of the computing device and are collected as a
function of time; and

comparing the first property and the second property to identify a change, the
change indicating a degradation within the computing device.

8. The method of claim 7, wherein the first and the second properties are included
in a first and a second profile, respectively, further comprising

storing the first and the second profiles in a memory, the first and the second
profiles are stored without personal identifying information and are stored as part of a
group representing a type of property information collected from the computing device.

9. The method of claim 7 further comprising:

transmitting the change to identify a pattern among the computing device and
another computing device, the pattern indicating a related degradation detected among
the computing devices; and

based on the identification of the pattern, receiving at least one of a rule and a

solution {o remedy the degradation within the computing device.

10. The method of claim 7 further comprising:

storing the change 1o a memory for retrigvatl of the change.
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11. The method of claim 7 wherein the first and the second properties are collected g
function of time is further comprising:

fime-stamping the first and second properties.

12. A non-transitory machine-readable storage medium encoded with instructions
executable by a processor of a computing device, the storage medium comprising
instructions {o:

obtain a first profile, the first profile including collect a first property of the
computing device;

obtain a second profile, the second profile including a second property of the
computing device, the first and the second properties are coliected as a function of time
and monitor a functionality of the computing device; and

compare the first profile and the second profile to identify a change between the
first property and the second property, the change indicating a degradation within the
computing device.

13. A non-transitory machine-readable storage medium including the instructions of
claim 12, further comprising instructions to:

store the first and the second profiles in 8 memory, the first and second profiles
are stored as part of a group, the group representing a type of property information

collected from the computing device.

14. A non-fransitory machine-readable storage medium including the instructions of
claim 12, further comprising instructions to:

transmit the change to identify a patiern among the computing device and
another camputing device, the pattern indicates a related degradation detected amaong
the computing devices;

based on the identification of the pattern, receiving at least one of a rule and a
solution to remedy the degradation within the computing device.
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15. A non-transitory machine-readable storage medium including the instructions of
claim 12, furthey comprising instructions to:

store the change to 8 memory for retrieval of the change.
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