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(57) Abstract: Systems, methods, and machine-read-
able and executable instructions are provided for pre-
venting an input/output blocking attack to a wireless
access point. Prevention can include instructions to re-
ceive a first comeback request from a querying station
and to transmit a first portion of a response in a first
comeback response frame including an indication of a
comeback delay. Prevention can include instructions
to receive a second comeback request from the query-
ing station and transmit a second portion of the re-
sponse in a second comeback response frame in re-
sponse to the second comeback request complying
with the comeback delay. Prevention can include in-
structions to drop the second comeback request from
the querying station in response to the second
comeback request not com plying with the comeback
delay.
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PREVEHTING AH IHPUT/OUTPUT BLOCKING ATTACK TO AWIRELESS
ACCESS POINT

Background
[DDD1] The Institute of E lectrical and Electronicz Engineers (IEEE)

802 11w iz an exdenszion ofthe IEEE 80211 gandard to improve the ability of
mokile stationz (e.g ., laptop computers, amartphones, tablets, etc)to
automatically discover, authenticate, and use a wireless access point (AP ),
which delivers a cellular network-like mobile broadband experience that uzers
wart., 40 [EEE 302 11u enabled wirelezz AP may provide an unauthenticated
mokile station with gquery capahilties ofthe wireless AP and itz backhaul access
netwarks before azsociating with the wireless AP . Examples of ensironments
that may uze an lEEE 802114 wirelezz &P caninclude educational campuszes,

girportz, hotelz, andfor retail outletz, among others.

Brief Dezcription ofthe Drawings

[DDD2] Figure 1 iz a prior at diagram illustrating an instance of an
inputioutput blocking attack to a wireleszz access point.

[DDD3] Figure 2 iz a diagram illustrating an exam ple of preventing an
inputioutput blocking attack 1o a wirelezz access point according to the present
dizclosure.

[DDD 4] Figure 3 iz a diagram illustrating an exam ple of preventing an

inputioutput blocking attack to a wireless access point according to the present

cliszlosure,
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[DDD5] Figure 4 iz a diagram illustrating an exam ple of preventing an
inputioutput blocking attack 1o a wirelezz access point according to the present
disclosure.

[DDDG] Figure 5 iz a diagram illustrating an exam ple of preventing an
inputioutput blocking attack to a wirelezz access point according to the present
disclo=sure.

[DD0T] Figure B iz a diagram illustrating an example of & wireless access

poirt according to the present dizdosure.
[DDD&] Figure ¥ iz a flow chart illudrating an example of & method for
preverting an input foutput blocking attack to & wireless acoess point acoording

tothe prezent dizclosure.

Detailed Description

[DDD9] The generic adwvedizement zervice (GA3) iz a component of [EEE

S02 11u that enables a mohile station to guery an advedizement s=rver far
information elementz (IE 2) via awireless AP, GAS provides for laver 2 transport
of an adverizement zerver's regponzes betvweenthe advedizement zerver, a
wirelezs AP | and & mohile sation. The wirelezs &P iz responsible for relaying
the mobkile station's gquery to the adwerizement server inthe carrier' s netwok
and for delivering the advedizement zerver's responze back to the mobile
ation.

[DD10] To help enaure that mobile stations that are far away from a
wireless AP can communicate with the wireless AP, GAS messages are
specifiedto be transmitted with a lovy fram e rate to help protect against wireless
signal interference. However, such reliable transmizzion of GAS messages
pozes a dangertothe wireless AP for inputfoutput (0020 degradation ifthe
wireless AP has to deliver many relatively large access network query protocol
(AMGPYIE 2 such that normal downstream trafic iz affeded. ANGP iz a guery
and responze protocol uzed by & mobile gationto dizcover arange of IEs
including the operator's domain name, roaming partners acceszsible via the

wireless AP along with their credential type and extensible authentication
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protocol (EAPY method suppotted for authertication, Internet protocol 0P
address type availability, among other IE =

[0D011] The danger to the wireless AP can be exploited by an WO attack.
An example of an 110 sttack includes an attacking station rapidly guerying the
wireless AP for IE = with different (e .g., spoofing) media acoess control (MAC)
addrezses =0 that the O bandwidth ofthe wireless AP is blocked becausze the
transmizzion of GAS comeback responses can occupy a lot of airtime . Ta help
addre sz thiz potential attack | systems, methodsz, and machine readable and
executable instruction s are provided for preventing an input foutput blocking
attack to & wireless access point. Prevention can include instnidionsto receive
a firgd comebadk request fom a queryving station and to tranamit & first podion of
arezponze ina first comeback responze frame including an indication of a
comeback delay. Prevention can indude ingructions to receive a second
comeback request from the querving station andtranam it & second portion of
the responze in a second comeback response frame in resgponse to the s2cond
comeback request complying with the comeback delay. Prevention caninciude
inztructions to drop the zecond comeback request from the gquerving gation in
regponzse to the zecond comeback reques not com plving with the comeback
delay. Examples ofthe prezent disclozure can slowdown the rate of GAS
comeback responzesinthe wireless AP 'stransmizzion gueues without
significantly increasing gquery completion time for legitim ate mobile stations.
Furthermore, examples ofthe prezent dizclozure do not require operational
deviations fom the IEEE 302.11u standard that could cause the wireless AP to
be noncom pliant with the gtandard.

[001 2] Inthe prezent dizclosure, reference iz made to the accompanying
dravings that form & pat hereof, and in which iz shown by say of illustration
howea num ber of examples of the disclosure can be pradiced. These examples
are dezcribed in suficient detail to enable thoze of ordinary skill inthe art to
practice the examples ofthiz dizclozure, and iz to be understood that other
examples can be uzed and that proce sz, electrical, anddor structural changes

can be made without departing from the scope ofthe present disclozure.
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[001 3] The figures herein follovwa num bering convention in which the first
digit cormesponds tothe drawing figure number and the rem aining digit = identify
an elemert or component in the drawing. Forexample, reference numeral 204
in Figure 2 can identify elemert "04", while an analogouz element may be
idertified 3z 304 in Figure 3. Elementz shown inthe various figures herein can
be added, exchanged, andfor eliminated =0 as to provide & number of additional
examples of the present dizdozure. In addition, the proportion and the relative
zcale ofthe elements provided in the figures are intended to illugrate the
examples of the prezert dizdozure, and should not be taken in a limiting zensze.
[DD1 4] Figure 1 iz a prior at diagram illustrating an ingdance of an 110
blocking attack to & wirelesz AP 104, When the wireless interface of the
wirelezzs AP 104 iz busy for transmizsion, nesdy arrived frames (eq., rames
11241,112-2 110 be z=rt may be inzerted into & tranamission gueue of the
wirelezs AP 104 until com petition ofthe transmizzion of the presvious frame. |f
the wirelezz interface ofthe wireless &P 104 is frequently occupied for s2nding
AMGP responzes, which can take arelatively long time to finish, the latency of
normal downstream data traffic can be prolonged . Futhermore, if a burst of
AMGP responzes deplete the transmizsion queue ofthe wireless AP 104, the
downsream data rames may be dropped at the wireless interface ofthe
wirelezs AP 104, which may cauze packet loss for normal communications.
[0015] An attacking mobile station 102 may ==nd numerous GAS initial
requess 106 with zpoofing source MAC addrezzesto guery multiple ANGP IEz
auch as venue name, network access identifier (M A1 realm list, etc. The
gttacking mokile station 102 can engueue the spoofing MAC addreszes. When
the guery responzes from the adverizem ent zerver (not illustrated in Figure 1)
are huftered by the wirelezz AP 104, the attacking mobile station 102 may zend
a burst of GAS comeback requests 105 including the spoofing MAC addresses
to fetch the GAS comebadk rezponzes 112-1,112-2 (e 4., the entire regponzes)
each included in a GAS comeback responze frame 110, or az much ofthe
regponse az will fit within the respedive frame 110, from the wirelezs &P 104,
which may quickly block the wireless IO bandwidth ofthe wirelesz 2P 104, The
spoofing M AC addresses make it more dificult forthe wireless AP 104 to detedt
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the attack and force the wirelezz AP 104 10 zpend more time sending AMGP
responzes tothe spoofing MAC s because the response s may not be
acknowedged by the interface card ofthe attacking mohile station 102 due to
the difference from the iterface's real MAC addrezz. Az & rezult, the wireless
AP 104 may retranam it each AMGP response until & retry limit iz reached.

[001 6] Figure 2 iz a diagram illustrating an example of preventing an 110
blocking attack to & wirelesz AP 204 according to the present disclosure., A
mokile station 202 can transmit & GAS initial regquest 206 to the wireless AP
204 . 20 AMGP gquery can be encapsulated inthe GAZ initial reguest 206
mezzage. The wirelezs AP 204 can allocate a memory block (cortrol block)to
store information ofthe query sudh as a mokile station MAC address, a dialog
idertifier, etc., then zend an intemal query 218 10 an adwerizement zerver 214
(e.g., located in an operator's core network1hazed onthe GAS intial reguest
206 in responze to receiving the GAS intial request 206, Athough not
specifically illustrated | the wireless &F 204 can guerythe advedizement server
214 in responze to receiving a fird GAS comeback request 2051 that complies
with the comeback delay associated with the GAS initial response 208 (2.,
rather than querying the advertizemert zerver 214 in regponse to receiving the
GAS initial request 20681, The wireless AP 204 cantranamit a GAS initial
regponse 216 to the querving mokile station 202 . Although not spedfically
illugtrated, the GAS intial rezponze 216 can include an indication of &
comeback delay, which e flectively tellz the gquerving mobile gation 202 "1 will get
vour information from the advedizement server, pleaze come back [ster to fetch
it." Thewirelesz AP 204 can store (e .g., inthe control block) the AMGP
information elementz received according to the response 220 from the
advertizem ent server 21 4.

[001 7] According to some examples ofthe present disdosure, the
wirelezzs AP 204 can(eq., via a non-transitory machine readable medium
goring ingructions executable by a proceszzing resource ofthe wireless AP 204)
receive a first comebhack request 205-1 from a querving Sation 202, The
wireless AP 204 cantransmit & first podion 222-1 ofaresponzsein a firs

comeback response frame 210-1 induding an indication of & comeback delay
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2241 . The comeback delay 224-1 instrudzthe gquerving sation 202 to request
a next portion andfior a remainder ofthe comeback responze ater a delayofa
particular length of time (e.g., x milliseconds). Az opposad to a potertial
zoldtion involving & ratecontrallable tranzm izsion queue for the wireless access
poirt 204, thiz zolution movesthe timer zcheduling and overhead from the
wireless AP 204 to the querving station 202, The wirelesz AP 204 can

tim estamp the first comeback response 210-1 (eg., 111, The wirelezs AP 204
can zet & timeouwt ofthe buffered responsze 220 from the adverizement server
214 az the comebadk delay 224-1 (eg., xIpluz a relaxed estimation oftotal
tranzmiszzion time ofthe comeback responze frame 210-1 and the comeback
reques 205-2(e.qg., A). For example, assuming that the GAS meszages are
tranzmitted at 1 megahit per zecond Mbps) and the size ofthe com eback
requed 208-2 and com eback responzse 210-1 iz 1000 bits, A can be 2=t as

1m0 1000
TK[E_FE] = 0l4zecondz(14mz], azsuming that the retry limit iz 7. The

combination of dropping eadier arfiving comeback requests 208X (dezcribed
belowd and timeout can force guerving stations 202 to obey the comeback delay
22441 or have their subssguent comeback requests dropped.

[001 8] The wirelezzs AP 204 can receive a second comeback request
205-2 from the querving gation 202 and tranzmit & second podion 222-2 ofthe
regponse in a second comeback responze frame 210-2 in response to the
zecond comehback reques 203-2 com plyving with the com eback delay 224-1.
The wireless AF 204 can receive the zecond com eback request 208-2 at time 12
and wverify compliance ofthe zecond comeback request 205-2 with the
comeback delay 224-1 by chedking whether (1241 ) fallz within the range [x,
Al 1 3241) does not fall within the range |, the zecond comeback request 2038-
2canbe dropped. If (1241 1does fall within the range, the wirelesz AP 204 can
take additional actions= (e .q., make responzas] az described herein. The
wireleszs AP 204 can proactively split the comeback responze into portions

zm aller than an entire m axim al packet delivery unit (MP DU 212 and z==nd one
portion 222-1, 222-2,... , 222-N in each com eback responze frame 210-1, 210-

2., 210-M. Far example, the portion 222-1 of the responze in comeback
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regponse frame 210-1 can be lezzthan a frame capacity ofthe comeback
response frame 210-1. The podions 222-1, 222-2,... , 222-N in comebhack
responses 210-1, 210-2,... 210-N can include inform ation from the contral block .
Inzome examples, and az illustrated in Figure 2, the zize ofthe portions 22241,
222-2,..,222-M can he equal.

[00119] The wirelezz AP 204 can drop the second com eback request 208-
* fram the querying station 202 in responze tothe second comeback request
208 - not complying with the comeback delay 224-1. Azillugrated in Figure 2,
the ==cond comeback reguest 208-X can indicate either a comebadk request
from the orginal guerying station 202 that does not comply with the comeback
delay 22441 (in atemative to the illugdrated com eback request 208-2, which
doe z com ply with the comeback delay 22417, or the zecond comeback request
208-¥ canindicate a comeback regquest from a gquerving station other than
Sation 202 or a zame guerying station 202 with a differert (e .g., spoofing) MAC
address. For example, when the first comeback request 205-1 includes a first
MAC address for the querving station 202, the wireless AP 204 can drop the
comeback request 2058-X in responze to the comeback reqguest 208-X including
a different MAC addrezzand in response to the comeback requed 208-X being
received during the comeback delay 224-1. Thiz can help the wireless AP 204
prevert the attacks deszcribed herein .

[DD20] Figure 3 iz a diagram illustrating an exam ple of preventing an 110
hlocking attack to & wirelesz AP 304 according to the prezent dizclozure. The
mobile station 302, wirelesz AP 304, advertizement server 314, GAS initial
request 306, advertizem ent zerver guery 318, GAS initial rezponze 316, and
regponse from the adverizement zerver 320 can be analogous to the mohile
Sation 202, wireless &P 204, adverizement zerver 214, GAS initial reguest 206,
adverdizem ent server gquery 2158, GAS initial responze 216, and responss from
the advertizem ent zerver 2200lludrated and dezcribed with rezped to Figure 2.
[0D21] According to zome examples ofthe present dizdosure, the
wirelezs AP 304 can (e.g., via a non-transitory machine readable medium
storing inatructions executable by a processing resource ofthe wireless AP 304)

receive a first comeback request 305-1 from a gquernyng gation 302, The
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wireless AP 304 cantransmit & first podion 32241, having a first size, of &
response in a first comeback rezsponsze frame 310-1 induding an indication of a
comeback delay 324-1. The wirglesz AP 304 can receive a second comeback
request 308-2 from the guerving station 302 and transmit & zecond portion 322-
2, having a zecond zize that iz larger than the first size, ofthe responzeina
zecond comeback response frame 310-2 in response tothe second com eback
reques 305-2 com plying with the com eback delay 324-1. The wirelezsz AP 304
can proacively split the comeback regponze into portions smaller than an entire
MPDU 312 and zend one portion 322-1, 322-2,... , 322 in each comeback
regponse frame 310-1, 310-2,..., 3108 . For exam ple, the portion 322-1 ofthe
response in comeback response frame 310-1 can be less than a rame capacity
ofthe comeback responze frame 310-1.

[0D2 2] In zome examples, and az illustrated in Figure 3, the size of the
portions 322-1,322-2,..., 322-M can be differert. For example, the zize of & fira
portion 322-1 can be =maller than the size of a seoond podion 322-2 (and the
fize ofthe zecond porion 322-2 can be smaller than a size ofthe nth portion
3220, The wireless &P 304 can transmit subsequent portions 322-2,..., 322-M
ofthe response having sizes larger than previous portions 322-1, 322-2 ofthe
response until an ertirety 312 ofthe response has beentransmitted in responze
to respective comeback requestz 3058-2 ..., 305-N complying with respective
comeback delays 3241, 324-2. Such examples can help to reduce gquery
completion time azzsodated with zplitting & responze into multiple podions 322-
1, 322-2,..., 3220 and transmitting the potions 3221, 322-2,..., 322-N from
the &P 304 tothe guerving station 302 in multiple GAS comeback response
frames 310-1, 310-2,..., 310N . Once (or each time) a querving sation 302
complies with & comeback delay 324-1, 324-2, anincreased likelihood that the
guerying station 302 iz not an attacking station exiztz. Thus, the querdng
gation 302 can benefit from complying with the comeback delayiz) 3241, 3242
by zubzequertly receiving larger portion(s) 322-1, 322-2,..., 322-M ofthe
regponse (e.d., until the portion zize reaches the MPDUY.

[0D02 3] The witelezz AP 304 can receive a first comeback responze from

a =econd guerying station (e.g ., station 3021, The wireless AP 304 cantransmit
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g firg portion (eg., podion 322-1) of & zecond responze including an indication
of a comeback delay (e.q., comeback delay 324-11tothe zecond gquerying
gtation. The wireless AP 304 can drop & second comeback request 305-X from
the z=cond gquerving station (e .g., station 3027 in responze to the ==cond
comeback request 308-X not complving with the comeback delay (e 4.,
comeback delay 324-11.

[0D02 4] Figure 4 iz a diagram illustrating an example of preventing an 110
blocking attack to & wirelezz AP 404 according to the prezent dizclozure. The
mobile station 402, wirelezz AP 404, advertizem ent zerver 414, GAS initial
requed 406, advertizem ent zerver guery 415, GAS initial responzs 416, and
response 420 from the adverizement zerver 414 can be analogous to the
mobkile station 202, wirelezz AP 204, advertizement zerver 214, GAS initial
requed 206, advertizem ent zerver guery 218, GAS initial rezponss 216, and
regponse from the adverizement server 220 illugdrated and described with
respect to Figure 2.

[0D25] According to zome examples ofthe present dizdosure, the
wireless AP 404 can (e.g., via a non-transitory machine readable medium
goring ingructions executable by a proceszing resource ofthe wireless AP 404)
receive a first comeback request 405-1 from a querying gation 402, The
wirelezs AP 404 cantransmit & first podion 4221 of aregponsze in a firg
comeback responze frame 410-1 including an indication of & first comeback
delay 4241 . The wirelezz AP 404 can receive a second com eback request
405 -2 from the gquerving sation 402 and transmit & second potion 422-2 ofthe
regponse in a second comeback responze frame 410-2 induding an indication
of a zecond comeback delay 424-2 that iz shorter than the first comeback delay
4241 in responze to the zecond comeback request 405-2 complving with the
first comeback delay 424-1. The wireless AF 402 can tranzmit subseqguent
portions 422-2,422-3,..., 422-M ofthe regponze including indicationz of
subzequent comeback delays 424-2, 424-3 that are shorter than previous
comeback delays 424-1, 424-2 included with presvious podions 422-1, 422-2,
422-3 ofthe comeback responze in responze to respective comeback requed s
4052, 405-3 ..., 408-N com plying with respective comeback delays 424-1, 424-
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2,424-3. Such examplez can help to reduce guery completion tim e assodated
with splitting a regponse into multiple portions 42241, 4222 422-3,... , 422-/
and transmitting the potions 4221, 422-2, 422-3,... , 4220 from the AP 404 to
the guerving station 402 in multiple GAS comeback regponse frames 4101,
410-2, 410-3,..., 410-M. Once (oreachtime) a guerving station 402 complies
with a comeback delay 424-1, 424-2, anincreazed likelihood that the querying
gtation 402 iz not an attacking station exists. Thus, the gquerying station 402 can
beneft from com plyving with the com eback delay(s) 424-1, 424-2 by
bzequently having shorter comeback delays 424-1, 424-2, 424-3 as=ociated
with respective GAS com eback rezponze frames 41041, 410-2, 410-3,... , 4108 .
[0D02 6] The witelezs AP 404 can proactively split the comeback response
into podions smaller than an entire MPDU 412 and zend one portion 422-1,
422-2,422-3,...,422-M in each comeback rezponze frame 41041, 410-2, 410-
3,..., H10-M. For example, the portion 422-1 of the rezponze in comeback
response frame 410-1 can be lessthan a frame capacity ofthe comeback
regponse rame $10-1. In zome examples, and az illugdrated in Figure 4, the
Zize ofthe portions 422-1, 422-2,422-3,...,422-M can bhe equal . &ny comeback
requed can be dropped in response tothe comeback regquest not complying
with a respective comeback delay. For example, the wirelezs AP 404 can drop
the =econd comeback reguest 408-X from the guerving station 402 in regponsze
tothe zecond comeback request 403-X not complying with the first comeback
delay 4241 .

[0D2 7] Figure 5 iz a diagram illustrating an example of preventing an 11O
blocking attack to a wirelezz AP 504 according to the prezent dizclozure. The
mokile station 502, wireless AP S04, dropped GAS comeback reguest S03-X,
MPDU 512, advedizement zerver 514, GAS initial request 306, advedizement
zerver guery 218, GAS initial responze 16, and responze from the

advertizem ent zerver 214 can be analogousto the mobile station 202, wireless
AP 204 dropped GAS comeback request 208-X MPDU 212, advertizem ert
zerver 214, GAS initial request 206, adverizement server guery 218, GAS initial
response 216, and response from the advedizement server 220 illustrated and

described with respect to Figure 2.
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[DD2§] According 1o zome examples ofthe present dizdosure, the
wireless AP S04 can (e.q., via a non-transitory machine readable medium
storing inatructions executable by a processing resource ofthe wireless AP S04)
receive a first comeback request 503-1 from a gquerving Sation 502, The
wireless AP S04 cantransmit & first podion 52241, having a first size, of &
response in a first comeback rezsponsze frame 310-1 induding an indication of a
first comeback delay 5241 . The wireless AP S04 can receive a ssocond
comeback request S038-2 from the querving station 502 and tranamit & second
portion $22-2, having a second size grester than the first zize of the first portion
2221, ofthe responze in & zecond comeback rezponse frame 510-2 including
an indication of a second comebadk delay 524-2that is shoder than the first
comeback delay 524-1 inresponze tothe zecond comeback request S05-2
complying with the first comeback delay 524-1.

[DD29] The wireless &P 502 cantranam it subseguent podions 522-2,
5223 ofthe responze having sizes larger than previous portions 9221 |, 522-2
ofthe responze and including indications of subsequent comeback delavs 524-
2,524-M that are shoter than previous com eback delays 52441, 524-2 induded
with previous portions 522-1, 522-2 ofthe comeback regponse in responaes to
respective comeback requests S08-2, 5058-3,... , 205 complying with
regpective comeback delays 5241, 524-2,,,, 524-M until an entirety 512 ofthe
regponse has been transmitted in responze to respective com eback regquests
205-2,..., 505-M complying with respective comeback delays 5241, 524-2,...,
240 . Such examples can help to reduce query com pletion time associated
with gplitting & responze into multiple portions 5221, 522-2, 5223 and
tranzmitting the portions 522-1, 522-2, 522-3 from the AP 504 to the querying
gation 202 in multiple A% comeback response frames510-1, 510-2, 510-3.
Once (or eachtime)a queryving station 502 com plies with & comeback delay
22441 ,524-2,...,524-N, anincreazed likelihood that the gquerving station 202 iz
not an sttacking station exiztz. Thus, the guerying station 502 can benefit from
complying with the comeback delay(z) 5241, 524-2,..., 524-M by aubzeguently
receiving larger portion(s) 522-1 |, 522-2, 922-3 ofthe responze and by
aubsequently having shoter comeback delays 224-1,524-2,... 524 1
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azzodiated with respective GAS comebacdk response frames S10-1, 510-2, 510-
3. Changes in the zize ofthe podions andior the length ofthe com eback delays
can be zecret to guerdng stationsto help prevent an attacking station from

gue zzing the comeback delay for making legitim ste comeback requests.

[DD30] Figure B iz a diagram illustrating an example of & wirelezz &P 604
according tothe prezent dizclosure . The wirelezs AP 604 can utilize sotware,
hardware , firmware, andior logic to perform a num ber of functions. The wireless
AP B04 can be a combination of hardware and program insrudions configured
to perform & num ber of funcltions (e.g., actionz). The hardware, for example,
can indude a number of proceszing resources 626 and & num ber of mem ary
resource s 628, such as a machine+eadable medium (MEM) or other memaory
resourcez 628, The memaoary resources can be internal and/for external to the
wireless AP 604 (2.g., the wireless AP 604 can include intemal mem ory
rezource sz and have access to external memaory resource ). The program
inaructions (e.q., machine-readable instrudions (MR can include instructions
gdored on the MEM to implemert & particular function (eg., anadion such as
preverting an 1D blocking attack). The ==t of MEI can be execitable by one or
more ofthe processing resources 626. The memory resources 628 can be
coupled to the wireless AP 604 in awired andfor wirelesz manner. For
example, the memoary rezources 623 can be an internal memory, a potable
mem ory, & potable disk, andfor & memory assodated with another resource,
ed., enabling MEl to be transferred andfor executed acrozs a network auch as
the Internet.

[0D31] Memary rezources 628 can be nondranstory and caninclude
volatile andfor non-wolatile memaory. Yolatile memory can include memaory that
depends upon power to sore information, such as varioustypes of dynamic
random access memory (DREAMY among others. NMon-volatile memory can
include memorythat does not depend upon power to store infonm ation.
Examplezof non-volatile mem ory can indude zolid state media zuch az fash
mem ary, eledrically erazable programmakble read-only memory (EEPROM),
phase change random acceszz memory (PCREAM ), magnetic memary such as a

hard disk, tape drives, loppy dizk, and/for tape memory, optical discs, digital
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verzatile dizcs (DVD), Bluray dizcz (BOD), com pact dizcs (C0), andfor & 2olid
gtate drive (S50, etc., aswell as ather types of machine-readable media.

[003 2] The processing resources 626 can be coupled to the memory
resource =628 via a communication path 630, The communication path 630 can
be [ocal or remote to the wirelesz AP 604, Examples of & local communication
path 630 canindude an eledronic buz internalto a machine, where the memaory
resource s 628 are in communication with the processing resources 626 viathe
eledronic bus. Examples of such eledronic buzes can indude Industry
Standard Architedure (1S4, Peripheral Component Interconnect (PCI,
Advanced Technology Attachment (AT A), Small Computer System Interface
[(=C =11, Universal Teral Bus (U=8), among ather types of eledronic buses and
vatiantzthereof. The communication path 630 can be zuch that the memory
resource =628 are remote from the proce ssing resources 626 | such azin a
network connection between the memory rezources 625 and the processing
resources 626, That is, the communication path 630 can be a network
connection. Examples of such a network connedion canindude local area
network (LAM], wide area network (WAN), perzonal area network (P AN, and
the Internet, among others.

[003 3] Az shown in Figure 6, the MEI stored inthe memory resources
28 can be zegmented irto a number of modules 63241, 632-2, 632-3 that when
executed by the proceszing resources 626 can perform a number of functions.
Az uzed herein a module includes a zet of instrudionz included to peronm a
particular task or action. The number of modules 632-1, 632-2, 632-3 can be
sub-modules of other modulez. For example, the drop module B32-3 can bhe a
sub-module ofthe receive module 632-1 andfor the drop module 632-3 and the
receive module 632-1 can be contained within & single module. Furthermore,
the number of modules 632-1, 632-2, 632-3 can comprise individual modules
zeparate and diztinct from one another. Examplesz are not limited to the specific
modules 532-1, B32-2, 632-3 illustrated in Figure 6.

[DD3 4] The receive module 632-1 can comprize MR that can be executed
by the processing resources 626 to receive regque s (e ., GAS initial requeds,

GAS comeback requests, etc.) from a guendng station andJfor to receive
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regponses from an advedizement zerver, among other receptions, as described
herein. Although not specifically illusgrated, the receive module B32-1 canmake
uze of & number of antennas associated with the wireless AP G604

[0D35] Thetranzmit module 632-2 can comprize MEI that are executed
by the proceszing resounces 626 totransm it regponses (e .g., GAS initial
response, GAS comebadck responses, etc)to a quendng ation andifor to
tranzmit queres to an adwedizement server, among other transmissions, as
dezcribed herein. Although not specifically llugrated, the tranam it module 632-
2 canmake uze of a number of antennas assodated with the wireless AP 604
[DD3 6] The drop module B32-3 can comptize ME| that are executed by
the processing resources 626 to drop requests (eg., GAS comeback requests)
received from a querying station in responze to the requests not com plving with
a comehback delay, in regponse to the requeds not having & MAC addreszinan
appropriste control block inthe memaory resources 625 ofthe wireless AP 604,
andjor in response to other conditions as described herein.

[0D37] Figure 7 iz a flow chart illugdrating an example of a method for
preverting an input foutput blocking sttack to awireless acoess point acoording
tothe prezent disclozure. At block 740, a first comeback request from a
guerying station can be received with a wireless AP . At block 742, & first porion
of a responze can he tranamitted with the wirelesz AP in a firgt comeback
regponse frame having & first size and including an indication of & com eback
delay. At block 744, a zecond com eback reques can be received from the
guerying station with the wireless &F. At hlock 746, a second porion ofthe
regponse can be tranam itted with the wireless AP in a zecond comeback
regponse frame having a size that izlarger than the fird size in responze to the
zecond comehack requed com plving with the comeback delay.

[D03 8] Az used herein, "logic" iz an alternative or additional proceszing
rezource to perform a particular action andfor function, etc., described herein,
which includes hardware, e .g., warious form z oftransistor logic, application
specificintegrated drouits (AS1C2), etc., as oppozed to com puter executable
inztructionz, eq ., software finrmware, etc., stored in memaory and executable by a

Processar.
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[0D39] Az yzed herein, "a" or "a number of' something can refer to one or
moare suchthings. For example, "a number of widget =" can refer to one ar more
widgets.

[DD40] The abowve specification, examples and data provide a deacription
ofthe method and applications, and uze ofthe zvaem and method ofthe
present dizdosure. Since many examples can be made sithowt departing from
the spirt and scope ofthe system and method ofthe present disclosure, this
specification merely =tz forth zom e of the many possible embodim ent

configurations and implementations.
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Whiat is claim ed:

1. A non-transit ory machine-readable medium storing insrudions to prevent
an inputfoutput blocking attack to & wirelesz access point (AP ) executable by
the wireless AP to cause the wireless AP to:

receive a first comeback request from a guerning gation;

tran=mit & first portion of a response ina first comeback response frame
including an indication of a comeback delay,

receive a zecond comeback request from the guerving station and
tranzmit & zecond podion ofthe responze in & second comeback response
frame in response 1o the second comeback reguest com plying with the
comeback delay, and

drop the zecond com ebadk regquest from the gquerving gation in response

tothe zecond comeback reguest not complying with the comeback delay.

2. The medium ofdaim 1, whereinthe firgd comeback request indudeza
firzt media acoess cortrol (MAC) address for the guerving station; and
whereinthe ingdnidions are executable to cauze the wirelezz AP to drop
a third comeback regquest from the queryving station induding a second M AC
addreszz for the guerving station in regponze to the third comeback request

being zent during the comeback delay.

3. The medium ofdaim 1, wherein the firgd portion ofthe responze
comprizeslezzthan a fram e capacity ofthe first comeback responze frame, and
wherein the firg portion of the responze comprizes onlythe indication of the

comebhack delay.

4. The medium of daim 1, wherein the instructionz are executable to
bhuffer a remainder ofthe responze including at least the zecond portion
ofthe response; and

zet atimeout forthe remainder ofthe response.
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a. The medium of daim 1, wherein & size of the fird podion iz equalto a

size ofthe second portion.

G. The medium of daim 1, wherein & size of the first portion iz amaller than

a zize ofthe z==cond portion.

7. The medium of daim 1, wherein the instructions are executahle to
tranzmit the zecond portion ofthe rezponze induding an indication of 8 zecond
comeback delaythat iz shorter than the comeback delay for the fird podionin

regponze to the zecond comeback request com plyving swdth the com eback delay.

g. The medium ofdaim 1, wherein the instructionz are executable to
tranzmit subzequent porions ofthe response having zizes larger than previous
portions ofthe rezponze and induding indications of subsequent comeback
delaysthat are shorter than presvious comeback delays included with previous
portionz ofthe rezponze in responsze to regpective comeback requests

complying with respective com eback delays.

9. A method of preventing an inputfoutput blocking sttack to a wireless
acce sz point (AP) com prizing:

receiving , with the wirelezz &P | & first comeback request rom a querying
ation;

tranzmitting |, with the wirelezz AP | a first podion of a response having a
firzt zize in a firg comeback rezponse frame induding an indication of a
comeback delay,

receiving , with the wireleszs &P | & zecond comeback reguest from the
guerying station; and

tranzsmitting, with the wirelezz &P |, a zecond podion ofthe responze
having & zecond size that iz larger thanthe fird size in & second com eback
regponse frame in response tothe zecond com eback regquest complying with

the comeback delay.
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10, The method of claim 9, wherein the method includes tranam tting
aub=zequent podions ofthe response having sizes largerthan presious potions
ofthe responss, until an entirety ofthe response has been transmitted, in
regponse to respective com eback requests complying with respective comeback

delays.

11. The method of claim 3, wherein the method includes:

receiving , with the wirelezz AP | & first comeback request rom a second
guerying station;

tranzsmitting, with the wirelezs &P | & first portion of & zecond responze
including an indication of a comeback delayto the s2cond gquerydng station; and

dropping, with the wirelezs &P | a zecond comeback request from the
zecond guerying sation in responze to the z2cond com eback reque st not

complying with the comeback delay.

12, The method of claim 9, wherein the method includes:

receiving, with the wirelezz &P | a genenc advertizem ent zervice (G A3
initial reguest from the guerving station prior to receiving the first com eback
request;

guerying , with the wirelesz AP | an advertizement zerver bazed on the
GAS initial reguest in response to receiving the fira comeback request from the
guerying station; and

goring, with the wireless AP | a response from the advedizement server
in & cortrol block in & memory aofthe wirelezzs AP | wherein the first and the

zecond porionzofthe regponze include information from the control block .

13, A wnirele sz access point (AP ), comprising:

a processing resource in communication with a memaory resource,
wherein the memaory resource indude sz a 2=t of instructions to prevent an
inputioutput blocking attack to the wirelezs AP | executable by the processing
resource to:

receive a firat comeback request from a guerying station;
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tranamit & first porion of & rezponze in & first comeback regponze
frame including an indication of a first comeback delay,

receive with the wireless AF | a zecond comeback request from the
guerying station; and

tranamit & zecond porion of the regponse in a second comeback
response frame including an indication of a second comeback delay that is
zhorter than the first comeback delay in responze to the second comeback

request com plving with the firgd comeback delay.

14, The wirelesz &P of daim 13, wherein the instructions are executable to
tranzsmit subsequent potions ofthe response including indications of
subzequent comeback delaysthat are shorter than previous comeback delays
included with previous portions ofthe com eback responze in responze 1o

regpective comeback requests complying with respective comehack delays.

15, Thewirelesz &P of daim 13, wherein the instructions are executable to

drop the zecond comeback request from the querving sation in responszes to the

zecond comehack reques not com plving with the fira comeback delay.
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