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SHARING PRIVATE NETWORK SMALL CELLS WITH PUBLIC NETWORKS

BACKGROUND

[0001] Wireless connectivity is typically provided by mobile network operators that own (or control) a
portion of the licensed spectrum. User equipment can subscribe to services provided by a mobile
network operator. The user equipment can then access a wireless communication system by
establishing a connection over an air interface to a base station in the portion of the licensed spectrum
owned (or controlled) by the mobile network operator. Path loss between external base stations and
locations within buildings, particularly large buildings, can degrade signal strength within the building
and make it difficult or impossible for user equipment to establish a connection with the external base
station. Providing cellular coverage and capacity inside of buildings therefore often requires deploying
additional hardware such as repeaters, distributed antenna systems, or small cells within the building.
Mobile network operators generally compete with each other and, consequently, each mobile network
operator typically deploys their own network infrastructure, including communication hardware and an
associated core network, to provide coverage within each building that is served by the mobile network
operator. Deploying separate network infrastructure to provide in-building coverage for each mobile
network operator multiplies the cost of providing in-building coverage.

[0002] Furthermore, organizations, corporations, or other groups (referred to herein as “enterprises”)
often support an enterprise network that is only available to users that have been authorized by the
enterprise, such as members or employees. Users that have a subscription with a mobile network
operator that provides wireless connectivity in a building owned by the enterprise cannot directly
access the enterprise network via small cells (or other network infrastructure) deployed in the building.
Instead, authorized users establish a connection with a core network supported by the mobile network
operator via the small cells (or other network infrastructure) that the mobile network operator maintains
within the building. The authorized users can then access the enterprise network using an over-the-
top mechanism such as establishing a secure tunnel between the core network and the enterprise
network. Authorized users that do not have a subscription with a mobile network operator that serves
the building may not be able to access the enterprise network from within the building. Unauthorized
users that only have a subscription with another mobile network operator that does not serve the
building may be unable to access the wireless communication system from within the building. Thus,
mobile network operators end up vying to provide service to the enterprise that is incompatible with
existing infrastructure deployed by other mobile network operators, while third parties deploy wired and
Wi-Fi-based infrastructure that does not support mobility in the buildings owned by the enterprise.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The present disclosure may be better understood, and its numerous features and advantages
made apparent to those skilled in the art by referencing the accompanying drawings. The use of the

same reference symbols in different drawings indicates similar or identical items.

[0004] FIG. 1 is a block diagram of a wireless communication system according to some

embodiments.

[0005] FIG. 2 is a block diagram of a wireless communication system that includes an enterprise
network that is owned or operated by an enterprise according to some embodiments.

[0006] FIG. 3 is a block diagram of a wireless communication system that includes a third-party
datacenter that is supports an enterprise network for an enterprise according to some embodiments.

[0007] FIG. 4 illustrates a set of wireless-enabled devices that are configured to access enterprise
networks and public networks according to some embodiments.

[0008] FIG. 5 illustrates a wireless communication system including a small cell that is configured to
selectively provide access to wireless-enabled devices in closed subscriber groups (CSGs) according
to some embodiments.

[0009] FIG. 6 is a flow diagram of a method implemented in a wireless-enabled device for
establishing a connection to an enterprise network or an MNO via a small cell according to some

embodiments.

[0010] FIG. 7 is a flow diagram of a method for selectively providing access to an enterprise network
or an MNO network via a small cell according to some embodiments.

[0011] FIG. 8 is a block diagram of a wireless communication system that includes a small cell to
provide shared access to an enterprise network and one or more MNO networks according to some

embodiments.

DETAILED DESCRIPTION

[0012] The cost of supplying wireless connectivity within buildings is reduced, and access to core and
enterprise networks is improved, by configuring small cells that serve the building to provide enterprise
wireless-enabled devices with private access to an enterprise network and to provide non-enterprise
wireless-enabled devices with public access to at least one core network of at least one mobile
network operator (MNO). Wireless-enabled devices can include user equipment such as cell phones,
smart phones, tablet computers, laptop computers, and desktop computers, as well as Internet of
Things (I0T) devices such as sensors deployed in appliances, vehicles, or buildings. In operation, the
small cells transmit signals advertising availability of access to the at least one core network and/or the
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enterprise network. In this manner, the small cell can be shared among the MNOs and third parties
that provide wireless access. For example, the small cells can be configured to broadcast public land
mobile network (PLMN) identifiers of MNOs or network identifiers (which may be PLMN identifiers) of
the third parties that provide wireless access.

[0013] Wireless-enabled devices are provisioned with an identifier such as a PLMN identifier that
identifies an MNO that provides service to the wireless-enabled device. The enterprise wireless-
enabled devices are also provisioned with an identifier such as an access point name (APN) that
identifies the enterprise network. The enterprise network identifier is transmitted to the small cell to
establish a connection to the enterprise network. Some embodiments of the small cells are configured
as closed subscriber group (CSQG) cells that selectively provide services or priority access to the
enterprise wireless-enabled devices. The CSG cells can be “closed” cells that only provide access to
enterprise wireless-enabled devices or “hybrid” cells that provide preferential access to the enterprise
wireless-enabled devices while also providing public access to non-enterprise wireless-enabled
devices. The wireless-enabled devices can be configured with identifiers of CSGs to indicate that they
are members of the corresponding CSG.

[0014] FIG. 1 is a block diagram of a wireless communication system 100 according to some
embodiments. The wireless communication system 100 includes one or more small cells 105 that
provide wireless connectivity within a perimeter 110 of an enterprise. A single small cell 105 is shown
in FIG. 1 in the interest of clarity. However, some embodiments of the wireless communication system
100 implement multiple small cells to provide wireless connectivity within the perimeter 110. The small
cells 105 can be implemented as base stations, access points, metrocells, picocells, femtocells, radio
heads or other entities that can provide wireless connectivity. The perimeter 110 determines the
boundaries of the enterprise. For example, the perimeter 110 can be defined by the geographic
boundaries of a campus maintained by the enterprise, the walls of a building that houses the
enterprise, a floor of a building that is utilized by the enterprise, one or more rooms of the building
utilized by the enterprise, and the like. The perimeter 110 is shown as a single bounded region in the
interest of clarity. However, some embodiments of the perimeter 110 encompass multiple
disconnected regions such as multiple geographically separated buildings.

[0015] The small cell 105 provides shared access to a private network that is associated with the
enterprise (referred to herein as the enterprise network 115) and a plurality of public networks that are
owned or operated by a corresponding plurality of mobile network operators, MNO-1 network 120 and
MNO-2 network 125. As used herein, the term “private network” refers to a network that restricts
access to a particular group of authorized wireless-enabled devices. For example, a private network
implemented by an enterprise can restrict access to the wireless-enabled devices that are owned by
the enterprise or registered with the enterprise, which then verifies authorization of the wireless-
enabled devices for access. Membership in the group of wireless-enabled devices that are allowed
private access to the private network can be indicated by configuring the wireless-enabled devices
with an appropriate identifier, as well as using other authentication techniques such as a
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username/password combination. As used herein, the term “public network” refers to a network that
does not restrict access to a particular group of wireless-enabled devices. For example, any wireless-
enabled device that has subscribed to receive services from MNO-1 can access the MNO-1 network
120 and any wireless-enabled device that has subscribed to receive services from MNO-2 can access
the MNO-2 network 125. Access to a public network is referred to as “public access.”

[0016] The enterprise network 115 is shown within the perimeter 110 to indicate that the enterprise
network 115 is associated with the enterprise and access to the enterprise network 115 is restricted to
wireless-enabled devices that are authorized by the enterprise. For example, wireless-enabled
devices that are owned by (or issued to) employees can be configured as authorized wireless-enabled
devices for accessing the enterprise network 115, as discussed herein. However, in some
embodiments, some or all of the enterprise network 115 is implemented external to the perimeter 110.
Furthermore, the enterprise network 115 can be owned and operated by the enterprise or the
enterprise network 115 can be provided to the enterprise by a third-party, which is responsible for
operating and maintaining the enterprise network 115 on behalf of the enterprise.

[0017] The MNO-1 network 120 provides wireless connectivity using one or more macrocells 130
(only one shown in the interest of clarity), which can be referred to as base stations, eNodeBs, base
station routers, and the like. The MNO-2 network 125 provides wireless connectivity using one or
more macrocells 135. Coverage areas of the macrocells 130, 135 can overlap with each other and, in
some cases, can overlap with coverage areas of the small cell 105. However, the macrocells 130, 135
are not necessarily able to provide wireless connectivity within the perimeter 110, e.g., due to path loss
caused by distance, environmental conditions, obstructions such as walls and windows, and the like.
The small cell 105 is therefore configured to support shared connectivity with the MNO-1 network 120,
the MNO-2 network 125, and the enterprise network 115 so that wireless-enabled devices with
subscriptions to MNO-1 and MNO-2 are able to gain public access to the corresponding networks 120,
125 via the small cell 105 and wireless-enabled devices that are authorized by the enterprise can gain
private access to the enterprise network 115 via the small cell 105. For example, the enterprise
network 115 can verify authorization of the wireless-enabled devices.

[0018] Some embodiments of the small cell 105 broadcast information identifying the enterprise
network 115, the MNO-1 network 120, and the MNO-2 network 125 to advertise availability of access
to these networks via the small cell 105. For example, the small cell 105 can broadcast a public land
mobile network (PLMN) identifier of a third-party that provides the private access to the enterprise
network 115 and the PLMN identifiers of MNO-1 and MNO-2. The small cell 105 receives access
requests from wireless-enabled devices and selectively provides the wireless-enabled device with
private access to the enterprise network 115 or public access to the MNO-1 network 120 or the MNO-2
network 125 based on an identifier included in the access request. For example, if an authorized
wireless enabled device sends an access request that includes an access point name (APN) that
identifies the enterprise network 115, the small cell 105 provides private access to the enterprise
network 115 so that the wireless-enabled device can establish a connection to the enterprise network
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115 via the small cell. For another example, if the access request includes a PLMN for MNO-1, the
small cell 105 can provide public access to the MNO-1 network 120 via the small cell 105 so that the
wireless-enabled device can establish a connection to the MNO-1 network 120 via the small cell 105.

[0019] The wireless communication system 100 illustrates three wireless-enabled devices 140, 141,
142, which are collectively referred to herein as “the wireless-enabled devices 140-142.” The wireless-
enabled devices 140-142 are configured to receive broadcast information identifying the enterprise
network 115, the MNO-1 network 120, and the MNO-2 network 125. The wireless-enabled devices
140-142 are also configured to compare the broadcast information to configuration information stored
in the wireless-enabled devices 140-142. Some embodiments of the configuration information include
identifiers of one or more of the enterprise network 115, the MNO-1 network 120, and the MNO-2
network 125. The wireless-enabled devices 140-142 are then configured to transmit an access
request to the small cell 105 including an identifier one or more of the enterprise network 115, the
MNO-1 network 120, or the MNO-2 network 125 based on the comparison. The wireless-enabled
devices 140-142 can then establish a connection with the enterprise network 115, the MNO-1 network
120, or the MNO-2 network 125 via the small cell 105 in response to providing the access request. As
discussed herein, some embodiments of the wireless-enabled devices 140-142 are also able to
establish connections with the MNO-1 network 120 or the MNO-2 network 125 via the corresponding
macrocells 130, 135.

[0020] FIG. 2 is a block diagram of a wireless communication system 200 that includes an enterprise
network 205 that is owned or operated by an enterprise according to some embodiments. The
enterprise network 205 is used to implement some embodiments of the enterprise network 115 shown
in FIG. 1. The wireless communication system 200 provides wireless connectivity to wireless-enabled
devices 210, 211, 212 (collectively referred to herein as “the wireless-enabled devices 210-2127),
which are used to implement some embodiments of the wireless-enabled devices 140-142 shown in
FIG. 1. The wireless communication system 200 also includes an MNO network 215 that is used to
implement some embodiments of the MNO-1 network 120 or the MNO-2 network 125 shown in FIG. 1.

[0021] The enterprise network 205 is connected to a set of small cells 220, 221, 222 (collectively
referred to herein as “the small cells 220-222"), which provide wireless connectivity within a perimeter
225 that defines a boundary of the region associated with the enterprise. The illustrated embodiment
of the enterprise network 205 includes a serving gateway and a packet data node (PDN) gateway
(S/PGW) 230. The serving gateway portion of the S/PGW 230 routes and forwards user data packets.
The serving gateway portion of the S/PGW 230 implements a control plane stacks to support an
interface with a mobility management entity (MME), a control and data plane stacks to support an
interface with the PGW portion of the S/PGW 230, and a data plane stacks to support an interface with
the small cells 220-222. The PGW portion of the S/PGW 230 provides connectivity to external packet
data networks and supports corresponding interfaces with the serving gateway portion, as well as
other interfaces. The enterprise network 205 also supports a set of applications (APPS) 235 that are
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used to provide services to wireless-enabled devices that are authorized by the enterprise for private
access to the enterprise network 205.

[0022] The MNO network 215 is connected to a macrocell 240 for providing wireless connectivity.
The MNO network 215 includes a home subscriber server (HSS) 245 that is a central database that
contains user and subscription related information to support mobility management, call and session
establishment support, user authentication, and access authorization. The MNO network 215 also
includes an MME 250 that supports paging, bearer activation/deactivation, authentication, and the like.
The MME 250 terminates non-access stratum (NAS) signaling and ciphering/integrity protection. The
MNO network 215 further includes a serving gateway (SGW) 255 and PGWs 260, 265. In the
illustrated embodiment, the PGW 260 is dedicated to the enterprise and supports a connection 270
(such as a tunnel or a Virtual Private Network, VPN) between the MNO network 215 and the enterprise
network 205. The PGW 265 is a gateway for subscribers to the MNO.

[0023] The wireless-enabled device 210 is a user equipment that is authorized by the enterprise
network 205 and is also subscribed to the MNO that owns or operates the MNO network 215. For
example, the enterprise network 205 can verify that the wireless-enabled device 210 is authorized
using a verification process. The wireless-enabled device 210 is therefore able to access the
enterprise network 205 via the small cell 220, e.g., by establishing a connection to the S/PGW 230,
which provides connectivity to external networks. The wireless-enabled device 210 can use the
connection to receive services provided by the applications 235 implemented in the enterprise network
205.

[0024] The wireless-enabled device 211 is a user equipment that is not authorized by the enterprise
network 205 for private access. The wireless-enabled device 211 is subscribed to the MNO that owns
or operates the MNO network 215. Since the small cells 220-222 are shared by the enterprise
network 205 and the MNO network 215, the wireless-enabled device 211 is able to establish a
connection with the MNO network 215 via the small cell 211. However, the wireless-enabled device
211 is not an authorized enterprise device and is therefore not able to access the enterprise network
205. The wireless-enabled device 211 therefore forms a connection over an air interface to the small
cell 221, which routes information associated with the wireless-enabled device 211 to the SGW 255
and the PGW 265 in the MNO network 215.

[0025] The wireless-enabled device 212 is a user equipment that is authorized by the enterprise
network 205 and is also subscribed to the MNO that owns or operates the MNO network 215. In the
illustrated embodiment, the wireless-enabled device 212 is outside the coverage areas of the small
cells 220-222. The wireless-enabled device 212 therefore establishes a connection with the enterprise
network 205 via the macrocell 240 and the MNO network 215. For example, the wireless-enabled
device 212 can request a PDN connection to the enterprise network 205. The PDN connection
between the wireless-enabled device 212 and the enterprise network 205 traverses a communication
pathway that includes the macrocell 240, the SGW 255, the PGW 260, and the connection 270. The
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wireless-enabled device 212 is therefore able to receive services provided by the applications 235
implemented in the enterprise network 205.

[0026] FIG. 3 is a block diagram of a wireless communication system 300 that includes a third-party
datacenter 305 that is supports an enterprise network for an enterprise according to some
embodiments. The third-party datacenter 305 is used to implement some embodiments of the
enterprise network 115 shown in FIG. 1. The wireless communication system 300 provides wireless
connectivity to wireless-enabled devices 310, 311, 312 (collectively referred to herein as “the wireless-
enabled devices 310-312"), which are used to implement some embodiments of the wireless-enabled
devices 140-142 shown in FIG. 1. The wireless communication system 300 also includes an MNO
network 315 that is used to implement some embodiments of the MNO-1 network 120 or the MNO-2
network 125 shown in FIG. 1.

[0027] The third-party datacenter 305 is connected to a set of small cells 320, 321, 322 (collectively
referred to herein as “the small cells 320-322”), which provide wireless connectivity within a perimeter
325 that defines a boundary of the region associated with the enterprise. The illustrated embodiment
of the third-party datacenter 305 implements MNO-specific modules 330, 331 that are used to support
enterprise connectivity. For example, the MNO-specific module 330 can be supported by the MNO
that implements the MNO network 315 and the MNO-specific module 331 can be supported by
another MNO that supports another MNO network (not shown in FIG. 3). The MNO-specific module
330 implements a S/PGW 335 and an MME 340. For example, the S/PGW 335 and the MME 340 can
be implemented as virtual functions by the third-party datacenter 305. The MNO-specific module 331
implements a S/PGW 345 and an MME 350. For example, the S/PGW 345 and the MME 350 can be
implemented as virtual functions by the third-party datacenter 305. The third-party datacenter 305 also
implements a set of applications 355 that are used to provide services to wireless-enabled devices that
are associated with the enterprise.

[0028] The MNO network 315 is connected to a macrocell 360 for providing wireless connectivity.
The MNO network 315 includes an HSS 365, an MME 370, an SGW 375, and PGWs 380, 385. In the
illustrated embodiment, the PGW 380 is dedicated to the enterprise and supports a connection 390
(such as a tunnel or a VPN) between the MNO network 315 and the enterprise network 305. The
PGW 385 is a gateway for subscribers to the MNO.

[0029] The wireless-enabled device 310 is a user equipment that is authorized for private access to
the enterprise network that is supported by the third-party datacenter 305. The wireless-enabled
device 310 is also subscribed to the MNO that owns or operates the MNO network 315. The wireless-
enabled device 310 is therefore able t0 access the enterprise network supported by the third-party
datacenter 305 via the small cell 320, e.g., by establishing a connection to the S/PGW 330 and the
MME 340 in the corresponding MNO-specific module 330. The wireless-enabled device 310 can use
the connection to receive services provided by the applications 355 implemented in the third-party
datacenter 305 on behalf of the enterprise.
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[0030] The wireless-enabled device 311 is a user equipment that is not authorized for private access
to the enterprise network. The wireless-enabled device 311 is subscribed to the MNO that owns or
operates the MNO network 315. Since the small cells 320-322 are shared by the enterprise network
implemented in the third-party datacenter 305 and the MNO network 315, the wireless-enabled device
311 is able to establish a connection with the MNO network 315 via the small cell 311. However, the
wireless-enabled device 311 is not an enterprise device and is therefore not able to access the
enterprise network implemented in the third-party datacenter 305. The wireless-enabled device 311
therefore forms a connection over an air interface to the small cell 321, which routes information
associated with the wireless-enabled device 311 to the SGW 375 and the PGW 385 in the MNO
network 315.

[0031] The wireless-enabled device 312 is a user equipment that is authorized for private access to
the enterprise network implemented in the third-party datacenter 305. The wireless-enabled device
312 is also subscribed to the MNO that owns or operates the MNO network 315. In the illustrated
embodiment, the wireless-enabled device 312 is outside the coverage areas of the small cells 320-
322. The wireless-enabled device 312 therefore establishes a connection with the enterprise network
via the macrocell 360 and the MNO network 315. For example, the wireless-enabled device 312 can
request a PDN connection to the enterprise network implemented in the third-party datacenter 305.
The PDN connection between the wireless-enabled device 312 and the third-party datacenter 305
traverses a communication pathway that includes the macrocell 360, the SGW 375, the PGW 380, and
the connection 390. The wireless-enabled device 312 is therefore able to receive services provided by
the applications 355 implemented in the third-party datacenter 305 on behalf of the enterprise.

[0032] FIG. 4 illustrates a set 400 of wireless-enabled devices that are configured to access
enterprise networks and public networks according to some embodiments. The set 400 includes the
wireless-enabled devices 401, 402, 403, 404, which are collectively referred to herein as “the wireless-
enabled devices 401-404.” The wireless-enabled devices 401-404 are used to implement some
embodiments of the wireless-enabled devices 140-142 shown in FIG. 1. The wireless-enabled
devices 401-404 are configured using corresponding configuration information 411, 412, 413, 414,
which is collectively referred to herein as “the configuration information 411-414.”

[0033] The configuration information 411-414 includes information indicating the home PLMN of the
MNO to which the corresponding wireless-enabled devices 401-404 are subscribed. For example, the
configuration information 411 indicates that the wireless-enabled device 401 is subscribed to MNO-1,
the configuration information 412 indicates that the wireless-enabled device 402 is subscribed to
MNO-2, the configuration information 413 indicates that the wireless-enabled device 403 is subscribed
to MNO-2, and the configuration information 414 indicates that the wireless-enabled device 404 is
subscribed to MNO-1. The configuration information 411-414 also includes information indicating
whether the wireless-enabled devices 401-404 are authorized for private access to an enterprise
network. For example, the configuration information 411 indicates that the wireless-enabled device
401 is authorized by the enterprise ABS, the configuration information 412 indicates that the wireless-
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enabled device 402 is authorized by the enterprise ABS, and the configuration information 413
indicates that the wireless-enabled device 403 is authorized by the enterprise BETA. The
configuration 414 indicates that the wireless-enabled device 404 is not authorized for private access
by an enterprise and therefore uses public access to the Internet or Internet multimedia subsystem
(IMS) network.

[0034] Some embodiments of the wireless-enabled devices 401-404 are members of a closed
subscribed group (CSG) for the corresponding enterprises. A CSG is a set of users (e.g., the wireless-
enabled devices 401-404) that are able to access a small cell at the highest priority and receive all of
the services provided by the small cell. Users in the CSG can be indicated by an access control list
implemented in the small cell. Small cells can be configured as “closed” cells that only provide access
to users in the CSG and do not provide any access to users that are not in the CSG. Small cells can
also be configured as “hybrid” cells that provide high priority access and full services to users in the
CSG. Users that are not in the CSG can still receive access, but at lower priority, and the users that
are not in the CSG may not receive all of the services provided by the small cell.

[0035] The configuration information 411-414 can indicate membership in one or more CSG. For
example, the configuration information 411 indicates that the wireless-enabled device 401 is a member
of the CSG that is limited to users that are associated with ABC Corporation, the configuration
information 412 indicates that the wireless-enabled device 402 is a member of the CSG that is limited
to users that are associated with ABC Corporation, and the configuration information 413 indicates that
the wireless-enabled device 403 is a member of the CSG that is limited to users that are associated
with BETA Corporation. The configuration information 414 indicates that the wireless-enabled device
404 is not associated with a CSG.

[0036] FIG. 5 illustrates a wireless communication system 500 including a small cell 505 that is
configured to selectively provide access to wireless-enabled devices in closed subscriber groups
(CSGs) according to some embodiments. The small cell 505 is used to implement some embodiments
of the small cell 105 shown in FIG. 1. The wireless-enabled devices 510, 511, 512 (collectively
referred to herein as “the wireless-enabled devices 510-512") are used to implement some
embodiments of the wireless-enabled devices 140-142 shown in FIG. 1. In the illustrated embodiment,
the wireless-enabled devices 510, 511 are members of a CSG 515 for the small cell 505 and the
wireless-enabled device 512 is not a member of the CSG 515.

[0037] The small cell 505 is owned or operated by an enterprise (ABC Corporation) and is configured
using configuration information 520. In the illustrated embodiment, the configuration information 520
includes information identifying the networks that share access to the small cell 505 with the enterprise
network. For example, the configuration information 520 includes PLMN identifiers that identify MNO-
1 and MNO-2 as networks that share access to the small cell 505. The configuration information 520
also indicates CSG for the small cell 505. For example, the configuration information 520 indicates
that the CSG 515 is limited to users that are associated with the ABC Corporation. The configuration
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information 520 also includes information that configures the small cell 505 as a hybrid or closed cell
for the corresponding CSG 515. The small cell 505 can broadcast information identifying the
enterprise network, MNO-1, and MNO-2. Some embodiments of the small cell 505 can also broadcast
information identifying the CSG 515.

[0038] Access to the enterprise network, the MNO-1, or the MNO-2 is selectively provided to the
wireless-enabled devices 510-512 based on information included in access requests received at the
small cell 505 and subscription data authorizing the requested access such as that recorded in HSS
365 shown in FIG. 3. For example, if the wireless-enabled device 510 is an authorized enterprise
device that is subscribed to MNO-1 and is a member of CSG 515, the small cell 505 provides private
access to the enterprise network at the highest priority and with access to all of the services provided
by the small cell 505, as indicated by the solid, double-headed arrow line. For another example, if the
wireless-enabled device 512 is not an authorized enterprise device and is not a member of the CSG
515, but it is subscribed to MNO-2, the small cell 505 can provide public access to a core network
supported by the MNO-2 if the small cell 505 is configured for hybrid CSG. The public access can be
provided at a lower priority or with reduced (or no) access to the services provided by the small cell
505, as indicated by the dashed, double-headed arrow line. Some embodiments of the small cell 505
can deny access to the wireless-enabled device 512 if the small cell is configured for closed CSG.

[0039] FIG. 6is a flow diagram of a method 600 implemented in a wireless-enabled device for
establishing a connection to an enterprise network or an MNO via a small cell according to some
embodiments. The method 600 is implemented in some embodiments of the wireless communication
system 100 shown in FIG. 1, the wireless communication system 200 shown in FIG. 2, and the
wireless communication system 300 shown in FIG. 3.

[0040] At block 605, the wireless-enabled device monitors broadcast signals including network
identifiers. The broadcast signals are broadcast by a small cell that provides shared access to an
enterprise network and one or more MNO core networks. As discussed herein, the broadcast signals
can include information identifying the enterprise network, the one or MNO core networks, a CSG
associated with the small cell, and the like.

[0041] At decision block 610, the wireless-enabled device compares the information in the broadcast
signals to configuration information stored in the wireless-enabled device. For example, the wireless-
enabled device can compare a stored APN that indicates an enterprise network that is authorized the
wireless-enabled device to information identifying an enterprise network associated with the small cell.
If the information matches, indicating that the wireless-enabled device is authorized for private access
to the enterprise network, the method 600 flows to block 615,where the wireless-enabled device
attempts to establish a connection with the enterprise network via the small cell, e.g., by transmitting
an access request to the small cell that includes information identifying the enterprise network and the
requested access is verified against subscription data. If the information does not match, indicating
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that the wireless-enabled device is not authorized for private access to the enterprise network, the
method 600 flows to decision block 620.

[0042] At decision block 620, the wireless-enabled device compares the information in the broadcast
signals to be stored configuration information to determine whether the wireless-enabled device is
subscribed to one of the MNOs that share access to the small cell. For example, the wireless-enabled
device can compare a stored PLMN that identifies an MNO subscription to broadcast information
indicating the PLMNs of the MNOs that share access to the small cell. If the stored PLMN matches
one of the broadcast PLMNs, the method 600 flows to block 625 and the wireless-enabled device
attempts to establish a connection with a core network supported by the corresponding MNO via the
small cell. If the stored PLMN does not match any of the broadcast PLMNs, the method 600 flows to
block 630 and the wireless-enabled device attempts to establish a connection with a core network of
the MNO indicated by the MNO subscription via a macrocell that is connected to the core network.

[0043] FIG. 7 is a flow diagram of a method 700 for selectively providing access to an enterprise
network or an MNO network via a small cell according to some embodiments. The method 700 is
implemented in some embodiments of the wireless communication system 100 shown in FIG. 1, the
wireless communication system 200 shown in FIG. 2, and the wireless communication system 300
shown in FIG. 3.

[0044] Atblock 705, the small cell broadcasts information identifying an enterprise network and one
or more MNO networks that share access via the small cell. For example, the small cell can broadcast
an APN that identifies the enterprise network and one or more PLMNSs that identify one or more MNOs
that own or operate the one or more MNO networks.

[0045] Atblock 710, the small cell receives an access request from a wireless-enabled device. The
access request can include information identifying the enterprise network to indicate, when checked
against subscription data, that the user equipment is authorized for private access to the enterprise
network via the small cell. The access request can also include information identifying a subscription
to an MNO to indicate that the wireless-enabled device is subscribed to receive access from the MNO.

[0046] At decision block 715, the small cell determines whether the wireless-enabled device is a
member of a CSG for the small cell. If not, the method 700 flows to block 720 and the small cell
lowers a priority for access and/or limits services that are provided to the wireless-enabled device.
The method 700 then flows to block 725. If the wireless-enabled device is a member of the CSG, the
method 700 flows directly to the block 725. Some embodiments of the small cell do not implement
CSG, in which case the decision block 715 and the block 720 are omitted from the method 700.

[0047] Atblock 720, the small cell establishes a connection with the enterprise network or the MNO
network based on the information included in the identifier and authorization based on the subscriber
record. For example, the small cell can establish a connection between the wireless-enabled device
and the enterprise network if the wireless-enabled device is associated with the enterprise network.
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For another example, the small cell can establish a connection between the wireless-enabled device
and the MNO network if the wireless-enabled device is not associated with the enterprise network, but
the wireless-enabled device does have a subscription with the MNO that implements the MNO

network.

[0048] FIG. 8 is a block diagram of a wireless communication system 800 that includes a small cell
805 to provide shared access to an enterprise network and one or more MNO networks according to
some embodiments. The wireless communication system 800 is used to implement some
embodiments of the wireless communication system 100 shown in FIG. 1, the wireless communication
system 200 shown in FIG. 2, and the wireless communication system 300 shown in FIG. 3. The small
cell 805 is configured to provide wireless connectivity to a wireless-enabled device 810 and to provide
shared access to an enterprise network 815, a first MNO network 820, a second MNO network 825,
and potentially one or more additional networks.

[0049] The small cell 805 includes a transceiver 830 for transmitting and receiving signals using one
or more antennas 835. For example, the transceiver 830 can be configured to operate according to
one or more wireless communication standards to support wireless communication over an air
interface using the antenna 835. Although the small cell 805 is depicted as a single physical entity in
FIG. 8, some embodiments of the small cell 805 are implemented in parts or in a distributed manner.
For example, remote radio heads and portions of the radio protocol base band processing can be co-
located with the antenna 835, co-located with other small cells, virtually instantiated in a data center,
and the like. Thus, the functionality of the small cell 805 can be distributed so that portions of the
functionality are implemented at an antenna site and other portions of the functionality are
implemented in a data center that implements a virtual radio access network (RAN). The transceiver
830 is also configured to communicate with the networks 815, 820, 825. Thus, the transceiver 830
can selectively provide the wireless-enabled device 810 with access to one or more of the networks
815, 820, 825. The transceiver 830 can be implemented as a single integrated circuit (e.g., using a
single ASIC or FPGA) or as a system-on-a-chip (SOC) that includes different modules for
implementing the functionality of the transceiver 830.

[0050] The small cell 805 also includes a processor 840 and a memory 845. The processor 840 may
be used to execute instructions stored in the memory 845 and to store information in the memory 845
such as the results of the executed instructions. Some embodiments of the processor 840 are
configured to selectively provide the wireless-enabled device 810 with private access to an enterprise
network or public access to an MNO core network based on an identifier included in an access request
received from the wireless-enabled device 810. For example, the processor 840 can be configured to
perform some embodiments of the method 700 shown in FIG. 7.

[0051] The wireless-enabled device 810 includes a transceiver 850 transmitting and receiving
signals. For example, the transceiver 850 can be configured to operate according to one or more

wireless communication standards to support wireless communication over an air interface. The
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transceiver 850 can be implemented as a single integrated circuit (e.g., using a single ASIC or FPGA)
or as a system-on-a-chip (SOC) that includes different modules for implementing the functionality of
the transceiver 850. The wireless-enabled device 810 also includes a processor 855 and a memory
860. The processor 855 may be used to execute instructions stored in the memory 860 and to store
information in the memory 860 such as the results of the executed instructions. Some embodiments of
the processor 855 are configured to compare broadcast information received from the small cell 805 to
configuration information stored in the memory 860. The processor 855 is also configured to
selectively provide an access request to the small cell 805 including an identifier of one of the
networks 815, 820, 825 based on the comparison. For example, the processor 855 can be configured
to perform some embodiments of the method 600 shown in FIG. 6.

[0052] In some embodiments, certain aspects of the techniques described above may implemented
by one or more processors of a processing system executing software. The software comprises one
or more sets of executable instructions stored or otherwise tangibly embodied on a non-transitory
computer readable storage medium. The software can include the instructions and certain data that,
when executed by the one or more processors, manipulate the one or more processors to perform one
or more aspects of the techniques described above. The non-transitory computer readable storage
medium can include, for example, a magnetic or optical disk storage device, solid state storage
devices such as Flash memory, a cache, random access memory (RAM) or other non-volatile memory
device or devices, and the like. The executable instructions stored on the non-transitory computer
readable storage medium may be in source code, assembly language code, object code, or other
instruction format that is interpreted or otherwise executable by one or more processors.

[0053] A computer readable storage medium may include any storage medium, or combination of
storage media, accessible by a computer system during use to provide instructions and/or data to the
computer system. Such storage media can include, but is not limited to, optical media (e.g., compact
disc (CD), digital versatile disc (DVD), Blu-Ray disc), magnetic media (e.g., magnetic hard drive),
volatile memory (e.g., random access memory (RAM) or cache), non-volatile memory (e.g., read-only
memory (ROM) or Flash memory), or microelectromechanical systems (MEMS)-based storage media.
The computer readable storage medium may be embedded in the computing system (e.g., system
RAM or ROM), fixedly attached to the computing system (e.g., a magnetic hard drive), removably
attached to the computing system (e.g., an optical disc or Universal Serial Bus (USB)-based Flash
memory), or coupled to the computer system via a wired or wireless network (e.g., network accessible
storage (NAS)).

[0054] Note that not all of the activities or elements described above in the general description are
required, that a portion of a specific activity or device may not be required, and that one or more
further activities may be performed, or elements included, in addition to those described. Still further,
the order in which activities are listed are not necessarily the order in which they are performed. Also,
the concepts have been described with reference to specific embodiments. However, one of ordinary
skill in the art appreciates that various modifications and changes can be made without departing from
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the scope of the present disclosure as set forth in the claims below. Accordingly, the specification and
figures are to be regarded in an illustrative rather than a restrictive sense, and all such modifications
are intended to be included within the scope of the present disclosure.

[0055] Benefits, other advantages, and solutions to problems have been described above with regard
to specific embodiments. However, the benefits, advantages, solutions to problems, and any
feature(s) that may cause any benefit, advantage, or solution to occur or become more pronounced
are not to be construed as a critical, required, or essential feature of any or all the claims. Moreover,
the particular embodiments disclosed above are illustrative only, as the disclosed subject matter may
be modified and practiced in different but equivalent manners apparent to those skilled in the art
having the benefit of the teachings herein. No limitations are intended to the details of construction or
design herein shown, other than as described in the claims below. It is therefore evident that the
particular embodiments disclosed above may be altered or modified and all such variations are
considered within the scope of the disclosed subject matter. Accordingly, the protection sought herein
is as set forth in the claims below.
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WHAT IS CLAIMED 1S:

1. A method comprising:
receiving, at a small cell, an access request from a wireless-enabled device; and
selectively providing, via the small cell, the wireless-enabled device with private access to an
enterprise network and public access to at least one core network of at least one
mobile network operator based on an identifier included in the access request and
verification by the enterprise network.

2. The method of claim 1, further comprising:
broadcasting, from the small cell, information identifying the enterprise network and the at
least one core network of the at least one mobile network operator.

3. The method of claim 2, wherein broadcasting the information identifying the enterprise network and
the at least one core network comprises broadcasting a network identifier of a third-party that provides
the private access to the enterprise network and at least one public land mobile network (PLMN)
identifier of the at least one mobile network operator.

4. The method of claim 1, wherein the small cell is configured as a closed subscriber group (CSG)
cell, and wherein selectively providing the wireless-enabled device with private access or public
access comprises providing the wireless-enabled device with private access or public access in
response to determining that the wireless-enabled device is a member of the CSG.

5. A method, comprising:

receiving, at a wireless-enabled device from a small cell, broadcast information including
identifiers of an enterprise network and at least one core network of at least one
mobile network operator;

comparing, at the wireless-enabled device, the broadcast information to configuration
information stored in the wireless-enabled device, wherein the configuration
information includes identifiers of at least one of the enterprise network and the at
least one core network; and

selectively providing, from the wireless-enabled device to the small cell, an access request
including the identifier of the enterprise network or the at least one core network
based on the comparison.

6. The method of claim 5, further comprising:
establishing a connection with at least one of the enterprise network or the at least one core
network via the small cell in response to providing the access request and
authorization verification by the enterprise network.

7. The method of claim 6, wherein selectively providing the access request comprises selectively
providing an access request including the identifier of the enterprise network in response to the
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configuration information including the identifier of the enterprise network, and wherein establishing the
connection comprises establishing the connection for private access to the enterprise network via the
small cell.

8. The method of claim 6, wherein the small cell is configured as a closed subscriber group (CSG)
cell, and wherein selectively providing the access request comprises providing information indicating
whether the wireless-enabled device is a member of the CSG.

9. A small cell comprising:
a transceiver configured to receive and access request from a wireless-enabled device; and
a processor configured to selectively provide the wireless-enabled device with private access
to an enterprise network and public access to at least one core network of at least one
mobile network operator based on an identifier included in the access request.

10. A wireless-enabled device, comprising:

a transceiver configured to receive, from a small cell, broadcast information including
identifiers of an enterprise network and at least one core network of at least one
mobile network operator; and

a processor configured to compare the broadcast information to configuration information
stored in the wireless-enabled device, wherein the configuration information includes
identifiers of at least one of the enterprise network and the at least one core network,
and wherein the processor is configured to selectively provide, to the small cell, an
access request including the identifier of the enterprise network or the at least one
core network based on the comparison.



PCT/IB2018/000300

WO 2018/162980

1/8

00!

OH

T "OId

avl

4
MHOMLAN

3SIHd431Ng

| 9

ovi

Gel

ol
MHOML3IN
¢-ONI

0ct
MHOMLAN
I-ONI

0€1



PCT/IB2018/000300

WO 2018/162980

2/8

00¢

- - =
~
7
/ 37 052
\ Sddv MOd/S
\/ 02
Gcc MHOMIAN 3SIHddH31INT
0L¢
0% 09
JNAN M5d
e s
SSH MOS

mlwmAll\

MOd

GIC YHOMLIN ONW




PCT/IB2018/000300

3/8

WO 2018/162980

AU ;
=1 | & |
i | Mmodis | ;
: N ak
R — Poge 1] S S
G0T 43INIOVLVA ALHYd-QHIHL
0/¢ 08¢
NN M5d
Gog 743
SSH MOS
G8¢ _—
M5d
GT€ ¥HOMLIN ONI

00€



PCT/IB2018/000300

WO 2018/162980

4/8

00v

3INON =980

SINI“LINHILNI = NdV

L-ONW = NINdH

1434 \

dd0J 08v = 9S3

SWI-08Y ‘LINHILNI-SEY = NdV

¢"ONW = NW1dH

a0y

cly \

dd00 v139 =980

SWI-V13d "LINHILINI-YLIE = NdV

¢"ONW =NW1dH

K ey

dd0d 08v =9SJ

SWI-08Y ‘LINHILNI-SEY = NdV

L-ONI = NIN1dH

/ (487

€0y

10)7



PCT/IB2018/000300

WO 2018/162980

5/8

00G

d3S0O10 HO dIH9AH = DI1ANOD
dd00 04V = 9SO
¢-ONIW =al Nd

-ONW = Al NId

S "OIA

¢ls

-
o
.
-
o
.
.
o
.
.
.
.
.
.
-
.
.
-
®
.

0cS \




WO 2018/162980 PCT/IB2018/000300

600
605
N\ MONITOR BROADCAST
NETWORK IDENTIFIERS
[ 615
N YES ESTABLISH CONNECTION WITH
ENTERPRISE NETWORK ID? ENTERPRISE NETWORK VIA
SMALL CELL
NO
/ 625
620 YES
ESTABLISH CONNECTION WITH
?
\< PLMN FROM SMALL CELL MNO VIA SMALL CELL
NO
630
\_|  ATTEMPT TO ESTABLISH
CONNECTION VIA MACROCELL

FIG. 6



WO 2018/162980

7/8

PCT/IB2018/000300

700
A/
705
\«_| BROADCAST ENTERPRISE AND
MNO NETWORK IDENTIFIERS
710
\__| RECEIVE ACCESS REQUEST
FROM WIRELESS-ENABLED
DEVICE
715 NO LOWER PRIORITY OR LIMIT /720
IN CSG? SERVICES FOR WIRELESS-
ENABLED DEVICE
YES
<
Y

725
ESTABLISH CONNECTION WITH
|

ENTERPRISE OR MNO NETWORK
BASED ON IDENTIFIER

FIG. 7



PCT/IB2018/000300

WO 2018/162980

8/8

008

\

018
301A3d

j

d319vN3-SS3T3HIM

098
AHOW3IN

ae8
H0SS3004d

098
H3IAIFOSNVHL

8 "OId

G08 1130 TIVIIS

a8
AHOW3IN

078
H0SS3004d

aes

— ()

028
H3IAIFOSNVHL




INTERNATIONAL SEARCH REPORT

International application No

PCT/1B2018/000300
A. CLASSIFICATION OF SUBJECT MATTER
INV. HO4w48/10 HO4W48/20
ADD. HO4W84/04

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HOAW

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2015/281966 Al (GRIOT MIGUEL [US] ET 1-10
AL) 1 October 2015 (2015-10-01)
the whole document
X WO 2017/031727 Al (HUAWEI TECHNOLOGIES CO 1-10
LTD) 2 March 2017 (2017-03-02)
the whole document
& EP 3 264 826 Al (HUAWEI TECH CO LTD
[CN]) 3 January 2018 (2018-01-03)
paragraphs [0044], [0046]
X US 2015/289199 Al (CHO EUN SEON [KR] ET 1-10
AL) 8 October 2015 (2015-10-08)
paragraph [0081] - paragraph [0092];
figure 6
_/ -

See patent family annex.

Further documents are listed in the continuation of Box C.

* Special categories of cited documents : . . . . L
"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand

"A" document defining the general state of the art which is not considered the principle or theory underlying the invention

to be of particular relevance

"E" earlier application or patent but published on or after the international

- "X" document of particular relevance; the claimed invention cannot be
filing date

considered novel or cannot be considered to involve an inventive

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

2 May 2018

Date of mailing of the international search report

11/05/2018

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Megalou-Nash, M

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/1B2018/000300
C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2015/092701 Al (HORN GAVIN BERNARD [US] 6-8,10
ET AL) 2 April 2015 (2015-04-02)
paragraph [0058] - paragraph [0059]
X WO 2009/064932 A2 (QUALCOMM INC [US]; HORN 1-10

GAVIN B [US]; ULUPINAR FATIH [US]; AGASHE
PARA) 22 May 2009 (2009-05-22)

paragraph [0008]

paragraph [0044] - paragraph [0047]

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2



INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/1B2018/000300
Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2015281966 Al 01-10-2015 CN 106105147 A 09-11-2016
EP 3123757 Al 01-02-2017
JP 2017511648 A 20-04-2017
KR 20160138425 A 05-12-2016
TW 201542007 A 01-11-2015
US 2015281966 Al 01-10-2015
WO 2015148959 Al 01-10-2015

WO 2017031727 Al 02-03-2017 CN 106664646 A 10-05-2017
EP 3264826 Al 03-01-2018
KR 20170127552 A 21-11-2017
US 2018084391 Al 22-03-2018
WO 2017031727 Al 02-03-2017

US 2015289199 Al 08-10-2015 KR 20150116043 A 15-10-2015
US 2015289199 Al 08-10-2015

US 2015092701 Al 02-04-2015 US 2015092701 Al 02-04-2015
WO 2015047856 Al 02-04-2015

WO 2009064932 A2 22-05-2009 AU 2008322589 Al 22-05-2009
BR PI0819808 A2 26-05-2015
CA 2705337 Al 22-05-2009
CA 2809193 Al 22-05-2009
CN 101911785 A 08-12-2010
CN 104581873 A 29-04-2015
EP 2218284 A2 18-08-2010
HK 1151927 Al 04-12-2015
HK 1208582 Al 04-03-2016
IL 205632 A 30-09-2014
IL 228173 A 29-09-2016
JP 6125365 B2 10-05-2017
JP 2011504057 A 27-01-2011
JP 2013258736 A 26-12-2013
JP 2013258737 A 26-12-2013
JP 2016105610 A 09-06-2016
KR 20100087212 A 03-08-2010
KR 20120113276 A 12-10-2012
MY 157035 A 15-04-2016
NZ 585201 A 26-10-2012
TW 200939816 A 16-09-2009
TW 201316801 A 16-04-2013
US 2009129338 Al 21-05-2009
US 2015029930 Al 29-01-2015
WO 2009064932 A2 22-05-2009

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - claims
	Page 17 - claims
	Page 18 - drawings
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - wo-search-report
	Page 27 - wo-search-report
	Page 28 - wo-search-report

