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Description

TECHNICAL FIELD

[0001] The subject matter disclosed herein generally
relates to methods, systems, and programs for managing
network address translation on a network fabric.

BACKGROUND

[0002] Network address translation (NAT) is a mech-
anism for managing the shortage of Internet protocol (IP)
version 4 addresses. NAT enables devices on a private
network to utilize private IP addresses, and when these
devices need to communicate with other devices outside
the private network, a router translates the private IP ad-
dresses into public IP addresses as network packets trav-
elthrough the router from the private network to the public
network.

[0003] However, NAT operations on a centralized de-
vice (e.g., the router) may tax resource utilization on the
device and cause network performance problems. Fur-
ther, the device may become a bottleneck for network
traffic and a failure on the device may be catastrophic for
the performance of the network.

[0004] Published Chinese patent application
CN101697528 describes the sharing of loads between
NAT gateway devices. Dynamic load sharing is achieved
between the NAT gateway devices by regularly detecting
the actual load of the devices and the uplink bandwidth.
Inanarticlein IEEE ACCESS, entitled "Software-Defined
Network Function Virtualization: A Survey", the authors
Li Yong, et al, discuss the development of network func-
tion virtualization (NFV) to address problems arising from
diversity in proprietary network appliances and network
ossification. Here, network functions are implemented as
pure software on commodity and general hardware. It is
in this context that embodiments arise.

SUMMARY
[0005] The invention is a method, machine-readable
storage medium and controller as defined in the append-

ed claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Various ones of the appended drawings merely
illustrate example embodiments of the present disclosure
and cannot be considered as limiting its scope.

Figure 1 illustrates operations for network address
translation (NAT), according to some example em-
bodiments.

Figure 2is a block diagramillustrating a multi-vendor
network architecture, according to an example em-
bodiment.
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Figure 3 illustrates a diagrammatic representation
of a server, according to an example embodiment,
that hosts virtual machines.

Figure 4 is a diagram of an illustrative rack-based
system, according to some example embodiments,
that implements a network having switches that may
be controlled by a controller server to perform NAT.

Figure 5 is a block diagram of a network, according
to an example embodiment.

Figure 6 illustrates data tables, according to some
example embodiments, used by the NAT controller
to manage the distribution of NAT operations.

Figure 7 is a diagram of a switch, according to some
example embodiments, having modules that per-
form packet-forwarding operations.

Figure 8 illustrates NAT load-balancing operations,
according to some example embodiments.

Figure 9 illustrates the allocation of a virtual switch
toanew virtual machine, according to some example
embodiments.

Figure 10 illustrates reallocation of switches for per-
forming NAT when a switch becomes unavailable,
according to some example embodiments.

Figure 11 is a flowchart of a method, according to
some example embodiments, for allocating a virtual
switch to a virtual machine.

Figure 12 is a flowchart of a method, according to
some example embodiments, for disaster recovery
after a switch becomes unavailable.

Figure 13 is a flowchart of a method, according to
some example embodiments, for distributing NAT
operations to a plurality of network devices on a net-
work.

Figure 14 is a block diagram of a controller server
and controller client, according to an example em-
bodiment.

Figure 15 is a block diagram illustrating the network,
according to an example embodiment.

Figure 16 is a block diagram illustrating an example
of a software architecture that may be installed on a
machine, according to some example embodiments.

Figure 17 illustrates a diagrammatic representation
of a machine in the form of a computer system within
which a set of instructions may be executed for caus-
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ing the machine to perform any one or more of the
methodologies discussed herein, according to an ex-
ample embodiment.

DETAILED DESCRIPTION

[0007] Example methods, systems, and computer pro-
grams are presented for distributing network address
translation (NAT) operations to a plurality of network de-
vices on a network. Examples merely typify possible var-
iations. Unless explicitly stated otherwise, components
and functions are optional and may be combined or sub-
divided, and operations may vary in sequence or be com-
bined or subdivided. In the following description, for pur-
poses of explanation, numerous specific details are set
forth to provide a thorough understanding of example
embodiments. It will be evident to one skilled in the art,
however, that the present subject matter may be prac-
ticed without these specific details.

[0008] In some implementations, a network adminis-
trator has to configure a plurality of network devices for
performing NAT in order to distribute NAT operations
throughout the network for better resource management.
The plurality of network devices is referred to as a NAT
pool.

[0009] Insome examples, a controller server manages
the network fabric configuration for a plurality of network
devices, and the controller server designates which de-
vices perform NAT for which hosts (e.g., physical devices
or virtual machines), without requiring express configu-
ration by a network administrator, although partial con-
figuration by the network administrator is also possible.
The controller server performs load balancing across all
the devices in the NAT pool to optimize the performance
of the network, for example, by reducing the amount of
linked traffic associated with NAT packets. In one exam-
ple embodiment, the assignment of a NAT device to a
host is based not only on the load on the devices in the
NAT pool, but also on the locations of the host and the
NAT devices.

[0010] Examples presented herein include switches
performing floating IP NAT and Port Address Translation
(PAT) NAT (details provided below with reference to Fig-
ure 1) in a distributed manner. For example, a virtual
switch executing on a server may be linked to a virtual
switch executing on the same server for performing NAT.
Further, example embodiments illustrate how to auto-
matically redistribute NAT-related traffic when a switch
becomes unavailable, either because of failure or
planned system downtime.

[0011] One general aspect includes a method includ-
ing an operation for identifying, by a controller that con-
trols a network fabric, a plurality of switches in the network
fabric. In one example embodiment, a network adminis-
trator configures which switches on the network are de-
fined for performing NAT, and there may be other switch-
es on the network that do not perform NAT. Each switch
has a module for NAT, where each switch is configured
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for forwarding packets received at the switch. The con-
troller identifies one or more hosts having at least one
internal IP address. For each of the one or more hosts,
the controller selects one of the switches from the plurality
of switches for performing the NAT for the host. Further,
the controller configures the network fabric to cause the
selected switch to perform the NAT for the host to enable
the host to communicate with an external network.
[0012] One general aspect includes a machine-read-
able storage medium including instructions that, when
executed by a machine, cause the machine to perform
operations including identifying, by a controller that con-
trols a network fabric, a plurality of switches in the network
fabric, each switch having a module for NAT, where each
switch is configured for forwarding packets received at
the switch. The controller identifies one or more hosts
having at least one internal IP address. For each of the
one or more hosts, the controller selects one of the
switches from the plurality of switches for performing the
NAT for the host. Further, the controller configures the
network fabric to cause the selected switch to perform
the NAT for the host to enable the host to communicate
with an external network.

[0013] Onegeneral aspectincludes a controllerinclud-
ing a network interface, a memory including instructions,
and one or more computer processors. The instructions,
when executed by the one or more computer processors,
cause the one or more computer processors to perform
operations including identifying a plurality of switches in
a network fabric, each switch having a module for NAT,
where each switch is configured for forwarding packets
received at the switch. The controller identifies one or
more hosts having at least one internal IP address. For
each of the one or more hosts, the controller selects one
of the switches from the plurality of switches for perform-
ing the NAT for the host. Further, the controller configures
the network fabric to cause the selected switch to perform
the NAT for the host to enable the host to communicate
with an external network.

[0014] Details regarding network switches, including
virtual switches and virtual routers, are provided in U.S.
Patent Application No. 14/142,283 entitled "Systems and
Methods for Performing Network Service Insertion," filed
on December 27, 2013, corresponding to European pat-
ent EP 3072264 B1.

[0015] Figure 1 illustrates operations for network ad-
dress translation (NAT), according to some example em-
bodiments. NAT is a method of remapping one Internet
Protocol (IP) address space into another IP address
space by modifying network address information in IP
datagram packet headers while the packets are in transit
across a router 102. In some implementations, carried
out in the router 102 utilizing a floating IP table 110 and
a port address translation (PAT) table 112 to map the
internal IP addresses into an external IP address or an
external IP address and a port. In general, an internal
network is managed by a single entity and an internal IP
address is an IP address that is used within the bound-
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aries of the internal network. Since the internal IP ad-
dresses are valid within the internal network, the internal
IP addresses may be reused by many entities, without
having to use external IP addresses. An external IP ad-
dress is an IP address that is valid outside the internal
network for routing packets. For example, an external IP
address is a valid IP address that may be used to route
packets in the Internet.

[0016] As packets arrive to the router 102, the router
102 changes the source IP address on the packets to
simulate that the packets originate from the router 102.
In the reverse communications path, responses are
mapped back to the originating internal IP addresses us-
ing the state stored in the floating IP table 110 and the
PAT table 112.

[0017] Forexample, a web browser in the internal net-
work can browse a website in the external network (e.g.,
Internet), buta web browser in the external network could
not browse a website hosted within the internal network.
However, some NAT devices allow the network admin-
istrator to configure translation table entries for perma-
nentuse, a feature referred to as floating IP or static NAT,
which allows traffic originating in the external network to
reach designated hosts in the internal network.

[0018] Therearetwotypesof NAT:floating IP and PAT.
Floating IP provides a one-to-one translation of one in-
ternal IP address to one external IP address. Floating IP
is also referred to as basic NAT or one-to-one NAT. PAT
permits multiple devices on the internal network to be
mapped to a single external IP address, and each device
is mapped to a different port number. When using PAT,
the router maintains unique source port numbers on the
inside global IP address to distinguish between transla-
tions.

[0019] Inthe example illustrated in Figure 1, the router
102 is performing floating IP NAT and PAT NAT. There
are four clients 104-107 sending packets through the
router 102 (e.g., to a server 108 on an external network).
Their respective addresses are 10.0.0.1, 10.0.0.2,
10.0.0.3, and 10.0.0.4. In this example scenario, the cli-
ent 104 is using a floating IP address, and the IP address
10.0.0.1is mappedto an externaladdress 123.1.2.2. The
clients 105-107 are using PAT NAT and the clients
105-107 share an external IP address 123.1.2.3, but the
clients 105-107 are mapped to respective ports 1000,
1001, and 1002.

[0020] Therouter 102includes the floating IP table 110
and the PAT table 112. The floating IP table 110 stores
one-to-one mappings of one internal IP address (e.g.,
10.0.0.1) to one external IP address (e.g., 123.1.2.2).
The PAT table 112 maps one internal IP address to the
corresponding combination of external IP address plus
port. In one example embodiment, a large number of vir-
tual machines may share the same external IP address
by changing the port in the PAT table 112.

[0021] Figure 2 is a block diagram illustrating a multi-
vendor network architecture, according to an example
embodiment. The network architecture is illustrated by a
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network 200 that provides for centralized control. The
network 200 includes computing equipment 212, such
as a controller server 218; one or more switches; and
one or more end hosts (EH) 215. There are two types of
switches: physical switches 214 and virtual switches 206.
The physical switches 214 are hardware computing de-
vices, and the virtual switches 206 are switches imple-
mented in software within a computing device, such as
servers 204, as described in more detail below with ref-
erence to Figure 3. As used herein, the generic term
"switch" is utilized to describe the functionality of both
physical switches and virtual switches, unless otherwise
specified.

[0022] The controller server 218 is communicatively
coupled via network links 216 to control units 226, in the
physical switches 214 and the virtual switches 206, to
implement a network configuration and to perform other
types of centralized control. It is noted that the network
links 216 may include a direct connection or a network
connection through intermediate network devices (in-
cluding other switches that may be in the same local net-
work or in other networks 202). The switches, also re-
ferred to as packet forwarding systems, network switch-
es, or packet processing systems, include input-output
ports utilized to communicatively couple the switches to
other switches, or to the controller server 218, or to other
networks 202. The switches further include additional in-
put-output ports utilized to communicatively couple the
switches to the end hosts 215 (e.g., EH1, EH2, EH3,
etc.). The end hosts 215 communicate, via the switches
214 and 206, with each other or with other computing
devices connected to the network 200.

[0023] Multi-vendor networks such as the network 200,
the Internet, and the local and regional networks coupled
to the Internet, rely on switches that are packet-based.
These switches can forward packets based on embed-
ded address information. Packet sources and destina-
tions may include the end hosts 215 (e.g., EH1, EH2,
EH3, etc.) and virtual machines (e.g., a virtual machine
(VM) 208). Examples of end hosts 215 are personal com-
puters, servers, and other computing equipment such as
portable electronic devices that access the network using
wired or wireless technologies.

[0024] Network switches (e.g., physical switches 214)
in multi-vendor networks range in capability from rela-
tively small Ethernet switches and wireless access points
to large rack-based systems that include multiple line
cards, redundant power supplies, and supervisor capa-
bilities. It is not uncommon for networks to include equip-
ment from multiple vendors. Network switches from dif-
ferent vendors can be interconnected to form a packet-
forwarding network, but the network can be difficult to
manage in a centralized fashion due to incompatibilities
between different operating systems and control proto-
cols.

[0025] These potential incompatibilities can be over-
come by incorporating a common cross-platform control
unit 226, also referred to herein as a controller client or
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control module, into each switch. A centralized cross-
platform controller, such as the controller server 218, may
interact with each of the control units 226 over respective
network links 216. The use of the cross-platform control-
ler server 218 and control units 226 allows potentially
disparate network equipment to be centrally managed.
[0026] In a typical network environment, one or more
controller servers interface with one or more switches to
manage the network traffic. For example, an active con-
troller server may be managing the network traffic while
a standby controller server is in place, just in case the
active controller server becomes inoperative. The infra-
structure in place for managing a plurality of network de-
vices is referred to herein as the control plane.

[0027] Figure 3 illustrates a diagrammatic represen-
tation of a server 204, according to an example embod-
iment, that hosts virtual machines. The server 204 in-
cludes software 302 and hardware 328. The software
302 includes an operating system (OS) 304 and a virtual
machine monitor (VMM) 310, also referred to as a hy-
pervisor, which is a piece of computer software (as illus-
trated in Figure 3) that creates and runs virtual machines
208, alsoreferred to as guest machines. In other example
embodiments, the VMM 310 may be any combination of
software, firmware, and hardware that runs the virtual
machines 208.

[0028] The VMM 310 presents guest operating sys-
tems 306 to the virtual machines 208 as a virtual oper-
ating platform, and the VMM 310 manages the execution
of the guest operating systems 306. The VMM 310
presents a virtual hardware 308 platform to the virtual
machines 208, and any physical hardware component
maybe virtualized to provide virtual hardware 308 to the
virtual machines 208. For example, as illustrated in Fig-
ure 3, the virtual hardware 308 includes one or more
virtual network interface cards (VNICs) 312, which virtu-
alize a network interface card (NIC). The VNIC 312 may
be logically coupled to a virtual switch 206 or to a NIC
324, which s part of the hardware 328. Multiple instances
of a variety of operating systems may share the virtual
hardware 308.

[0029] The virtual switch 206 virtualizes a switch that
is able to forward packets. In some example embodi-
ments, the virtual switch 206 forwards packets at layer 2
or layer 3 of the ISO network model. The virtual switch
206 may include a control unit 226 that interfaces with
the controller server 218 for management of the network
fabric. More details regarding the operation of the virtual
switch 206 and the control unit 226 are provided below
with reference to Figures 5-10.

[0030] The hardware 328 includes hardware compo-
nents, such as a CPU 314, microprocessor 316, In-
put/Output (1/0O) devices 318, memory 320, disk storage
322, and NIC 324, which may be connected to one or
more networks 326. More details regarding the server
204 platforms are provided below, in Figure 16 for the
software platform and in Figure 17 for the hardware plat-
form.
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[0031] Figure 4 is a diagram of an illustrative rack-
based system, according to some example embodi-
ments, that implements a network 400 having switches
that may be controlled by a controller server to perform
NAT. The network 400 is implemented using rack-based
systems. Network racks 410 and 412 include top-of-rack
switches E1-E4, end hosts EH1-EH®6, virtual switches
E5-E6, a controller server 418, and a standby controller
420. The network racks 410 and 412 are coupled to core
switches 402 and 404.

[0032] Edge switchesE1, E2, E3, and E4 serve as top-
of-rack switches that are coupled via network paths to
end hosts of the corresponding network rack. For exam-
ple, top-of-rack switch E3 is connected to the end hosts
of the network rack 412 (e.g., end hosts EH3, EH4, and
EHG6). Each top-of-rack switch serves as an interface be-
tween end hosts of the corresponding network rack and
other network devices such as other portions of the net-
work 400 or other networks 202. Network traffic to or from
end hosts of the network rack 410 may traverse at least
one of the top-of-rack switches of the network rack 410
(e.g., top-of-rack switches E1 and E2). Similarly, network
traffic of the network rack 412 may traverse at least one
of switches E3 and E4.

[0033] If desired, switches may be implemented using
computing equipment of the network racks 410 and 412.
Switch E5 may be implemented using computing equip-
ment such as a line card of the network rack 410, or
switch E5 may be embodied as a virtual switch. Virtual
switch E5 may sometimes be referred to as a hypervisor
switch. Virtual switches may be implemented using ded-
icated circuitry or using software on discrete computing
equipment (e.g., on a line card). However, in some ex-
ample embodiments, such virtual switches are coupled
to the rest of the network by cables plugged into dedicat-
ed physical ports of the computing equipment on which
the virtual switch is implemented.

[0034] Virtual switch E5 may interface with end hosts,
such as end host EH5, and the controller server 418. In
other words, shared computing equipment may be used
to implement switch E5, end host EH5, and the controller
server 418. If desired, virtual machines may be imple-
mented in software on the shared computing equipment.
[0035] Further, the controller server 418 may be im-
plemented in the network rack 410 (e.g., using the re-
sources of a line card or other computing equipment of
the network rack 410). The controller server 418 may
communicate with the top-of-rack switches and core
switches by sending control packets to and receiving con-
trol plane packets from the switches. In this scenario, one
or more switches of the network 400 may form portions
of the network links 216 of Figure 2.

[0036] The controller server 418 may be configured to
implement a logical network topology of virtual routers
and virtual switches over the underlying physical network
topology. The logical network topology may provide ben-
efits such as improved network configuration efficiency,
flexibility, and capabilities. A standby controller 420 is
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hostedin the networkrack 412, and the standby controller
420 may take over network management functions if the
controller server 418 becomes unavailable.

[0037] Figure 5is a block diagram of the network 200,
according to an example embodiment. The network 200
provides centralized control and includes one or more
controller servers 218 and physical switches 214, accord-
ing to an example embodiment. The controller server 218
may be implemented on a standalone computer, on a
cluster of computers, on a set of computers that are dis-
tributed among multiple locations, on hardware that is
embedded within a network switch, or on other suitable
computing equipment 212. The controller server 218 can
run as a single process on a single computer or can be
distributed over several hosts for redundancy. The use
of a distributed arrangement may help provide the net-
work 200 with resiliency against unexpected network par-
titions (e.g., a situation in which a network link between
two campuses is disrupted).

[0038] In distributed controller arrangements, control-
ler nodes can exchange information using an intra-con-
troller protocol. For example, if a new end host connects
to network hardware (e.g., a switch) that is connected to
a first controller node, that first controller node may use
the control plane by using the intra-controller protocol to
inform other controller nodes of the presence of the new
end host. If desired, a switch or other network component
may be connected to multiple controller nodes. Arrange-
ments in which a single controller server is used to control
a network of associated switches are sometimes de-
scribed herein as an example embodiment.

[0039] The controller server 218 may gather informa-
tion about the topology of the network 200. For example,
the controller server 218 may send Link Layer Discovery
Protocol (LLDP) probe packets through the network 200
to discover the topology of the network 200. The control-
ler server 218 may use information on network topology
and information on the capabilities of network equipment
to determine appropriate paths for packets flowing
through the network 200. Once appropriate paths have
been identified, the controller server 218 may send cor-
responding setting data to the hardware in the network
200 to ensure that packets flow through the network 200
as desired.

[0040] A NAT controller 502 manages NAT operations
that are distributed across a plurality of network devices
in the network 200 (e.g., physical switch 214, or network
routers). The NAT controller 502 identifies the hosts in
the network 200 that need NAT to communicate with oth-
er hosts, and the NAT controller 502 determines what
devices will perform the NAT for the different hosts.
[0041] By distributing NAT operations, network per-
formance is improved by doing NAT at the best possible
switch (or one of the best possible switches). Network
performance is also improved by decreasing the amount
of network traffic that would be necessary if all NAT re-
quests would have to be sentto the same network device.
For example, the NAT controller 502 may determine
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where NAT is performed based on the load of the network
and the available bandwidth.

[0042] Further, in some example embodiments, the
network administrator is able to configure where NAT is
performed (e.g., in which switches), so the network ad-
ministrator uses a custom configuration for NAT loads in
order to improve network performance. Instead of having
one single device performing NAT, the network admin-
istrator is able to configure NAT operations at a plurality
of network devices to configure NAT at a network level,
at a group level, or at the individual host level.

[0043] In some example embodiments, the network
administrator enters a desired NAT load for one or more
switches, and the NAT controller manages NAT loads on
the switches to keep the NAT loads below the NAT loads
configured by the network administrator. In switches
where no NAT-load configuration is entered by the net-
work administrator, the NAT controller will distribute the
NAT load based on the capacity and location of the
switches.

[0044] Insome network environments, when a network
upgrade takes place, the network administrator has to
manually configure all the new routers and switches in
order to redirect NAT operations to the desired service
points. However, the example embodiments presented
herein describe how to transparently configure the net-
work, withouthaving a configuration entered by a network
administrator, in order to efficiently perform NAT opera-
tions at a plurality of switches on the network.

[0045] The controller server 218 may be used to im-
plement network configuration rules 520. The network
configuration rules 520 may specify which services (e.g.,
NAT) are available to various network entities. As an ex-
ample, the network configuration rules 520 may specify
which users (or type of users) in the network 200 may
access a particular server. As another example, the net-
work configuration rules 520 may include service inser-
tion policies identifying network traffic and services that
are to be performed on the identified network traffic. The
network configuration rules 520 may, for example, be
maintained in a database at the computing equipment
212.

[0046] The controller server 218 and controller clients
530 atrespective physical switches 214 (or virtual switch-
es) may use network protocol stacks to communicate
over network paths 516. Each physical switch 214 may
have input-output ports 534 (sometimes referred to as
network switch interfaces). Cables may be used to con-
nect equipment to the input-output ports 534.

[0047] Packet processing circuitry 532 may be used in
forwarding packets between the input-output ports 534
and may be used in performing other suitable actions on
incoming packets. In some example embodiments, the
packet processing circuitry 532 may be implemented us-
ing one or more integrated circuits such as dedicated
high-speed switch circuits and may serve as a hardware
data path. If desired, packet-processing software 526,
that is running on a control unit 226, may be used in
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implementing a software data path.

[0048] The control unit 226 may include processing
and memory circuits (e.g., one or more microprocessors,
memory chips, and other control circuitry) for storing and
running control software. For example, the control unit
226 may store and run software such as the packet-
processing software 526, may store a flow table 528, and
may be used to support the operation of the controller
clients 530.

[0049] The controller clients 530 and the controller
server 218 may be compliant with a network switch pro-
tocol such as the OpenFlow protocol (see, e.g., Open-
Flow Switch Specification version 1.0.0 or 1.3.1, or other
versions of the OpenFlow protocol). One or more clients
among the controller clients 530 may also be compliant
with other protocols (e.g., the Simple Network Manage-
ment Protocol). Using the OpenFlow protocol or other
suitable protocols, the controller server 218 may provide
the controller clients 530 with data that determines how
the physical switch 214 is to process incoming packets
from the input-output ports 534.

[0050] In one suitable arrangement, flow table data
from the controller server 218 may be stored in the flow
table 528, which may be used in configuring the physical
switch 214 (e.g., the functions of the packet processing
circuitry 532 and/or packet processing software 526).
[0051] Any desired packet-forwarding system (e.g.,
physical switches, virtual switches) may be provided with
controller clients that communicate with, and are control-
led by, a controller server. For example, the physical
switch 214 may be implemented using a general purpose
processing platform that runs control software and that
omits the packet processing circuitry 532. As another ex-
ample, the physical switch 214 may be implemented us-
ing control circuitry that is coupled to one or more high-
speed switching integrated circuits ("switch ICs"). As yet
another example, the physical switch 214 may be imple-
mented as a line card in a rack-based system having
multiple line cards each with its own packet processing
circuitry. The controller server 218 may, if desired, be
implemented on one or more line cards in the rack-based
system, in another rack-based system, or on other com-
puting equipment that is coupled to the network 200.
[0052] Figure 6 illustrates data tables, according to
some example embodiments, used by the NAT controller
502 to manage the distribution of NAT operations. The
NAT controller 502 manages the NAT operations on the
network fabric, which includes selecting which network
device from the NAT pool will perform NAT operations
for each of the hosts on the network fabric. A data center
may have multiple tenants, where each tenantis a logical
grouping of segments (e.g., one or more VLANS), and
each tenant may have its own NAT configuration, so that
the NAT controller 502 has to manage NAT operations
for all the tenants.

[0053] In some example embodiments, the NAT con-
troller 502 includes NAT assignment logic 602, a switch
table 604, and a host table 606. The switch table 604
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includes information about network switches, both phys-
ical and virtual switches. In one example embodiment,
the switch table 604 includes one or more of the following
fields: a switch identifier (e.g., SW1) that uniquely iden-
tifies a switch; a type of switch (e.g., physical switch or
virtual switch); a switch model (e.g., manufacturer’'s mod-
el number); a NAT load, which is the number of hosts
configured to have NAT performed by the switch; a max-
imum recommended load, which is the maximum recom-
mended NAT load on a given switch (since switches
might have more or less capacity, the maximum recom-
mended load provides an indication of the capacity of the
switches for better resource allocation); and a location,
which is anindication of the physical location of the switch
(e.g., B5.F2.R17, which means building 5, floor 2, and
rack 17).

[0054] The host table 606 includes information about
the hosts on the network. In one example embodiment,
the hosttable 606 includes one or more of a hostidentifier
(e.g., HI); a type of host (e.g., physical host or virtual
machine); if the type is a virtual machine, a server where
the virtual machine is executed (e.g., host HI); a NAT
switch configured to perform NAT for this host (e.g.,
switch SW1); a location (which can be the location of the
host or, for a virtual machine, the location of the host
where the virtual machine is executed); and a network
utilization, a parameter that indicates the level of network
activity for a host and is used to determine which hosts
will generate more NAT requests.

[0055] In some example embodiments, a simple algo-
rithm may be used, such as round robin, to map hosts to
NAT services (e.g., switches performing NAT opera-
tions). In other example embodiments, the NAT controller
502 assigns NAT switches to hosts based on one or more
of the NAT load on each switch NL, the network distance
ND from hosts to switches, the resource utilization RU
on each switch (e.g., processor utilization, switching fab-
ric utilization, memory utilization), the resource capacity
C on each switch, and the physical distance PD between
the switches and the computing device associated with
each host. In one example embodiment, to determine
which switch should be assigned NAT operations for a
host, a score is calculated for each potential switch ac-
cording to the following equation:

Si=aNL + BND + yRU + 6C + ¢PD

[0056] Where a, B, v, 8, and ¢ are parameters tunable
by the system according to the effect of the respective
variable on the performance of the network. After the
scores are calculated for the candidate switches, the
switch with the lowest score is selected for performing
NAT for the host.

[0057] The network distance, sometimes referred to
as simply "distance," is an indicator of the proximity be-
tween a switch and a host. In one example embodiment,
the network distance is measured as the number of net-
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work hops between the host (e.g., virtual machine) and
the switch, but other embodiments may use other dis-
tance indicators. For example, virtual switches executing
on the same host as a virtual machine will be given a
higher priority than other virtual switches executing on
other hosts, or virtual switches executing on a host within
the same rack as the virtual machine will be given a higher
priority than other virtual switches executing on hosts
within other racks.

[0058] In one example embodiment, switch selection
is performed with the goal of load-balancing NAT in order
to evenly distribute NAT loads within the NAT pool. In
another example embodiment, switch selection is based
on available NAT resources at the switches, and, for ex-
ample, the switch with the most available resources will
be selected when configuring a new virtual switch for
NAT.

[0059] In another example embodiment, switch selec-
tion is based on the network distance from the switch to
the host or virtual machine; for example, the closest
switch in the NAT pool may be selected for any given
host. If a switch far away (e.g., several network hops
away) from a virtual machine were selected for NAT op-
erations, then the traffic for the virtual machine would
have to travel all the way to the switch when a packet
needs NAT. This increases network traffic and decreases
the available network bandwidth on the fabric. However,
if network distance is used as a factor for selecting a
switch from the NAT pool, traffic on the network will be
reduced by having NAT performed at the switch closer
to the host or virtual machine.

[0060] In one example embodiment, if the NAT con-
troller 502 is configuring a new virtual machine that re-
sides in a certain rack, the NAT controller 502 checks
the switch table 604 to see if there is a switch located in
the same rack as the virtual machine, and if one or more
switches are found in the same rack, then the switch in
the same rack is assigned to the new virtual machine for
performing NAT. In another example embodiment, the
NAT controller 502 checks to seeifthere is a virtual switch
implemented in the same host as the new virtual ma-
chine, and if there are one or more virtual switches in the
same host, the NAT controller 502 selects the virtual
switch in the host with the lowest NAT load.

[0061] Inone example embodiment, once the NAT as-
signment logic 602 determines the location where NAT
will be performed, the network configuration rules 520
are configured to be propagated to the different network
switches in order to implement the distributed NAT serv-
ice.

[0062] In some example embodiments, the NAT con-
troller 502 may configure NAT redundancy in the switch-
es by allowing more than one switch to perform NAT on
the packets originating at a given host. For example, the
NAT controller 502 may configure two switches to per-
form NAT on the packets from a virtual machine, as soon
as any switch receives a packet from the virtual machine.
The redundancy may save network resources by per-
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forming NAT on the packet as soon as possible, instead
of having to forward the packet to another switch for NAT.
[0063] Further yet, in some example embodiments,
one or more switches may be configured to perform NAT
on any packet arriving at the switch that needs NAT. For
example, a high-capacity switch may be configured to
perform NAT for any packet that arrives at the switch
because the switch is not expected to be a resource bot-
tleneck that could slow down the network.

[0064] In some example embodiments, if the host is
attached to a switch that performs NAT, and a floating
IP NAT is to be performed for that host, there is no need
to redirect traffic to a separate device. In this case floating
IP NAT is performed by the device itself. If a host is at-
tached to a device that is incapable of performing NAT
orif PAT is needed, then traffic that needs to be translated
may be redirected to the designated NAT device. This is
achieved by the controller server, which automatically
programs the fabric to redirect traffic to the NAT device.
[0065] Figure 7 is a diagram of a switch, according to
some example embodiments, having modules that per-
form packet-forwarding operations. Figure 7 is an illus-
trative block diagram of a virtual switch 206, but the same
components may be available in a physical switch. The
virtual switch 206 may include ports such as ports P1-
P6, a virtual switch identification module 732, an L2 (layer
2) forwarding module 734, a virtual router identification
module 736, an L3 (layer 3) forwarding module 738, a
NAT module 740, and a control unit 226. The modules
may be implemented using respective dedicated circuit-
ry, may be implemented using shared dedicated circuitry,
or may be implemented using software on processing
circuitry.

[0066] Itis noted that the physical switches and virtual
switches described in the exemplary embodiments may
perform layer-2 packet switching and layer-3 packet
switching (e.g., routing), although some switches may
perform one of layer-2 packet switching or layer-3 packet
switching.

[0067] A network packet received at one of the switch
ports P1-P6 may be processed by one or more of the
modulesin determining how to process the network pack-
et. The modules may process the network packet in any
desired sequence or in parallel. The operations per-
formed by each module may be controlled by a controller.
[0068] The NAT module 740 performs NAT by modi-
fying the IP address on the packets traveling through the
virtual switch 206, as described above with reference to
Figure 1. The NAT module 740 interacts with the virtual
router identification module 736 and L3 forwarding mod-
ule 738 to perform NAT, when needed, on the packets
being routed through the virtual switch 206. In addition,
the NAT module 740 interacts with the control unit 226,
which interacts with the controller server 218 of Figure
2, to implement the distributed, global NAT allocation of
switches to hosts. In some example embodiments, the
NAT module 740 may perform NAT on a packet, even if
the switch is not configured to perform NAT for that par-
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ticular packet, but NAT is necessary for routing the pack-
et. This enables the network fabric to perform NAT even
though the configuration of switches or hosts for NAT
operations may not be complete.

[0069] The virtual switchidentification module 732 may
determine which virtual switch the network packet is as-
signed to based on network attributes associated with
the network packet (e.g., incoming port, source address
information such as Ethernet or IP source address, etc.).
The virtual switch identification module 732 may provide
information identifying the virtual switch to the L2 forward-
ing module 734. The L2 forwarding module 734 may per-
form network forwarding based on the virtual switch in-
formation provided by the virtual switch identification
module 732 (e.g., forwarding decisions at layer 2 of the
Open Systems Interconnection (OSI) model). For exam-
ple, the L2 forwarding module 734 may determine which
switch port the network packet should be forwarded to
based on the virtual switch information and additional
packet information such as a destination media access
control (MAC) address retrieved from the network packet.
[0070] In scenarios in which the destination end host
is associated with a different virtual switch than the
source end host, the virtual router identification module
736 and L3 forwarding module 738 may be used. For
example, network packets received by switch E3 (see
Figure 4) from end host EH3 that are destined for end
host EH1 may be processed using the L3 forwarding
module 738, because end host EH3 is assigned to virtual
switch VSW1, whereas end host EH1 is assigned to vir-
tual switch VSW2. In other words, the IP domain of in-
terface IF1 that is associated with end host EH3 is differ-
ent from the IP domain of interface IF2 that is associated
with end host EH1. In these scenarios, network routing
at the IP layer (e.g., level 3 of the OSI model) may be
performed.

[0071] The virtual router identification module 736 may
identify which virtual router should be used to process
the network packet. The virtual router identification mod-
ule 736 may use network attributes of the network packet
along with information received from other modules of
the switch. For example, the virtual router identification
module 736 may use identified virtual switch information
received from the L2 forwarding module 734 along with
IP address information retrieved from the network packet
in determining which virtual router processes the network
packet.

[0072] The modules of the switch may collectively im-
plement a flow table for the switch. For example, flow
table entries operating on layer-2 header fields may be
implemented using the virtual switch identification mod-
ule 732 and L2 forwarding module 734. As another ex-
ample, flow table entries operating on layer-3 header
fields may be implemented using the virtual router iden-
tification module 736 and L3 forwarding module 738. As
yet another example, flow table entries operating on both
layer-2 and layer-3 header fields may be implemented
using the virtual switch identification module 732, L2 for-
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warding module 734, virtual router identification module
736, L3 forwarding module 738, and NAT module 740.
[0073] The example of Figure 7 in which modules 732,
734,736,738, 740, and 226 are implemented separately
is merely illustrative. If desired, the functions of any two
or more modules may be merged and implemented using
shared circuitry. The modules may be implemented as
software modules in a software switch or may be imple-
mented using dedicated circuitry. Each virtual switch 206
may be capable of performing both network forwarding
and network routing, which helps to allow a controller
server to implement distributed virtual switches and vir-
tual routers.

[0074] Figure 8 illustrates NAT load-balancing opera-
tions, according to some example embodiments. Figure
8 illustrates the migration of NAT operations from a first
virtual switch to a second virtual switch, when the first
virtual switch has a high NAT load. In the exemplary em-
bodiment of Figure 8, a virtual switch 206A is configured
to perform NAT for a virtual machine (VM) 208B and a
virtual switch 206B is configured to perform NAT for a
VM 208A. The controller server 218 has detected that
the virtual switch 206A has a high NAT load (e.g., per-
forming NAT for 55 hosts or virtual machines), and the
controller server 218 has determined to lower the load in
the virtual switch 206A.

[0075] Todecrease theload on the virtual switch 206A,
the controller server 218 has determined to move NAT
operations for the VM 208B from the virtual switch 206A
to a virtual switch 206B. The controller server 218 prop-
agates the updated configuration through the control
plane to all the switches in the network fabric, or at least
to the virtual switches 206A and 206B. After the change,
NAT for the VM 208B will be performed by the virtual
switch 206B, and the NAT load on the virtual switch 206A
will be reduced by one (e.g., from 55 down to 54 in the
embodiment of Figure 8) and increased by one (e.g.,
from 5 up to 6) in virtual switch 206B.

[0076] Figure 9 illustrates the allocation of a virtual
switch to a new virtual machine, according to some ex-
ample embodiments. When a new VM 208C is created,
the controller server 218 assigns a switch for NAT for the
new VM 208C. In the example embodiment of Figure 9,
the controller server 218 allocates the virtual switch 206B
to the VM 208C. After the control plane is updated with
the change, the NAT load isincreased by one in the virtual
switch 206B (e.g., from 6 to 7).

[0077] As discussed above, in one example embodi-
ment, the virtual switch with the lowest NAT load is cho-
sen for the new virtual machine. In some example em-
bodiments, proximity to the switch is a determinant factor
for selecting the switch for a new virtual machine. Insome
embodiments, a combination of NAT load and proximity
are considered for selecting the switch. For example,
having a virtual switch residing on the same host as the
virtual machine may be the highest-priority factor, but
other factors might also be considered.

[0078] Insome example embodiments, a configuration
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utility is provided for the network administrator to config-
ure network settings. The user interface is provided to
set network parameters, including allocating switches to
hosts for NAT. Of course, the network administrator may
set up some NAT operations without completely config-
uring NAT for all hosts. In this case, the controller server
218 automatically allocates NAT switches that the net-
work administrator does not specifically configure.
[0079] In some example embodiments, as new phys-
ical or virtual switches are added, the controller server
218 redistributes the allocation of NAT operations in or-
derto better distribute the NAT load on the network fabric.
In yet other example embodiments, a new virtual switch
is created when the load on the network reaches a pre-
determined threshold. For example, if all virtual switches
have a NAT load above 50, the controller server 218
spawns a new virtual switch to keep the NAT load below
50.

[0080] Figure 10 illustrates reallocation of switches for
performing NAT when a switch becomes unavailable, ac-
cording to some example embodiments. When a switch
becomes unavailable, the NAT load is automatically re-
distributed by the controller server 218 across the devic-
es in the NAT pool. This includes reassigning the hosts
using the unavailable switch to other switches for NAT.
[0081] The controller server 218 monitors the status of
the switches on the network, and if the controller server
218 detects that a switch becomes unavailable (e.g., vir-
tual switch 206B), then the controller server 218 recon-
figures the fabric by reassigning the hosts that were using
the unavailable switch for NAT to other switches. This
way, device failure or planned downtime does not affect
the ability of the network fabric to perform NAT.

[0082] In some example embodiments, network traffic
disruptions are avoided for existing flows, which are using
the unavailable NAT device, by synchronizing the state
on the unavailable NAT device with the new NAT device
using a shared database or the centralized controller
server 218. For example, the shared database is shared
using the control plane of the network fabric.

[0083] In one example embodiment, the controller
server 218 keeps the state of the NAT flows at the switch-
es on the network, and if one switch goes down, then the
state is shared with other switches on the network. In
another example embodiment, the switches in the net-
work fabric share the state among themselves and with
the controller server 218, so when a switch becomes un-
available, the other switches are able to quickly take over
NAT operations without disruption to the existing flows.
[0084] Inthe exemplary embodiment of Figure 10, the
controller server 218 detects that the virtual switch 206B
has become unavailable. As illustrated in Figure 9, the
virtual switch 206B was performing NAT for VMs 208A,
208B, 208C, and 208D, and others, and the NAT load
was 7. In response to the unavailability of the virtual
switch 206B, the controller server 218 reallocates NAT
for the VMs. In this case, the VMs 208C, 208B, and 208D
are reassigned to the virtual switch 206A, plus three other
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devices (not shown), and the virtual machine 208A is
reassigned to the physical switch 214A. As a result, the
counts of the NAT loads on the switches are adjusted.
[0085] Figure 11 is a flowchart of a method 1100, ac-
cording to some example embodiments, for allocating a
virtual switch to a virtual machine. At operation 1102, the
controller server 218 detects that a new virtual machine
has been created in one of the hosts. From operation
1102, the method flows to operation 1104, where the
controller server 218 determines the NAT loads on the
virtual switches that may be in communication with the
new virtual machine. In other example embodiments,
physical switches and virtual switches are considered for
NAT loads on the virtual machine.

[0086] Atoperation 1106, the controller server 218 de-
termines distance factors related to the distance from the
new virtual machine to the virtual switches that are can-
didates for performing NAT for the new virtual machine
(e.g., number of network hops from the new VM to the
virtual switch).

[0087] From operation 1106, the method flows to op-
eration 1108, where the controller server 218 selects one
of the virtual switches for performing NAT for the new
virtual machine, based on the NAT loads on the virtual
switches and the distance factors. At operation 1110, the
network fabric is reconfigured such that the selected vir-
tual switch performs NAT operations for the new virtual
machine.

[0088] Figure 12 is a flowchart of a method 1200, ac-
cording to some example embodiments, for disaster re-
covery after a switch becomes unavailable. In operation
1202, the controller server 218 detects that a first virtual
switch becomes unavailable (e.g., see example embod-
iment described above with reference to Figure 10). For
example, the first virtual switch may become unavailable
because the first virtual switch crashed, or because the
first virtual switch is shut down for maintenance. From
operation 1202, the method flows to operation 1204,
where the controller server 218 identifies the virtual ma-
chines (or any other hosts) that were being served by the
unavailable switch for NAT operations.

[0089] Inoperation 1206, the controller server 218 se-
lects the first, or the next, virtual machine to be migrated.
In operation 1208, a new virtual switch is selected for the
virtual machine that needs to be migrated, based on the
loads on the virtual switches and distance factors from
the virtual switches to the selected virtual machine.
[0090] From operation 1208, the method flows to op-
eration 1210, where the network fabricis configured (e.g.,
physical and virtual switches) such that the selected new
virtual switch is configured to perform NAT for the select-
ed virtual machine. In some example embodiments, con-
figuring the network fabric includes sending control mes-
sages over the control plane to one or more of the switch-
es controlled by the controller server 218.

[0091] From operation 1210, the method flows to op-
eration 1212, where a check is made to determine if more
virtual machines need to be migrated to a new switch. If
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there are more virtual machines that need to be migrated,
the method flows back to operation 1206, and if there are
no more virtual machines that need migration, the meth-
od flows to operation 1214. In operation 1214, the NAT
migration of virtual machines ends.

[0092] Figure 13 is a flowchart of a method 1300, ac-
cording to some example embodiments, for distributing
NAT operations to a plurality of network devices on a
network. In operation 1302, a controller that controls a
network fabric identifies a plurality of switches in the net-
work fabric, each switch having a module for NAT, and
each switch comprising hardware for forwarding packets
received at the switch.

[0093] From operation 1302, the method flows to op-
eration 1304, where one or more hosts having at least
one internal IP address are identified. For each of the
one or more hosts identified in operation 1304, the meth-
od performs operations 1306 and 1308.

[0094] Operation 1306 is for selecting one of the
switches for performing the NAT for the host. Further, in
operation 1308, the controller configures the network fab-
ric to cause the selected switch to perform the NAT for
the host to enable the host to communicate with an ex-
ternal network.

[0095] In one example embodiment, the method 1300
furtherincludes detecting a new virtual machine connect-
ed to the network fabric; selecting one of the switches
from the plurality of switches for performing the NAT for
the new virtual machine, the selecting being based on a
load on each switch for performing the NAT and a dis-
tance from the new virtual machine to each of the switch-
es, where the distance is measured as a number of net-
work hops between the new virtual machine and the
switch; and configuring, by the controller, the network
fabric to cause the selected switch to perform the NAT
for the new virtual machine.

[0096] In another aspect, the method 1300 further
comprises detecting that a first switch, that is performing
the NAT for one or more hosts, is offline; determining for
which hosts the first switch is configured to perform the
NAT; and migrating each of the determined hosts to an-
other switch for performing the NAT.

[0097] In one example embodiment, the selecting of
one of the switches from the plurality of switches is further
based on adistance fromthe switch to the host. Inanother
example embodiment, the method 1300 further compris-
es tracking the load on each switch for performing the
NAT; detecting a switch that is overloaded; and moving,
in response to the detecting, one or more hosts from the
switch that is overloaded to other switches for performing
the NAT on the corresponding hosts.

[0098] In one example embodiment, the controller
comprises a switch table stored in memory, the switch
table comprising switch information comprising a switch
identifier; a NAT load on the switch; and a location of the
switch. In another example embodiment, the controller
comprises a host table stored in memory, the host table
comprising host information comprising a host identifier;
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aflagindicating if the hostis a device or a virtual machine;
an identification of the switch performing the NAT for the
host; and a location of the host.

[0099] In another aspect, each switch includes a con-
trol unit program that is in communication with the con-
troller. In another example embodiment, when a host is
connected to a network device inoperable to perform the
NAT, the traffic from the host is routed to one of the
switches for performing the NAT for the host. In some
example embodiments, the module for NAT performs
floating IP NAT and PAT NAT.

[0100] Figure14isablockdiagram of a controller serv-
er 218 and control unit 226, according to an embodiment.
The controller server 218 and the control unit 226 may
communicate over network paths 516 using network pro-
tocol stacks such as a network protocol stack 158 and a
network protocol stack 160. The network protocol stacks
158 and 160 may be, for example Linux(TM) TCP/IP
stacks orthe TCP/IP stack in the VxWorks(TM) operating
system (as examples). The network path 516 may be,
for example, a connection between the physical switch
214 and external equipment or may be a backbone path
in a rack-based system.

[0101] A control protocol stack 156 serves as an inter-
face between the network protocol stack 158 and control
software 154. A control protocol stack 162 serves as an
interface between the network protocol stack 160 and
control software 164. During operation, when the con-
troller server 218 is communicating with the control unit
226, the control protocol stacks 156 and 162 generate
and parse control protocol messages (e.g., control mes-
sages to configure NAT operations at fabric switches).
By using arrangements of the type shown in Figure 2, a
network connection is formed over the network path 516
between the controller server 218 and the control unit
226. The controller server 218 and the control unit 226
can communicate using a Transmission Control Protocol
(TCP) or User Datagram Protocol (UDP) over Internet
Protocol (IP) network connection. Examples of control
protocols that may be used when communicating be-
tween the controller server 218 and the control unit 226
over the network connection include Simple Network
Management Protocol (SNMP) and OpenFlow protocol
stack.

[0102] Figure 15 is a block diagram illustrating a net-
work 100, according to an embodiment. The network 100
is utilized to exemplify a configuration of a multi-vendor
network, according to an example embodiment. The net-
work 100 includes switches 206 and 214 that may be
controlled by the controller server 218. The controller
server 218 may be a single device or be a distributed
controller implemented across multiple computing devic-
es. The network 100 may include a physical switch SW1
214 and a virtual switch SW2 206, according to an ex-
ample embodiment. The controller server 218 may be
coupled to the switches 214 and 206 of the network 100
via the network paths 516, and control the switches 214
and 206 using the network paths 516. The switches 214
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and 206 may include switch ports (physical or virtual) that
are coupled to end hosts or to other switches. In the ex-
ample of Figure 15, end hosts EH1 and EH3 are coupled
to respective ports P1 and P3 of the physical switch SW1
214, end hosts EH2 215 and EH4 are coupled to respec-
tive ports P1 and P2 of the virtual switch SW2 206, and
the switches SW1 214 and SW2 206 are coupled via port
P2 of switch SW1 214 and port P3 of switch SW2 206.
[0103] The controller server 218 may include one or
more application modules 192 that control the operations
of switches in a network. For example, a first application
module 192 may organize switches into virtual switches
formed from groups of end hosts or ports on the switches.
The first application module 192 may control the under-
lying switches SW1 214 and SW2 206 of the network 100
in enforcing network policy and packet forwarding at the
virtual switch level (e.g., the network policies may be de-
fined for virtual switches and not the underlying switch-
es). As another example, a second application module
192 may handle network-monitoring functions such as
analyzing network traffic to generate network traffic re-
ports. The application modules 192 may generate and
provide desired network configurations (e.g., for all or
part of the network 100) to a switch modeling interface
194. The switch modeling interface 194 may use switch
models 198 in implementing the desired network config-
urations and may indicate to the application modules 192
whether the implementation is successful or has failed.
In yet another example, a third application module 192
(not shown) may be the NAT controller 502 illustrated in
Figure 5.

[0104] The application modules 192 may be imple-
mented at the controller server 218 as software on gen-
eral-purpose hardware, or as application-specific com-
puting equipment, or as dedicated hardware. For exam-
ple, the application modules 192 may be implemented
as software modules on shared computing equipment.
As another example, the application modules 192 may
be implemented on different computing equipment in a
distributed controller arrangement.

[0105] The application modules 192 may control
switches based on network topology information main-
tained at the application modules 192 or maintained by
other modules of the controller server 218. However,
there may be hundreds, thousands, or more switches in
a network. It can be challenging for the application mod-
ules 192 to ensure that control messages sent to the
switches of a network are successfully received or exe-
cuted by the switches. In addition, multiple application
modules 192 may be implemented at a controller server
218 and potentially conflict with each other. Considering
a scenario in which a switch fails to implement a flow
table entry received from the controller server 218, the
state of the switch may not match the expected state and
subsequent flow table entries provided by the controller
server 218 may produce an undesired network configu-
ration.

[0106] The controller server 218 may be provided with
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the switch modeling interface 194 that handles commu-
nications with the switches and maintenance of switch
states. The switch modeling interface 194 may help to
ensure that the application modules 192 are synchro-
nized with the switches of the network. The switch mod-
eling interface 194 may be utilized to implement the
switch models 198 that represent each switch in the net-
work 100. For example, switch model MSW1 may rep-
resent switch SW1 214, whereas switch model MSW2
may represent switch SW2 206. Switch models MSW1
and MSW2 may maintain information on the current state
of respective switches SW1 214 and SW2 206. For ex-
ample, switch model MSW1 may maintain information
identifying the forwarding rules or policies that are imple-
mented at switch SW1 214, whereas switch model
MSW2 may identify the state of switch SW2 206.
[0107] The switch models 198 may be controlled by a
control module 196. The control module 196 may control
the switch models 198 and issue control messages to
switches of the network 100 in fulfilling network control
requests from the application modules 192. The switch
models 198 may be implemented as a data construct
such as a set of tables.

[0108] Figure 16 is a block diagram 1600 illustrating
a representative software architecture 1602, which may
be used in conjunction with various hardware architec-
tures herein described. Figure 16 is merely a non-limiting
example of a software architecture 1602 and it will be
appreciated that many other architectures may be imple-
mented to facilitate the functionality described herein.
The software architecture 1602 may be executing on
hardware such as a machine 1700 of Figure 17 that in-
cludes, among other things, processors 1704, memo-
ry/storage 1706, and I/0O components 1718. A represent-
ative hardware layer 1650 is illustrated and can repre-
sent, for example, the machine 1700 of Figure 17. The
representative hardware layer 1650 comprises one or
more processing units 1652 having associated executa-
ble instructions 1654. The executable instructions 1654
represent the executable instructions of the software ar-
chitecture 1602, including implementation of the meth-
ods, modules, and so forth of Figures 1-15. The hard-
ware layer 1650 also includes memory and/or storage
modules 1656, which also have the executable instruc-
tions 1654. The hardware layer 1650 may also comprise
other hardware 1658, which represents any other hard-
ware of the hardware layer 1650, such as the other hard-
ware illustrated as part of the machine 1700.

[0109] In the example architecture of Figure 16, the
software architecture 1602 may be conceptualized as a
stack of layers where each layer provides particular func-
tionality. For example, the software architecture 1602
may include layers such as an operating system 1620,
libraries 1616, frameworks/middleware 1614, applica-
tions 1612, and a presentation layer 1610. Operationally,
the applications 1612 and/or other components within
the layers may invoke application programming interface
(API) calls 1604 through the software stack and receive
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a response, returned values, and so forth illustrated as
messages 1608 in response to the API calls 1604. The
layers illustrated are representative in nature and not all
software architectures have all layers. For example,
some mobile or special purpose operating systems may
not provide a frameworks / middleware layer 1614, while
others may provide such a layer. Other software archi-
tectures may include additional or different layers.
[0110] The operating system 1620 may manage hard-
ware resources and provide common services. The op-
erating system 1620 may include, for example, a kernel
1618, services 1622, and drivers 1624. The kernel 1618
may act as an abstraction layer between the hardware
and the other software layers. For example, the kernel
1618 may be responsible for memory management,
processor management (e.g., scheduling), component
management, networking, security settings, and so on.
The services 1622 may provide other common services
for the other software layers. The drivers 1624 may be
responsible for controlling or interfacing with the under-
lying hardware. For instance, the drivers 1624 may in-
clude display drivers, camera drivers, Bluetooth® driv-
ers, flash memory drivers, serial communication drivers
(e.g., Universal Serial Bus (USB) drivers), Wi-Fi® drivers,
audio drivers, power management drivers, and so forth
depending on the hardware configuration.

[0111] The libraries 1616 may provide a common in-
frastructure that may be utilized by the applications 1612
and/or other components and/or layers. The libraries
1616 typically provide functionality that allows other soft-
ware modules to perform tasks in an easier fashion than
to interface directly with the underlying operating system
1620 functionality (e.g., kernel 1618, services 1622,
and/or drivers 1624). The libraries 1616 may include sys-
tem libraries 1642 (e.g., C standard library) that may pro-
vide functions such as memory allocation functions,
string manipulation functions, mathematic functions, and
the like. In addition, the libraries 1616 may include API
libraries 1644 such as media libraries (e.g., libraries to
support presentation and manipulation of various media
formats such as MPEG4, H.264, MP3, AAC, AMR, JPG,
PNG), graphics libraries (e.g., an OpenGL framework
that may be used to render 2D and 3D graphic content
on a display), database libraries (e.g., SQLite that may
provide various relational database functions), web li-
braries (e.g., WebKit that may provide web browsing
functionality), and the like. The libraries 1616 may also
include a wide variety of other libraries 1646 to provide
many other APlIs to the applications 1612 and other soft-
ware components/modules.

[0112] Theframeworks 1614 (also sometimes referred
to as middleware) may provide a higher-level common
infrastructure that may be utilized by the applications
1612 and/or other software components/modules. For
example, the frameworks 1614 may provide various
graphic user interface (GUI) functions, high-level re-
source management, high-level location services, and
soforth. The frameworks 1614 may provide a broad spec-
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trum of other APls that may be utilized by the applications
1612 and/or other software components/modules, some
of which may be specific to a particular operating system
or platform.

[0113] The applications 1612 include built-in applica-
tions 1636 and/or third-party applications 1638. Exam-
ples of representative built-in applications 1636 may in-
clude, but are not limited to, a contacts application, a
browser application, a book reader application, a location
application, a media application, a messaging applica-
tion, and/or a game application. The third-party applica-
tions 1638 may include any of the built-in applications
1636 as well as a broad assortment of other applications.
In a specific example, the third-party application 1638
(e.g., an application developed using the Android™ or
iOS™ software development kit (SDK) by an entity other
than the vendor of the particular platform) may be mobile
software running on a mobile operating system such as
iOS™ Android™, Windows® Phone, or other mobile op-
erating systems. In this example, the third-party applica-
tion 1638 may invoke the API calls 1604 provided by the
mobile operating system such as operating system 1620
to facilitate functionality described herein.

[0114] The applications 1612 may utilize built-in oper-
ating system functions (e.g., kernel 1618, services 1622,
and/or drivers 1624), libraries (e.g., system libraries
1642, API libraries 1644, and other libraries 1646), or
frameworks / middleware 1614 to create user interfaces
to interact with users of the system. Alternatively, or ad-
ditionally, in some systems interactions with a user may
occur through a presentation layer, such as the presen-
tation layer 1610. In these systems, the application/mod-
ule "logic" can be separated from the aspects of the ap-
plication/module that interact with a user.

[0115] Some software architectures utilize virtual ma-
chines. In the example of Figure 16, this is illustrated by
a virtual machine 1606. A virtual machine creates a soft-
ware environment where applications/modules can exe-
cute as if they were executing on a hardware machine
(such as the machine 1700 of Figure 17, for example).
The virtual machine 1606 is hosted by a host operating
system (e.g., operating system 1620 in Figure 16) and
typically, although not always, has a virtual machine mon-
itor 1660, which manages the operation of the virtual ma-
chine 1606 as well as the interface with the host operating
system (e.g., operating system 1620). A software archi-
tecture executes within the virtual machine 1606 such as
an operating system 1634, libraries 1632, frameworks /
middleware 1630, applications 1628, and/or a presenta-
tion layer 1626. These layers of software architecture
executing within the virtual machine 1606 can be the
same as corresponding layers previously described or
may be different.

[0116] Figure 17 is a block diagram illustrating com-
ponents of a machine 1700, according to some example
embodiments, able to read instructions from a machine-
readable medium (e.g., a machine-readable storage me-
dium) and perform any one or more of the methodologies
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discussed herein. Specifically, Figure 17 shows a dia-
grammatic representation of the machine 1700 in the ex-
ample form of a computer system, within which instruc-
tions 1710 (e.g., software, a program, an application, an
applet, an app, or other executable code) for causing the
machine 1700 to perform any one or more of the meth-
odologies discussed herein may be executed. For exam-
ple, the instructions 1710 may cause the machine 1700
to execute the flow diagrams of Figures 11-13. Addition-
ally, or alternatively, the instructions 1710 may implement
the computing equipment 212 (hosting the controller
server 218), physical switches 214, and virtual switches
206 of Figures 2-5, 7-10, and 14-15, and so forth. The
instructions 1710 transform the general, non-pro-
grammed machine 1700 into a particular machine 1700
programmed to carry out the described and illustrated
functions in the manner described.

[0117] In alternative embodiments, the machine 1700
operates as a standalone device or may be coupled (e.g.,
networked) to other machines. In a networked deploy-
ment, the machine 1700 may operate in the capacity of
a server machine or a client machine in a server-client
network environment, or as a peer machine in a peer-to-
peer (or distributed) network environment. The machine
1700 may comprise, but not be limited to, a switch, a
controller server, a server computer, a client computer,
a personal computer (PC), a tablet computer, a laptop
computer, a netbook, a set-top box (STB), a personal
digital assistant (PDA), an entertainment media system,
a cellular telephone, a smart phone, a mobile device, a
wearable device (e.g., a smart watch), a smart home de-
vice (e.g., a smart appliance), other smart devices, a web
appliance, a network router, a network switch, a network
bridge, or any machine capable of executing the instruc-
tions 1710, sequentially or otherwise, that specify actions
to be taken by the machine 1700. Further, while only a
single machine 1700 is illustrated, the term "machine"
shall also be taken to include a collection of machines
1700 that individually or jointly execute the instructions
1710 to perform any one or more of the methodologies
discussed herein.

[0118] The machine 1700 may include processors
1704, memory/storage 1706, and I/O components 1718,
which may be configured to communicate with each other
such as via a bus 1702. In an example embodiment, the
processors 1704 (e.g., a Central Processing Unit (CPU),
a Reduced Instruction Set Computing (RISC) processor,
a Complex Instruction Set Computing (CISC) processor,
a Graphics Processing Unit (GPU), a Digital Signal Proc-
essor (DSP), an Application Specific Integrated Circuit
(ASIC), aRadio-Frequency Integrated Circuit (RFIC), an-
other processor, or any suitable combination thereof)
may include, for example, a processor 1708 and a proc-
essor 1712 that may execute the instructions 1710. The
term "processor" is intended to include multi-core proc-
essors that may comprise two or more independent proc-
essors (sometimes referred to as "cores") that may exe-
cute instructions contemporaneously. Although Figure
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17 shows multiple processors 1704, the machine 1700
may include a single processor with a single core, asingle
processor with multiple cores (e.g., a multi-core proces-
sor), multiple processors with a single core, multiple proc-
essors with multiples cores, or any combination thereof.
[0119] The memory/storage 1706 may include a mem-
ory 1714, such as a main memory, or other memory stor-
age, and a storage unit 1716, both accessible to the proc-
essors 1704 such as via the bus 1702. The storage unit
1716 and memory 1714 store the instructions 1710 em-
bodying any one or more of the methodologies or func-
tions described herein. The instructions 1710 may also
reside, completely or partially, within the memory 1714,
within the storage unit 1716, within at least one of the
processors 1704 (e.g., within the processor's cache
memory), or any suitable combination thereof, during ex-
ecution thereof by the machine 1700. Accordingly, the
memory 1714, the storage unit 1716, and the memory of
the processors 1704 are examples of machine-readable
media.

[0120] As used herein, "machine-readable medium"
means a device able to store instructions and data tem-
porarily or permanently and may include, butis notlimited
to, random-access memory (RAM), read-only memory
(ROM), buffer memory, flash memory, optical media,
magnetic media, cache memory, other types of storage
(e.g., Erasable Programmable Read-Only Memory
(EEPROM)), and/or any suitable combination thereof.
The term "machine-readable storage medium" should be
taken to include a single medium or multiple media (e.g.,
acentralized or distributed database, or associated cach-
es and servers) able to store the instructions 1710. The
term "machine-readable storage medium" shall also be
taken to include any medium, or combination of multiple
media, that is capable of storing instructions (e.g., in-
structions 1710) for execution by a machine (e.g., ma-
chine 1700), such that the instructions, when executed
by one or more processors of the machine (e.g., proces-
sors 1704), cause the machine to perform any one or
more of the methodologies described herein. According-
ly, a "machine-readable storage medium" refers to a sin-
gle storage apparatus or device, as well as "cloud-based"
storage systems or storage networks that include multi-
ple storage apparatus or devices. The term "machine-
readable storage medium" excludes signals per se. The
term machine readable medium includes a machine
readable storage medium and a transmission medium or
carrier signal.

[0121] The I/O components 1718 may include a wide
variety of components to receive input, provide output,
produce output, transmit information, exchange informa-
tion, capture measurements, and so on. The specific I/O
components 1718 that are included in a particular ma-
chine will depend on the type of machine. For example,
portable machines such as mobile phones will likely in-
clude a touch input device or other such input mecha-
nisms, while a headless server machine will likely not
include such a touch input device. It will be appreciated
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that the 1/0 components 1718 may include many other
components that are not shown in Figure 17. The 1/O
components 1718 are grouped according to functionality
merely for simplifying the following discussion, and the
grouping is in no way limiting. In various example em-
bodiments, the I/O components 1718 may include output
components 1726 and input components 1728. The out-
put components 1726 may include visual components
(e.g., adisplay such as a plasma display panel (PDP), a
light emitting diode (LED) display, a liquid crystal display
(LCD), a projector, or a cathode ray tube (CRT)), acoustic
components (e.g., speakers), haptic components (e.g.,
a vibratory motor, resistance mechanisms), other signal
generators, and so forth. The input components 1728
may include alphanumericinput components (e.g., a key-
board, a touch screen configured to receive alphanumer-
ic input, a photo-optical keyboard, or other alphanumeric
input components), point based input components (e.g.,
a mouse, a touchpad, a trackball, a joystick, a motion
sensor, or other pointing instruments), tactile input com-
ponents (e.g., a physical button, a touch screen that pro-
vides location and/or force of touches or touch gestures,
or other tactile input components), audio input compo-
nents (e.g., a microphone), and the like.

[0122] In further example embodiments, the /O com-
ponents 1718 may include biometric components 1730,
motion components 1734, environmental components
1736, or position components 1738 among a wide array
of other components. For example, the biometric com-
ponents 1730 may include components to detect expres-
sions (e.g., hand expressions, facial expressions, vocal
expressions, body gestures, or eye tracking), measure
biosignals (e.g., blood pressure, heart rate, body tem-
perature, perspiration, or brain waves), identify a person
(e.g., voice identification, retinal identification, facial iden-
tification, fingerprint identification, or electroencephalo-
gram based identification), and the like. The motion com-
ponents 1734 may include acceleration sensor compo-
nents (e.g., accelerometer), gravitation sensor compo-
nents, rotation sensor components (e.g., gyroscope),
and so forth. The environmental components 1736 may
include, for example, illumination sensor components
(e.g., photometer), temperature sensor components
(e.g., one ormore thermometers that detectambient tem-
perature), humidity sensor components, pressure sensor
components (e.g., barometer), acoustic sensor compo-
nents (e.g., one or more microphones that detect back-
ground noise), proximity sensor components (e.g., infra-
red sensors that detect nearby objects), gas sensors
(e.g., gas detection sensors to detect concentrations of
hazardous gases for safety or to measure pollutants in
the atmosphere), or other components that may provide
indications, measurements, or signals corresponding to
a surrounding physical environment. The position com-
ponents 1738 may include location sensor components
(e.g., a Global Position System (GPS) receiver compo-
nent), altitude sensor components (e.g., altimeters or ba-
rometers that detect air pressure from which altitude may
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be derived), orientation sensor components (e.g., mag-
netometers), and the like.

[0123] Communication may be implemented using a
wide variety of technologies. The I/0O components 1718
may include communication components 1740 operable
to couple the machine 1700 to a network 1732 or devices
1720 via a coupling 1724 and a coupling 1722 respec-
tively. For example, the communication components
1740 may include a network interface component or other
suitable device to interface with the network 1732. In fur-
ther examples, the communication components 1740
may include wired communication components, wireless
communication components, cellular communication
components, Near Field Communication (NFC) compo-
nents, Bluetooth® components (e.g., Bluetooth® Low
Energy), Wi-Fi® components, and other communication
components to provide communication via other modal-
ities. The devices 1720 may be another machine or any
of a wide variety of peripheral devices (e.g., a peripheral
device coupled via a USB).

[0124] Moreover, the communication components
1740 may detect identifiers or include components op-
erable to detect identifiers. For example, the communi-
cation components 1740 may include Radio Frequency
Identification (RFID) tag reader components, NFC smart
tag detection components, optical reader components
(e.g., an optical sensor to detect one-dimensional bar
codes such as Universal Product Code (UPC) bar code,
multidimensional bar codes such as Quick Response
(QR) code, Aztec code, Data Matrix, Dataglyph, Maxi-
Code, PDF417, Ultra Code, UCC RSS-2D bar code, and
other optical codes), or acoustic detection components
(e.g., microphones to identify tagged audio signals). In
addition, a variety of information may be derived via the
communication components 1740, such as location via
Internet Protocol (IP) geo-location, location via Wi-Fi®
signal triangulation, location via detecting an NFC bea-
con signal that may indicate a particular location, and so
forth.

[0125] In various example embodiments, one or more
portions of the network 1732 may be an ad hoc network,
an intranet, an extranet, a virtual private network (VPN),
a local area network (LAN), a wireless LAN (WLAN), a
wide area network (WAN), a wireless WAN (WWAN), a
metropolitan area network (MAN), the Internet, a portion
of the Internet, a portion of the Public Switched Tele-
phone Network (PSTN), a plain old telephone service
(POTS) network, a cellular telephone network, a wireless
network, a Wi-Fi® network, another type of network, or
a combination of two or more such networks. For exam-
ple, the network 1732 or a portion of the network 1732
may include a wireless or cellular network and the cou-
pling 1724 may be a Code Division Multiple Access (CD-
MA) connection, a Global System for Mobile communi-
cations (GSM) connection, or another type of cellular or
wireless coupling. In this example, the coupling 1724 may
implement any of a variety of types of data transfer tech-
nology, such as Single Carrier Radio Transmission Tech-
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nology (1xRTT), Evolution-Data Optimized (EVDO) tech-
nology, General Packet Radio Service (GPRS) technol-
ogy, Enhanced Data rates for GSM Evolution (EDGE)
technology, third Generation Partnership Project (3GPP)
including 3G, fourth generation wireless (4G) networks,
Universal Mobile Telecommunications System (UMTS),
High Speed Packet Access (HSPA), Worldwide Interop-
erability for Microwave Access (WiMAX), Long Term Ev-
olution (LTE) standard, others defined by various stand-
ard-setting organizations, other long range protocols, or
other data transfer technology.

[0126] The instructions 1710 may be transmitted or re-
ceived over the network 1732 using a transmission me-
dium via a network interface device (e.g., a network in-
terface component included in the communication com-
ponents 1740) and utilizing any one of a number of well-
known transfer protocols (e.g., hypertext transfer proto-
col (HTTP)). Similarly, the instructions 1710 may be
transmitted or received using a transmission medium via
the coupling 1722 (e.g., a peer-to-peer coupling) to the
devices 1720. The term "transmission medium" shall be
taken to include any intangible medium that is capable
of storing, encoding, or carrying the instructions 1710 for
execution by the machine 1700, and includes digital or
analog communications signals or other intangible media
to facilitate communication of such software. A transmis-
sion medium is an embodiment of a machine readable
medium.

[0127] Throughout this specification, plural instances
may implement components, operations, or structures
described as a single instance. Although individual op-
erations of one or more methods are illustrated and de-
scribed as separate operations, one or more of the indi-
vidual operations may be performed concurrently, and
nothing requires that the operations be performed in the
order illustrated. Structures and functionality presented
as separate components in example configurations may
be implemented as a combined structure or component.
Similarly, structures and functionality presented as a sin-
gle component may be implemented as separate com-
ponents. These and other variations, modifications, ad-
ditions, and improvements fall within the scope of the
subject matter herein.

[0128] The embodiments illustrated herein are de-
scribed in sufficient detail to enable those skilled in the
art to practice the teachings disclosed. Other embodi-
ments may be used and derived therefrom, such that
structural and logical substitutions and changes may be
made without departing from the scope of this disclosure.
The Detailed Description, therefore, is not to be taken in
a limiting sense, and the scope of various embodiments
is defined only by the appended claims.

[0129] Asused herein, the term "or" may be construed
in eitheraninclusive orexclusive sense. Moreover, plural
instances may be provided for resources, operations, or
structures described herein as a single instance. Addi-
tionally, boundaries between various resources, opera-
tions, modules, engines, and data stores are somewhat
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arbitrary, and particular operations are illustrated in a
context of specific illustrative configurations. Other allo-
cations of functionality are envisioned and may fall within
a scope of various embodiments of the present disclo-
sure. In general, structures and functionality presented
as separate resources in the example configurations may
be implemented as a combined structure or resource.
Similarly, structures and functionality presented as a sin-
gle resource may be implemented as separate resourc-
es. The specification and drawings are, accordingly, to
be regarded in an illustrative rather than a restrictive
sense.

Claims
1. A method comprising:

identifying (1302), by a controller that controls a
network fabric, a plurality of switches in the net-
work fabric, each switch having a module for net-
work address translation, NAT, each switch be-
ing configured for forwarding packets received
at the switch;

identifying (1304) one or more hosts having at
least one internal Internet Protocol, IP, address;
and

for each of the one or more hosts:

selecting (1306) one of the switches from
the plurality of switches for performing the
NAT for the host; and

configuring (1308), by the controller, the
network fabric to cause the selected switch
to perform the NAT for the host to enable
the host to communicate with an external
network,

detecting (1102) a new virtual machine con-
nected to the network fabric; and

selecting (1108) one of the switches from
the plurality of switches for performing the
NAT for the new virtual machine, the select-
ing being based, at least, on aload on each
switch for performing the NAT and a dis-
tance from the new virtual machine to each
of the switches.

2. The method as recited in claim 1, wherein the dis-
tance is measured as a number of network hops be-
tween the new virtual machine and the switch; the
method further comprising configuring (1110), by the
controller, the network fabric to cause the selected
switch to perform the NAT for the new virtual ma-
chine.

3. The method as recited in claim 1 or claim 2, further
comprising:
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detecting (1202) that a first switch, that is per-
forming the NAT for one or more hosts, is offline;
determining (1204) for which hosts the first
switch is configured to perform the NAT; and
migrating (1214) each of the determined hosts
to another switch for performing the NAT.

The method as recited in any one of claims 1 to 3,
wherein the selecting of one of the switches from the
plurality of switches is further based on a distance
from the switch to the host.

The method as recited in any one of claims 1 to 4,
further comprising:

tracking a load on each switch for performing
the NAT;

detecting a switch that is overloaded; and
moving, in response to the detecting, one or
more hosts from the switch that is overloaded
to other switches for performing the NAT on the
corresponding hosts.

The method as recited in any one of claims 1 to 5,
wherein the controller comprises a switch table
stored in memory, the switch table comprising switch
information comprising a switch identifier, a NAT
load on the switch, and a location of the switch, or
wherein the controller comprises a host table stored
in memory, the host table comprising host informa-
tion comprising a host identifier, a flag indicating if
the host is a device or a virtual machine, an identifi-
cation of the switch performing the NAT for the host,
and a location of the host.

The method as recited in any one of claims 1 to 6,
wherein each switch comprises a control unit pro-
gram that is in communication with the controller, or
wherein, when a host is connected to a network de-
vice inoperable to perform the NAT, traffic from the
host is routed to one of the switches for performing
the NAT for the host.

The method as recited in any one of claims 1 to 7,
wherein the module for NAT performs floating IP
NAT and port address translation, PAT, NAT.

A machine-readable storage medium comprising in-
structions that, when executed by a machine, cause
the machine to carry out the method of any of claims
1to 8.

10. A controller comprising:

a network interface (1740);

a memory (1706) comprising
(1710); and

one or more computer processors (1704),

instructions
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1.

12.

13.

14.

32

wherein the instructions, when executed by the
one or more computer processors, cause the
one or more computer processors to perform
operations comprising:

identifying a plurality of switches in a net-
work fabric, each switch having a module
for network address translation, NAT, each
switch being configured for forwarding
packets received at the switch;

identifying one or more hosts having at least
one internal Internet Protocol, IP, address;
for each of the one or more hosts:

selecting one of the switches from the
plurality of switches for performing the
NAT for the host; and

configuring the network fabric to cause
the selected switch to perform the NAT
for the host to enable the host to com-
municate with an external network

detecting a new virtual machine connected
to the network fabric; and

selecting one of the switches from the plu-
rality of switches for performing the NAT for
the new virtual machine, the selecting being
based on aload on each switch for perform-
ing the NAT and a distance from the new
virtual machine to each of the switches.

The controller as recited in claim 10, wherein the
memory (1706) comprises a switch table, the switch
table comprising switch information comprising a
switch identifier, a NAT load on the switch, and a
location of the switch.

The controller as recited in claim 10 or claim 11,
wherein the memory (1706) comprises a host table,
the host table comprising host information compris-
ing a host identifier, a flag indicating if the host is a
device or a virtual machine, an identification of the
switch performing the NAT for the host, and a loca-
tion of the host.

The controller as recited in any one of claims 10 to
12, wherein the distance is measured as a number
of network hops between the new virtual machine
and the switch; and wherein the instructions (1710)
further cause the one or more processors (1704) to
perform operations comprising:

configuring, by the controller, the network fabric to
cause the selected switch to perform the NAT for the
virtual machine.

The controller as recited in any one of claims 10 to
13, wherein the instructions (1710) further cause the
one or more processors (1704 )to perform operations
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comprising:

detecting that a first switch, that is performing
the NAT for one or more hosts, is offline;
determining for which hosts the first switch is
configured to perform the NAT; and

migrating each of the determined hosts to an-
other switch for performing the NAT.

Patentanspriiche

Verfahren, umfassend:

Identifizieren (1302), durch eine Steuerung, die
eine Netzwerkstruktur steuert, einer Vielzahl
von Switches in der Netzwerkstruktur, wobei je-
der Switch ein Modul fir Netzwerkadresstber-
setzung, NAT, aufweist, wobei jeder Switch da-
fur konfiguriert ist, Pakete weiterzuleiten, die am
Switch empfangen werden;

Identifizieren (1304) von einem oder mehreren
Hosts, die mindestens eine interne Internetpro-
tokoll-, IP, Adresse aufweisen; und

fur jeden aus dem einen oder den mehreren
Hosts:

Auswahlen (1306) eines der Switches aus
der Vielzahl von Switches, um die NAT flr
den Host durchzufiihren; und
Konfigurieren (1308) der Netzwerkstruktur
durch die Steuerung, um den ausgewahlten
Switch dazu zu bringen, die NAT fur den
Host durchzuflihren, um dem Host zu er-
moglichen, miteinem externen Netzwerk zu
kommunizieren,

Erkennen (1102) einer neuen virtuellen Ma-
schine, die mit der Netzwerkstruktur ver-
bunden wird; und

Auswahlen (1108) eines der Switches aus
der Vielzahl von Switches, um die NAT fir
die neue virtuelle Maschine durchzufiihren,
wobei das Auswahlen mindestens auf einer
Last an jedem Switch, um die NAT durch-
zuftihren, und einer Entfernung von der
neuen virtuellen Maschine zu jedem der
Switches basiert.

Verfahren nach Anspruch 1, wobei die Entfernung
als eine Anzahl von Netzwerk-Hops zwischen der
neuen virtuellen Maschine und dem Switch gemes-
sen wird; wobei das Verfahren weiter das Konfigu-
rieren (1110) der Netzwerkstruktur durch die Steu-
erung umfasst, um den ausgewahlten Switch dazu
zu bringen, die NAT fir die neue virtuelle Maschine
durchzufihren.

Verfahren nach Anspruch 1 oder Anspruch 2, weiter
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umfassend:

Erkennen (1202), dass ein erster Switch, der die
NAT fir einen oder mehrere Hosts durchfiihrt,
offline ist;

Bestimmen (1204), fir welche Hosts der erste
Switch konfiguriert ist, die NAT durchzufiihren;
und

Migrieren (1214) jedes der bestimmten Hosts
zu einem anderen Switch, um die NAT durch-
zufihren.

Verfahren nach einem der Anspriiche 1 bis 3, wobei
das Auswahlen eines der Switches aus der Vielzahl
von Switches weiter auf einer Entfernung vom
Switch zum Host basiert.

Verfahren nach einem der Anspriiche 1 bis 4, weiter
umfassend:

Verfolgen einer Last an jedem Switch, um die
NAT durchzufiihren;

Erkennen eines Switches, der Uberlastetist; und
in Reaktion auf das Erkennen, Verlagern eines
oder mehrerer Hosts von dem Switch, der tiber-
lastet ist, zu anderen Switches, um die NAT an
den entsprechenden Hosts durchzufiihren.

Verfahren nach einem der Anspriiche 1 bis 5, wobei
die Steuerung eine Switch-Tabelle umfasst, die in
einem Speicher gespeichert ist, wobei die Switch-
Tabelle Switch-Informationen umfasst, die eine
Switch-Kennung, eine NAT-Last am Switch, und ei-
nen Standort des Switches umfassen, oder

wobei die Steuerung eine Host-Tabelle umfasst, die
in einem Speicher gespeichert ist, wobei die Host-
Tabelle Host-Informationen umfasst, die eine Host-
Kennung, ein Flag, das anzeigt, ob es sich bei dem
Host um ein Gerat oder eine virtuelle Maschine han-
delt, eine ldentifikation des Switches, der die NAT
fur den Host durchfiinrt, und einen Standorts des
Hosts umfassen.

Verfahren nach einem der Anspriiche 1 bis 6, wobei
jeder Switch ein Steuerungseinheitenprogramm um-
fasst, das mitder Steuerungin Kommunikation steht,
oder

wobei, wenn ein Host mit einem Netzwerkgerat ver-
bunden ist, das nicht genutzt werden kann, um die
NAT durchzufiihren, Verkehr vom Host zu einem der
Switches geroutet wird, um die NAT fur den Host
durchzufiihren.

Verfahren nach einem der Anspriiche 1 bis 7, wobei
das Modul fir NAT Floating-IP-NAT und Portadress-
Ubersetzungs-, PAT, NAT durchfihrt.

Maschinenlesbares Speichermedium, das Anwei-
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sungen umfasst, die, wenn sie von einer Maschine
ausgefiihrt werden, die Maschine dazu bringen, das
Verfahren nach einem der Anspriiche 1 bis 8 aus-
zufihren.

Steuerung, umfassend:

eine Netzwerkschnittstelle (1740);

einen Speicher (1706), der Anweisungen (1710)
umfasst; und

einen oder mehrere Computerprozessoren
(1704), wobei die Anweisungen, wenn sie von
dem einen oder den mehreren Computerpro-
zessoren ausgefiihrtwerden, den einen oderdie
mehreren Computerprozessoren dazu bringen,
Operationen durchzufiihren, welche umfassen:

Identifizieren einer Vielzahl von Switches in
einer Netzwerkstruktur, wobei jeder Switch
ein Modul fir Netzwerkadressubersetzung,
NAT, aufweist, wobei jeder Switch dafir
konfiguriert ist, Pakete weiterzuleiten, die
am Switch empfangen werden;
Identifizieren von einem oder mehreren
Hosts, die mindestens eine interne Internet-
protokoll-, IP, Adresse aufweisen;

fir jeden aus dem einen oder den mehreren
Hosts:

Auswabhlen eines der Switches aus der Viel-
zahl von Switches, um die NAT fiir den Host
durchzuftihren; und

Konfigurieren der Netzwerkstruktur, um
den ausgewahlten Switch dazu zu bringen,
die NAT fir den Host durchzufiihren, um
dem Host zu ermdglichen, mit einem exter-
nen Netzwerk zu kommunizieren,
Erkennen einer neuen virtuellen Maschine,
die mit der Netzwerkstruktur verbunden
wird; und

Auswabhlen eines der Switches aus der Viel-
zahl von Switches, um die NAT fiir die neue
virtuelle Maschine durchzufiihren, wobei
das Auswahlen auf einer Last an jedem
Switch, um die NAT durchzufiihren, und ei-
ner Entfernung von der neuen virtuellen Ma-
schine zu jedem der Switches basiert.

Steuerung nach Anspruch 10, wobei der Speicher
(1706) eine Switch-Tabelle umfasst, wobei die
Switch-Tabelle Switch-Informationen umfasst, die
eine Switch-Kennung, eine NAT-Last am Switch,
und einen Standort des Switches umfassen.

Steuerung nach Anspruch 10 oder Anspruch 11, wo-
bei der Speicher (1706) eine Host-Tabelle umfasst,
wobei die Host-Tabelle Host-Informationen umfasst,

10

15

20

25

30

35

40

45

50

55

19

EP 3 491 809 B1

13.

14.

36

die eine Host-Kennung, ein Flag, das anzeigt, ob es
sich bei dem Host um ein Gerat oder eine virtuelle
Maschine handelt, eine Identifikation des Switches,
der die NAT fir den Host durchfiihrt, und einen
Standorts des Hosts umfassen.

Steuerung nach einem der Ansprtiche 10 bis 12, wo-
bei die Entfernung als eine Anzahl von Netzwerk-
Hops zwischen der neuen virtuellen Maschine und
dem Switch gemessen wird; und wobei die Anwei-
sungen (1710) den einen oder die mehreren Prozes-
soren (1704) weiter dazu bringen, Operationen
durchzufiihren, welche umfassen:

Konfigurieren der Netzwerkstruktur durch die Steu-
erung, um den ausgewahlten Switch dazu zu brin-
gen, die NAT fir die virtuelle Maschine durchzufiih-
ren.

Steuerung nach einem der Ansprtiche 10 bis 13, wo-
beidie Anweisungen (1710) den einen oder die meh-
reren Prozessoren (1704 ) weiter dazu bringen, Ope-
rationen durchzufiihren, welche umfassen:

Erkennen, dass ein erster Switch, der die NAT
flr einen oder mehrere Hosts durchfiihrt, offline
ist;

Bestimmen, fiir welche Hosts der erste Switch
konfiguriert ist, die NAT durchzufiihren; und
Migrieren jedes der bestimmten Hosts zu einem
anderen Switch, um die NAT durchzufiihren.

Revendications

1.

Procédé comprenant :

I'identification (1302), par un dispositif de com-
mande qui commande une structure de réseau,
d’une pluralité de commutateurs dans la struc-
ture de réseau, chaque commutateur ayant un
module pour une traduction d’adresse de ré-
seau, NAT, chaque commutateur étant configu-
ré pour transmettre des paquets regus au niveau
du commutateur;

I'identification (1304) d’'un ou de plusieurs hotes
ayant au moins une adresse de protocole Inter-
net, IP, interne ; et

pour I'héte ou pour chacun des hétes :

la sélection (1306) de 'un des commuta-
teurs parmi la pluralité de commutateurs
pour effectuer la traduction NAT pour
I'hote ;

la configuration (1308), par le dispositif de
commande, de la structure de réseau pour
amener le commutateur sélectionné a ef-
fectuer la traduction NAT pour I'héte pour
permettre a 'héte de communiquer avec un
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réseau externe,

la détection (1102) d’une nouvelle machine
virtuelle connectée a la structure de
réseau ; et

la sélection (1108) de I'un des commuta-
teurs parmi la pluralit¢ de commutateurs
pour effectuer la traduction NAT pour la
nouvelle machine virtuelle, la sélection
étant basée, au moins, sur une charge sur
chaque commutateur pour effectuer la tra-
duction NAT et sur une distance entre la
nouvelle machine virtuelle et chacun des
commutateurs.

Procédé tel que décrit dans la revendication 1, dans
lequel la distance est mesurée comme étantle nom-
bre de sauts de réseau entre la nouvelle machine
virtuelle et le commutateur ; le procédé comprenant
en outre la configuration (1110), par le dispositif de
commande, de la structure de réseau pour amener
le commutateur sélectionnée a effectuer la traduc-
tion NAT pour la nouvelle machine virtuelle.

Procédé tel que décrit dans la revendication 1 ou la
revendication 2, comprenant en outre :

la détection (1202) qu’un premier commutateur,
qui effectue la traduction NAT pour un ou plu-
sieurs hotes, est hors ligne ;

la détermination (1204) pour savoir pour quels
hétes le premier commutateur est configuré
pour effectuer la traduction NAT ; et

la migration (1214) de chacun des hbtes déter-
minés vers un autre commutateur pour effectuer
la traduction NAT.

Procédé tel que décrit dans I'une quelconque des
revendications 1 a 3, dans lequel la sélection de I'un
des commutateurs parmi la pluralité des commuta-
teurs est en outre basée sur une distance entre le
commutateur et I'héte.

Procédé tel que décrit dans I'une quelconque des
revendications 1 a 4, comprenant en outre :

le suivi d’'une charge sur chaque commutateur
pour effectuer la traduction NAT ;

la détection d'un commutateur qui est
surchargeé ; et

le déplacement, a la suite de la détection, d’'un
ou de plusieurs hoétes a partir du commutateur
qui est surchargé, jusqu’a d’autres commuta-
teurs pour effectuer la traduction NAT sur les
hétes correspondants.

Procédé tel que décrit dans I'une quelconque des
revendications 1a5, danslequel le dispositif de com-
mande comprend une table de commutateur stoc-
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kée dans une mémoire, la table de commutateur
comportant des informations de commutateur com-
prenant un identifiant de commutateur, une charge
de traduction NAT sur le commutateur, et un empla-
cement du commutateur ou

dans lequel le dispositif de commande comprend
une table d’hote stockée dans une mémoire, la table
d’héte comportant des informations d’héte compre-
nant un identifiant d’héte, un indicateur indiquant si
I’'héte est un dispositif ou une machine virtuelle, une
identification du commutateur effectuant la traduc-
tion NAT pour I'héte, et un emplacement de I'héte.

Procédé tel que décrit dans I'une quelconque des
revendications 1 a 6, dans lequel chaque commuta-
teur comprend un programme d’unité de commande
qui est en communication avec le dispositif de com-
mande, ou

dans lequel, lorsqu’un héte est connecté a un dis-
positif de réseau ne pouvant pas effectuer la traduc-
tion NAT, un trafic a partir de I'n6te est acheminé a
I'un des commutateurs pour effectuer la traduction
NAT pour I'héte.

Procédé tel que décrit dans I'une quelconque des
revendications 1 a 7, dans lequel le module pour la
traduction NAT effectue une traduction NAT IP flot-
tante et une traduction d’adresse de port, PAT, NAT.

Support de stockage lisible par une machine com-
prenant des instructions qui, lorsqu’elles sont exé-
cutées par une machine, amenent la machine a met-
tre en ceuvre le procédé selon I'une quelconque des
revendications 1 a 8.

10. Dispositif de commande comprenant :

une interface réseau (1740) ;

une mémoire (1706) comprenant des instruc-
tions (1710) ; et

un ou plusieurs processeurs informatiques
(1704), dans lequel les instructions, lorsqu’elles
sont exécutées par le ou les processeurs infor-
matiques, aménent le ou les processeurs infor-
matiques a effectuer des opérations
comprenant :

I'identification d’une pluralité de commuta-
teurs dans une structure de réseau, chaque
commutateur ayant un module pour une tra-
duction d’adresse de réseau, NAT, chaque
commutateur étant configuré pour trans-
mettre des paquets regus au niveau du
commutateur ;

I'identification d’'un ou de plusieurs hbtes
ayant au moins une adresse de protocole
Internet, IP, interne ; et

pour I’h6te ou pour chacun des hétes :
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la sélection de I'un des commutateurs
parmi la pluralit¢ de commutateurs
pour effectuer la traduction NAT pour
I'hote ;

la configuration de la structure de ré-
seau pour amener le commutateur sé-
lectionné a effectuer la traduction NAT
pour I'héte pour permettre a I'héte de
communiquer avec un réseau externe,

la détection d’'une nouvelle machine virtuel-
le connectée a la structure de réseau ; et
la sélection de I'un des commutateurs parmi
la pluralité de commutateurs pour effectuer
la traduction NAT pour la nouvelle machine
virtuelle, la sélection étant basée sur une
charge sur chaque commutateur pour ef-
fectuer la traduction NAT et sur une distan-
ce entre la nouvelle machine virtuelle et
chacun des commutateurs.

Dispositif de commande tel que décrit dans lareven-
dication 10, dans lequel la mémoire (1706) com-
prend une table de commutateur, la table de com-
mutateur comportant des informations de commuta-
teur comprenant un identifiant de commutateur, une
charge de traduction NAT sur le commutateur, et un
emplacement du commutateur.

Dispositif de commande tel que décrit dans lareven-
dication 10 ou la revendication 11, dans lequel la
mémoire (1706) comprend une table d’hbte, la table
d’héte comportant des informations d’héte compre-
nant un identifiant d’héte, un indicateur indiquant si
I'héte est un dispositif ou une machine virtuelle, une
identification du commutateur effectuant la traduc-
tion NAT pour I'héte, et un emplacement de I'héte.

Dispositif de commande tel que décrit dans l'une
quelconque des revendications 10 a 12, dans lequel
la distance est mesurée comme étant le nombre de
sauts de réseau entre la nouvelle machine virtuelle
et le commutateur; et dans lequel les instructions
(1710) amenent en outre le ou les processeurs
(1704) a effectuer des opérations comprenant :

la configuration, par le dispositif de commande, de
la structure de réseau pour amener le commutateur
sélectionnée a effectuer la traduction NAT pour la
nouvelle machine virtuelle.

Dispositif de commande tel que décrit dans l'une
quelconque des revendications 10 a 13, dans lequel
les instructions (1710) amenent en outre le ou les
processeurs (1704) a effectuer des opérations
comprenant :

la détection qu’un premier commutateur, qui ef-
fectue la traduction NAT pour un ou plusieurs
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hoétes, est hors ligne ;

la détermination pour savoir pour quels hotes le
premier commutateur est configuré pour effec-
tuer la traduction NAT ; et

la migration de chacun des hétes déterminés
vers un autre commutateur pour effectuer la tra-
duction NAT.
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