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Abstract

A method for access control is proposed, wherein verification of an access
authorisation is effected by way of evaluating an ID sent at regular intervals from a
mobile electronic device nearest an access control device (3, 4, 5, 6) or a data carrier
nearest an access control device (3, 4, 5, 6) via the Bluetooth Low Energy Standard
as part of a “broadcasting”, to which at least one access authorisation is
unequivocally assigned, which is received by BLE transceiver units (TRX-1, TRX-2,
TRX-3, TRX-4) connected to a computer comprising a CPU and storage means
within range of the mobile electronic device or the data carrier, wherein localisation of
the mobile electronic devices or the data carriers is carried out by means of
evaluation of the RSSI (Received Signal Strength Indicator), wherein the signal
strength is measured, with which that signal of a mobile electronic device or a data
carrier is received, which contains the ID of BLE transceiver units (TRX-1, TRX-2,
TRX-3, TRX-4).

Figure 1
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Method and System fbr Access Control

The present invention relates to a method for access authorisation.
Further the invention relates to an access control
system, in particular for performing the method according to the invention.

Methods and systems for access control for persons and vehicles are known
from the state of the art. As a rule provision is for access control to be carried out by
means of the contactless reading of access authorisations, wherein access control
devices are provided, which comprise means for detecting and evaluating the access
authorisations as well as mechanical barriers or barriers realised in other ways,
which after presentation of a valid access authorisation automatically or manually
change from a locked position to a released position.

Contactless reading of access control devices is, as a rule, effected with the aid
of RFID reading devices comprising at least one RFID antenna unit, which
communicates with RFID transponders as a data carrier for reading an access
authorisation. It is disadvantagecus that the range of an RFID interaction performed
according to the state of the art between a RFID antenna unit and a RFID
transponder is relatively short. Long-range RFID interactions take place in the
microwave range and consume a lot of energy, which means that they need their
own power supply for supplying a RFID transponder with energy, which is
disadvantageous.

A further disadvantage of the methods known from the art for access control by
means of RFID interaction between a reading device and a RFID transponder
consists in that the number of mobile devices, which support RFID standards, is
relatively small. Therefore RFID transponders are often used as data carriers for
access authorisations, which, on the one hand, leads to higher cost and on the other,
to the necessity for the users of the access control system of having to carry a further

component.
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Moreover, due to the barriers employed in existing access control
devices and the blocking of access connected with it, access, in particular for
persons, is rendered uncomfortable. Access control performed in conjunction with
barriers thus leads to stress, which has a significant adverse effect on people's
enjoyment of their leisure activities. In addition, in the case of indexing transport
means such as cable cars or ski lifts, the provision of barriers often means that the

carrying capacity of the transport means is not used to the fullest extent.

The present invention is based on the requirement to propose a method
for access control, which when executed simplifies access control. Furthermore a

system is proposed for performing the method according to the invention.

Some embodiments of the invention provide a method for access
control, in an access control system with one or more lane access, each lane having
an access control device assigned thereto, which comprises at least one bluetooth
low energy standard transceiver unit, wherein verification of access authorization
comprises: evaluating an ID sent at regular intervals from a mobile electronic device
nearest the access control device or a data carrier nearest the access contro! device,
via the bluetooth low energy standard transceiver unit, as part of a broadcasting, to
which at least one access authorization is unequivocally assigned, receiving the at
least one access authorization by the at least one bluetooth low energy standard
transceiver unit within range of the mobile electronic device or the data carrier
wherein the at least one bluetooth low energy standard transceiver unit is connected
to a computer comprising a central processing unit and storage means, localizing the
mobile electronic device or the data carrier by evaluating a Received Signal Strength
Indicator (RSSI), by measuring a received signal strength of a signal received from
the mobile electronic device or the data carrier, which contains the ID received by the
at least one bluetooth low energy standard transceiver unit; using a ratio of Received
Signal Strength Indicators, wherein the at least one bluetooth low energy standard
transceiver unit of the access control system has received the signal from the mobile

electronic device or the data carrier containing the ID; ascertaining a ratio of
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distances of the mobile electronic device or the data carrier to the at least one
bluetooth low energy standard transceiver unit; and ascertaining the lane in which the
mobile electronic device or the data carrier is located by using relative distances of
the mobile electronic device or the data carrier to the at least one bluetooth low

energy standard transceiver unit.

Some embodiments of the invention provide an access control system,
for performing the method as described herein, the access control system having an
entry and exit area, wherein the access control system comprises one-lane or multi-
lane access, wherein each lane has an access control device assigned to it, which
comprises at least one bluetooth low energy standard transceiver unit, which is
connected to a computer comprising a central processing unit and storage means
and which receives an ID sent at regular intervals from mobile electronic devices or
data carriers via the bluetooth low energy standard as part of a broadcasting, and has
at least one access authorization unequivocally assigned thereto, wherein verification
of an access authorization is by evaluating an ID sent by the mobile electronic device
nearest the access control device, in a direction to enter through the access control
device, or the data carrier nearest the access control device, wherein at least one
bluetooth low energy standard transceiver unit is assigned to the entry area of the
access control system, which transceiver detects mobile electronic devices or data
carriers by way of the ID sent by the mobile electronic devices or data carriers, which
pass through the entry area and wherein the exit area of the access control system
has at least one bluetooth low energy standard transceiver unit assigned thereto,
which detects the mobile electronic devices or data carriers by way of the ID sent by
the mobile electronic devices or data carriers, which pass through the exit area,
wherein the mobile electronic devices or data carriers can be located by means of the
evaluation of a received signal strength indicator, wherein a signal strength is
measured, from the mobile electronic device or the data carrier containing the 1D
received by the bluetooth low energy standard transceiver units assigned to the

access control devices.

2a
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Accordingly a method for access control is proposed, as part of which
verification of an access authorisation is effected by way of evaluating an ID sent at
regular intervals from a mobile electronic device nearest an access control device or
a data carrier nearest an access control device via the Bluetooth Low Energy
Standard (called BLE hereunder) as part of a "broadcasting”, to which at least one
access authorisation is unequivocally assigned, which is received by BLE transceiver
units connected to a computer comprising a CPU and storage means within range of
the mobile electronic device or the data carrier, wherein localisation of the mobile
electronic devices or the data carriers is carried out by means of evaluation of the
RSSI (Received Signal Strength Indicator), wherein the signal strength is measured,
with which the signal of a mobile electronic device or a data carrier containing the ID

of BLE transceiver units, is received.

Use of the Bluetooth Low Energy Standard, called BLE hereunder,
leads to a distinct drop in energy consumption compared to the conventional
Bluetooth Standard and advantageously also to a longer range, which may be as

much as 100 metres.

2b
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Due to using the long-range energy-saving BLE Standard, IDs sent from mobile
electronic devices such as smartphones, tablets or smartwatches or from data
carriers, which have access authorisations unequivocally assigned to them, can be
received by BLE transceiver units without a significant increase in power
consumption. After receiving an ID from at least one BLE transceiver unit the first
thing to be performed is localisation, where for a mobile electronic device nearest an
access control device in access direction or a data carrier nearest an access control
device it is checked whether a valid access authorisation assigned to this ID, wherein
this evaluation is carried out in a computer connected to the BLE transceiver unit, or
in a server connected to the computer. The ID could, for example, be a serial number
of the mobile electronic device or the data carrier. Alternatively the access
authorisations could be stored directly in the mobile electronic devices or the data

carriers.

According to the invention, in the case of an access control system with multi-
lane access, wherein each lane has an access control device assigned to it, it is
proposed that each access control device comprises at least one BLE transceiver
unit, wherein the BLE transceiver units are preferably arranged in such a way that the
access width is flanked by two BLE transceiver units and wherein the BLE
transceiver units are connected to a computer comprising a CPU and storage means.
The computer is connected via a suitable interface with a server in a wireless or

hard-wired manner.

As part of a so-called “broadcasting* the mobile electronic devices or data
carriers send an ID at regular intervals via the BLE standard, which ID has at least
one access authorisations assigned to it. When a BLE transceiver unit is within range
of a mobile electronic device or a data carrier, the ID is received by the BLE
transceiver unit. According to the invention localisation of the mobile electronic
devices or the data carriers is then carried out by means of evaluation of the RSSI
(Received Signal Strength Indicator), wherein the signal strength is measured, with
which the signal of a mobile electronic device or a data carrier is received by BLE

transceiver units.
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As part of a first development, using the ratio of the Received Signal Strength
Indicators with which BLE transceiver units of the access control system receive the
signal of a mobile electronic device or a data carrier containing the ID, which has at
least one access authorisation unequivocally assigned to it, the ratio of the distances
of the mobile electronic device or the data carrier from the BLE transceiver units is
ascertained. The higher the signal strength and thus the Received Signal Strength
Indicator, the shorter is the distance to a BLE transceiver unit, so that in this way
using the relative distances of the mobile electronic devices or data carriers to the
BLE transceiver units, that lane is ascertained, in which the mobile electronic device
or the data carrier is located.

As part of a further development using a reference signal strength, which as a
rule corresponds to the signal strength at a 1 metre distance and which is contained
as information in the signal of the mobile electronic device or the data carrier or kept
in a table stored in the computer in dependence of the mobile electronic device or
data carrier, e.g. the type of mobile telephone, the distance between the mobile
electronic device and the BLE transceiver units is ascertained with an accuracy of 1 -
2 metres, so that for a multi-lane access, using subsequent trilateration or, for more
than three BLE transceiver units, multilateration, that lane is ascertained with a high

accuracy, in which the mobile electronic device or the data carrier is located.

According to the invention using the ascertained absolute or relative distances
between all mobile electronic devices or data carriers detected by BLE transceiver
units and assigned to a lane and the BLE transceiver units, the sequence of the
mobile electronic devices or data carriers in the respective lane is ascertained. This
allows access control to be performed, since it is known, which mobile electronic
device or data carrier is nearest an access control device so that its ID is evaluated

with reference to a valid access authorisation.

Given the case that the access width is flanked by two BLE transceiver units
und the Received Signal Strength Indicator at both BLE transceiver units shows that
the probability of residence of a mobile electronic device or the data carrier in the
lane ahead of the pass-through line is highest, this mobile electronic device or the

data carrier, as part of the further development of the invention, is regarded to be

4
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relevant for access control and the ID is analysed relative to a valid access
authorisation. The higher the signal strength, the shorter is the distance of a mobile
electronic device or a data carrier to the two BLE transceiver units and thus to the

access control device.

In the case of an access control system with one-lane access an access control
device assigned to the single lane is provided, wherein the access width is flanked by
two BLE transceiver units. A mobile electronic device or a data carrier are assigned
to the lane, if the signal strength, with which the signal of a mobile electronic device
or a data carrier is received by both BLE transceiver unit BLE transceiver units, is
approximately equal. Ascertaining the sequence of the mobile electronic devices or
data carriers in the lane is effected using the signal strength, with which the signal of
a mobile electronic device or a data carrier is received by both BLE transceiver units.
The higher the signal strength, the shorter is the distance of a mobile electronic
device or a data carrier from the two BLE transceiver units and thus from the access

control device.

As part of a further development of the invention, with an access control system
with one-lane access an access control device assigned to the single lane may be
provided, wherein the access control device comprises one BLE transceiver unit.
Ascertaining the sequence of the mobile electronic devices or data carriers in the one
lane is effected by way of the signal strength, with which the signal of a mobile
electronic device or data carrier is received from the BLE transceiver unit; the higher
the signal strength, the shorter is the distance of a mabile electronic device or a data
carrier to the two BLE transceiver units and thus to the access control device.

The access control devices of the access control system may be designed
advantageously without barriers, wherein the access control devices each comprise
a device for detecting persons, which pass the access control device. For example,
the device for detecting persons may be designed as a light barrier or weighing

SEensor.

When a person passes an access control device, which is detected by the

device for detecting persons, and if, following the passing of this person the mobile

5
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electronic device or the data carrier in first place in the lane assigned to the access
control device according to the localisation is the same according to the received ID
as before the passing of the person, an access without authorisation is recognised

and an optical and/or acoustic signal is issued.

Alternatively the access control devices of the access control system may each
comprise a barrier, which is operated in opening direction, if the 1D of the mobile
electronic device or data carrier, which according to the localisation, is in first place in
the lane assigned to the access control device, has a valid access authorisation
assigned to it. If following the passing of a person - a fact which is detected by a
device for detecting persons or by operating the barrier - the mobile electronic device
residing, according to the localisation in first place in the lane assigned to the access
control device is the same as that prior to the passing of the person, access without

authorisation is recognised and an optical and/or acoustic signal is issued.

According to a further development of the invention, at least one BLE
transceiver unit is assigned to the entry area of an access control system, which
detects the mobile electronic devices or data carriers by way of the ID sent from the
mobile electronic devices or data carriers, which pass through the entry area,
wherein the exit area of the access control system has at least one BLE transceiver
unit assigned to it, which detects the mobile electronic devices or data carriers by
way of the ID sent from the mobile electronic devices or data carriers, which pass
through the exit area, wherein the only signals evaluated by the BLE transceiver units
of the access control devices are signals which are detected by the at least one BLE
transceiver unit assigned to the entry area and not yet detected by the at least one
BLE transceiver unit assigned fo the exit area. Detection of the mobile electronic
devices or data carriers which pass through the entry area or the exit area is
restricted to signals, whose signal strength lies above a predefined threshold, and
only these signals are evaluated. This has the effect of preventing mobile electronic
devices or data carriers from being detected, which are outside the access control
system.

The BLE transceiver units assigned to the entry area and/or the exit area may

also be used in an advantageous manner for increasing the accuracy of determining

6
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the sequence of the mobile electronic devices or data carriers in the respective lane,
wherein to this end all signals of the mobile electronic devices or data carriers are
evaluated, which have passed through the entry area, with the exception of electronic
devices or data carriers, which have passed through the exit area. In order to
increase the accuracy of determining the sequence of the mobile electronic devices
or data carriers in the respective lane, these are localised by trilateration or, in case
of more than three BLE transceiver units, by multilateration, wherein for trilateration
or multilateration the relative or absolute distances between the mobile electronic
devices or data carriers and the BLE transceiver units of the access control devices
and the relative or absolute distances between the mobile electronic devices or data
carriers and the BLE transceiver units assigned to the entry area and/or the exit area
are utilised. The relative or absolute distances between the mobile electronic devices
or data carriers and the BLE transceiver units are ascertained, as already discussed,
by way of the Received Signal Strength Indicators. By taking into account the BLE
transceiver units assigned to the entry area and/or the exit area of an access control
system, the accuracy of determining the sequence of the mobile electronic devices or
data carriers in the respective lane is increased, since these BLE transceiver units,
with reference to the BLE transceiver units of the access control devices are
assigned in such a way that respectively two transceiver units of the access control
devices and the BLE transceiver units assigned to the entry area and/or the exit area
of an access control system form a triangle.

Due to the method according to the invention it is not persons which are

detected, but mobile electronic devices or data carriers.

The invention will now be explained in detail by way of example with reference

to the attached figures, in which:

Figure 1 shows a schematic drawing of an access control system realised
according to the invention with multi-lane access;

Figure 2 shows a schematic drawing of part of an access control system

realised according to the invention, with multi-lane access for illustrating, how the
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lane is determined, in which there is a mobile electronic device which supports BLE;
and

Figure 3 shows a schematic drawing of part of an access control system
realised according to the invention with multi-lane access for illustrating, how the
sequence of the mobile electronic devices in the respective lane is determined, as
well as a table for explaining the method of determining the sequence of the mobile

electronic devices in the respective lane.

Figure 1 shows an access control system realised according to the invention
with four-lane access, comprising four lanes D, E, F and H, an entry area 1 and an
exit area 2. It also comprises access control devices 3, 4, 5, 6, each of which have a
lane D, E, F, H assigned to them, wherein each access control device 3, 4, 5, 6
comprises at least one BLE transceiver unit TRX-1, TRX-2, TRX-3, TRX-4. Further
two further BLE transceiver units TRX-IN, TRX-OUT are provided, which are
assigned to the entry area / the exit area 1, 2. In the example shown the BLE
transceiver units TRX-1, TRX-2, TRX-3, TRX-4 are arranged in such a way that the
access widths of lanes D, E, F are each flanked by two BLE transceiver units. In
terms of a further development not shown a further BLE transceiver unit may be

provided, so that lane H is also flanked by two BLE transceiver units.

The BLE transceiver units TRX-1, TRX-2, TRX-3, TRX-4, TRX-IN, TRX-OUT
are connected to a computer comprising a CPU and storage means, wherein
verification of the access authorisation is effected by means of an interaction
between a BLE transceiver unit TRX-1, TRX-2, TRX-3, TRX-4 and an electronic
device or a data carrier, on which an ID, to which at least one access authorisation is
assigned, is stored based on the Bluetooth Low Energy Standard. The invention will

now be explained in terms of how mobile electronic devices are used in this context

The mobile electronic devices send an ID as part of a so-called “broadcasting”
at regular intervals via the BLE standard, which ID has at least one access
authorisation assigned to it. When a BLE transceiver unit TRX-1, TRX-2, TRX-3,
TRX-4 is within range of a mobile electronic device, the ID is received by the BLE

transceiver unit via BLE. This involves localisation of the mobile electronic units by

8
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means of the RSSI (Received Signal Strength Indicator), wherein the signal strength
is measured, with which the signal of a mobile electronic unit is received by BLE

transceiver units.

As part of a first development of the method according to the invention, the ratio
of the distances of the mobile electronic device or data carrier to the BLE transceiver
units is ascertained using the ratio of the Received Signal Strength indicators, with
which BLE transceiver units of the access control system receive the signal of a
mobile electronic device or a data carrier containing the |ID, which has at least one
access authorisation unequiveocally assigned to it. The higher the signal strength and
thus the Received Signal Strength Indicator, the shorter is the distance to a BLE
transceiver unit, so that in this way, using the relative distances of the mobile
electronic device or the data carrier to the BLE transceiver units that lane is

ascertained in which the mobile electronic device or the data carrier is located.

Referring to figure 1 the BLE transceiver unit TRX-IN, which is assigned to the
entry area 1, detects the mobile electronic devices by way of the ID sent from the
mobile electronic devices, which pass through the entry area 1, so that only signals
from mobile electronic devices, which are detected by the BLE transceiver unit TRX-
IN, are evaluated by the BLE transceiver units TRX-1, TRX-2, TRX-3, TRX-4 of the
access control devices 3, 4, 5, 6. In this way it is ensured that any mobile devices,
which on the one hand are within range of a BLE transceiver unit TRX-1, TRX-2,
TRX-3, TRX-4 and on the other hand are outside the access control system, are not
taken into account. Further, the BLE transceiver unit TRX-OUT, which is assigned to
the exit area 2, will detect, using the ID sent from the mobile electronic devices, those
mobile electronic devices, which pass through the exit area 2, and thus leave the
access control system. Signals from mobile electronic devices, which are detected by
the BLE transceiver unit TRX-OUT, are not evaluated by the BLE transceiver units
TRX-1, TRX-2, TRX-3, TRX-4 of the access control devices 3, 4, 5, 6. As part of
further developments the entry and exit areas can each have a number of BLE
transceiver units assigned to them. To detect the mobile electronic devices or data
carriers, which pass through the entry area or exit area, only those signals are

evaluated, whose the signal strength lies above a predefined signal threshold. In this
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way it is avoided that mobile electronic devices or data carriers are detected, which

are outside the access control system.

An access control system according to the invention, in particular for performing
the method according to the invention, thus comprises one-lane or multi-lane access,
wherein each lane D, E, F, H has an access control device 3, 4, 5, 6 assigned 1o i,
which comprises at least one BLE transceiver unit connected to a computer
comprising a CPU and storage means and which receives an ID sent from mobile
electronic devices or data carriers via the Bluetooth Low Energy Standard as part of
a "broadcasting” at regular intervals and which has at least one access authorisation
unequivocally assigned to it, wherein verification of an access authorisation is
effected by way of evaluating an ID sent from a mobile electronic device nearest an
access control device 3, 4, 5, 6 in access direction or from a data carrier nearest an
access control device 3, 4, 5, 6.

With this arrangement at least one BLE transceiver unit TRX-IN is assigned to
the entry area 1 of the access control system, which detects mobile electronic
devices or data carriers by way of the ID sent by the mobile electronic devices or
data carriers, which pass through the entry area 1, and wherein at least one BLE
transceiver unit TRX-OUT is assigned to the exit area 2 of the access control system,
which detects the mobile electronic devices or the data carriers by way of the ID sent
by the mobile electronic devices, which pass through the exit area 2, wherein the
mobile electronic devices or data carriers can be located by means of the RSSI
(Received Signal Strength Indicator), wherein the signal strength is measured, with
which the signal of a mobile electronic device or a data carrier is measured, which
contains the ID of the BLE transceiver units TRX-1, TRX-2, TRX-3, TRX-4, to which
the access control devices 3, 4, 5, 6 are assigned.

According to the invention and with reference to figure 2, using the ratio of the
Received Signal Strength Indicators, with which BLE transceiver units TRX-1, TRX-2,
TRX-3, TRX-4 of the access control system receive the signal of a mobile electronic
device or data carrier containing the ID, which has at least one access authorisation
unequivocally assigned to it, the ratio of the distances of the mobile electronic device
or the data carrier from the BLE transceiver units TRX-1, TRX-2, TRX-3, TRX-4 is

10
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ascertained. The higher the signal strength and thus the Received Signal Strength
Indicator, the shorter is the distance from a BLE transceiver unit, so that in this way
using the relative distances of the mobile electronic device from the BLE transceiver
units TRX-1, TRX-2, TRX-3, TRX-4, that lane is ascertained, in which the mobile
electronic device is located. This evaluation is carried out in the computer or in the

server.

With this arrangement the distance of a mobile electronic device from the BLE

[ U

transceiver units is divided into three distance ranges: “very near’, “near”, “‘remote”,
which are marked with the reference symbols A, B, C. The “very near” range may
e.g. correspond to a distance of less than one metre, the ,near” range may
correspond to a distance between one and five metres and the “remote” range may
correspond to a distance between five metres and ten metres. In terms of further
developments and depending on the achievable accuracy of distance determination
the distance in several distance ranges may be divided into e.g. four, five or six

ranges, thereby increasing the resolution.

If with reference to figure 2, a mobile electronic device is in the “very near”
range with regard to the BLE transceiver unit TRX-2 and in the “near” range with
regard to the BLE transceiver unit TRX-1, the lane, in which the mobile electronic
device is located is determined to be lane D, which has the access control device 3
assigned to it, which comprises the BLE transceiver unit TRX-1.

According to the invention and with reference to figure 3, using the ascertained
distances or distance ranges between all mobile electronic devices, whose signal
containing the ID of BLE transceiver units TRX-1, TRX-2, TRX-3 is received and
which using the described method are assigned to a lane, and using the BLE
transceiver units TRX-1, TRX-2, TRX-3, the sequence of the mobile electronic
devices in the respective lane is ascertained. In the left-hand part of figure 3 an
access control system in a skiing area is shown, wherein there are three skiers X, Y,
Z in lane D, each of which carries a mobile electronic device, the signal of which is
received by the BLE transceiver units TRX-1, TRX-2, TRX-3.

11
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As revealed in the table shown in figure 3, the skiers X, Y, Z, i.e. their mobile
electronic devices, are detected by the three BLE transceiver units TRX-1, TRX-2,
TRX-3. The columns PROX-1, PROX-2, PROX-3 correspond to the determined
ranges A, B, or C between the mobile electronic devices of the skiers X, Y, Z and the
BLE transceiver units TRX-1, TRX-2, TRX-3.

Skier X is therefore in the distance range A of the BLE transceiver unit TRX-1,
in the distance range A of the BLE transceiver unit TRX-2 and in the distance range
B of the BLE transceiver unit TRX-3, wherein skier Y is in the distance range A of the
BLE transceiver unit TRX-1, in the distance range B of the BLE transceiver unit TRX-
2 and in the distance range C of the BLE transceiver unit TRX-3, and skier Z is in the
distance range B of the BLE transceiver unit TRX-1, in the distance range B of the
BLE transceiver unit TRX-2 and in the distance range C of the BLE transceiver unit
TRX-3. This shows that the sequence of the skiers inlane Dis X, Y, Z.

The right-hand part of figure 3 shows the corresponding situation for a car park

entry; the table also refers to this example.

Based on this information an access control can be carried out, because it is
known which mobile electronic device or data carrier is nearest an access control
device, so that his ID is evaluated with reference to a valid access authorisation.
Evaluation of the read-out access authorisation may take place in the computer, to
which the BLE transceiver units are connected, or in the server, to which the

computer is connected.

As part of a further development of the invention it is proposed, to use so-called
Angle of Arrival methods in order to increase the accuracy of the described lane
determination and the described determination of the sequence of mobile electronic
devices or data carriers in a lane. To this end the BLE transceiver units comprise at
least two antennae, which receive the same signal emitted by a mobile electronic
device or a data carrier at respectively different points in time and with a different
phase, wherein the received points in time and the phase are dependent on the
angle of incidence of the signal. The phase difference can then be used to determine

the direction, from which the signal is emitted. In this way it can also be determined,
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whether a mobile electronic device or a data carrier is in access direction upstream of

or already downstream of the access control devices.
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CLAIMS:

1. A method for access control, in an access control system with one or
more lane access, each lane having an access control device assigned thereto,
which comprises at least one bluetooth low energy standard transceiver unit, wherein

verification of access authorization comprises:

evaluating an ID sent at regular intervals from a mobile electronic
device nearest the access control device or a data carrier nearest the access control
device, via the bluetooth low energy standard transceiver unit, as part of a

broadcasting, to which at least one access authorization is unequivocally assigned,

receiving the at least one access authorization by the at least one
bluetooth low energy standard transceiver unit within range of the mobile electronic
device or the data carrier wherein the at least one bluetooth low energy standard
transceiver unit is connected to a computer comprising a central processing unit and

storage means,

localizing the mobile electronic device or the data carrier by evaluating
a Received Signal Strength Indicator (RSSI), by measuring a received signal strength
of a signal received from the mobile electronic device or the data carrier, which
contains the ID received by the at least one bluetooth low energy standard

fransceiver unit;

using a ratio of Received Signal Strength Indicators, wherein the at
least one bluetooth low energy standard transceiver unit of the access control system
has received the signal from the mobile electronic device or the data carrier

containing the ID;

ascertaining a ratio of distances of the mobile electronic device or the

data carrier to the at least one bluetooth low energy standard transceiver unit; and
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ascertaining the lane in which the mobile electronic device or the data
carrier is located by using relative distances of the mobile electronic device or the

data carrier to the at least one bluetooth low energy standard transceiver unit.

2, The method for access control according to claim 1, further comprising
using the relative distances between a plurality of mobile electronic devices or data
carrier detected by the at least one bluetooth low energy standard transceiver unit
which have been detected and have had a respective lane assigned to them, and the
at least one bluetooth low energy standard transceiver unit, to ascertain a sequence

of the mobile electronic devices or the data carriers in the respective lane.
3. The method for access control according to claim 1, further comprising

using a reference signal strength, which as a rule corresponds to a
signal strength at 1 meter distance and which is contained as information in the signal
of the mobile electronic device or the data carrier or is held in a table stored in the

computer depending on the mobile electronic device or the data carrier,

wherein the distance between the mobile electronic device or the data
carrier and the at least one bluetooth low energy standard transceiver unit is
ascertained with an accuracy of 1-2 meters, so that by a subsequent trilateration or,
by multilateration for more than three bluetooth low energy standard transceiver units,
that lane is ascertained, in which the mobile electronic device or the data carrier is
located.

4. The method for access control according to claim 2, wherein in order to
increase an accuracy of lane determination and in order to determine the sequence
of the mobile electronic devices or data carriers in the lane, angle of arrival methods
are performed, wherein the at least one bluetooth low energy standard transceiver
unit comprise at least two antennae, which receive the same signal, which is emitted
from each of the mobile electronic devices or data carriers, at respectively different

points in time and with a different phase, wherein the received points in time and the
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phase are dependent on an angle of incidence of the signal, and subsequently a

phase difference is used to determine the direction from which the signal is emitted.

5. The method for access control according to claim 1, wherein the access
control system has one-lane access with an access control device provided and
assigned to the lane, the one-lane access has a width flanked by two bluetooth low

energy standard transceiver units,

wherein each mobile electronic device or the data carrier is assigned to
the one-lane, determination of a sequence of a plurality of mobile electronic devices
or the data carriers in the one-lane utilizes the signal strength received by both the

bluetooth low energy standard transceiver units.

6. The method for access control according to claim 2, wherein an entry
area of the access control system has at least one bluetooth low energy standard
transceiver unit assigned thereto, which detects the mobile electronic devices or data
carriers by way of the ID sent by the mobile electronic devices or data carriers, which

pass through the entry area and

an exit area of the access control system has at least one bluetooth low
energy standard transceiver unit assigned thereto, which detects the mobile
electronic devices or data carriers by way of the ID sent by the mobile electronic

devices or data carriers, which pass through the exit area,

wherein only signals from mobile electronic devices or data carriers,
which have been detected by the at least one bluetooth low energy standard
transceiver unit assigned to the entry area and are not yet detected by the at least
one bluetooth low energy standard transceiver unit assigned to the exit area, are
evaluated by the bluetooth low energy transceiver unit of the access control devices,

and
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detection of the mobile electronic devices or data carriers which pass
through the entry area or the exit area is restricted to signals, whose signal strength

lies above a predefined threshold, and only these signals are evaluated.

7. The method for access control according to claim 6, wherein the
bluetooth low energy standard transceiver units may be assigned to the entry area or
the exit area of an access control system and are used for increasing an accuracy of
determining the sequence of the mobile electronic devices or data carriers in the

respective lane,

all signals of the mobile electronic devices or data carriers which have
passed through the entry area, with the exception of the electronic devices or data

carriers which have passed through the exit area are evaluated,

wherein in order to increase the accuracy in determining the sequence
of the mobile electronic devices or data carriers in the respective lane these are
located by trilateration or, in case of more than three bluetooth low energy standard
transceiver units by multilateration, wherein trilateration or multilateration is carried
out using relative or absolute distances between the mobile electronic devices or data
carriers and bluetooth low energy transceiver units of the access control devices and
relative or absolute distances between the mobile electronic devices or data carriers
and the bluetooth low energy standard transceiver units assigned to at least one of

the entry area and the exit area.

8. The method for access control according to claim 2, wherein the access

control devices do not comprise barriers,

wherein, if a person passes the access control device, this is detected
by a device for detecting persons, and after this person has passed, the mobile
electronic device that, according to the localization, is in first place in the lane
assigned to the access control device is the same mobile electronic device located in
first place by a previously received ID, access without access authorization is

recognized and an optical or acoustic signal is issued.
17
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9. The method for access control according to claim 2, wherein the access

control devices comprise a barrier, which is operated in an opening direction,

if a valid access authorization is assigned to the ID of the mobile
electronic device or data carrier that was located according to the localization in first
place in the lane assigned to the access control device, and if a person passes an
access control device, this is recognized by a device for the detection of persons or

by operating the barrier,

if, following the passing of this person the mobile electronic device
located in the first place according to the received ID, is the same mobile electronic
device located in first place by the previously received ID, access without access
authorization is recognized and at least one of an optical signal and an acoustic
signal is issued.

10. An access control system, for performing the method according to

claim 1, the access control system having

an entry and exit area, wherein the access control system comprises

one-lane or multi-lane access,

wherein each lane has an access control device assigned to it, which
comprises at least one bluetooth low energy standard transceiver unit, which is
connected to a computer comprising a central processing unit and storage means
and which receives an ID sent at regular intervals from mobile electronic devices or
data carriers via the bluetooth low energy standard as part of a broadcasting, and has

at least one access authorization unequivocally assigned thereto,

wherein verification of an access authorization is by evaluating an ID
sent by the mobile electronic device nearest the access control device, in a direction
to enter through the access control device, or the data carrier nearest the access

control device,

18

CA 2938261 2019-07-26



81798882

wherein at least one bluetooth low energy standard transceiver unit is
assigned to the entry area of the access control system, which transceiver detects
mobile electronic devices or data carriers by way of the ID sent by the mobile

electronic devices or data carriers, which pass through the entry area and

wherein the exit area of the access control system has at least one
bluetooth low energy standard transceiver unit assigned thereto, which detects the
mobile electronic devices or data carriers by way of the ID sent by the mobile

electronic devices or data carriers, which pass through the exit area,

wherein the mobile electronic devices or data carriers can be located by
means of the evaluation of a received signal strength indicator, wherein a signal
strength is measured, from the mobile electronic device or the data carrier containing
the ID received by the bluetooth low energy standard transceiver units assigned to

the access control devices.

11. The access control system according to claim 10, wherein the access
control devices do not comprise a barrier, wherein each access control device

comprises a device for the detection of people.

12. The access control system according to claim 10, wherein the access
control system has one-lane access, and the access control device assigned to a
single lane is provided, wherein an access width is flanked by two bluetooth low

energy standard transceiver units.
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